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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

Henbto wm3ydenuss aucuMIUIMHBI «OCHOBBI TIOCTPOCHHME 3alUIICHHBIX
KOMITBIOTEPHBIX CETEH» SIBISETCS TeopeThyYecKas W MpakTUuecKas IMOATOTOBKa
oOyyJaromuxcs K IeITSIbHOCTH, CBA3aHHOM € IIOCTPOSHHUEM 3aIHUIICHHBIX CETEBBIX
aBTOMAaTU3WPOBAHHBIX CUCTEM, a TAK)KE 00yUYEeHHUE MPUHITUIIAM U METOJ1aM 3aIlUThI
nH(pOpMaIIKU B KOMIIBIOTEPHBIX CETSX.

3agayu UCIUAILINHEL:

- U3y4YCHUE TUTIOBBIX YTP0O3 OE30MMaCHOCTH B KOMITBIOTEPHBIX CETSX;

- HW3y4YeHHE KPHUNTOrpaduyecKuX M MPOrPaMMHO-AIIapPaTHBIX METO0B
obecnieueHus: MHPOPMAITMOHHOM 6€30ITaCHOCTH B KOMITBIOTEPHBIX CETSIX;

- MPUOOPETECHNE HABBIKOB HACTPOMKHU M DKCIUTyaTaIlMH CPEJICTB 00CCIICUCHUS
0€30MMaCHOCTH B KOMIIBIOTEPHBIX CETSIX;

- OBJIJICHUE CPEACTBAMH M METOJaMU MPOEKTUPOBAHUA M TIOCTPOCHHUS
3aIUIIEHHBIX CETEBBIX aBTOMATU3UPOBAHHBIX CUCTEM;

- OBJAJCHUE CPEACTBAMH W METOJAaMHU BBISBICHUS W HEHUTpaIu3aiuu
MONIBITOK HAPYIICHUST OE30ITaCHOCTH B KOMITHIOTEPHBIX CETSX.

2. [Inanupyembie pe3ybTaThl 00y4eHUs 110 AUCITUIUIMHE (MOIYJIIO).

[lepeuenr GopMHUpyeMBIX pe3ylbTaTOB OCBOCHHSI 0Opa30oBaTEIbHOU
nporpamMmbl (KOMIIETEHLIUI) B PE3yIbTaTe 00yUYEHUs MO0 TUCHMIUIMHE (MOIYIIO):

OIIK-3 - CpnocobeH Ha OCHOBAaHMHM COBOKYITHOCTH MAaT€MaTHYECKUX
METOJI0B, (U3UYECKUX 3aKOHOB W MoOjeNiell pa3pabaTeiBaTh, OOOCHOBBIBATH M
pearn30BbIBaTh MPOIETyPhl PEHICHU 3a/1a4 MPOPECCHOHANBHOMN 1eATeIHbHOCTH;

OIIK-6 - CnocoOeH NpUMEHSTh METOJbl HAyYHBIX HCCIEIOBAHUN MpHU
MIPOBEJICHUN Pa3pabOTOK B 00JIacTH oOecrieueHus: 6€30MacCHOCTH KOMIThIOTEPHBIX
CUCTEM U CETEM.

OO0y4eHue 1o JUCUUILIMHE (MOAYJII0) MPEANOaraeT, YTo MO0 €ro pe3yJibTaram
oOyuatoruiicst 0yier:

3HaTh:

- CoBpeMeHHbIE TEHICHIIMU Pa3BUTHS KPUNTOrpapUuecKuX METOJI0OB H
CPEIICTB, IPUMEHSEMBbIX JIJISl 3alIUTHI UHPOPMALIUU B KOMITBIOTEPHBIX CETSX.

- Meroauku MOHUTOpPHHTAa pPabOTOCTIOCOOHOCTH W KPHUTEPUU OIEHKH
3¢ (HEKTUBHOCTH CPEJICTB 3AIUTH HHPOPMAIIMH B KOMIBIOTEPHBIX CETSX.

- OcHOBHBIE JTambel UCTOpPUYECKOro passutuss Poccum wu  ponp
uH(GOPMAIMOHHOHN 0€30MaCHOCTH B 00€CIIEYeHNN HAI[MOHATIbHBIX HHTEPECOB.



- HopmaruBHO-IpaBOBYIO0 JOKyMEHTAIMIO B 0O01acTh WHGOPMAIMOHHON
0e30MacHOCTH,  PErJaMEHTUPYIOUIYIO  MOPSAJOK  aTTecTalud  OOBEKTOB
uH(pOpMaTU3ALIUH.

- OcCHOBHbBIE NPUHLUIBI yNpPaBICHUS HHPOPMALMOHHON 0€30MacCHOCTBIO
KOMIBIOTEPHBIX CHUCTEM U  METOJbl OLEHKH 3(P(HEKTUBHOCTU  IMOJIUTUK
0€30MacCHOCTH.

- TumoBble HEUCIPABHOCTU U YSI3BUMOCTH MPOTPaAaMMHBIX, MPOTPaMMHO-
anmnapaTHbIX CPEJACTB U MOJICUCTEM 3allUThl MH(POPMALIMH B CETSIX.

- MeTonpl U cpencTBa peali3aluy YacTHBIX NOJUTUK HMH()OPMaUMOHHOM
0e30MacHOCTH, a Tak)Ke METOJMKH aHajau3a 3(P(EKTUBHOCTH CHUCTEM 3alIUThI
uH(pOpMaIMU B KOMIBIOTEPHBIX CUCTEMAX.

Ymersb:

- Ucnonb3oBaTh cpeacTBa Kpuntorpaguaeckoit 3amuthel nHGopmaruu (VPN,
IPSec, SSL/TLS) mnpu pemeHun 3agad  oOecmedeHUs  OS30MacHOCTH
KOMITBIOTEPHBIX CETEH.

- IlpoBOaIUTH MOHUTOPHUHI COOBITHI O€30MaCHOCTH M AHAJIU3HPOBATH
3¢ HEeKTUBHOCTH GYHKIIMOHUPOBAHUS CPEJICTB 3AIIUTHl B KOMIIBIOTEPHBIX CETSIX.

- AHaITM3MPOBATh UCTOPUYECKUE MTPOLIECCHI M UX BIMSIHUE HA (DOPMUPOBAHKE
COBPEMEHHBIX TpeOOBaHUH K 3aIUTe WH(DOpMAIUH.

- IIpoBoauTh aHanmm3 WHGHOPMAITMOHHONW 0€30MAaCHOCTH OOBEKTOB U CHCTEM
JUISl IOATOTOBKH K IIPOLIEYPE aTTECTALUH.

- PagpabarbiBaTh MNpEeUIOKEHUS 1O COBEPIICHCTBOBAHMIO CHUCTEMBI
yIpaBJIeHUS] THPOPMALIMOHHON 0€30MaCHOCThIO0 KOMIIBIOTEPHOMN CUCTEMBI.

- BrimonaHsaTe paboThl MO BOCCTAaHOBJIEHHIO PaOOTOCIIOCOOHOCTH CPENICTB
3a1uThl HHpopManuu (MexceTeBbix s3kpanoB, COB, VPN-1u1t030B) nocie c6oeB.

- Peanm3oBbIBaTh YacTHBIE MOJUTHUKA MHGOPMAIIMOHHONW O€30MaCHOCTH H
MPOBOJIUTh MOHUTOPUHT S()PEKTUBHOCTU NEUCTBYIOIIUX CHUCTEM 3allUThl B
KOMITBIOTEPHBIX CHCTEMaX.

Baaners:

- HaBeikamMu mnpuMeHEHHsS] KpPUNTOTrpaQUUECKHX MPOTOKOJOB st
OpraHM3alMK 3alUIIEHHOIO CETEBOIO B3aUMOICHCTBUS.

- HMHCTpyMEHTaJIbHBIMM  CpEICTBAMU  MOHUTOpUHIa  3((HEKTUBHOCTU
IITaTHBIX U JIONOJHUTENIbHBIX CPEJCTB 3aLIUTHl KOMIIBIOTEPHBIX CETEH.

- HaBbikamu opmupoBaHus TpakJIaHCKON MO3ULMU MPU PEUICHUM 33134
obecrieueHust 6€30NMaCHOCTH B MPOGEeCCUOHATBHOU Cpejie.

- Merogamu ananuza WHGOPMAUMOHHOW 0€30MacHOCTH  OOBEKTOB
uH(pOpMaTU3aLMK Ha PEIMET COOTBETCTBUSI TPEOOBAHUSIM 3aIUTHI HH(OPMALIIH.



- Metogamu onieHku 3 PEeKTUBHOCTH AEUCTBYIOIINX MOJUTHK 0€30MaCHOCTH
U yNpaBJiieHUs HHPOPMAMOHHOM 0€30MaCHOCTHI0 KOMITBIOTEPHOU CHCTEMBI.

- HaBbikamu TecTUpOBaHMS U MPOBEPKU PabOTOCHIOCOOHOCTHU MPOTrPaMMHO-
anmnapaTHBIX CPEACTB 3alIUThl UH(POPMALIUU B CETSX.

- Mertogamu u cpeiacTBaMM MOHHUTOPMHra M aHanuza 3((eKTUBHOCTH
peanu3alyy CUCTEM 3allIUThl HH(POPMALUU B KOMITBIOTEPHBIX CHCTEMAaX.

3. O0beM IUCHUIUIUHBI (MOJTYJIS).
3.1. O0mas Tpy10eMKOCTb JUCHUIUIMHBI (MOIYJIS).

OO6mast TpyIOEMKOCTh AUCHUIUIMHBI (MOayJsi) coctaBisier 4 3.e. (144
aKaJeMHUYEeCKHUX Jaca(oB).

3.2. O6bem paucuMIUIUHBL (Monaynsi) B (opMe KOHTAaKTHOW paboOThI
oOyvaromuxcst C  IeJarorM4ecKuMu  paboTHUKaMu ®  (WIM)  JIMIIAMH,
MPUBJIEKAEMBIMU K pean3aluu 00pa3oBaTeIbHON MPOTpaMMBbl Ha MHBIX YCIIOBHUSX,
IIPU MPOBEJICHUHN YUE€OHBIX 3aHITHIA:

KomnaecTBo wacon

Tun yueOHbIX 3aHATHH
Bcero | Cemectp Ne®

KonrakTHas paboTa rmpy npoBeieHUH Y4eOHBIX 3aHSTHH (BCET0): 80 80
B TtoMm uncie:

3aHATHS JIEKIIHOHHOTO THIIA 32 32
3aHATHS CEMUHAPCKOTO THIIA 48 48

3.3. O0beM AUCHUIUIMHBI (MOIyJNsg) B (opmMe caMOCTOSITENbHONW paboThI
oOyJarommxcs, a Takke B (opMe KOHTAKTHOH pabOThl OO0ydaromMXCsS C
MearornaecKuMu paboTHUKAMHU U (WIJTH) JTUIIAMU, TIPUBJICKAEMBIMH K peaTi3ariu
oOpa3oBaTeabHON TPOrpaMMbl Ha HWHBIX YCIOBHUSAX, TIPU TPOBEICHHUH
MIPOMEKYTOUYHOM aTTECTAIMK COCTaBIIsAeT 64 akaJeMHUeCKUX Jaca (OB).

3.4. Ilpu oOy4eHunu Mo MHAUBUAYATIFHOMY Y4EOHOMY TIJIaHy, B TOM YHCIIE TIPU
YCKOPEHHOM 00Yy4YeHUH, 00BEM AUCIUIUIMHBI (MOJIYJIsI) MOXKET OBITh pean30BaH
MOJTHOCTBHIO B (hOpME CaMOCTOATEIBHON paboThl 00yJarOmIMXCs, a Takxke B popme
KOHTAaKTHOW PabOThl 0O0YydYaIOIMUXCS C MEAArOorH4ecKuMu pabOTHUKAMH U (WJTH)
JULAMU, TPUBJIEKAEMBbIMH K peasiu3aliii 00pa30oBaTEIbHOW MPOrpaMMbl HA MHBIX
YCIIOBUSIX, IPU MPOBEAECHUU IPOMEKYTOUYHOM aTTECTALIUU.

4. ConeprxkaHue TUCIHUTIIAHBI (MOTYJIs).

4.1. 3aHATHA TEKIUOHHOI'O THUIIA.
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TemaTrka JIEKITMOHHBIX 3aHATHH / KPAaTKOE COJEPIKaHHE

KC u ux opranuzanus / CeTeBble aTaku.
PaccmaTprBaemble BOIIPOCH:
- OCHOBHBIE MEXaHU3MBI IIPOBEJICHNS CETEBBIX aTaK Ha pa3inuHbIX ypoBHsX Monenu [SO/OSI.

Mexanusmsl peanuzanuu atak B cetssx TCP/IP.
PaccmatprBaeMble BOIIPOCHL:

- MeTonpl cKaHHPOBaHHUS IOPTOB.

- MeTompl 00HapyKEeHHUS TAKETHBIX CHU(P(DEPOB.

- Metonst 06xoma MD.

MeTtosl iepexBara ceTeBbix coeauHenuid B ceTsix TCP/IP.
PaCCManI/IBaCMI:Ie BOIIPOCHKHI:

- Texuuueckue MCEPHI 3allIUThI OT CETCBLIX aTak.

- ATaku HaIlpaBJICHHBIE HA CETEBYIO HHPPACTPYKTYPY

[Tpumeps! cereBbix aTak B ceTsix TCP/IP.
PaCCManI/IBaGMBIG BOIPOCHI:

- Texungeckue MCPBI 3alIUTBI OT CETCBLIX aTaK

- [Ipuny>XeHMe K YCKOpEHHOH nepenaye.

- ATaKI/I, HalpaBJICHHBIC Ha OTKa3 B O6Cﬂy)KI/IBaHI/II/I.

- V3meHeHne KOHGUTYpaluy U COCTOSTHHUS XOCTOB.

- [IporpaMMHO-TEXHUYECKUE MEPBI 3AILUTHI OT CETEBBIX aTak

Kpunrorpaduuecknue MeTo bl 3aIMThl HH(HOPMALIUK B KOMIIBIOTEPHBIX CETSX.
PaccmatpuBaeMbIe BOITPOCHL:

- Kpunrrorpaduaeckue nporokoisr obecriedeHus: 6e30MacHOCTH.

- [Iporoxomns! ayTeHTH(UKAIMN HA TIPHKIIAJTHOM YPOBHE.

- I[Iporoxon Kepberos.

- [Iporokomnbl ayTeHTH(UKAIIMK Ha TPAHCIIOPTHOM ypoBHe: potokon SSI/TLS

3amura BUPTyaldbHBIX YacTHBIX ceTeil (VPN).

PaccmarpuBaeMbie BOTIPOCHI:

- HazHaueHue, OCHOBHbIE BO3MOXHOCTH U BapHaHThI peanu3auud VPN.

- JlocrouHcTBa 1 HeJOCTAaTKU IpUMeHeHUs VPN

- [Iporokon IPSEC/ IIporoxonsr AH u ESP.

- Ucnonp3oBanue nporokona L2TP st opraHn3anuy BUPTyallbHbIX YACTHBIX CETEH.

Pa3pa60TKa 3allIUIIICHHBIX CCTCBBIX HpHJ’IO)KCHPIfI.

PaccmatpuBaemble BOIIPOCHI:

- Ayrentudukanus, mudpoBanne, o0ecreueHne NeI0CTHOCTH C UCTIONB30BAHUEM ITPOTrPaAMMHOTO
unrepgeiica SSPI.

- [Iporpammusrit uaTepdeiic Open SSI.

[IporpamMMHoO-anmapaTHble CpeJCTBa 0OecrieueHus: 6€30MacHOCTH B KOMITbIOTEPHBIX

CETiX.

PaccmarpuBaeMbie BOTIPOCHI:

- CpezcTBa 3a1UThI JIOKATBHBIX CETEH NPU MOAKIII0OUCHUN K IHTEepHEeT.
- Mecto u posie M3 B obecrieueHIH CETEBOI O0€30IMacHOCTH.

- OCHOBHBIE BO3MOXHOCTH U CXEMBI pa3BepThiBaHU MO

Mertoabl ceTeBoit Tpancisanuu anpecoB (NAT).
PaccmartpruBaembie BOMPOCHI:

- [TocTpoenue nmpaBui GUIBTPALIAH.

- Peanmmsamms ceTeBOM MOMUTUKHN O€30IIACHOCTH C UCIIOJIB30BaHUEM MD.
- MeTompl 00X0/1a MEKCETEBBIX 3KPAaHOB




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

10

3ammTa cepBepoB U pabOYMX CTAHIIUM.

PaccmatpuBaeMble BOIIPOCHL:

- Cucremsl oO6Hapy>xeHus srop>xeHnit (COB).

- Mecto u posis COB B 06mi1eili cucteme obecrieueHust CETeBOH O€30MacHOCTH.
- Knaccudukanus COB.

11

CpencTBa U METO/IbI IPEIOTBPAILCHUS B 0OHAPY)KEHUHU BTOPKEHHH.
PaccmatpuBaeMble BOIIpOCH:

- BrisBrieHHe aTak Ha OCHOBE CHTHATYP aTaK M BBIBICHHE aHOMAJIHIL.

- AyIUT IPUKJIAIHBIX CITYXKO.

- CpencTBa 0OHAPYKEHUS YA3BUMOCTEH CETEBBIX CITYkKO.

- Cucremsl BUpTyanbHBIX JoByIIek (Honey Pot n Paded Geet).

4.2. 3aHATHS CEMUHAPCKOTO TUIIA.

JlaGopatopHbie paOOTHI

HaumenoBanue nabopatopHbix paboT / KpaTkoe coJep:KaHue

CpeI[CTBa IMPOBCACHUSA aTaK
B pesynbrate BhINOIHEHHS TAOOPATOPHOI pabOTHI CTYJCHT PacCMaTPUBAECT OCHOBHBIE HHCTPYMEHTANIbHbIE
CpeICTBa MIPOBEICHUS aTaK.

Ceru TSP/IP
B pesynbprate BRIIOTHEHUS Ta00paTOPHOI pabOTHI CTYICHT U3yYaeT METOABI M CPEJICTBA TIepeXBaTa B
cersix TSP/IP.

MepBI 3aIIUThI OT CCTCBAIX aTakK
B PE3YyIbTATE BBINTOJTHCHU Ha60paT0pHOI7[ pa6OTLI CTYACHT paCcCMAaTPUBACT TCXHUYCCKUEC MCPBI 3allIlUTHI OT
CCTCBBIX aTak.

VPN c ucnomas3zosanuem [PSEC
B pesynbTate BbINOIHEHHS Ta00paTOPHOI paboThl CTYICHT pacCMaTpUBaeT OCOOCHHOCTH Pa3BePThHIBAHUS
VPN c¢ ucnoas3osanuem IPSEC.

[Tporpammusrit uaTepdeiic SSPI
B pe3ynbTaTe BbIIOIHEHUS J1a00paTOPHOU pabOThI CTYyJEHT PaCCMAaTPUBAET OCOOEHHOCTU 0OeCIeueHNs
LEJIOCTHOTO C UCIIOJIb30BaHUEM MporpaMMHoro unrepgeiica SSPI

VPN 6a3oBeiMu cpeacteamMu OC Linux
B pesysbTarte BBIIOIHEHUS J1aOOPATOPHOI pabOThI CTYICHT MOJIyYaeT HaBbIK pa3BepThiBanus VPN
6azoBbiMu cpeacTBamMu OC Linux ¢ ucnonszoBanuem L2TP.

[Taketnsiit punbTp OC Linux iptables.
B pesynbrate BhIIOIHEHHS 1a00paTOPHOM paboThI CTYIEHT OTpabaThIBaeT yMEHHE 110 HACTPOIKe U
UCII0NIb30BaHME BCTPOEHHOTO rakeTHoro ¢puisTpa OC Linux iptables.

[Ipoxcu-cepsep SQUID
B pesysbrarte BBINOIHEHUS J1a0OPAaTOPHOI pabOThI CTYICHT YYUTCS HACTPOUBATH U UCIIOJIb30BATh TPOKCH-
cepsepa SQUID.

CpenctBa 0OHapYKEHUST BTOPKCHHH Snort
B pesyunbTaTe BBIIOMHEHHS JTa00paTOPHOU padOThl CTyJeHT OTpabaThiBaeT yMEHUE MO UCIIOIb30BAHUIO U
HACTPOWKE CpeACTB 0OOHAPYKEHHS BTOP KeHU Snort.

4.3. CamocrosiTenbHas padoTa 00yJarOIInXCs.




No .
Bun camocrosiTenbHO#M paboTh

/T

1 |M3ydeHne TOMOJHUTEIBHOM JIUTEPATYPHI.

2 |[ToaroroBka k 1aGOpaTOpPHBIM pabOTaM.

3 | BrimonHeHHne KypcoBOi pabOTHI.

4 | I[loarotoBka K MpOMEXKYTOYHOU aTTECTALIUH.

5 | IloaroroBka K TEKyIIEMYy KOHTPOJIIO.

4.4. ITpumepHbIN IEpEUEHb TEM KYPCOBBIX PabOT

1) Texuonorus SIEM u ee pyHKIIMOHAIBHBIC BO3MOXHOCTH. [IpenmyniecTBa
Y HEJJOCTATKH MO CPABHEHUIO C IPYTUMU PELICHUSMH.

2) CereBble MaKeTHbIE (PUIBTPBI U UX PA3HOBUIHOCTH.

3) IocpenHuky 1 0COOEHHOCTH WX TIPUMEHEHUS JIJISl CETEBOM 3aIUTHI.
4) Texnonorust NAT u BapuaHThI ee pa3BUTHS
5) CeancoBbiit mocpenuuk SoC u cienuduka ero MpuMEeHCHUS

6) HCTIEKTOPBI COCTOSIHUS KaK MHCTPYMEHT (DUIIbTpAIu JUTsl 00ecIIeueHus
Tpedyemoro ypoBHs Ub.

7) OOecrieyeHue MEXKCETEBOM 3allUThl pecypcoB mnocpeactBom UTM-
yctporictB U NG firmware

8) BupryanbHble YacTHBIE CETH W HamOOJEe YacTO MCIOJIb3yeMbIe
npoTokoiasl VPN

9) XapakTepucTuka U apXUTeKTypa nporokosua [Psec.

10) Cucrtembl OOHapY>KCHHsSI BTOPKCHHH CTPYKTYPhl W  MPUHIIMIIBI
MOCTPOCHUS

11) CpaBHUTENBHBIA aHAIU3 CUCTEM OOHApyXEHUS BTOPKEHUW U A
CeTeBOIl 0€30MacCHOCTH

12) DLP-cucteMbl U UX BO3MOXKHOCTH. AHAJIN3 9acTo mpuMeHsiembix DLP-
CUCTEM.

13) CerteBbie cKkaHephl YA3BUMOCTEH, KaK CPEJICTBA aHAJIM3a 3aIUIIEHHOCTH
ceren

14) JloBy1iku, Kak cpeacTBO coopa HHGOPMAIIMH O 37T0YMBITINICHHUKE.

15) 3amnuTa JOKaIbHBIX BRIYUCITUTEIBHBIX CETEH OT aTaK KaHAIBHOTO YPOBHSI
16) 3amura undopmaruu ot [IDMUH

17) Ob6ecnedenre ayTeHTU(UKAMU TOJI30BATENEH M pa3rpaHUuYCHHE
JocTyna K “HQOPMaIMOHHBIM pecypcam

18) Obecneuenune 3ammThl WHPOPMAIMOHHBIX PECYpCOB KOMIIAHUU OT
CEeTEeBBIX aTaK



19) Iloctpoenue cuctem 0€30MACHOCTH CETEBOTO YPOBHS Ha Oa3e MPOTOKOJIa
IPSec
20) IMoctpoenue oTkazoycroiunBoii JIBC na 60a3ze nporokosia STP

21) 3ammra paboymx cTaHUil cetd OT BpemoHocHoro II0 w
HECAaHKLIMOHUPOBAHHBIX JEHCTBUN COTPYAHUKOB

22) 3anmTa nH(pOpManuu U KOHPUICHIHAIBHBIX JaHHBIX, IEPEJaBAEMBbIX 110
e-mail

23) Cuctema oOHapykeHus BTopkeHuii RealSecure

24) YupaBlieHHE KJI0UYaMH B BBIYUCIUTEIbHBIX CHCTEMAX

25) UHcTpyMeHTanbHbIe CPECTBA MPEAOTBPAICHUS CETEBbIX aTaK

5. llepeueHp wu3AaHUN, KOTOPBIE PEKOMEHIYETCS MCIOJIb30BaTh IIPH

OCBOEHUHU JTUCIUIUIMHBI (MOJTYJIS).
No
/o

bubnnorpaduueckoe onucanue Mecro nocryna

1 Komnerotepusie cetu Pakutun P. 1O.,
Mockanenko E. B. Vue6Hoe nocobue https://reader.lanbook.com/book/139182
AnTaiickuil rocyjapCTBEHHBIN
ne1arornyeckuii yHuBepcurer, - 340 c. - ISBN
978-5-.88210-942-3 , 2019

2 CereBrle TexHoJiornn Bacun H.H. YueOnuk https://reader.lanbook.com/book/223364#2
Camapa, I[II'VIIN, - 265 c., 2019

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHATBLHBIX 0a3 MaHHBIX U
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIOJB30BAaThCS MPHU
OCBOEHUHU JTUCIUIUIUHBI (MOJTYJIST).

Odunmaneuseiit cait PYT (MUUT) (https://www.miit.ru/).

Hayuno-texunueckas oudauorexka PYT (MUUT) (http:/library.miit.ru).

Oo6pa3zoBarenbHas miathopma «tOpaiit» (https://urait.ru/).

O6mue uHPOPMAIMOHHBIE, COPABOYHBIE M  TIOMCKOBBIE  CHCTEMBI
«Koncynbrant [Lmrocy, «I'apanT.

DNEeKTpOHHO-0MOIOTeUHAS cucremMa W31aTEIbCTBA «JIanp»
(http://e.lanbook.com/).

DeKTpoHHO-0ubnoTeuHas cucrema ibooks.ru (http://ibooks.ru/).

7. IlepeuyeHb JUIEH3UOHHOTO U  CBOOOJHO  PACHPOCTPAHIEMOTO
pPOrpaMMHOT0 OOECIICUYCHHUsSI, B TOM YHCJIE OTEUYECTBEHHOI'O IPOM3BOJICTRA,
HEO0OXOIMMOTO0 JIJIs OCBOCHMS TUCITUTIIIUHBI (MOTYJIs).

Microsoft Internet Explorer (unu npyroit 6paysep).



Microsoft Office.

Pacnipoctpansemas cucrema Buptyanusanuu Virtual Box.

OmnepanronHas cuctema Linux.

CB00OIHO pacpoCTpaHsIeMblii MakeTHBIN GUIbTp iptables.

CBo06oHO pacnpocTpansiemslii mpokcu-cepsep SQUID.

CBobomno pacmnpoctpansiembie [1O 11 opraHu3anuu BUPTYyaIbHBIX CETEH
OPEN VPN.

CB000IHO pacnpocTpaHsemas cucteMa oOHapyKeHHsI BTOpKEHUHM Snort.

CBo0OO0HO pacnpocTpaHseMblil cepBep yaaneHHoro noctyna OPENSSH.

8. Omnucanue MaTepUaIbHO-TEXHUYECKOW 0asbl, HEOOXOAMMOW st
OCYIIIECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo JUCIUILTMHE (MOIYJIIO).

VYyeOHblE ayauTOpPUU JIS MPOBEJICHUS YUEOHBIX 3aHATHUM, OCHAILCHHbBIC
KOMITBIOTEPHOU TEXHUKON M HAOOpaMH IEMOHCTPAIIMOHHOTO 000PYy10BaHUS.

9. ®opma TpOMEKYTOUYHOM aTTECTAILIUM:

KypcoBas pabota B 8 cemectpe.
DK3aMeH B 8 ceMecTpe.

10. OueHouHbIE MaTEPHUAIIBI.

OueHoYHbIE MaTepUalIbl, TPUMEHSIEMBIE MPU MPOBEICHUHN MPOMEKYTOUHOU
aTTeCTalluM, pa3paldaThIBAIOTCI B COOTBETCTBUU C JIOKAJIbHBIM HOPMAaTHUBHBIM
aktom PYT (MUNT).



ABTOpBI:

npodeccop, nmpodeccop, 1.H. Kadeapbl
"HHTEenneKkTyanbHOe YIIpaBIeHUE U
uHpOpMaIIMOHHAsA O€30MaCHOCTh B
BBICOKOABTOMAaTU3UPOBAHHBIX
TPaHCIOPTHBIX cucremax' MHcTUTyTa
KEJIE3HOIOPOKHOTO TPAHCTIOPTA

CoryiacoBaHo:

3aseayromuii kapeapoit UYullb
3aBenyromuii kadenpoi Yu3U

[Ipencenarens yueOHO-METOIUUECKOM
KOMHUCCHU

M.4l. KnenoB

JILA. bapanos
JILA. bapanos

H.A. AunpusHoBa



