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1. O6mue cBeaeHus O JUCHUIUIMHE (MOTYJIE).

HensmMu ocBoeHuss yueOHOM mucuuiuinHbl  «IIporpaMMHo-amnmapaTHbie
CpeICTBa 3aliUThl WHGOPMALUW» SBISAIOTCA (OPMUPOBAHHE KOMIETCHLIUN I10
OCHOBHBIM pa3JieJlaM TEOPETHYECKUX U MPAKTUYECKUX OCHOB OPraHU3alld CPEICTB
3alUThl UH(OpPMALUY, JaTh HEOOXOAMMBbIE HABBIKM IO HCIOJIB30BAHUIO CPE/ICTB
3aIlUTHl KOMIBIOTEPHBIX CETEH OT HECAHKIIMOHMPOBAHHOTO JOCTYMa U OBJIAJCHUIO
METO/aMH PEUICHUSI COOTBETCTBYIOIIMX 3a]1ay.

CTyaeHTBl JOJDKHBI HAYYUTHCS MPUMEHSATH COBPEMEHHBIE CPE/ICTBA 3allUThI
uH(pOpMAIUU TIPEIOCTABIISIEMbIE CETEBBIM 000PYIOBAHUEM, SBIISIFOIIUMCS CaMbIM
YSI3BUMBIM MECTOM IIPH MOMBITKE HECAHKIIMOHUPOBAHHOIO JOCTYIIA.

OCHOBHBIMM 337]a4aMH JTUCLMILIAHBI SBJISIOTCA:

* O3HaKOMJIEHUE C OCHOBHBIMU TEPMUHAMU U ONIPECICHUSIMHU.

* O3HaKOMJICHHE C OCHOBHBIMU TUIIAMH yTPO3 U aATAK.

e H3yyeHue MeEXaHHW3MOB 3alllUTHl AJMUHUCTPATUBHOTO uUHTepdelica u
pasrpaHU4eHUs MpaB JOCTYIIA.

* I3yuenue texHojoruu AAA.

* M3yuyenue crnocoOoB 3amuThl MHPOpMAIIIHU B CETSIX.

* I3ydeHne NpuHIUIIOB TOCTPOEHUSI BUPTYaJIbHBIX YACTHBIX CETEH.

JucuumiviHa npegHa3HayeHa i MOJIy4YeHUs 3HaHWW, HEOOXOIMMBIX IS
pelieHus CIeAyIHUX NpodecCUOHANBHBIX 33dad (B COOTBETCTBUU C BHJIaMHU
NEATEIbHOCTH):

OKCIuTyaTallMOHHAs A TENbHOCTD:

* YCTaHOBKa, HACTPOIKa, 3KCIUTyaTalus U MOJepKaHue B paboTOCIOCOOHOM
COCTOSIHUMA KOMIIOHEHTOB CUCTEMBI 0OecrieueHHs] HHPOPMALIMOHHOM 0€30MacHOCTH
C YYETOM YCTaHOBJIEHHBIX TPeOOBaHUI;

* AJIMUHUCTPUPOBAHUE MOJCUCTEM HH(DOPMAITMOHHOU 0€30MaCHOCTH O0BEKTA;

* yyacTM€ B INPOBEJIECHUU AaTTECTallUM OOBEKTOB HMH(POpPMATU3ALMHU IO
TpeOOBaHMSIM 0€30MaCHOCTH HH(OPMAITUH.

IIpOEKTHO-TEXHOJIOTHYECKAs NESITEIBHOCTB!

e cOOp M aHANM3 MCXOJHBIX NAHHBIX JJISi TPOCKTHUPOBAHUSI CHUCTEM 3aIUTHI
uH(popmanuu, onpeaeneHue TpeOOBaHUN, CPAaBHUTEIbHBIM aHAIU3 MOJACHCTEM IO
nokaszaresisiM HHGOPMaIMOHHON O€30M1aCHOCTH;

* TIPOBEJCHUE TMPOCKTHBIX PACUYETOB DJEMEHTOB CHUCTEM OOecredeHHUs
nH(pOopMaIIMOHHOM 0€301aCHOCTH;

* y4yacTue B pa3pabOTKEe TEXHOJOTHYECKOM W  DKCIUTyaTallMOHHOM
JIOKyMEHTAITUH;

DKCHEepUMEHTAIBHO-UCCIIEN0BATENbCKAS IS TEIBHOCTB!

* cOop, M3yueHHE HAYYHO-TEXHHUYECKON HH(OpMAIMH, OTEUECTBEHHOTO U



3apy0exKHOTO ONbITa IO TEMATUKE UCCIIEI0BAHUS;

* IIPOBEJICHHE HKCIIEPUMEHTOB M0 33JaHHOW METOJIMKe, 00paboTKa W aHaIU3
UX pe3yJIbTaTOB;

* TPOBEJICHUE BBIYUCIUTENIBHBIX HKCIEPUMEHTOB C HCIOJIb30BAHUEM
CTaHJAPTHBIX MPOTPAMMHBIX CPEJICTB.

Oprann3aimOHHO-YIIPABJICHYECKAs AESITEIbHOCTB!

* opraHuzanus padoTbl MAJIBIX KOJUIEKTUBOB UCITOJTHUTENECH;

* y4acTHE€ B COBEPIICHCTBOBAHWW CHUCTEMBI YIPABJICHHS HH(POPMAIMOHHON
0€30MacHOCThIO CETEH U cUCTeM Iepeaud HHPOopMaInu;

* U3y4eHue U 000OIIEHHE ONBbITa PA0OTHI APYTUX YUPEXKIICHUN, OpraHu3alui
U TIPEANpUATUN B 00J1aCTH 3aIIUTh HHPOPMALINH;

* KOHTPOIb IPHEKTUBHOCTH peaTU3aii TOJUTUKH WHGOPMAIIMOHHON
0€30IMacCHOCTH CETEH U CUCTEM Mepeauyu HHPopMaIuu.

2. [Inanupyembie pe3ynbTaThl 00YYEHHS IO TUCHUILIINHE (MOYJIIO).

[lepeyenr GopMHUpyeMBIX pe3yJbTaTOB OCBOCHHUSI  0Opa3oBaTEILHOM
porpamMmbl (KOMIIETEHIIUI) B pe3ysibTaTe 00yUeHHUs 10 AUCHUIUIUHE (MOIYIIO):

OIIK-1.2 - CriocoOeH aqMUHUCTPUPOBATH CPENICTBA 3alUThl HHPOPMAIIUKA B
KOMITBIOTEPHBIX CHCTEMAaX U CeTSX;

OIIK-10 - CriocoOeH B KayecTBE TEXHUYECKOTO CIEIUAIUCTa MPUHUMATh
ydqactue B  (GOPMHUPOBAHUM TMOJUTHUKHA WHOOPMAIMOHHOW  0E€30MacHOCTH,
OpPraHU30BHIBATh U TOJACPKUBATH BBHITIOJHEHUE KOMILIEKCA MEP MO OOCCIICUCHHIO
WH()OPMAITMOHHONW OE30MaCHOCTH, YMPABIATH MPOIECCOM WX peaau3alud Ha
00BEKTE 3aIUTHI ;

IK-1 - crnocoOHOCTBIO BBHITIOJHATH Pa0OTHl MO YCTAHOBKE, HACTPOUKE U
OOCITY)KMBAaHUIO TMPOTPAMMHBIX, TPOTPAMMHO-ANIMAPATHRIX (B TOM  YHCIIE
KpUnTorpaduuecknx) U TEXHUUECKUX CPEICTB 3alTUThl HHPOpMAIUY ;

IIK-6 - cmocoOHOCTHIO MPUHUMATh y4acTWe B OpPraHU3allud U MPOBEICHUU
KOHTPOJIBHBIX TMPOBEPOK PabOTOCOCOOHOCTH U A(DPEKTUBHOCTH MPUMEHSIEMBIX
MPOTPAMMHBIX, TMPOTPAMMHO-AMNMAPATHRIX M TEXHUYECKUX CPEACTB  3aIUTHI
uH(pOpMaIH .

OOyuenue 1O JUCHUILIHHE (MOIYJNIO) TMpEAroiaraeT, 4YTO IO €ro
pe3yabpTaTam o0yyarouuiicst Oyner:

3HaThb:

-IOHATHS THPOPMAIIMOHHON OE30ITaCHOCTH, COCTABHBIE AJIEMEHTBI ITOJICUCTEM
U UX XapaKTEePUCTHKU;

- TMpaBWia OHKCINTyaTallMM HMCIOIB3YEMBIX IOJACUCTEM HWH(GOPMAIIMOHHON



0e30ITacCHOCTH;

- METOJbI U CPEACTBAa KOH(MUTYPUPOBAHUS U KOHTPOJS pabOTOCIIOCOOHOCTH
CpEJIICTB 0€e30IaCHOCTH, IIPEIOCTaBIIAEMBIX amnmapaTHO-TIPOrPaMMHBIMU
KOMILIEKCAMH;

- TOPSAAOK  OOCITYy)XMBaHUS  KPHUNTOTPA(PUUECKUX  CPEICTB  3aIlUThI
uH(OpMAIMU; METOAbBl W TPHUHIMIBI TPOBEACHHUS ayauTa HWHGOPMAITMOHHON
0e30ITacCHOCTH.

Ymern:

-KOHTPOJUPOBaTh pabOTy MOACUCTEM M HU3MEHSATh KOH(QUIYpallMOHHBIE
napaMeTpsl IpU HEOOXOIUMOCTH;

- NPUMEHATh METOJBl M CPEACTBAa KOHTPOJII pabOTOCIOCOOHOCTU CPEACTB
0e30MacHOCTH, MPEAOCTABIIAEMbIX AaNNapaTHO-MPOrPAMMHBIMM  KOMIUJIEKCAMH,
00CITy’KMBAaTh TEXHUYECKHUE CPEACTB 3alUThl UHPOpPMaALIUK;

-OpPraHU30BBIBATh U MPOBOJUTH ayJJUT padOTOCIOCOOHOCTH U 3 (PEKTUBHOCTHU
MPUMEHSEMBIX CPEACTB 3alUThl HHPOPMALIUU.

Baagers:

Hasbikamu

- 110 HACTPOMKE U OOCIYy’KMBAHHUIO IIPOrPaMMHBIX, ITPOrPaMMHO-ANIMAPaTHBIX
(B TOM 4MCIIe KPUNITOTPAPUUECKHUX) U TEXHUUECKUX CPEJICTB 3alUThl HH(DOpMAIINHY;

- TOPOTHO3UPOBAHMS  TMOBEAEHUS  MOACUCTEMBI  MH(GOPMAIMOHHON
0e30MacHOCTH 00BbEKTa MPU U3MEHEHUU BHEIIHUX BO3/ICHCTBUM;

-3KCIUTyaTalluyl MOACUCTEM YIpPaBJICHUS HHPOPMALMOHHON 0€30MacHOCThIO
OPEIIPUITUS TOCTPOSHHBIX C UCIOJIB30BAaHUEM COBPEMEHHOTO 000PYAOBAHNUS;

-OLICHUBAHUSI ONTHUMAJIbHOCTH BBIOOpAa MNPOrpaMMHO-aNMapaTHBIX CPEICTB
3aIUThl HH(POPMAIIUH.

3. O6beM AUCIUTIIUHBI (MOITYJIS).
3.1. O6mias Tpy10€MKOCTh AUCIUTIIAHBI (MOTYJIs).

O6miass TPyAOEMKOCTh JUCHMIUIMHBI (Monynsi) coctaBiser 4 3.e. (144
aKaJIeMUYeCKUX yaca(oB).

3.2. O6bem aucuMIUIdHBL (Monaynsi) B (opMe KOHTAKTHOM paboOThI
oOyJammmxcss ¢ MENarorTMYecCKUMH  padOTHUKaAaMU U (WIKM)  JIHUIAMH,
IPUBJIEKAEMBIMH K pean3aiun 00pa3oBaTesIbHOM MporpaMMbl Ha UHBIX YCIOBUSX,
IIPU MPOBEJCHUHN YUEOHBIX 3aHITHI:

. KonunuectBo
Tun yueOHBIX 3aHATUI

qaCoB




Bcero Ceu

Ne7

KoHTtakTHas paboTa npu NpoBeACHUN yU4eOHBIX 3aHITHH (BCETO): 64 64
B ToM uucne:

3aHATHUS JEKIIMOHHOTO TUIIA 32 32

3aHATHUSI CEMUHAPCKOTO TUIIA 32 32

3.3. O0ObeM AUCHUIUIMHBI (MOIYJisi) B (oOpMe CaMOCTOSTENbHON paboThI
oOyyarommxcsi, a Takke B ((opMe KOHTAKTHOM pabOThl 0O0ydYaroIuxcs ¢
NeAarornIecKUMU pabOTHUKAMH | (WJIH) JIUIIAMH, TTPUBJICKACMBIMU K peaH3aIin
o0pa3oBaTeNpbHOM  TPOrpaMMbl  HAa  HHBIX  YCJIOBHMSIX, TIPH  IPOBEICHUU
IIPOMEKYTOYHOM aTTecTaluu coctapisieT 80 akageMHUuecKuX yaca (OB).

3.4. IIpu oOy4eHuH MO UHIUBUIYAITBHOMY y4eOHOMY IIaHy, B TOM YHCIIE IIPU
YCKOPEHHOM OO0y4Y€HHUH, 00bEM JUCIMIUIMHBI (MOIYJISI) MOXKET OBITh peaju30BaH
MOJIHOCTBIO B (DOpME CaMOCTOSITENIbHOM paboThl 00yJaronuxcs, a Takke B Ghopme
KOHTaKTHOM paboThl OOyYarommxcsl ¢ MeAaroruuecKuMu pabOTHUKAMH M (WJIN)
JUIAMH, TIPUBJICKAEMBIMH K peai3aiiil 00pa3oBaTEIHbHOM MPOTPaMMbl Ha MHBIX
YCIIOBHSIX, TIPH MPOBECHUN TIPOMEKYTOUHOM aTTECTAIIHH.

4. ConeprxaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3aHATHA NTEKIIMOHHOTO THUIIA.

/ TemaTuka IEKIIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAaHUC
/11

Jlexmus 1

Tewma 1. 3ammra wHbDOPMAIHH.

PaccmarpuBaeMbie BOTIPOCHI:

OCHOBHBIE TEPMHHBI U OMPEICICHHS.

PaccmaTpuBaroTCs OCHOBHBIC TepMHUHBI U omipeenenus B cootserctBuu ¢ [OCT P 50922-2006.
PaccmaTpuBarOTCs OCHOBHBIC HATIPABJICHUS ACHCTBHS CHCTEMBI 3aIIUThI HHPOPMALIUU U IPUHIIHIIEI €€
OpraHu3aIlHH.

Jlexmus 2

Tema 2. IToauTHKa 3aIIUTEL.

PaccmarpuBaeMbie BOIPOCHI:

CereBas 0€30MaCHOCTb.

PaccmatpuBaroTcst BOpoCkl 0€30MaCHOCTH CETH TPEATIPHUATHS, OIPEACIISIFOTCS HATIPABICHUS ICHCTBUS
MOJIMTHKH 3alIATHL. [I[pUBOISATCS IPUMEPHBIC BAPUAHTHI PEATU3AIIH OJUTHK 3aIUTHL.

Jlexmus 3
ITonutrka 3amuThI(TTPOOHKEHIE)

PaCCManHBaeMHe BOIIPOCHI:




/o

TemaTuka JIEKIMOHHBIX 3aHATUN / KpaTKOE COJIEpKaHHE

Amnanu3 yrpo3 6e301acHOCTH.
OnuCHIBAIOTCS TUIBI YTPO3 U O0IIME pEeKOMEHJaH 10 60phOe C HUMHU.

Jlexmus 4

[TonuTHka 3aUTHI(IIPOAOIKEHUE)

PaccmarpuBaeMble BOpoCHI:

Bupycsl.

OmnHCHIBAIOTCS THUIIBI BUPYCOB, CPEfa OOUTaHUs, CIIOCOOBI 3apaXkeHHsI, BPEIOHOCHOE BO3ACHCTBHE.
Jlexnusg 5

Tema 3. 3amura cetu.

PaccmaTpuBaemble BOIPOCH:

3amuTa aAIMHHICTPATUBHOTO JOCTYTIA K CETEBBIM YCTPOICTBAM.

PaccmaTpuBaroTCs BONIPOCHI 3alIMTHI JOCTYNA K aIMUHUCTPATHBHBIM HHTepdelicaM. OMICHIBAIOTCS METO/IbI
YCUJICHUs IapOJIbHOM 3aIUTHI M pa3AeieHus] YpOBHEH NPUBHIIETUH.

Jlextus 6

3amura ceTu (MPOoAOoKEHHE)

PaccmaTpuBaemble BOTIPOCH:

3amuTa CBI3M MEXKAY MapHIPyTH3aTOPAMH.

[TpuBoasTCst METOABI OOECIICUEHHMS 3aIUTHI CBSI3H MEXKAY MapIIPYTH3aTOPAMH C HCIOJIb30BAHUEM
ayTeHTH(UKAIMK TTPOTOKOJIOB MAPIIPyTH3anuK. [IpHBOASTCS METOIBI OTPAaHUIECHUS OOBSIBICHUH
MapIIpyTHOH HHGOPMAIK 1 QUIBTPALUK BXOISIIET0 CETEBOro Tpaduka.

Jlexnus 7

3amura ceTu (MPOoAOoKEHHE)

PaccmarpuBaeMble BOIIPOCHL:

TexHonorus 3amutel AAA.

PaccmaTpuBaroTcs MeTOIBI ayTEeHTH(UKAINH U aBTOpH3aLiy. [IpencraBieHa TeXHOMOTHA 3aIUThl AAA,
TIPUHIAIEI ee paboTel u KoHpurypuposanms, TACACS+, RADIUS.

Jlexmus 8

Tema 4. 3ammra ceTeBLIX COSIUHEHUI.

PaccmarpuBaemble BOIPOCHL:

Mopenu 060pOHEI.

PaccmaTpuBarOTCs CYIIECTBYIOIIHME MOIEIH O0OPOHBI, MX MPESUMYIIIECTBA U HEIOCTATKH.

Jlexrmst 9

3amuTa CeTeBBIX COeTMHEHUH(TIPOI0IKEHNE)

PaccmaTpuBaemble BOTIPOCH:

3amuTa nepuMeTpa CeTu.

OnuceIBaeTCs 30HHAS ApXUTEKTYPa 3alIUThl CETH U €€ KOMIIOHEHTHI.

Kontpons cepsucor TCP/IP.

PaccmatpuBatotcs cpezcta KoHTpodist cepBucoB TCP/IP Ha ypoBHE r1100anbHON KOHGUTYpaliy 1
KoH(pHUTrypannu nHTep(eicoB.

Jlexnums 10

3amuTa ceTeBbIX COeTMHEHUH(TIPOIOIKEHNE)

PaccmarpuBaembie BOIPOCHI:

Kontpons nocryna.

OnuCHIBaOTCA CPEJCTBa KOHTPOJIS JOCTYIA C UCTIONIBE30BaHHEM Pe(hICKCHBHBIX, TUHAMUYECCKAX U
BpeMeHHBIX cruckoB goctyna, CBAC u ux xoHHTrypanus, a TaKke HACTPOIKa CPEACTB 3aIIUTHI OT
CHHXPOHHBIX aTaK.




/o

TemaTuka JIEKIMOHHBIX 3aHATUN / KpaTKOE COJIEpKaHHE

Jlexmmsa 11

Tema 5. Hludposanue.

PaccmarpuBaeMbie BOIPOCHI:

MexaHu3Mbl UG POBAHUS.

PaccmarpuBaroTcs pa3UuHbIC BAPUAHTHI TOCTPOCHUS CUCTEM IIU(POBAHUSI U X CBOHCTBA.

Jlexuus 12

MudpoBanue(poxomHKEeHNE)

PaccmaTpuBaemble BOIPOCH:

Bnounoe mmdposanne u mudpoBast MoIIICh.

PaccmarpuBaercs anroput™ nmmdpoBaHus ¢ uCHoIb30BaHueM ceter Detictens, anroputmel DES, 3DES,
AES,

Jlexmusa 13

HTudpoBanue(mponorKeHNE)

PaccMarpuBaeMble BOIPOCHL:

PaccmarpuBaercs anroputm mugpoBanus ¢ ucnonszoBanueM cereit @eiicrens OCT 28147, RSA, RCS.

Jlexuus 14

MudppoBanue(ipoIomHKEHUE)

PaccmaTpuBaemble BOTIPOCH:

PaccmatpuBaercst Ha3HaUCHUE M CXEMBI TOCTPOCHHUS III(PPOBOI moAUCH, anroputM DSA.
IudpoBaHue Ha CETEBOM ypOBHE.

[TpuBoauTcst 0630p 3a7a4 U CPEeNCTB IMU(PPOBAHKS HA CETEBOM YPOBHE.

Jlexmug 15

Tema 6. IlocTpoeHne BUPTyalbHBIX YaCTHBIX ceTeil ¢ ucnosip3oBaHueM IPSec.
PaccMarpuBaemble BOIIPOCHL:

O030p TEXHOJIOTUHU BUPTYaIbHBIX YACTHBIX CETEH.

[IpuBoauTCst 0630p TEXHOIOTUH BUPTYAIBHBIX YacTHBIX ceTelt (VPN), ux Tomonoruit u cpeacTB MoIepKKH.

Jlexuus 16

IMocTpoeHre BUPTYambHBIX YaCTHBIX CETEH ¢ ucnoiab3oBaHueM [PSec(nponomkenue)

PaccmarpuBaemble BOIPOCHL:

Mexanusmsl IPSec.

PaccmatpuBatoTcst IpUHIUIIBL pabOTH M HACTPOWKHN MexaHu3MOB [PSec ¢ ucnons3oBannem IKE.
Hactpoiika IPSec VPN.

OnuceiBaetcs HacTpoiika nonuTuku ISAKMP, onpenenenne Habopos mpeodpazoBanuii [PSec u HacTpoiika
KpUNTOTpahUUECKX KapT.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlaGopatopHbie pabOThI

/o

HaunmenoBanue nmabopatopHbIX paboT / KpaTKOe COAepKaHNE

Jlaboparopnas pabora Nel.

Bupycsl.

B pesynprarte BEIIOITHEHUS pabOTHI CTYIEHT MOIYYHT HOHUMAaHNE IPUHINUIIOB PabOTHI BUPYCOB.
Jlaboparopnas pabora Ne2

Bupycsl.

B pe3ynbrarte BRIIOTHEHUS paOOTHI CTYICHT MOTYYUT HABBIKH IO OOPHOE ¢ BUpyCaMHu.




/o

HaunmeHnoBanue 1ab0paTopHBIX paboT / KpaTKoe CoziepKaHue

JlabopaTopHras paboTa Ne3

3amuTa aIMUHACTPATUBHOTO JOCTYIIA U CBSI3H MEKAY MapLIPYTH3aTOPAMHU.

B pesynbrate BeINOIHEHHS PaOOTHI CTYACHT HOIYYUT IPAKTHYECKUE HABBIKH MO 3aIUTE aJMUHUCTPATHBHOTO
JIOCTYIa K MapLIpyTH3aTOPaM.

JlabopaTopnas padota Ned

3amuTa aIMUHUCTPATUBHOTO JOCTYIIA U CBSI3M MEX/1y MapIIpyTH3aTOPaMH.

B pesynprarte BRIIOTHEHUS paOOTHI CTYACHT MOTYYUT MPAKTUIECKHE HABBIKH T10 3AIIUTE CBA3U MEKIY
MapIIpyTH3aTOPaMH.

JlabopaTopHnas paboTa Ne5

Hacrpolika cuctemsl 3amuTsl AAA.

B pesynprare BRIIOTHEHUS paOOTHI CTYIEHT MOTYYIHUT MPAKTHIECKHE HABBIKH 110 HACTPOWKE W IPUMECHEHHUIO
CHUCTEMBI 3aIATEI AAA C UCIIOJIB30BAaHAEM JIOKAIBHOM 0a3bl TaHHBIX.

JlaGopatophast padoTa Ne6

Hactpoiika cuctemsl 3ammtel AAA.

B pesynbraTe BHINONHEHHS! paOOThI CTY/ICHT ITOJIyYHUT NPAKTUYECKUE HABBIKH N0 HACTPOIMKE U IIPUMEHEHHIO
cuctembl 3aUTel AAA ¢ ncnonb3oBanueM ceppepa 3amutel TACACS+.

JlabopaTopHnas padorta Ne7

Hacrpoiika cuctemsl 3amuTsel AAA.

B pe3ynprare BRIMOTHEHUS paOOTHI CTYIECHT MOTYYHUT MPAKTHISCKHAE HABBIKH 110 HACTPOWKE U IPUMECHEHHUIO
cucTtemsl 3alUThl AAA ¢ ncnonb3oBaHueM cepsepa 3amuTsl RADIUS.

JlabopaTopHras paboTta Ne8

3ammTa mepuMeTpa CeTH C TIOMOIIBIO CPECTB KOHTPOIIS TOCTYIIA.

B pesysnbraTe BHINONHEHUS! pabOThI CTYNICHT IOJIYYHT NPAKTUUECKHE HABBIKU 110 3alUTe IEPUMETPA CETH C
nomorusto Reflexive PACL.

JlabopaTopnas padota Ne9

3amura NepuMeTpa CeTH C IIOMOIIBIO CPEJICTB KOHTPOJIS TOCTYTIA.

B pesynbraTe BHINONHEHUS! paOOThI CTYJICHT ITOJIYYUT PAKTUYECKUE HABBIKH M0 3allUTE IIEPUMETPA CETH C
nomotsio Dynamic ACL.

JlabopatopHnas padota Nel0

3ammTa IepuMeTpa CEeTH C TIOMOIIBIO CPENICTB KOHTPOIIS TOCTYIIA.

B pe3ynprarte BRINOTHEHUS paOOTHI CTYIECHT MOIYIHUT MPaKTUICCKHAE HaBBIKH T10 3aIl[UTE IEPUMETPa CETH C
nomotnpto Time-Based ACL.

JlabopatopHnas padorta Nell

3amra IepuMeTpa CeTH C TIOMOIIBIO CPEJICTB KOHTPOIIS TOCTYIIA.

B pesynbTate BbINOIHEHHS paOOThI CTYACHT HOIYYUT HPAKTHYECKUE HABBIKH M0 3all[UTe TIEPUMETPA CETH C
nomoieio CBAC

JlabopatopHuas padota Nel2

N3ydenune MeTo 0B mH(pPOBaHUS.

B pe3ynprate BRINOITHEHUS paOOTHI CTYICHT MOMYIHUT MPAKTUICCKUE HABBIKH IO PEaI3aliy AT OPUTMOB
mdpoBaHUA ¢ TOMOIIBIO IIPOTPAMMHBIX cpeacTB Ha npumepe DES.

JlabopatopHas paboTta 13

N3ydenne MeTo 0B H(POBaHUS.

B pesynbTate BbINOIHEHHS PaOOThI CTYACHT HOJIYYUT NPAaKTHYECKHUE HABBIKH 110 PEan3aliii ajlrOPUTMOB
m(pPOBaHUS ¢ IOMOIIBIO MPOTPaMMHBIX cpeAcTB Ha mpumepe 3DES.

Jlaboparopnas padota 14

N3ydenne MeTon0B mH(POBaHUS.

B pesynbTate BITOIHEHHS PaOOThI CTYACHT HOIYYUT NPAKTHYECKUE HABBIKH [0 PEATU3AIUH aIrOPUTMOB
MU(pPOBAHUS C TOMOIIBIO MPOTrPaMMHEBIX cpeacTB Ha nmpumepe 'OCT 28147.

Jlabopatopnas padora Nel5

Kondurypuposanue VPN-coenmaeHMs.

B pesynbTate BBIITOTHEHHS PaOOTHI CTYACHT HOIYYUT NPAKTHIECKNE HABBIKH 110 KOH(GUTyprpoBaHuio VPN-
coenuHeHus ¢ ucnonb3oBanuem IKE.




/o

HaunmeHnoBanue 1ab0paTopHBIX paboT / KpaTKoe CoziepKaHue

JlabopatopHras paboTa Nel6

Kondurypuposanue VPN-coenmaeHMs.

B pesynbrare BHINOIHEHUS pabOTHI CTYIEHT MOJYYUT NPAKTUUECKUE HABBIKH 110 HACTPOUKE MOIUTUKU
ISAKMP.

B pesynbTate BeIOTHEHHS PaOOTHI CTYACHT HOIYYUT NPAKTHYECKUE HABBIKH 110 KOH(GUTyprpoBaHHuio VPN-
COEIMHEHUSI C 3a/IaHHBIMU [TapaMeTPaMH Ha CETEBOM 000y IOBaHHU.

4.3. CamocrosiTenbHas padoTa 00y4aromuxcs.

/o

Bun camocTositenpbHOM paboThI

PaboTa ¢ JICKIIMOHHBIM MaTCpHraioM

[ToaroroBka k 1a0OPaTOPHBIM paboTamM

Brimonnenue kypcoBoi padoThI.

IToaroToBKa K MPOMEXYTOYHOM aTTECTALMH.

gl B Wl N

[ToaroroBka Kk TeKymeMmy KOHTPOJIIO.

4.4. ITpumepHbIN TIEpeUeHb TEM KYPCOBBIX pabOT

Pa3paboTaTh 3alMIEHHOE TPOCTPAHCTBO OOpaOOTKHU, XpaHEHUs U Nepeaadu

AdaHHBIX B COOTBCTCTBUU C BApUAHTOM 3adaHHA.

5. Ilepeyenr wu3maHuii, KOTOpPHIE PEKOMEHIYETCS HCIOJIb30BaTh IpHU

OCBOCHUHU JUCIUIUIMHBI (MOIYJIA).

No
/o

bubnuorpaduueckoe

Mecto nocryna
ONHUCaHue

OCHOBBI IOCTPOECHHUS URL:
onopHbIX cereii ISP : http://195.245.205.171:8087/jirbis2/books/scanbooks_new/upos/10-

yae6. ocoGue 1o JUCLL. 1299.pdf. (nata ooparenus 04.10.2022)

"Cetn OBM n
TeJleKOMMYHUKauuu"
JUIsL CTyA. 4 Kypca crel.
"BIYnCIMTEIbLHBIE
MaIIUHbBI, KOMILICKCHI,
CHCTEMEI U ceTH",
MarucTpoB Harp.
"Undopmarrka 1 BbIU.
texuuka" / MUUT. Kad.
"BeraucianTensHEBIC




cuctemsbl 1 cetu'". - M. :
MUMUT, 2009. - 148 c. :
un. - bubnuorp.: c. 147.
- 100 k3. - (B mmep.) :
111.13 p.

2 INonpoBckuii .M. URL:

IIpoexTupoBaHue http://195.245.205.171:8087/jirbis2/books/scanbooks_new/upos/10-
1289.pdf. (mara obpamenus 04.10.2022)Teker : HemOCPEACTBEHHBIMN.
004 T'60

KaMITIyCHBIX CETEH :
yueb. mocoOue 1o uctl.
"Cetu OBM n
TeJleKOMMYyHHUKauun"
IUISL CTY/L. CTICLL.
"Undopmartuka u
BBIUYHCIIUTENbHAS
texuuka" /; MUUT.
Kad. "BerunciaurensHbie
cuctemsl u cetu". - M. :
MUMUT, 2009. - 130 c. :
ui. - - bubnmorp.: c.
130. - 100 2k3. - (B mIep.)
:99.86 p.

3 | Tonmosckwuit S1.M., URL:
Xenenkos b.B., http://195.245.205.171:8087/jirbis2/books/scanbooks_new/metod/03-

Cagonosa U.E. 42764 .pdf. (nata obpamenus 04.10.2022)

Kpunrorpadguueckas
3alATa KOMIIBIOTEPHOU
nH(}OPMALIUY : METO/.
yKa3. k 1ab. pab. o
nucl. "Teopernueckue
OCHOBBI KOMITBIOTEPHOM
6e3omacHocTH" st
CTy., 00y4. 10 Harmp.
"NnpopmanroHHast
6e3onacHocts" / MUUT.
Kad. "BrruncnurensHbie
cuctemsl u cetu". - M. :
MI'VIIC(MUUT), 2013.
- 36 c. : wi. - bubnuorp.:
c. 46.-1007xk3. - (B
niep.) : 39.78 p.

6. IlepeueHb COBpEMEHHBIX TMPOQPECCHOHANBHBIX 0a3 JaHHBIX U
UH(GOPMAIIMOHHBIX CIIPABOYHBIX CHUCTEM, KOTOpPbIE MOTYT HCIOJB30BaThCS IPH
OCBOCHMH TUCUHUILITUHBI (MOIYJIS).




Hayuno-texanuaeckas 6ubmuorexka PYT(MUUT) http://library. miit.ru/
OdurmaneHbiii caliT o noauepkke pemennit Cisco https:// www.cisco.com/
dopyM CIeuaIucToB 1Mo HH(OOPMAIIMOHHBIM TeXHOJ0TUsIM http://citforum.ru/
HuTepHeT-yHUBEPCUTET HH(DOPMAIIMOHHBIX TexHoorui http://wwwe.intuit.ru/
TemaTnueckuii bopym 1o uH(OPMAITMOHHBIM TEXHOJIOTHSIM

http://habrahabr.ru/

7. llepedyeHb  JHMIEH3UOHHOTO WU  CBOOOJHO  PacHpoOCTPaHSIEMOIO
IPOrpaMMHOr0 00€CIeYeHUsl, B TOM YHCIE OTEYECTBEHHOIO IPOU3BOJICTBA,
HEO0OXOMMOTO JIJI1 OCBOCHHMSI TUCIIUTUTAHBI (MOJTYJIS).

-JIs mpoBeneHns IEKIIMOHHBIX 3aHATHNA HEOOXOAMMa CIEIUaTM3UPOBaHHAS
JICKIIMOHHAS ayAUTOPHUsS ¢ MyJIbTUMEAua anmaparypoil. Kommbiorep 10KeH OBITH
oOecrieyeH JIMIIEH3NOHHBIMY POTPAMMHBIMU TTPOTYKTaAMU:

Microsoft Windows

Microsoft Office

-Jlns  mpoBeneHust J1a0OpaTOpHBIX PAOOT HEOOXOAUMBI TEPCOHAIBHbBIE
KOMITBIOTEPBl C pabounmu MecTamu. KommbroTep J0KeH ObITh oOecrnedeH
JUTIEH3UOHHBIMU TIPOTPAMMHBIMH ITPOTYKTAMH:

Microsoft Windows

Microsoft Office

-IIpu opranuzaiuu oOy4eHHsS TO IUCHUILIMHE (MOMIYNI0) C TMPUMEHEHHUEM
AJIIEKTPOHHOTO OOy4YeHHUs U JUCTAHIIMOHHBIX OOpa30BATENbHBIX TEXHOJOTUN
HEOOXOJMM JIOCTYN KaXKJIOr0 CTyJIeHTa K HWH(OOPMAIMOHHBIM pecypcam —
oubnmuoreunoMy (GoHITY YHHBEPCHTETa, CETEBBIM pecypcaM W WH(pOpMaImoHHO-
TEJICKOMMYHUKAIIMOHHOH ceTH « IHTepHeT.

B cayuae mpoBeneHnH 3aHATHA C MPUMEHEHHEM JJICKTPOHHOTO OOYYCHHS U
JTUCTAHITMOHHBIX 00pPa30BATCIIBHBIX TEXHOJOTUHA MOXKET IMOHATO0OWTHCS HAJTUIHC
CJIeIyIoNIero mnporpamMmmHoro obOecrieuenus: (wm ux anaioroB): OC Windows,
Microsoft Office, UnTepuer-Opayzep, Microsoft Teams u T.1.

B oOpa3oBarenbHOM mporiecce, Mpu MPOBEACHUU 3aHATUNA C MPUMEHEHHUEM
AJIEKTPOHHOTO OOyUYEHHUS U TUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTHI, MOTYT
NpUMEHAThCA cienytomme cpeactBa kommyHukauuid: OUOC PYT(MUUT),
Microsoft Teams, snekTpoHHas noura, ckair, Zoom, WhatsApp u T.11.

8. OmmcaHne MaTepuaJbHO-TEXHUYECKOW O0a3pl, HEOOXOJAMMOM IS
OCYILECTBJICHUSI 00pa30BaTEILHOTO Mpoliecca Mo TUCIUILTHHE (MOIYIIIO).

- VYuyeOHasg ayauTopus Uil TPOBEACHHUS 3aHATHN JIGKIIMOHHOTO THIIA,
MPAKTUYECKUX 3aHATUH, 1a00paTOPHBIX padboT



PaGouune cranuuu mna cryaeHtoB , kommyrarop CISCO , mapuipyrtuzaTop
CISCO , mexcereBoii 3kpan Cisco, cereBoe obopynoBanue, AIIKII KontuHeHt
OYC-CA — 2w, AIIKII «Kontunent» Kpuntounutos — 2mt, Maentudukarop
Rutoken OIII — 6 mt., I[IAK Co6ons — 5 mT., [IAK ViPNet xFirewall , pa6ouas
CTaHIIUSI MPETo/IaBaTesl, IPOCKTOP, IKPaH.

B ciyuae mpoBeneHun 3aHATHN C MPUMEHEHHUEM AJIEKTPOHHOTO OOyYCHHS U
JTUCTAHITMOHHBIX ~ OOpa30BATENbHBIX  TEXHOJOTMH  HEOOXOAMMO  HAJIW4YWE
KOMIBIOTEPHOU TEXHUKH, JJIsI OpraHU3alMy KOJJIEKTUBHBIX M WHIAWBUIYaTbHBIX
dbopMm 0OIIEHUS] TENarorHYecKux pabOTHUKOB CO CTYACHTAMH, IOCPEICTBOM
UCIIOJIb3YEMBIX CPEJICTB KOMMYHUKAIUH.

JlommyckaeTtcst 3aMeHa 000py/I0BaHUs €r0 BUPTYyaIbHBIMU aHAJIOTAMU.

9. ®opma MpOMEKYTOUHOM aTTECTALNU:

3ayeT B 7 cemecTpe.
KypcoBas pabota B 7 cemecTpe.

10. OneHouHBIEC MaTEpHUAIBI.

OI.[GHO‘IHBIG MaTcpuaibl, IIPUMCHACMBIC IIPHU IIPOBCACHHUU HpOMG)KYTO‘IHOﬁ
arrecraium, pa3pa6aTI>IBaIOTC$I B COOTBCTCTBHH C JIOKAJIbHBIM HOPMATHBHBIM aAKTOM
PYT (MUUT).
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