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1. O6mue cBeaeHus O JUCHUIUIMHE (MOTYJIE).

HensmMu ocBoeHuss yueOHOM mucuuiuinHbl  «IIporpaMMHo-amnmapaTHbie
CpeICTBa 3aliUThl WHGOPMALUW» SBISAIOTCA (OPMUPOBAHHE KOMIETCHLIUN I10
OCHOBHBIM pa3JieJlaM TEOPETHYECKUX U MPAKTUYECKUX OCHOB OPraHU3alld CPEICTB
3alUThl UH(OpPMALUY, JaTh HEOOXOAMMBbIE HABBIKM IO HCIOJIB30BAHUIO CPE/ICTB
3aIlUTHl KOMIBIOTEPHBIX CETEH OT HECAHKIIMOHMPOBAHHOTO JOCTYMa U OBJIAJCHUIO
METO/aMH PEUICHUSI COOTBETCTBYIOIIMX 3a]1ay.

CTyaeHTBl JOJDKHBI HAYYUTHCS MPUMEHSATH COBPEMEHHBIE CPE/ICTBA 3allUThI
uH(pOpMAIUU TIPEIOCTABIISIEMbIE CETEBBIM 000PYIOBAHUEM, SBIISIFOIIUMCS CaMbIM
YSI3BUMBIM MECTOM IIPH MOMBITKE HECAHKIIMOHUPOBAHHOIO JOCTYIIA.

OCHOBHBIMM 3aJja4aMH JTUCLHUIUIMHBI SBJISIOTCA:

* O3HaKOMJIEHUE C OCHOBHBIMU TEPMUHAMU U ONIPECICHUSIMHU.

* O3HaKOMJIEHHE C OCHOBHBIMU THUIIAMU yTPO3 U aTaK.

e H3yyeHue MeEXaHHW3MOB 3alllUTHl AJMUHUCTPATUBHOTO uUHTepdelica u
pa3rpaHUyYEHUs IPaB JOCTYIIA.

* I3yuenue TexHojoruu AAA.

* M3yuyenue crnocoOoB 3amuThl MHPOpMAILIIHU B CETSIX.

* MI3y4yeHure NpuHIMIOB NOCTPOCHUS BUPTYAJIbHBIX YACTHBIX CETEH.

JucuumiviHa npegHa3HayeHa i MOJIy4YeHUs 3HaHWW, HEOOXOIMMBIX IS
pelieHus CIeAYyIHUX Npo(ecCHOHAIbHBIX 337a4 (B COOTBETCTBUM C BHIAMH
JIEeSITEILHOCTH):

DKCITyaTallMOHHAs JIEATEIbHOCTb:

* YCTaHOBKa, HACTPOIKa, 3KCIUTyaTalus U MOJepKaHue B paboTOCIOCOOHOM
COCTOSIHUMA KOMIIOHEHTOB CUCTEMBI 0OecrieueHHs] HHPOPMALIMOHHOM 0€30MacHOCTH
C YYETOM YCTaHOBJIEHHBIX TPeOOBaHUI;

* AJIMUHUCTPUPOBAHUE MOJCUCTEM UH(OPMAIIMOHHON O€301TaCHOCTH OOBEKTA;

* yyacTM€ B INPOBEJIECHUU AaTTECTallUM OOBEKTOB HMH(POpPMATU3ALMHU IO
TpeOOBaHMSIM 0€30MaCHOCTH HH(OPMAITUH.

IIpOEKTHO-TEXHOJIOTHYECKAs NESITEIBHOCTB!

e cOOp M aHANM3 MCXOMHBIX JTAHHBIX JJISi MTPOCKTUPOBAHMSI CHUCTEM 3aIlUTHI
uH(popMaIuu, onpeaeeHre TpeOOBaHUM, CPaBHUTEIBHBIA aHAIN3 TMOJCUCTEM I10
nokaszaresisiM HHGOPMaIMOHHON O€30MacCHOCTH;

* TIPOBEJCHUE TMPOCKTHBIX PACUYETOB DJEMEHTOB CHUCTEM OOecredeHHUs
nH(pOpMaIIMOHHOM 0€30MacCHOCTH;

* y4yacTue B pa3pabOTKEe TEXHOJOTHYECKOM W  DKCIUTyaTallMOHHOM
JTIOKYMEHTAIUH;

DKCHEepUMEHTAIBHO-UCCIIEN0BATENbCKAS IS TEIBHOCTB!

* cOop, M3yueHHE HAYYHO-TEXHHUYECKON HH(OpMAIMH, OTEUECTBEHHOTO U



3apy0€KHOr0 OMbITA [0 TEMATUKE UCCIIET0BAaHMS;

* IIPOBEJCHUE HKCIEPUMEHTOB IO 33JaHHONW METOAMKE, 00padOTKa M aHaIu3
UX pPE3yJIbTaTOB;

* TMPOBEACHHUE BBIYUCIUTENBHBIX JKCIIEPUMEHTOB C HCIOJb30BaHUEM
CTaHJAPTHBIX IPOrPAMMHBIX CPEACTB.

Oprann3aimOHHO-YIIPABJICHYECKAs AESITEIbHOCTB!

* Opra"uszanus padoThl MAJIBIX KOJUIEKTUBOB UCIIOIHUTEIIEH;

* y4acTHE€ B COBEPIICHCTBOBAHHHM CHUCTEMBl YIpaBICHUS WHGOPMAIMOHHON
0€30I1aCHOCTBIO CETEN U CUCTEM NIepelaul HH(OpMAaLINK;

* n3y4eHue U 000OIIEHNE ONbITa pabOThI IPYIUX YUPEKICHUH, OpraHu3anuil
U IIpeNpUATUN B 001aCTH 3a1UThl HH(OpMaLUY;

* KOHTPOJb H3P(EKTUBHOCTH PpPEATU3ZALMU TOJUTUKH HHPOPMALMOHHOU
0€30IMacCHOCTH CETEH U CUCTEM Mepeauyu HHPopMaIuu.

2. [Inanupyembie pe3ynbTaThl 00YYEHHS IO TUCHUILIINHE (MOYJIIO).

[lepeyenr GopMHUpyeMBIX pe3yJbTaTOB OCBOCHHS  0Opa30oBaTEIbHOM
porpamMmbl (KOMIIETEHIIU) B pe3ysibTaTe 00yUeHHUS 10 AUCIUIUIUHE (MOIYIIIO):

OIIK-1.2 - CriocoOeH aqMUHUCTPUPOBATH CPENICTBA 3alUThl HHPOPMAIIUKA B
KOMITBIOTEPHBIX CHCTEMAaX U CeTSX;

OIIK-10 - CrocoOeH B KayecTBE TEXHUYECKOTO CIEHMAIUCTa MPUHUMATh
ydqactue B  (OPMHUPOBAHUM TOJHUTUKH WHOOPMAIIMOHHONW  OE€30MacHOCTH,
OpPraHU30BHIBATh U TOJACPKUBATH BBHITIOJHEHUE KOMILIEKCA MEP MO OOCCIICUCHHIO
WH()OPMAITMOHHONW OE30MaCHOCTH, YMPABIATH MPOIECCOM WX peaau3alud Ha
00BEKTE 3aIUTHI ;

IK-1 - crnocoOHOCTBIO BBHITIOJHATH Pa0OTHl MO YCTAHOBKE, HACTPOUKE U
OOCITY)KMBAaHUIO TMPOTPAMMHBIX, TPOTPAMMHO-ANIMAPATHRIX (B TOM  YHCIIE
KpUnTorpaduuecknx) U TEXHUUECKUX CPEICTB 3alTUThl HHPOpMAIUY ;

IIK-6 - cmocoOHOCThIO MPUHUMATh y4acThe B OpraHU3alUM M TPOBEICHUU
KOHTPOJIBHBIX TMPOBEPOK PabOTOCIOCOOHOCTH U A(PPEKTUBHOCTH MPUMEHSIEMBIX
MPOTrPAaMMHBIX, TMPOTPAMMHO-AMMAPATHRIX M TEXHUYECKUX CPEACTB  3aIUTHI
uH(pOopMaIH .

OOyuenue 1O JUCHUILIHHE (MOIYJNIO) TMpEAroiaraeT, 4YTO IO €ro
pe3yabpTaTam o0yyarouuiicst Oyner:

3HaTh:

-MIOHATHUSL UHGOPMAITMOHHON 0€30MacHOCTH, COCTABHBIC AJIEMEHTHI MOJICUCTEM
U UX XapaKTEPUCTUKH;

- MpaBWja OHKCIUTyaTallMd MCIOJb3YEMbIX TMOACUCTEM HH(POPMAIMOHHOMN



0e30ITacCHOCTH;

- METOIBI U CPEACTBAa KOH(MUTYPUPOBAHHUS U KOHTPOJS pabOTOCIIOCOOHOCTH
CpEJIICTB 0€e30acHOCTH, IIPEIOCTaBIIAEMBIX amnmapaTHO-IIPOrPaMMHBIMU
KOMILIEKCAMH;

- TOPSAAOK  OOCITYy)XMBaHUS  KPHUNTOTPA(PUUECKUX  CPEICTB  3aIlUThI
uH(OpMAIMU; METOAbBl W TPHUHIMIBI TPOBEACHHUS ayauTa HWHGOPMAITMOHHON
0e30ITacCHOCTH.

Ymern:

-KOHTPOJUPOBaTh pabOTy MOACUCTEM M HU3MEHSATh KOH(QUIYpallMOHHBIE
napaMeTpsl IpU HEOOXOIUMOCTH;

- NPUMEHATh METOJBl M CPEACTBAa KOHTPOJII pabOTOCIOCOOHOCTU CPEACTB
0e30MacHOCTH, MPEAOCTABIIAEMbIX AaNNapaTHO-MPOrPAMMHBIMM  KOMIUJIEKCAMH,
00CITy’KMBAaTh TEXHUYECKHUE CPEACTB 3alUThl UHPOpPMaALIUK;

-OpPraHU30BBIBATh U MPOBOJUTH ayJJUT padOTOCIOCOOHOCTH U 3 (PEKTUBHOCTHU
MPUMEHSEMBIX CPEACTB 3alUThl HHPOPMALIUU.

Baagern:

Hasbikamu

- 110 HACTPOMKE U OOCIYy’KMBAHHUIO IIPOrPaMMHBIX, ITPOrPaMMHO-ANIMAPaTHBIX
(B TOM 4MCIIe KPUNITOTPAPUUECKHUX) U TEXHUUECKUX CPEJICTB 3alUThl HH(DOpMAIINHY;

- TOPOTHO3UPOBAHMS  TMOBEAEHUS  MOACUCTEMBI  MH(GOPMAIMOHHON
0e30MacHOCTH 00bEKTa MPU U3MEHEHUU BHEUTHUX BO3/1EHCTBUM;

-3KCIUTyaTalluyl MOACUCTEM YIpPaBJICHUS HHPOPMALMOHHON 0€30MacHOCThIO
OPEIIPUITUS TOCTPOSHHBIX C UCIOJIB30BAaHUEM COBPEMEHHOTO 000PYAOBAHNUS;

-OLICHUBAHUSI ONTHUMAJIbHOCTH BBIOOpAa MNPOrpaMMHO-aNMapaTHBIX CPEICTB
3aIUThl HH(POPMAIIUH.

3. O6beM AUCIUTIIUHBI (MOITYJIS).
3.1. O6mias Tpy10€MKOCTh AUCIUTIIAHBI (MOTYJIs).

O6miass TPyAOEMKOCTh JUCHMIUIMHBI (Monynsi) coctaBiser 4 3.e. (144
aKaJIeMUYECKHUX yaca(oB).

3.2. O6bem aucuMIUIdHBL (Monaynsi) B (opMe KOHTAKTHOM paboOThI
oOyJammmxcss ¢ MENarorTMYecCKUMH  padOTHUKaAaMU U (WIKM)  JIHUIAMH,
IPUBJIEKAEMBIMH K pean3aiun 00pa3oBaTesIbHOM MporpaMMbl Ha UHBIX YCIOBUSX,
IIPU MPOBEJCHUHN YUEOHBIX 3aHITHI:

KonuuectBo yacos

Tun yaeOHBIX 3aHIATHI
Bcero | Cemectp Ne7

KonrakTHas paboTa Ipu npoBeIeHUN YUeOHBIX 3aHATHI (BCEro): 68 68




B tom uncie:

3aHATUA JTEKLUOHHOTO TUIIA 34 34

3aHATHSI CEMUHAPCKOTO TUIIA 34 34

3.3. O6bem aucHUIUIMHBI (MOAYNS) B (OpME CaMOCTOSATENBHON pabOThI
oOydJarommxcs, a Takke B (QopMe KOHTAKTHOW pabOThl OOy4arOmUXCs C
NeIarorniyecKuMi paboTHUKAMU U (WJIH) JIMLAMU, MIPUBIIEKAEMBIMU K pean3aliu
oOpa3oBaTeNbHOW  MpOrpaMMbl Ha HHBIX  YCJIOBHUAX, TpPU  IPOBEACHUU
IPOMEKYTOYHOM aTTeCTaIlK COCTaBIsIeT 76 akaJieMU4eckux yaca (oB).

3.4. Ilpu oOy4eHur 1Mo MHIAWBUIYaTbHOMY y4€OHOMY TUIaHy, B TOM YHCIIE TIPU
YCKOPEHHOM OOydYeHHUH, 00bEM NHUCIMIUIMHBI (MOIYJISI) MOXET OBITh peaan30BaH
MOJIHOCTBIO B (hOpME CaMOCTOSITENIbHOM pabOThl 00y4aroIIuXcs, a Takke B popme
KOHTAaKTHOM paboThl OOyYaromIMXcsl C TEeAarormyeckKuMu pabOTHUKaMH U (WIIH)
JUIAMU, TIPUBJIEKAEMBIMHU K pealu3aiii 00pa30BaTEIbHONW MPOTrpaMMbl Ha MHBIX
YCIJIOBUSIX, TIPH MPOBEJCHUU IPOMEKYTOUHOM aTTeCTAIINH.

4. ConeprkaHue JUCIUTUIMHBI (MOIYJIA).

4.1. 3aHITHA JTEKOIUOHHOTO THUIIA.

/ TemaTuka JIEKITMOHHBIX 3aHATHH / KPAaTKOE COJIEPKaHNE
n/n

Jlexnus 1

Tema 1. 3anura uaGOpMAIIH.

PaccmaTpuBaemble BOTIPOCH:

OCHOBHBIE TEPMUHBI U ONPE/IEIICHHUS.

PaccmatpuBaroTcst OCHOBHEIE TEpMUHBI H onipeneneHus B cootBeTctBur ¢ [OCT P 50922-2006.
PaccMaTpuBaroTCst OCHOBHBIE HAlpaBICHUS ICHCTBHS CHCTEMBI 3aIINTHl HHGOPMAIMN W IPUHIUIIEI ee
OpTaHH3aIHH.

Jlexuus 2

Tema 2. [lonuTuka 3amuTHI.

PaccmarpuBaemble BOIPOCHL:

CeTteBas 0€3011aCHOCTb.

PaccmatpuBaroTcs BOpock 6€30MacCHOCTH CETH TPEANIPHUATHS, OIPEACIIIIOTCS HApaBIeHUs efCTBUS
MOJUTUKHU 3alIUThL. [IpUBOASTCS MPUMEpPHBIE BAPUAHTBI PEATH3aLUU MTOJIUTHK 3alUTHI.

Jlexmus 3

[NonmTHhka 3amuTHI(TIPOIOIKEHNUE)

PaccmaTpuBaemble BOIIPOCHI:

Amnanu3 yrpo3 6e301acHOCTH.

OnwuchIBarOTCA THITBI YTPO3 U 00IIHe PEKOMEHIAINH 10 60ph0e ¢ HUMH.

Jlexmus 4

TTonutrka 3amuThI(TTPOOHKEHNE)




/o

TemaTuka JIGKLIMOHHBIX 3aHATUN / KPaTKOE CO/IepIKaHue

PaccmarpuBaemblie BOIPOCHI:

Bupycsr.

OnKCHIBAIOTCS TUITBI BUPYCOB, Cpelia 0OUTAaHWUs, CITIOCOOBI 3apakeHIsI, BPSIOHOCHOE BO3ICHCTBHE.
Jlekius 5

Tema 3. 3amura ceTu.

PaccmatpuBaembie BOPOCHI:

3ammTa aIMIHICTPATUBHOTO TOCTYIA K CETEBBIM YCTPOHCTBAM.

PaccMaTpuBaroTCs BOIPOCHI 3aIIUTHI JOCTYIA K aIMUHUCTPATHBHBIM HHTEpdericaM. ONUCHIBAIOTCSI METOIBI

YCWIECHUS apOJIbHOM 3aIUTHI U pa3[eeHUs] yPOBHEN IPUBUIIETUI.

Jlexmms 6

3amurTa ceTd (MPOIOIDKEHIE)

PaccmaTpuBaemble BOIIPOCHI:

3amuTa CBI3M MEXAY MapUIPyTH3aTOPAMHU.

[TpuBoasTCS METO/BI O0ECIICYSHUS 3aLUTHI CBSI3H MEKTy MapIIpyTU3aTOPaMH C HCIOJIb30BaHUEM
ayTeHTH(UKAIMK IPOTOKOJIOB MapIIpyTU3anuy. [IpUBOASTCS METO/IbI OrpaHUYEHHS O0bSIBICHHUI
MapuIpyTHOH HHpOPMaIU 1 GUILTPALUK BXOISIIET0 CETEBOro Tpaduka.

Jlexmus 7

3ammrTa ceTd (MIPOIOIDKEHIE)

PaccmarpuBaeMbie BOTIPOCHL:

Texnomorus 3amuTel AAA.

PaccmarpuBaroTcst METOBI ayTCHTH(OUKALMY U aBTOpHU3anuu. [IpeacTaBieHa TeXHOIOTHs 3aluThl AAA,
NPUHLUIEI ee paboThl U KoHpurypuposauus, TACACS+, RADIUS.

Jlekmus 8

Tema 4. 3ammTa CETEBBIX COSIUHEHU.

PaccMaTpuBaembie BOIPOCH:

Monemu 060pOHEI.

PaccMaTpuBarOTCst CYIIECTBYIOIHE MOJICTH 000OPOHBI, UX MPEUMYILIECTBA U HEJJOCTATKH.

Jlexmus 9

3amuTa ceTeBbIX COeTMHEHNH(TIPOIOIKEHNE)

PaccmarpuBaembie BOIIPOCHL:

3amuTa nepuMeTpa CeTH.

OnwuceIBaeTCs 30HHAS ApPXUTEKTYPa 3aIUTHI CETH U €€ KOMITIOHEHTHI.

Kontpois cepsucos TCP/IP.

PaccmarpuBarotes cpeactsa korTpos ceprucoB TCP/IP Ha ypoBHe rio6ansHOM KOHGUTYpaIid U
KoH(HTrypanuu nHTep(HeicoB.

Jlexus 10

3amuTa CeTeBBIX COEAMHEHUH(IIPOJOIDKEHHUE)

PaccmarpuBaemble BOIPOCHI:

Kontpons nocryna.

OnwuchIBarOTCA CPEACTBa KOHTPOJIS JOCTYIIA C UCTIONB30BaHIEM Pe(ICKCUBHBIX, THHAMUYECKUX 1
BpeMeHHBIX cruckoB goctyna, CBAC u ux koH(pUrypanus, a Takke HACTPOHKa CPEICTB 3AIIUTHI OT
CHHXPOHHBIX aTaK.

Jlexmus 11

Tema 5. llludposanue.

PaccmarpuBaemMblie BOpoCHI:

MexaHn3Mbl MHU(POBaHHUSL.

PaccmaTpuBaroTcs pa3iMyHbIE BAapHAHTHI TOCTPOEHHS CHCTEM MIN(POBAHKS U UX CBOWCTBA.




/o

TemaTuka JIGKLIMOHHBIX 3aHATUN / KPaTKOE CO/IepIKaHue

Jlexmus 12

TudpoBanne(mponomrKeHNE)

PaccmarpuBaembie BOIPOCHL:

bnounoe mudposanue u 1UppoBast HOAMUCH.

PaccmaTpuBaeTcs anroputM mudpoBaHus ¢ Ucroib3oBaHueM ceteil Peiictens, anroputmsl DES, 3DES,
AES,

Jlexmmsa 13

Mudpoanue(poxomKeHNE)

PaccmaTpuBaemble BOIPOCH:

PaccmatpuBaercs anroputm mmmdposanus ¢ ncnonb3oBanueM ceteidr @etictens [OCT 28147, RSA, RCS.

Jlexmus 14

HTudpoBanue(mponorKeHNE)

PaccMarpuBaeMble BOIPOCHL:

PaccmarpuBaeTcsi Ha3HaUSHHE M CXEMBI IOCTPOeHHs HH(PPOBOI moAnucH, anroputM DSA.
[TudpoBanne Ha cETEBOM ypOBHE.

[IpuBoauTcst 0030p 3a1a4d U CPEACTB MN(PPOBAHUS HA CETEBOM ypPOBHE.

Jlexumsa 15

Tema 6. [locTpoeHue BUPTyaJIbHBIX YaCTHBIX ceTeH ¢ ucnosib3oBanueM [PSec.
PaccmaTpuBaeMblie BOPOCHI:

O030p TEXHOJIOTHH BUPTYaJIbHBIX YaCTHBIX CETEH.

ITpuBoauTCS 0630p TEXHOJIOTUH BUPTYaIbHBIX YacTHBIX ceTel (VPN), ux Tomosoruil u cpeacTB NOIEPIKKY.

Jlexmus 16

ITocTpoeHne BUPTyaIbHBIX YACTHBIX ceTell ¢ ncrmonb3oBanueM [PSec(mpomomxennue)
PaccmaTpuBaemble BOTIPOCH:

Mexanusmsl [PSec.

PaccmarpuBaroTcst mpuHIMITEL pabOTHl U HACTPOIKH MexaHn3MOB [PSec ¢ ucronp3oannem IKE.

Jlexuusa 17

ITocTpoeHne BUPTyaIbHBIX YACTHBIX ceTell ¢ ncrmonb3oBanueM [PSec(mpomomxennue)

PaccmarpuBaembie BOIIPOCHL:

Hactpoiika IPSec VPN.

OnuceiBaetcs HacTpoiika nonutuku ISAKMP, onpenenenne Habopos mpeodpazoBanuii [PSec u HacTpoiika
KpHUNTOrpa(uIecKux KapT.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlaGopatopHbie paOOThI

/o

HaunmenoBanue mabopatopHbIX paboT / KpaTKOe COAepKaHNE

Jlabopatopnast padora Nel.

Bupycsl.

B pesynbTate BbINOJIHEHHS PaOOThI CTYACHT HOJIYYUT IIOHUMaHUE [TPUHIMIIOB pabOThl BUPYCOB.
Jlaboparopnas pabora Ne2

Bupycsl.

B pesynbTate BIOIHEHHS paOOThI CTYACHT HOJIYYUT HaBBIKH 110 O0pb0e ¢ BUpycamu.
JlabopaTopHast paboTa Ne3




/o

HaunmeHnoBanue 1ab0paTopHBIX paboT / KpaTKoe CoziepKaHue

3amuTa aIMHHICTPATUBHOTO JOCTYIIA U CBSI3H MEXy MapIIpyTH3aTOPaMH.

B pesynbTate BBIOTHEHHS PaOOTHI CTYACHT HOIYYUT NPAKTHYECKUE HABBIKY 110 3aIIUTE aIMUHUCTPATUBHOTO
JIOCTYIa K MapLIpyTH3aTOPaM.

JlabopaTopHnas padota Ned

3amuTa aIMUHUCTPATUBHOTO JOCTYIIA U CBSI3M MEX/y MapIIpyTU3aTOPaMH.

B pesynbTate BeIOTHEHHS PaOOTHI CTYACHT HOIYYUT NPAKTHYECKUE HABBIKH I10 3AIIUTE CBSI3H MEXIY
MapIIpyTH3aTOPaMH.

JlabopaTopHras paboTa Ne5

Hacrpoiika cuctemsl 3amuTsl AAA.

B pesynbTate BBITOTHEHHS PaOOTHI CTYACHT HOTYYUT NPAaKTHIECKNUE HABBIKH 110 HACTPOWKE M IPUMEHEHUIO
CHCTEMBI 3alATEI AAA C HCIOIB30BAHNEM JIOKAJIBbHOM 0a3bl MaHHBIX.

JlabopaTopnas padboTta Ne6

Hactpoiika cuctemsl 3amutel AAA.

B pesynbraTe BHINONHEHHS! paOOThI CTYICHT ITOJIyYHUT NPAKTUYECKUE HABBIKH N0 HACTPOIMKE U IIPUMEHEHHIO
cuctembl 3aUTel AAA ¢ ncnonb3oBanueM ceppepa 3amutel TACACS+.

JlabopaTopHnas padoTta Ne7

Hactpoiika cuctemsl 3amuThl AAA.

B pesynbTaTe BBITIOTHEHHUS PaOOTHI CTYACHT HOIYyYUT MPAKTHIECKNE HABBIKHU 110 HACTPOWKE ¥ IPUMEHEHUIO
cucTtemsl 3alUTHl AAA ¢ ncnonb3oBaHueM cepsepa 3amuTsl RADIUS.

JlabopaTopHras paboTta Ne8

3amuTa IepuMeTpa CeTH ¢ MOMOIIBIO CPENICTB KOHTPOIISI AOCTYTIA.

B pesynbTate BBITOTHEHHUS PaOOTHI CTYACHT HOIYYUT NPAKTHIECKUE HABBIKH 110 3aIIHUTE EPUMETpa CETH C
nomorubto Reflexive PACL.

JlabopaTopnas padota Ne9

3amuTa HepuMeTpa CeTu ¢ MOMOIIBIO CPEJICTB KOHTPOJISL AOCTYIIA.

B pesynpraTe BHINONHEHUS! paOOThI CTYJICHT ITOJIyYHT MPAKTUYECKHE HABBIKH 10 3aIUTE IEPUMETPa CETH C
nomorupto Dynamic ACL.

Jlabopatopras pabota Nel(

3amuTa HepuMeTpa CeTH ¢ MOMOIIBIO CPEJICTB KOHTPOJIISI AOCTYTIA.

B pesynbrate BeITOTHEHHS PAOOTHI CTYACHT HOIYyYUT HPAKTHIECKHE HABBIKH MO 3aIUTE TIEPUMETPA CETH C
nomotnpto Time-Based ACL.

JlabopatopHras padoTa Nell

3ammuTa nepuMeTpa CeTH ¢ MOMOUIBIO CPEJICTB KOHTPOJISL JOCTYIIA.

B pesynbTate BbINOIHEHHS PaOOThI CTYACHT HOIYYUT PAKTHYECKUE HABBIKH M0 3all[UTe IIEPUMETPA CETH C
nomoieio CBAC

Jlabopatopras padorta Nel2

N3yuenne MeTonoB mMuppOBaHUS.

B pesynbTate BRINTOTHEHHS PaOOTHI CTYACHT HOIYYUT NPAaKTHIECKNE HABBIKH 10 PEATH3AIIH aJTOPUTMOB
MmM(pPOBAHUS C TOMOIIBIO MPOTPAMMHBIX cpeacTB Ha mpumepe DES.

JlabopatopHas paboTta 13

Wzyuenne MeTo10B MN(pPOBAHUSL.

B pesynbTate BBIIIOTHEHHS PaOOTHI CTYACHT HOIYYUT NPAKTHYECKUE HABBIKH 10 PEaIM3aliy alrOPUTMOB
mdpPOBaHUS ¢ IOMOIIBIO IPOTPAMMHBIX cpeAcTB Ha mpuMmepe 3DES.

Jlaboparopnas padota 14

N3ydenne MeTon0B mH(POBaHUS.

B pesynbTate BINTOIHEHHS PaOOThI CTYACHT HOIYYUT NPAKTHYECKUE HABBIKH [0 PEATU3AIUH aIrOPUTMOB
mmdpOBaHUs ¢ IOMOIIBIO MPOrpaMMHBIX cpeacTB Ha mpumepe [OCT 28147.

Jlabopatopnas padora Nel5

Kondurypuposanue VPN-coenmaeHMs.

B pesynbTate BBIITOTHEHHS paOOTHI CTYACHT HOIYYUT NPAKTHIECKNE HABBIKH 110 KOH(GUTyprpoBaHuio VPN-
coequHeHus ¢ ucnons3oBanueM IKE.

JlabopatopHast pabota Nel6




/o

HaunmeHnoBanue 1ab0paTopHBIX paboT / KpaTKoe CoziepKaHue

Kongurypuposaane VPN-coenmaenns.

B pesynbraTe BHINONHEHHS paOOTHI CTYICHT IOJIyYUT NPAKTHYECKUE HABBIKH 110 KOH(GUryprpoBanuio VPN-
COEIMHEHUSI C 3a/IaHHBIMU ITapaMeTpaMH Ha CETEBOM 000pYJOBAaHHH.

JlabopaTopnast paboTa Nel7

Kondurypuposanue VPN-coenuaeHMs.

B pesynbraTe BHINONHEHHS! paOOTHI CTYICHT IOJIyYHUT NPAKTHYECKUE HABBIKK MO KOHpUrypHupoBanuto VPN-
COEAMHEHUS C 3a/JaHHBIMU ITapaMETPaMH Ha CETEBOM 000y JOBaHHHU.

4.3. CamocrosiTenbHas padoTa 00y4aromuxcs.

/o

Bun camocTrositenpHOM paboOThI

PaboTa ¢ JICKOMOHHBIM MaTCpuaJioM

[ToaroroBka k 1a0OPATOPHBEIM paboTamM

BrimonHenune KkypcoBoit paboThI.

IToaroToBka K MpOMEXYTOYHOM aTTECTALMH.

gl | W N|

[ToaroroBka Kk TeKymeMy KOHTPOJIIO.

4.4. IlpuMepHbIi IEpeYeHb TEM KYpPCOBBIX paboT
Pa3paboTaTh 3alMIEHHOE TPOCTPAHCTBO OOPaOOTKHU, XpAaHEHUS U Iepeaadu

JaHHBIX B COOTBCTCTBUU C BAPHUAHTOM 3aJaHUS.

PazpaboTaTh 3anuiieHHOe MPOCTPAHCTBO 0OPAOOTKH M XpaHEHUS JaHHBIX.

JIns Bcex BapuUaHTOB BBIOpATh B Kaue€CTBE MHTEPECHOTO Tpaduka MPOTOKOJ

ICMP

1. 1 nutro3, AAA - Tacacs, ACL-, IPSec — ESP, DES, MD-5, PSK.

2. 2 nutro3a, AAA - Tacacs, ACL-DYN, IPSec — ESP, 3DES, MD-5, PSK.

3. 1 numo3, AAA - Tacacs, ACL-REF, IPSec — ESP, AES, MD-5, PSK.

4. 2 numo3a, AAA - Tacacs, ACL- TIME, IPSec — ESP, AES, SHA-1, PSK.
5. 1 numro3, AAA - Tacacs, ACL- CBAC, IPSec — ESP, 3DES, SHA-1, PSK.
6. 2 mumro3a, AAA - Tacacs, ACL- DYN, IPSec — ESP, AES, SHA-1, PSK.
7. 1 mmro3, AAA - Tacacs, ACL- REF, IPSec — ESP, DES, SHA-1, RSA.

8. 2 mutro3a, AAA - Tacacs, ACL- TIME, IPSec — ESP, 3DES, SHA-1, RSA.
9. 1 numro3, AAA - Tacacs, ACL- CBAC, IPSec — ESP, AES, SHA-1, RSA.
10. 2 mumro3a, AAA - Tacacs, ACL- DYN, IPSec — ESP, DES, MD-5, RSA.




11. 1 nuro3, AAA - Tacacs, ACL- REF, IPSec — ESP, 3DES, MD-5, RSA.
12. 2 mumro3a, AAA - Tacacs, ACL- TIME, IPSec — ESP, AES, MD-5, RSA.
13. 1 numro3, AAA - Radius, ACL-, IPSec — ESP, DES, MD-5, PSK.

14. 2 numro3a, AAA - Radius, ACL-DYN, IPSec — ESP, 3DES, MD-5, PSK.
15. 1 numo3, AAA - Radius, ACL-REF, IPSec — ESP, AES, MD-5, PSK.

16. 2 nutro3a, AAA - Radius, ACL- TIME, IPSec — ESP, AES, SHA-1, PSK.
17. 1 mumo3, AAA - Radius, ACL- CBAC, IPSec — ESP, 3DES, SHA-1, PSK.
18. 2 numro3a, AAA - Radius, ACL- DYN, IPSec — ESP, AES, SHA-1, PSK.
19. 1 numo3, AAA - Radius, ACL- REF, IPSec — ESP, DES, SHA-1, RSA.
20. 2 nutro3a, AAA - Radius, ACL- TIME, IPSec — ESP, 3DES, SHA-1, RSA.
21. 1 oumo3, AAA - Radius, ACL- CBAC, IPSec — ESP, AES, SHA-1, RSA.
22.2 mumo3a, AAA - Radius, ACL- DYN, IPSec — ESP, DES, MD-5, RSA.
23. 1 numo3, AAA - Radius, ACL- REF, IPSec — ESP, 3DES, MD-5, RSA.
24. 2 muro3a, AAA - Radius, ACL- TIME, IPSec — ESP, AES, MD-5, RSA.

5. llepeueHp wu3HaHUN, KOTOPHIE PEKOMEHIYETCS WCIOJIb30BaTh IIPU
OCBOCHHH TUCUUTIITUHBI (MOTYJIS).

No bubnuorpaduueckoe
pag Mecto nocryna

n/n OINKMCAaHNE
1 | OcHOBBI HOCTpOEHMUS URL:
OnopHEIX cetei ISP : http://195.245.205.171:8087/jirbis2/books/scanbooks_new/upos/10-
yue6. mocoGue 1o JIucII. 1299.pdf. (nara obpamenns 04.10.2022)
"Ceru OBM u
TeJIeKOMMYHUKauun"

JUTst CTYZ. 4 Kypca cretl.
"BBEIYUCIINTEIBHEIC
MAaIlIMHBI, KOMITJIEKCHI,
CHCTEMEI U ceTH",
MarucTpoB Harp.
"NHdopmaTuka 1 BbIY.
texnuka" / MUUT. Kad.
"BeIYnCINTEIILHBIC
CHUCTEMBI U ceTu". - M. :
MUWUUT, 2009. - 148 c. :
un. - bubnuorp.: c. 147.
- 100 2k3. - (B mep.) :
111.13 p.




2 Tonmosckuii S1.M. URL:

ITpoexkTupoBanue http://195.245.205.171:8087/jirbis2/books/scanbooks_new/upos/10-
KaMITYCHBIX CETEH : 1289.pdf. (mara oGpamenus 04.10.2022)TeKcT : HEMOCPEICTBEHHbII.
yue6. nocobue o gy, | V04160

"Cetu OBM un

TEeJIEKOMMYHUKauu'"

IUISL CTY/L. CTICIL.
"Undopmartuka u
BBIYHCITUTEIbHAS
texuuka" /; MUUT.
Kad. "BeruucnurensHbie
cuctemsl u cetu". - M. :
MUUT, 2009. - 130 c. :
ui. - - bubaumorp.: c.
130. - 100 3k3. - (B mep.)

:99.86 p.
3 | TonmoBckwuii SI.M., URL:
Xenenkos B.B., http://195.245.205.171:8087/jirbis2/books/scanbooks_new/metod/03-
Cadonopa U.E. 42764.pdf. (nata ooparmtenus 04.10.2022)
Kpunrorpadguueckas

3aIuTa KOMITBIOTEPHOM
nH(OPMALIUY : METO/.
yKas3. k 1a0. pab. no
nucil. "TeopeTndyeckue
OCHOBBI KOMITBIOTEPHOU
6e3omacHocTH" AJs
CTyIl., 00yH4. IO Hatmp.
"NndopmanroHHas
6e3onacHocts" / MUUT.
Ka¢. "BeruncnurensHele
cucteMsl 1 cetu". - M. :
MI'VIIC(MUUT), 2013.
- 36 c. : un. - bubnuorp.:
c.46.-1007xk3. - (B
niep.) : 39.78 p.

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH(POPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIOJB30BaThCS IPH
OCBOCHMH TUCUHUILITUHBI (MOIYJIS).

Hayuno-texauueckas oubnuoreka PYT(MUUNT) http://library.miit.ru/
OdurmansHeIi callT o nmoaaepkke pemennii Cisco https://www.cisco.com/
dopyM CHeUaNrCcTOB 10 HHHOPMAIIMOHHBIM TeXHOJIoTHsAM http://citforum.ru/
WNuTtepHeT-yHUBEpcUTeT MHDOPMAITMOHHBIX TeXHOIOTHH http://www.intuit.ru/
Temarnueckuii dbopym o UHGOPMAITMOHHBIM TEXHOJIOTHSIM




http://habrahabr.ru/

7. IlepedyeHb  JHIICH3MOHHOTO M  CBOOOJHO  PacHpOCTPaHIEMOTO
MpOrpaMMHOT0 OOECIeYeHUsI, B TOM YHCJIE OTEUECTBEHHOI'O IPOU3BOJICTBA,
HEO0OXOIMMOTO0 JIJII OCBOCHHS JUCITUTIIIMHBI (MOTYJIs).

-JIns mpoBeneHusl JIEKIIMOHHBIX 3aHATUNA HEoOXoAuMa CrelUaIu3upoBaHHas
JIEKIMOHHAsL ayJUTOpHUs ¢ MyJbTUMeaua anmnaparypoil. Kommnbiorep 10ikeH ObITh
oOecrieyeH JIMIIEH3MOHHBIMH MPOTPAMMHBIMU TTPOYKTaAMU:

Microsoft Windows

Microsoft Office

-Jlng  npoBeneHUss 1a0OpaTOpPHBIX PabOT HEOOXOAMMBI TEPCOHATLHBIC
KOMITBIOTEPBl C pabounMu Mectamu. KommbroTep [T0KeH ObITh obOecredeH
JUIEH3UOHHBIMU IPOTPAMMHBIMU MPOTYKTAMH:

Microsoft Windows

Microsoft Office

-Ilpu opranuzarnuu oOy4eHHsS TO IUCHUILIMHE (MOAYIIO) C IPUMEHEHUEM
AIEKTPOHHOTO OO0y4YeHHs U JUCTAHUMOHHBIX OOpa30BaTENIbHBIX TEXHOJOTHMA
HEOOXOJMM JIOCTYH KaXXJIOro CTyJIEeHTa K HWH()OPMAUMOHHBIM pecypcaMm —
OonbnuoreuHoMy (POHIy YHHMBEPCHUTETA, CETEBBIM pecypcaM U HH()OpMaMOHHO-
TEJIEKOMMYHUKAIIMOHHOU ceTH «HTEpHET.

B ciyuae mpoBeneHun 3aHATUN C MPUMEHEHUEM AJIEKTPOHHOTO OOyYeHHsS U
JUCTAHITMOHHBIX 00pa30BATEIbHBIX TEXHOJOTUA MOKET TMOHAIO0OUTHCS HAJTU4HE
CJIeIyIONIero mnporpamMmmHoro ooOecrieuenusi (wm ux anaioroB): OC Windows,
Microsoft Office, Unutepuet-6payzep, Microsoft Teams u T.1.

B oOpa3oBarenbHOM mpouecce, Mpu MPOBEACHUU 3aHATUN C MPUMEHEHUEM
AJIEKTPOHHOTO OOYYEHHUS U NUCTAHIIMOHHBIX 00Pa30BaTEIIbHBIX TEXHOJOTHUM, MOTYT
NpUMEHAThCA cienytomme cpeactsa kommynukauuii: OUOC PYT(MUUT),
Microsoft Teams, anekTpoHHas mo4ra, ckair, Zoom, WhatsApp u T.11.

8. OmmcaHue MaTepUaJbHO-TEXHUYECKOM ©0a3bl, HEOOXOIUMOM IS
OCYIIECTBJICHHUSI 00pa30BaTEIHLHOTO MPOIecca MO AUCIUTUTHHE (MOIYIIIO).

- VYueOHasg ayauTopus Uil TPOBEACHHUS 3aHATHH JIGKIIMOHHOTO THIIA,
MPAKTUYECKUX 3aHITHH, Ta00paTOPHBIX paboT

Pabouast cranmms mpemnoaaBaTestsi, MPOSKTOP, SKPaH.

B cnyuae mpoBeneHun 3aHATHN C MPUMEHEHHUEM AJIEKTPOHHOTO OOyYEHHS U
JMCTAHIIMOHHBIX ~ O0Opa30BaTENbHBIX  TEXHOJOTHMM  HEOOXOAMMO  HAJIMYUE
KOMIBIOTEPHOW TEXHUKH, JJIsI OpraHU3alliy KOJJIEKTUBHBIX M WHIAWBUIYaTbHBIX
dbopm o0OIIEeHHs TeAarorudeckux pabOTHUKOB CO CTYAEHTaMH, IOCPEICTBOM



HCIIOJIb3YyCMBbIX CPCACTB KOMMYHUKAIIUN.
I[OHYCK&CTCH 3aMCHa 060py,Z[0BaHI/ISI €TI0 BUPTYAJIbHBIMH aHAJIOT'aMH.

9. ®opma MPOMEKYTOUYHOU ATTECTALINU:

KypcoBas pabota B 7 cemectpe.
DK3aMeH B 7 ceMecTpe.

10. OueHouHbIE MaTEPHAIIBI.

OueHouHblE MaTepuasbl, IPUMEHIEMBbIE MPU MPOBEACHUH IMPOMEKYTOUHON
aTTeCTallH, pa3padaThIBalOTCA B COOTBETCTBHUH C JIOKAJIbHBIM HOPMATUBHBIM aKTOM
PYT (MUUT).
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