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1. OGuue cBeeHUs 0 TUCHUIUIMHE (MOIYJIE).

Hensamu  ocBoeHust yueOHOM auciuiuimHbl  «IIporpamMmHo-amnmapaTHbIe
CpeICTBa 3aIUTHl WH(POPMAMW» SBISIOTCS (OPMUPOBAHUE KOMIIETCHITHIN 110
OCHOBHBIM pa3jiesiaM TEOPETUUECKUX U MPAKTUUYECKUX OCHOB OPTaHU3AlMK CPEACTB
3amuThl WHQOPMAIMH, AaTh HEOOXOJMMBIC HABBIKM IO HCIIOJIB30BAHUIO CPEIICTB
3aIIUThl KOMIIBIOTEPHBIX CETeH OT HECAHKIIMOHHPOBAHHOTO JIOCTYIA U OBJIAJCHHUIO
METOJIJaMU PEelIeHUs COOTBETCTBYIOIIUX 3a/1ay.

CTyneHThl JOJDKHBI HayYUTHCS MPUMEHSATH COBPEMEHHBIE CPEICTBA 3aIUTHI
nHpopMaIu MpeaoCTaBIsIeMbIe CETEBHIM O0OPYIOBAHHUEM, SBIISIIOIIUMCS CaMbIM
ySI3BUMBIM MECTOM IPU MOMBITKE HECAHKIIMOHUPOBAHHOTO JIO0CTYTIA.

OCHOBHBIMM 33JJa4aMU TUCIUIUINHBI SIBJSIOTCS:

* O3HaKOMJIEHHE C OCHOBHBIMU TEPMUHAMU U ONPEACTICHUSIMH.

* O3HaKOMJIEHHE C OCHOBHBIMU THUIIAMU yTPO3 U aTaK.

e H3yyeHue MEXaHHW3MOB 3alllUTHl AJMUHUCTPATUBHOTO uUHTepdelica u
pa3rpaHUyYEHUs IPaB JOCTYIIA.

* I3yuenue texHojoruu AAA.

* M3yuyenue crnocoOoB 3amuThl MHPOpMAILIIHU B CETSIX.

* MI3y4yeHure NpuHIMIOB NOCTPOCHUS BUPTYAJIbHBIX YACTHBIX CETEH.

2. [Inanupyemble pe3ysbTaThl 00y4eHHUs 10 JAUCIUIUIMHE (MOAYJIIO).

Ilepeuenp GopMUPYEMBIX Ppe3yJbTAaTOB OCBOSCHHS  00pa3oBaTeIbHOMU
porpamMmbl (KOMIIETEHIIN) B PE3yJibTaTe 00yUeHHUS 10 AUCIUIUIUHE (MOIYIIIO):

OIIK-1.2 - CriocoOeH amMUHUCTPUPOBATh CPEICTBA 3alUThl HHPOPMAIIUKA B
KOMITBIOTEPHBIX CHCTEMAaX U CETSX;

OIIK-10 - CrocoOeH B KayecTBE TEXHUYECKOTO CIEIUAIUCTa MPUHUMATh
ydqactue B  (OPMHUPOBAHUM TOJHUTUKH  WHOOPMAIIMOHHOW  OE€30MacHOCTH,
OpPTaHW30BbIBATh U IOJICPKUBATH BBHIMOJTHEHUE KOMILIEKCAa MEP IO O00SCIICYCHHIO
WH()OPMAITMOHHONW OC30MaCHOCTH, YMPABIATH MPOIECCOM WX peaju3alud Ha
00BEKTE 3aIUTHI ;

IK-1 - crnocoOHOCTBHIO BBHITIOJNHATH PA0OTHl MO YCTAHOBKE, HACTPOUKE U
OOCTY>KMBAaHUIO TMPOTPAMMHBIX, MPOTPAMMHO-ANIMAPATHRIX (B TOM  YHCIIE
KpUNTorpaduuecknx) U TEXHUUECKUX CPEICTB 3alTUThI HH(POpMAIUH ;

IK-6 - cmocoOHOCThIO MPUHUMATh y4acThe B OpPraHW3allud U TPOBEICHUU
KOHTPOJIBHBIX TMPOBEPOK PabOTOCIOCOOHOCTH U A(HPEKTUBHOCTH MPUMEHSIEMBIX
MPOTrPAaMMHBIX, TMPOTPAMMHO-AMMAPATHRIX M TEXHUYECKUX CPEACTB  3aIUTHI
uH(pOopMaIH .



OOydenne 1O JUCHUIUIMHE (MOAYNIO) MpPEAINoJaraeT, 4ro MO €ro
pe3yiibTatam oOyJaromuiics OyieT:

3HaTh:

-  TOHATUS WH(POPMALMOHHOM  OE30MaCHOCTH, COCTABHBIE AJIEMEHTHI
MOJICHICTEM M UX XapaKTEePUCTUKU;

- TpaBWiIa JKCIUTyaTalldd WCHOJb3yeMbIX TOACHCTEM HH(GOPMAIIHOHHON
0e30ITacCHOCTH;

- METOJIbI U CpelicTBa KOH(GUTYPUPOBAHUS M KOHTPOJIS pabOTOCIOCOOHOCTU
CpeAcCTB 0e30macHoOCTH, HPEeIOCTaBIIIEMBIX anmnapaTHO-NPOrPaMMHBIMU
KOMILJIEKCaMU;

- TOpSAOK  OOCIY>KMBAaHUS  KpUOTOrpadUuecKux  CPeICTB  3allUThl
uH(popManuu;

- METOIbI ¥ IPUHIIUTIBI IPOBEICHUS ayAuTa HH(POPMAIIMOHHOM O€30MaCHOCTH.

Ymersb:

- KOHTPOJHMPOBATH padOTy TMOACHUCTEM M HU3MCHATh KOH(HUTYypaImOHHbBIE
napameTpbl IpU HEOOXOUMOCTH;

- NPUMEHSITh METOAbl U CPEJCTBa KOHTPOJSI PabOTOCIOCOOHOCTH CPEICTB
0e30MacHOCTH, TMPEAOCTABIAEMbIX  aNNapaTHO-IPOTPAMMHBIMU  KOMILJIEKCAMH,
00CTy)KMBaTh TEXHUYECKHUE CPEACTB 3alUThI HHPOPMAINH;

- hopMUPOBATH MOJUTHUKY UH(DOPMALIMOHHOM 0€30MaCHOCTH, OPTAHU30BHIBAThH
U MOJAEP>KUBATH BBHIMOJHEHUE KOMILIEKCA Mep M0 00ecrieyeHrI0 HH(POPMAIIMOHHOM
0e30macHOCTH

- OpraHu30BBIBATH W  MPOBOAWTH  ayAUT  pabOTOCIOCOOHOCTH U
3¢ (HEKTUBHOCTH IPUMEHSIEMBIX CPEICTB 3alTUThI HUH(POPMAITUH.

Baanern:

- HaBBIKAMU I10 HACTPOMKEe M OOCIY>KHBAHHIO MPOTPAMMHBIX, IMPOrPAMMHO-
amnmapaTHbIX (B TOM YHCJIE KPUIITOrPAPUUECKUX) U TEXHUUECKUX CPEACTB 3alllUTh
uH(popmanuu;

- HaBbIKAMHU TPOTHO3UPOBAHUS IMOBEJACHUSI MOJCUCTEMbl MUHPOPMAIMOHHOMN
0€301acHOCTH 00BEKTA IMPHU N3MEHEHUH BHEIITHUX BO3JICHCTBHIA,

- HaBBIKAMHU DJKCIUTyaTalldd TMOJACHCTEM YIpaBieHUs HWHGOPMAIIMOHHON
0€30IMacCHOCTBIO TIPEANPHUATHS TIOCTPOSHHBIX C HCIIOJIb30BAaHUEM COBPEMEHHOTO
000pyI0BaHUS;

- HaBBIKAMHU OILICHUBAHMS ONTHUMAJIBHOCTH BBIOOpA MPOrpaMMHO-anmapaTHbIX
CPEJICTB 3allUThl UHOPMALIIH.

3. O0beM TUCHUTIIUHBI (MOTYJIs).

3.1. O6mias Tpy10€MKOCTh AUCIUTIINHBI (MOTYJIs).



OOmrast TPyAOEMKOCTh IUCHMIUIMHBI (MOIyJisi) cocTtaBiusier 4 3.e. (144
aKaJIeMUYECKHUX yaca(oB).

3.2. O6bem pguctuIUIMHBL (MOAydsl) B (opMe KOHTAKTHOW paboThl
oOyJarommxcss ¢  IENaroTMYeCKUMH  pabOTHHKaMu W (WIHM)  JUIAMH,
MIPUBJICKAEMBIMHU K peau3aiiy 00pa30BaTEIbHON MPOTPAMMBI Ha MHBIX yCIIOBUSX,
IIPU MPOBEJICHUN YUEOHBIX 3aHITHI:

KomnaecTBo gacoB

Tun y4eOHBIX 3aHSTHIA
Bcero | Cemectp Ne7

KonrakTHas paboTa Ipu nNpoBeIeHNN YUeOHBIX 3aHATHI (BCEro): 64 64
B toMm uucae:

3aHATHSA JIEKIIHOHHOTO THIIA 32 32
3aHATHSI CEMUHAPCKOTO THUIIA 32 32

3.3. O6bem aucHUIUIMHBI (MOAYNS) B (opMe caMOCTOSTENBHON paboOThI
oOyyarommxcsi, a Takxke B (opMe KOHTAKTHOM pabOThl 0O0ydYaronmxcs ¢
NEeAarornYecCKUMU pabOTHUKAMH U (WJIH) JIMIIAMH, TTPUBJICKAEMBIMU K pealli3aluu
oOpa3oBaTeNpHOM  NIpOrpaMMbl HAa  HHBIX  YCJIOBMSIX, IpU  IPOBEIECHUU
IPOMEXYTOUHOM arrecTanuu coctaBisieT 80 akageMUUecKHux daca (OB).

3.4. Ilpu oOydeHnu o UHIMBUYaJbHOMY yUY€OHOMY IJIaHy, B TOM YHCIIE TIpU
YCKOPEHHOM OOYYe€HUHU, 00bEM TUCHUIUIUHBI (MOIYJISI) MOXKET OBITh pealn30BaH
MOJIHOCTBIO B (hOpME CaMOCTOSITENIbHOM pabOoThl 0OyYaroIIMXcs, a Takke B (opme
KOHTaKTHOM paboThl OOyYarolMxcsl ¢ MEeAarornyecKuMu pabOTHUKAMH M (HJIN)
JUIIAMM, TPUBJIEKAEMBIMH K peaiu3alii 00pa3oBaTeNbHON MpOrpamMMbl Ha MHBIX
YCIJIOBHSIX, IPU MPOBEAECHUU IPOMEKYTOUYHOM aTTECTALINH.

4. ConepskaHue JUCIUTUIMHBI (MOIYJIS).

4.1. 3aHITHA JTEKIUOHHOTO THUIIA.

/ TemaTnka JTEKITMOHHBIX 3aHATHH / KPATKOE COJEPIKAHME
/T

1 |3ammra uHpopManun

PaccmarpuBaemble BOIPOCHI:

- OCHOBHBIE TEPMHHBI U OTPECICHHUS.

- PaccMaTprBaroTCst OCHOBHBIE TEPMHHBI U ompezenenus B coorsercteun ¢ [OCT P 50922-2006.

- PaccmaTpuBatoTcst OCHOBHBIE HalIpaBJICHUS JeHCTBHSA CHCTEMBI 3aIUThl HHGOPMAIMU U IPUHIUIIL €€
OpTaHM3aIIH.

2 |[lonuTuka 3a1IUTHI
PaCCManI/IBaCMLIC BOHpOCLI:
- CeTeBaﬂ 6630HaCHOCTL.




/o

TemaTuka JIEKIMOHHBIX 3aHATUN / KpaTKOE COJIEpKaHHE

- PaccmaTpuBaroTcs BOIIPOCH! O€30I1aCHOCTH CETH MPEAIPUSITHS, OTPECIIIFOTCS. HAIPaBICHNS ICHCTBHA
MOJINTHKH 3aIIUTHL.
- [IpuBoAsTCS MPUMEPHBIE BAapUAHTHI peaTi3alliy HOJIUTHK 3aIIUThL.

[TonuTHka 3amuTHI(TIPOIOIIKEHUE)

PaccMarpuBaeMble BOIIPOCHL:

- AHanm3 yrpo3 6e30MacHOCTH.

- OnUCHIBAIOTCS TUIBI YTPO3 U 00MIKe peKOMEHIANH 110 00phOe ¢ HUMHU.

[TonuTuka 3ammThI(ITPOI0IKEHUE)

PaccmaTpuBaeMble BOIPOCHI:

- Bupycsl.

- OnuCHIBAIOTCS TUIIBI BUPYCOB, Cpelia OOMTaHuUs, CIIOCOObI 3apa)KeHHs, BpEIOHOCHOE BO3AEHCTBHE.

3amuTa ceTu

PaccMarpuBaeMble BOIPOCHL:

- 3ammuTa aAMUHACTPATUBHOTO JJOCTYTIA K CETEBBIM YCTPOHCTBAM.

- PaccmaTpuBaroTcst BOIIPOCHI 3aMIUTHI JOCTYIA K aJMUHICTPAaTUBHBIM HHTEpdeiicam.

- OnuCHIBAIOTCS METOBI YCUIICHHS apOIBHON 3alUThI M PAa3AeIeHUS YPOBHEH MPUBIIICTHH.

3amumra cetu (IIPOI0JKEHHE)

PaccMarpuBaemble BOIIPOCHL:

- 3amyTa CBSI3M MEXIy MaplIpyTH3aTOPaMH.

- [IpuBoasTCSA METOABI 00ECIEUEHHS 3aIUThI CBA3U MEXKAY MapLIPYTU3aTOPAMH C UCIIONb30BaHUEM
ayTeHTU(DUKAIUU IPOTOKOIOB MapIIPYTU3aLUH.

- [IpuBoAATCS METOABI OTPAaHUYEHHS O0BSIBICHUN MapIIPyTHOH HHGOPMALUK U (UIBTPALIUU BXOISIIET0
CeTeBoro Tpagduka.

3amura cetu (IIPOI0JKEHHE)

PaccmarpuBaeMbie BOTIPOCHL:

- Tex"onorust 3amuTel AAA.

- PaccmaTpuBarOTCsS METOIBI ayTCHTU(DUKAIIMYA U aBTOPU3AL[HH.

- [IpencraBnena texHosorus 3ammthl AAA, npuHIKNEI ee paboTsl 1 KoHbuUrypupoBanus, TACACS+,
RADIUS.

BaIHI/ITa CCTCBbBIX COGI[I/IHCHI/II‘/’I

PaccMaTpuBaembie BOIPOCH:

- Monenu 060pOHBI.

- PaccMaTpuBaroTCs CYIIECTBYOIIME MOJIEIU OOOPOHBI, HX MPEHUMYIIECTBA U HEJOCTATKH.

3aiuTa ceTeBbIX COeIMHEHUMN(TIPOI0IKEHHUE)

PaccmarpuBaemble BOIPOCHI:

- 3ammTa nepuMeTpa ceTu.

- OnuceIBaeTCst 30HHAS APXUTEKTYpa 3alllUThI CETH U €€ KOMIIOHCHTEI.

- Kontpomns cepsucos TCP/IP.

- PaccmarpuBatotcs cpenctBa koHTpoist ceprcoB TCP/IP Ha ypoBHE 1106ansHOM KOHQUTYpAITUH |
KOH(UTypannuu narepdeiicos.

10

3aiuTa ceTeBbIX COeIMHEHUN(TIPOAOIKEHNE)

PaccmaTpuBaemble BOIIPOCHI:

- KonTpous gocryna.

- OnuCHIBAIOTCS CPENICTBA KOHTPOJISI AOCTYTIA C UCIIOIb30BaHUEM PE(DIEKCUBHBIX, TUHAMUIECKUX U
BpEeMEeHHBIX cucKoB gocTyna, CBAC u nx koHpuUrypamnus, a Tak)ke HaCTPOKa CPEICTB 3aIIUTHI OT




/o

TemaTuka JIEKIMOHHBIX 3aHATUN / KpaTKOE COJIEpKaHHE

CUHXPOHHBIX aTaK.

11

[IudpoBanue

PaCCManI/IBaeMLIe BOIPOCHI:

- MexaHn3mbl mudpoBaHus.

- PaCCManI/IBaIOTCH Ppa3JIMYHbIC BApUAHTHI MTOCTPOCHUA CUCTEM HII/I(l)pOBaHI/IH M UX CBOMCTBA.

12

[udpoanme(mpo10IKEHIE)
PaccmarpuBaeMble BOIIPOCHI:
- briounoe mudpoanne u nuhpoBas MOANIUCEH.

- PaccmarpuBaercs anroput™ mudpoBaHus ¢ HCHonb3oBaHueM cetert detictens, anropurmel DES, 3DES,
AES.

13

[udpoanue(mpoaoKeHUE)
PaccMarpuBaeMble BOIIPOCHL:
- PaccmatpuBaetcs anroputM mudposanus ¢ ucroib3oBanueM cetedt ®evictenss TOCT 28147, RSA, RCS.

14

[udposanme(IIpo10IKECHIE)

PaccmaTpuBaemble BOTIPOCH:

- PaccmatpuBaercst Ha3HaUCHHE W CXEMBI TOCTPOCHUS UPPOBON MOATIHCH, anroput™ DSA.
- llndpoBanme Ha ceTeBOM ypOBHE.

- [IpuBoauTcs 0030p 3a4a4 U CpeACTB MKU(PPOBAHUSA Ha CETEBOM YPOBHE.

15

HOCTpOGHI/Ie BUPTYAJIbHBIX YaCTHBIX ceTel ¢ ucnoab3oBanueM IPSec
PaccMarpuBaeMble BOIIPOCHL:

- O630p TEXHOJIOTHH BUPTYAIbHBIX YaCTHBIX CETEH.

- [IpuBoaMTCSt 0030p TEXHOJIOTUH BUPTYaIBHBIX YacTHBIX ceTei (VPN), ux Tomomoruii u cpencts
MOJIEPIKKH.

16

[TocTpoeHue BUPTYyalbHBIX YaCTHBIX CeTel ¢ ucnonb3oBaHueM [PSec(npoaomkenue)
PaccmaTpuBaemble BOTIPOCHI:

- Mexanu3msr IPSec.

- PaccmatpuBaroTcs npuHIMIGI paboThl 1 HACTpOiKkK MexaHu3MoB [PSec ¢ ncnonp3oBanuem IKE.

- Hactpoiixa IPSec VPN.

- OnmceiBaetcs HacTpoiika monmutuku [ISAKMP, onpenenenune nHabopoB npeobpazoBanuii [PSec n HacTpoiika
KpUNTOrpaduuecKux Kapr.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlaGopatopHbie pabOThI

HaumeHnoBaHue 1a60paToOpHBIX paboT / KpaTKoe CojiepKaHue

Bupycsl

B PE3YIbTATC BBINIOJTHCHUSA pa6OTI)I CTYACHT HOJYYUT NOHUMAHWUE ITPUHIUIIOB pa6OTI)I BHUPYCOB.

Bupycsi(nponomkenue)
B pe3ynbTate BeINOTHEHHS PaOOTHI CTYAEHT HOTYYUT HaBBIKH [0 O0psOE ¢ BUpycamu.

3aH_[I/ITa AIMUHHUCTPATUBHOT'O JOCTYIIA U CBA3U MCKAY MapHIpyTHU3aTOpaMU
B pesynprarte BRIIOTHEHUS pabOTHI CTYIEHT MOTYYHUT MPAKTHIECKHE HABBIKH T10 3aIUTE aIMUHICTPATUBHOTO
JIOCTYIIa K MapLIpyTH3aTOPaM.

3amuTa aIMUHUCTPATUBHOTO JIOCTYIIA U CBSI3U MEX/ly MapIIPyTU3aTOPaMH(TIPOI0JIKEHHE)
B PE3YIbTATC BBINIOJIHCHUSA pa6OTI)I CTYACHT HOJIYUYUT NPAKTUICCKUEC HABBIKU 110 3alIUTC CBA3U MCIKIY
MapUIpyTU3aTOPaMH.




HaunmeHnoBanue 1ab0paTopHBIX paboT / KpaTKoe CoziepKaHue

Hacrpoiika cucremsl 3amutel AAA
B PE3YIbTATC BBINIOJTHCHUA paGOTLI CTYACHT NOJIYYUT NPAKTHUUICCKUEC HABBIKU I10 HaCTpOﬁKe " IIPUMCHCHUIO
CHUCTCMBbI 3alIIUTHI AAA ¢ 1ucnonb30BaHUEM JIOKaJIbHOU 0a3bl JaHHBIX.

Hacrpoiika cuctemsl 3amuThl A AA(MPOA0THKEHHUE)
B PE3YIbTATC BBINIOJTHCHUSA pa60TI)I CTYACHT NOJIYUYUT NPAKTHUICCKUC HABBIKU I10 HaCTpOﬁKe " IIPUMCHCHUIO
cucTeMsI 3amuTe AAA ¢ rcrione3oBanueM cepiepa 3amuTel TACACS+.

Hacrpoiika cucrems! 3anmuthl AAA(IpogoiKeHue)
B pesynbTate BHIMOIHEHHS Pa0OThI CTYACHT HOTYYUT NPAKTHISCKHUE HABBIKH [0 HACTPOUKE M IPUMEHEHHUIO
CUCTeMBI 3amuTE AAA ¢ rcrionb3oBaHueM cepBepa 3amuTsl RADIUS.

3aH_[I/ITa NnepuMeETpa CETU C MOMOIIBIO CPEACTB KOHTPOJIA JOCTYyIIa
B pe3ynbTate BRINOIHEHUS paOOTHI CTYICHT MOJYYHUT MPAKTUICCKUE HABBIKH IO 3al[UTE ICPUMETPa CETH C
nomompsio Reflexive PACL.

3aiuTa nepuMeTpa CeTH € MOMOLIBIO CPEICTB KOHTPOJIS JOCTYNa(IIPOIOJIKEHHE)
B PE3YyIbTATC BBINIOJHCHUSA pa6OTBI CTYACHT HOJYUYUT NPAKTUICCKHUC HABBIKU IO 3alUTC IICPUMETPA CCTU C
nomotsio Dynamic ACL.

10

3aiuTa nepuMeTpa CETH ¢ OMOUIbIO CPEACTB KOHTPOJIA JOCTYNA(IIPOJOIKEHHE)
B pesynbraTe BhINONHEHHS paOOTHI CTYJEHT HOIYYUT MPaKTHUECKUE HABBIKU IO 3aIUTE IIEPUMETPA CETHU C
nomoipio Time-Based ACL.

11

3aiuTa nepuMeTpa CETH ¢ MOMOUIBIO CPECTB KOHTPOJIA JOCTYMA(IIPOJOIKECHHE)
B pesynbrate BhINONHEHUS paOOTHI CTYJSHT MOJIYUHUT MPAKTHUECKHE HABBIKU T10 3alUTe TIEPUMETPa CETH C
noMmoiso CBAC.

12

Nzydenune metonoB mmdpoBanHus
B pesynbTate BBITOTHEHHUA PaOOTHI CTYACHT HOIYyYUT NPAKTHIECKUE HABBIKH 10 PEaIM3aliuy alrOPUTMOB
MU(pPOBAHUS C TOMOIIBIO MPOTPAMMHBIX cpeacTB Ha mpumepe DES.

13

N3yuenne meTo10B mudpoBaHusi(Ipo10HKEHUE)
B PEIYIbTATC BBITIOJTHECHUA pa6OTLI CTYACHT NOJIYYUT NPAKTHUUCCKUE HABBIKU 110 pCain3alluy aJirOpUTMOB
mGpPOBaHUs ¢ TOMOIIBIO MPOTPAMMHBIX CpeAcTB Ha nmpumMepe 3DES.

14 |U3yyenue MeTo/10B MM PpOBaHUA(TIPOLOTKEHUE)
B pe3synbTaTe BBIIOTHEHHS pabOTHI CTYJCHT HOIYYHT NPAKTHYSCKUE HABBIKYU M0 PeaIn3aliy alrOPHTMOB
mdpoBaHUA ¢ TOMOIIBIO IPOTPaMMHBIX cpeacTB Ha npumepe ['OCT 28147.
15 |Koudurypupoanue VPN-coequnenus
B pesynbTate BINOIHEHHS PaOOThI CTYACHT HOJIYYUT NPAKTHYECKUE HABBIKU 110 KoH(urypuposanuo VPN-
coenuHeHus ¢ ucnonb3oBanueM IKE.
16 |Kondurypuposanue VPN-coenuHeHus(po1oKeHue)
B PEIYNbTATE BBITIOJTHCHUA pa6OTBI CTYIACHT HOJIYYUT NMPAKTHUUCCKUEC HABBIKU:
- ITo nactpoiike nonutuku ISAKMP.
- ITo xou¢urypuposannio VPN-coennHeHus ¢ 3aJaHHBIMU ITApaMETPAMHU Ha CETEBOM 000PYJOBAHUIL
4.3. CamocrosiTenbHas paboTa 00yJarommxcsl.
Ne .
Bun camocrositensHOM paboTh
n/n
1 |Pabora ¢ JEKIMOHHBIM MaTEPHATIOM
2 |[loaroroBka K J1abopaTOPHBIM padboTam
3 | BeimonHeHue KypcoBOi pabOTHI.




[ToaroroBka K MpOMEKYTOUHOU ATTECTAIUH.

[TonroroBka K TeKylIleMy KOHTPOJIIO.

4.

4. [IpumepHBIii IepeueHb TEM KypCOBBIX padboT

Pa3paboTtaTh 3amuIieHHoe TpOCTPaHCTBO 00pabOTKH, XpaHEHUS U TMeperadyu

JaHHBIX

B COOTBCTCTBHUH C BApUAHTOM 3adaHU.

PazpaboTaTh 3anuiieHHOe MPOCTPAHCTBO 0OPAOOTKHM M XpaHEHUS JaHHBIX.

JIJist Bcex BapuUaHTOB BbIOpaTh B Kau€CTBE MHTEPECHOrO Tpaduka MpOTOKOI

ICMP

1
2
3.
4
d.
6
7.
8
9

10.

12.
13.
14.
15.
16.
17.
18.
19.
20.

21

1 mutro3, AAA - Tacacs, ACL-, IPSec — ESP, DES, MD-5, PSK.

. 2 numo3a, AAA - Tacacs, ACL-DYN, IPSec — ESP, 3DES, MD-5, PSK.

1 mumro3, AAA - Tacacs, ACL-REF, IPSec — ESP, AES, MD-5, PSK.

. 2 muiro3a, AAA - Tacacs, ACL- TIME, IPSec — ESP, AES, SHA-1, PSK.

1 mumro3, AAA - Tacacs, ACL- CBAC, IPSec — ESP, 3DES, SHA-1, PSK.

. 2 numro3a, AAA - Tacacs, ACL- DYN, IPSec — ESP, AES, SHA-1, PSK.

1 nuro3, AAA - Tacacs, ACL- REF, IPSec — ESP, DES, SHA-1, RSA.

. 2 muro3a, AAA - Tacacs, ACL- TIME, IPSec — ESP, 3DES, SHA-1, RSA.

1 mumro3, AAA - Tacacs, ACL- CBAC, IPSec — ESP, AES, SHA-1, RSA.

2 mumro3a, AAA - Tacacs, ACL- DYN, IPSec — ESP, DES, MD-5, RSA.

. 1 muiro3, AAA - Tacacs, ACL- REF, IPSec — ESP, 3DES, MD-5, RSA.

2 numo3a, AAA - Tacacs, ACL- TIME, IPSec — ESP, AES, MD-5, RSA.

1 mro3, AAA - Radius, ACL-, IPSec — ESP, DES, MD-5, PSK.

2 nutro3a, AAA - Radius, ACL-DYN, IPSec — ESP, 3DES, MD-5, PSK.

1 moro3, AAA - Radius, ACL-REF, IPSec — ESP, AES, MD-5, PSK.

2 nutro3a, AAA - Radius, ACL- TIME, IPSec — ESP, AES, SHA-1, PSK.
1 noro3, AAA - Radius, ACL- CBAC, IPSec — ESP, 3DES, SHA-1, PSK.
2 nutro3a, AAA - Radius, ACL- DYN, IPSec — ESP, AES, SHA-1, PSK.
1 mro3, AAA - Radius, ACL- REF, IPSec — ESP, DES, SHA-1, RSA.

2 nuro3a, AAA - Radius, ACL- TIME, IPSec — ESP, 3DES, SHA-1, RSA.
. 1 numro3, AAA - Radius, ACL- CBAC, IPSec — ESP, AES, SHA-1, RSA.




22. 2 muro3a, AAA - Radius, ACL- DYN, IPSec — ESP, DES, MD-5, RSA.
23. 1 numo3, AAA - Radius, ACL- REF, IPSec — ESP, 3DES, MD-5, RSA.
24. 2 mro3a, AAA - Radius, ACL- TIME, IPSec — ESP, AES, MD-5, RSA.

5. IlepeueHp wu3MaHWM, KOTOpPBIE PEKOMEHAYETCS MCIIOIb30BATh IIPHU
OCBOCHUHU JUCHUIUIMHBI (MOIYJIA).

Ne

/ bubnmorpaduyeckoe onucanue Mecro nocryna
II/11

1 [IporpammHo-anmapaTHbie CpeCTBa 3aAIUThHI https://e.lanbook.com/book/404549 (nata
undopmanuu : yuebHoe nocobue / C. A. obpawenust: 30.04.2025)

3bipsiHOB, M. A. KyBmmnos, . A. Ornes, U. B.
Huxkpomkun. — HoBocubupck : HI'TY, 2023.
— 80 c. — ISBN 978-5-7782-4905-9. — Texkcr
: QIIEKTPOHHBIH // JIaHb : 3IeKTpOHHO-
OubIMoTeYHas cHcTEMA.

2 TexHomoruu 3amuThl UHGOPMAITUHU B https://book.ru/book/918258 (nata
KOMIBIOTEPHBIX ceTsx : Kypc nexmii / H.A. obparenus: 30.04.2025)
Pynenkos, A.B. [Iponerapckuii, E.B.
Cwmupaosa, A.M. CypoBoB — Mockaa :
Wutyutr HOVY, 2016. — 368 c.

3 TNonposckwmii S1.M.,XKenenkos b.B.,Cadonosa http://library.miit.ru/bookscatalog/metod/03-
N.E., Kpunrorpaduyeckas 3aiura 42764.pdf (nata obpamenus: 30.04.2025)
KOMIIbIOTEpHOU nH(popManuu. Meroauueckue
yKa3aHus K Ja00opaTopHbIM paboTtaM. M.:
MMUUT, 2013. 36¢.YJIK 681.3 I'60

4 INonukoB, A. M. 3amura uHbopMauu B https://e.lanbook.com/book/110336 (nara
MH(POKOMMYHHUKAIHOHHBIX CHCTEMAX M ceTsx : | oOpamenns: 30.04.2025)

yuebHnoe nocodue / A. M. 'onmukoB. — Mocka
:TYCVYP, 2015. — 284 ¢. — Tekcr :
ANEKTPOHHBIHN // JIaHb : AIEKTPOHHO-

OunbIMoOTEYHAs CUCTEMA.

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
UH(GOPMAIIMOHHBIX CIIPABOYHBIX CHUCTEM, KOTOpPbIE MOTYT HCIOJB30BaThCS IPH
OCBOEHUU JUCLUUILUIUHBI (MOYJIA).

Hayuno-texanuaeckas 6ubnuorexa PYT(MUWUUT) http://library.miit.ru/
Odunmaneuerit cailT mo noanepkke pemennii Cisco https://www.cisco.com/
®opyM ceuanicToB 1Mo HHHOPMAIIMOHHBIM TexHoJorusaM http://citforum.ru/
NuTepHeT-yHUBEpCcUTET MH(DOPMAIMOHHBIX TeXHOIOTUH http://www.intuit.ru/
Temarnueckuii bopym o UHGOPMAITMOHHBIM TEXHOJIOTHSIM




http://habrahabr.ru/

7. IlepeuyeHb  JHUIEH3UOHHOTO H  CBOOOJHO  PACIPOCTPAHIEMOTO
MpOrpaMMHOT0 OOECIeYeHUsI, B TOM YHCJIE OTEUECTBEHHOI'O IPOU3BOJICTBA,
HEO0OXOIMMOT0 JIJIs OCBOCHHMS JUCITUTIIIUHBI (MOTYJIs).

- OC Windows
- Microsoft Office
- UaTepHet-6paysep (Yandex u ap.)

8. Ommcanme MaTepUATBHO-TEXHUYECKOW 0a3bl, HEOOXOTUMON IS
OCYIIECTBJICHUSI 00pa30BaTEILHOTO Mpoliecca Mo TUCIHUILTHHE (MOIYIIIO).

-YyeOHasgs ayauTopus Uil TOPOBEACHUS yUeOHBIX 3aHATUN  (3aHATUH
JEKIMOHHOT'O THUIA, TPAKTUYECKUX 3aHATUI):

- KOMIbIOTEp  MpemnojaBaTens,  paboyuMe  CTaHLUU  CTYJEHTOB,
MYJIBTUMEIUMHOE 000pyI0BaHUE, TOCKA.

Ayauropus NOAKIOYeHA K cetn «HTepHeT.

9. ®opma MPOMEKYTOUHOM ATTECTALINU:

KypcoBas pabota B 7 cemecTpe.
DK3aMeEH B 7 cemecTpe.

10. OuieHOUHBIE MAaTEpUAIIBI.

OueHouyHble MaTepualibl, TPUMEHAEMbIE MPH MNPOBEACHUU MPOMEKYTOUHON
aTTeCcTallM, pa3padaThIBalOTCA B COOTBETCTBUH C JIOKAJTbHBIM HOPMATUBHBIM aKTOM
PYT (MUUT).
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