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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[lenssMu ocBoeHuss yuyeOHOW nucuumimHbl «lIporpammHo-anmapatHele
CpeICTBa 3alUTHl MH(OpPMALUN» SBISAIOTCS (HOPMUPOBAHHE KOMIIETEHUIUH IO
OCHOBHBIM pas/iellaM TEOPETUYECKUX M IPAKTUYECKUX OCHOB OpraHU3allid
CPEICTB 3alUThl HUHPOPMAIIMH, 1aTh HEOOXOAMMbIE HABBIKU IO MCIOJb30BaHUIO
CPEACTB 3aIMThl KOMIBIOTEPHBIX CETEW OT HECAHKIMOHMPOBAHHOIO JOCTYIIA H
OBJIAJICHUIO METOAMU PEIICHUS COOTBETCTBYIOIIUX 3a/1a4.

CryAeHTbl TOIKHBI HAYYUTHCS IPUMEHITh COBPEMEHHBIE CPEACTBA 3aILUThI
uH(pOpPMaIIUU MPEAOCTABISIEMbIE CETEBBIM 000PYI0BaHUEM, SBISIOIIUMCS CaMbIM
ySI3BUMBIM MECTOM IIPH MOIBITKE HECAHKIIMOHUPOBAHHOTO AOCTYIIA.

OCHOBHBIMHM 337ja4aMU IACLHHAIUINHBI SIBIISIOTCSA:

* O3HaKOMJIEHUE C OCHOBHBIMU TEPMHUHAMU U OIIPEACIICHUSIMHU.

* O3HAKOMJIEHVE C OCHOBHBIMH THIIAMU yTPO3 U aTaK.

e M3ydyeHne MEXaHHW3MOB 3alIUThl AaJIMUHUCTPATUBHOIO HUHTEpdeiica u
pasrpaHUYEHHUs IPaB JOCTYIIA.

* zyuenue texnomoruu AAA.

* 3yuenue croco0oB 3aIUThl UHPOPMALIMU B CETSX.

* MI3y4yeHue NpUHLIMIIOB IOCTPOECHUS BUPTYAJIbHBIX YACTHBIX CETEH.

2. [Inanupyembie pe3ynbTaThl 00YYEHHS MO JUCHUILIIMHE (MOIYJIIO).

Ilepeuenbp (GopmMuUpyeMBIX pe3yJbTaTOB OCBOCHHUS  00pa3oBaTENbHOU
mporpamMmbl (KOMIIETEHIIUI) B PE3yJIbTaTe 00yUeHHUs M0 AUCIUILTUHE (MOIYIIIO):

OIIK-1.2 - Cnoco0GeH aAMMHUCTPUPOBATH CPEACTBA 3AIIUTHI MH(pOpMAINK B
KOMITBIOTEPHBIX CUCTEMAaX U CETSX;

OIIK-10 - CnocobeH B KadecTBe TEXHHMUYECKOTO CHEIHAIUCTa MPUHUMATH
yyactie B (POPMHPOBAHUU TOJUTUKU HUHGPOPMAIMOHHON O€30MacHOCTH,
OpPraHMU30BbBIBATh U MOIEPKUBATH BHIIIOJIHEHUE KOMIUIEKCA Mep MO 00eCIeUEeHHUIO
MHPOPMAIIMOHHON O€30MaCHOCTH, YIPABIATH IMPOLIECCOM HMX pealu3aluyd Ha
00BEKTE 3aIUTHI ;

IIK-1 - cnocoOHOCTHIO BBIMOJHATH PabOThI MO YCTAHOBKE, HACTPOMKE U
00CITy’)KMBaHUIO TPOrPAMMHBIX, M[POTPAMMHO-aNNapaTHblx (B TOM 4YHUCIHE
Kpuntorpaduueckux) U TEXHUUECKUX CPEICTB 3alUThl HHPOPMALIIH ;

ITIK-6 - crnocoOHOCTBIO MPUHUMATH Y4YacTHE B OpraHU3AlMKU U MPOBEICHUU
KOHTPOJBHBIX TPOBEPOK PAbOTOCIIOCOOHOCTH U A(DPEKTUBHOCTH MPUMEHSIESMBIX
MPOTPAaMMHBIX, TPOTPAMMHO-AMIIAPATHBIX W TEXHUYECKUX CPEICTB 3aIlUTHI
uH(pOpMaIUH .



OOyueHue 1o JUCHUIUTAHE (MOYIIO) MIPEIOJIAraeT, YTo MO €ro pe3yibTaTaM
oOydaroruiicst Oyner:

3HaTh:

- TIOHATUS WHQPOPMAIMOHHON OE30MaCHOCTH, COCTaBHBIE DJIEMEHTHI
IIOJICHCTEM U UX XapaKTCPUCTUKH,

- TpaBWJIa SKCIUTyaTalldd HMCIOJIb3YEMBIX TOJICHUCTEM HH(POPMAIMOHHOM
0€30IacHOCTH;

- METOBI ¥ CPEJCTBA KOH(PUTYPHUPOBAHUS M KOHTPOJII PabOTOCIIOCOOHOCTH
CpEICTB 0€30MacHOCTH,  MPEAOCTaBISIEMBIX  amNapaTHO-TIPOTrPAMMHBIMHU
KOMILIEKCAMHU;

- TIOPAIOK  OOCTY)KMBAHHS KPUNTOTPA(PUUECKUX  CPEICTB  3aIUTHI
uHbopMaIuy;

- METOAbl W TIPUHUMIBI TPOBEACHUSA ayauTa HHGPOPMAIMOHHOU
0e30MacHOCTH.

Ymersb:

- KOHTPOJHMPOBaTh pabOTy MOJCUCTEM U HU3MEHATh KOH(PUTYpalHOHHBIC
napaMeTpsl IpH HEOOXOTUMOCTH;

- IPUMEHATh METOABl U CPEJICTBA KOHTPOJS PabOTOCIIOCOOHOCTH CPEACTB
0€30MacHOCTH, MPENOCTABIAEMbIX alllapaTHO-IPOrPaMMHBIMU KOMILIEKCaMH,
00CITyKMBaTh TEXHUYECKHUE CPEICTB 3aIUThl HH(OPMaLIUY;

- dbopmupoBaTh MOJIUTUKY uHOOPMAITMOHHON 0€30MacHOCTH,
OpPraHMU30BbIBATH U MOIEPKUBATH BHIIIOJIHEHUE KOMILIEKCA Mep MO 00eCIEeUEeHHUIO
MH(}OpMaMOHHOW 0€30MacHOCTH

- OpraHu30BbIBaTb W MPOBOJAUTH ayJuUT pabOTOCHOCOOHOCTH H
3¢ (PEKTUBHOCTU IPUMEHSEMBIX CPEACTB 3alUThl HHPOPMALIUU.

Baagers:

- HaBBIKAMU TI0 HACTPOMKE M OOCITYKUBAHUIO MPOTPAMMHBIX, TPOTPAMMHO-
anmapaTHbIX (B TOM YHCJI€ KPUNITOTPaPUUECKUX) U TEXHHUYECKUX CPEACTB 3aIIUTHI
uHbopMaIny;

- HaBBIKAMHU MPOTHO3MPOBAHUS TOBEICHHUS TOJICUCTEMBI MH()OPMAITMOHHON
0€30I1acCHOCTH 00BEKTa MPU U3MEHEHUHU BHEIIHUX BO3CHCTBHM;

- HaBBIKAMH DOKCIUTyaTalldd TIOJCHCTEM YIIpaBJeHUsS WH(POPMAITMOHHOM
0€30MacHOCTBIO TPEATPUATHS TTOCTPOCHHBIX C HCIIOJIH30BAHUEM COBPEMEHHOTO
000pyI0BaHUS;

- HaBBIKAMH OIIEHUBAHUSI ONTUMAIBHOCTH BEIOOPA MPOTPAMMHO-aTapaTHBIX
CPEIICTB 3aIIUTHl HH()OPMAITUH.

3. O0beM TUCHUTIIUHBI (MOTYJIs).



3.1. O0uias TpyA0€MKOCTb TUCHUILUIMHBI (MOTYJIS).

OOmasi TPyIOEMKOCTh AMCIUIUIMHBI (MOIyJisi) coctaBimsieT 4 3.e. (144
aKaJIeMUYECKUX yaca(oB).

3.2. O6bem gucHUIUIMHBL (MOAYJsi) B (opMe KOHTAKTHOW paboThl
oOydJarommxcss ¢ MEJarorTHYeCKUMH  paOOTHHKaMU W (WIM)  JIUIAMH,
MIPUBJICKAEMBIMHU K peau3aini 00pa3oBaTeIbHON MPOTpaMMbl Ha HHBIX YCIOBHUSX,
P MIPOBEJICHUH YUCOHBIX 3aHITHIA:

KomnuectBo yacos

Tum yaeOHBIX 3aHATHI
Bcero | Cemectp Ne7

KonrtaktHas paboTa mpu npoBeieHIH YUeOHBIX 3aHATHH (BCETO): 64 64
B tom uucne:

3aHATHUS JEKIIMOHHOTO THUIIA 32 32
3aHATUSA CEMUHApPCKOTO TUMA 32 32

3.3. O6peM mucHUIIMHBI (MOAYJs) B (hOopMe CamMOCTOSITENHbHOM pPabOTHI
oOyyarommxcsi, a Takke B (QopMe KOHTAKTHOH pabOThl OOydYarOUIUXCSA C
MeJaroru4ecKuMu pabOTHUKAMU U (MJIH) JTULAMU, IPUBJIEKAEMBIMU K peau3aliu
oOpa3oBaTeNbHOM MporpaMmbl Ha HWHBIX YCIOBUSIX, IPU NPOBEACHUU
IPOMEXKYTOUHOM aTrTecTaluu coctaBiseT 80 akaaeMHUECKUX Jaca (OB).

3.4. ITpu oOy4eHnu 0 UHAUBUAYATFHOMY Y4€OHOMY ILJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM O0y4eHUH, 00bEeM NUCIUIUIUHBI (MOYJIs1) MOXKET OBITh peain30BaH
MOJIHOCTBIO B (POpME CaMOCTOSITENBbHON padOThl 00yUaroIuXCs, a TaKke B (hopme
KOHTAKTHOU pabOThl 00YUYaIOIIUXCSl C MEJAarornuyeCKuMU pabOTHUKaMU U (UJIH)
JULAMU, PUBJIEKAEMBIMH K peaiM3aluy 00pa30BaTEIbHOM MPOrpaMMbl Ha UHBIX
YCIJIOBHSIX, IPH IPOBEAEHUH IPOMEXKYTOYHOM aTTECTALINN.

4. ConepxaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3aHATHA TEKIIMOHHOTO THUIIA.

Temaruka JIEKIIUOHHBIX 3aHATHH / KpaTKO€ COACPIKAHUC

1 |3amura uadopmanun

PaccmarpuBaeMble BOIPOCHL:

- OCHOBHBIE TEPMUHBI U ONIPEAEICHUSI.

- PaccMmaTpuBaroTcst OCHOBHBIE TEpMHHBI U ompezienieHusi B coorserctsun ¢ OCT P 50922-2006.

- PaccMaTpuBatoTCst OCHOBHBIE HaNpaBIICHUS JEHCTBHS CHCTEMBI 3aIUTHl MH(GOpMAWK U IIPUHIIMITHI €€
OpTaHH3aIIH.




Temaruka NTEKIIMOHHBIX 3aHATHH / KpaTKOE COJEpIKaHUE

n/m
2 |[TonuThKa 3amUTHI
PaccmarpuBaembie BOIPOCHL:
- CereBast 6€30I1aCHOCTb.
- PaccmatpuBatoTcsi BOIpOCH! 6€30MaCHOCTH CETH MPEATIPUSTHS, ONPEACISIOTCS HAMPABICHUS ICHCTBHS
TOJIUTUKH 3QIUTHL.
- [IpuBosITCS PUMEPHBIEC BAPUAHTHI PEATHU3AI[MH MTOJTUTHK 3aIUTHI.
3 ([lonuTHka 3aMTHI(ITPOAOIKEHHE)
PaccmarprBaeMbIe BOIIPOCHL:
- AHanm3 yrpo3 6e30macHOCTH.
- OmMCHIBAIOTCS TUIBI YTPO3 B 00IMIKe peKOMEHIANNH 110 00prOe ¢ HUMHU.
4 |ITonuTHKa 3aITUTHI(TTPOTOKECHHE )
PaccmaTpuBaeMble BOIIPOCHI:
- Bupycsl.
- OnuCBIBAIOTCS TUITBI BUPYCOB, Cpejia 00MTaHuUs1, CIOCOOBI 3apa)KeHUsI, BPEJOHOCHOE BO3/ICHCTBHE.
5 |3amwuTa cetu
PaccmarpuBaeMbIe BOIIPOCHL:
- 3amurTa aAMHHUCTPATUBHOTO JOCTYIIA K CETEBBIM yCTPOHCTBAM.
- PaccmaTpuBatoTcsi BOPOCH! 3aIIUTHI TOCTYTIA K aIMHUHUCTPATHBHBIM HHTEepdeiicam.
- OnuUCHIBAIOTCS. METOBI YCHIICHHS TApOJIBHOM 3aIlIUTHI U pa3JiefieHus yPOBHEH NPUBHIICTUI.
6 |3amwuTa cetu (IPOAOIKEHNUE)
PaccmaTtpuBaeMble BOIIPOCHI:
- 3amuTa CBA3M MEXIY MapIIpyTH3aTOpaMHu.
- [IpuBonsTCS METOABI OOECIICUCHHUS 3aIUTHI CBS3H MEXKITY MapLIPYTU3aTOPAMH C UCIIOIB30BaHHEM
AyTEHTU(HKAILUH TPOTOKOIOB MapLIpy TH3AIUH.
- [IpuBoISTCS METOIBI OTPAHUYCHUS OOBSBICHUNA MapIIPyTHOH HHGOPMAUH U (QHIbTPALUH BXOISAIIETO
ceTeBoro Tpaduka.
7 |3ammuTa cetu (IPOAOKEHNUE)
PaccmarpuBaembie BOIPOCHL:
- Texnomorus 3anmTel AAA.
- PaccmatpuBaroTcs MeToabl ayTeHTU(QHUKAIUK U aBTOPU3AIHH.
- [IpencraBneHa TexHONOTHS 3aUTEl AAA, MPUHIUIEI ee paboTh! U KoHpurypuposauus, TACACS+,
RADIUS.
8 |3ammra ceTeBBIX COEqMHEHUN
PaccmarprBaeMbIe BOIIPOCHI:
- Mopnenu 060pOHBI.
- PaccMmaTpuBaroTCs CyIIeCTBYIOIIME MOAEIN O0OPOHBI, HX MPEUMYILECTBA U HEJOCTATKH.
9 |3ammuTa ceTeBbIX COeNUHEHUN(TIPOAOIKEHNE)
PaccmarpuBaembie BOIPOCHL:
- 3amuTa nepuMeTpa ceTH.
- OnuchIBaeTCs 30HHASI APXUTEKTYPa 3aLIUThI CETH U €€ KOMIIOHCHTHI.
- Konrpois cepsucos TCP/IP.
- PaccmatpuBatotcs cpezicta koHTpost ceprucoB TCP/IP Ha ypoBHe rito0anbHOM KOHGUTypanu 1
KOH(Urypanuu narepdeiicos.
10 |3ammTa ceTeBhIX COeTUHEHUH(TIPOIOIKEHHE)

PaccmarpuBaembie BOIPOCHL:




/o

TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

- Konrtpons nocryna.

- OnuCBIBAIOTCS CPENICTBA KOHTPOJISL AOCTYTIA C UCTIOIb30BaHHEM PE(DICKCUBHBIX, TUHAMUYECKUX U
BpEMEHHBIX cHCKOB goctyna, CBAC u nx koH(pUrypanus, a Takke HaCTPOIKa CPEACTB 3aLIUTHl OT
CUHXPOHHBIX aTaK.

11

[IudpoBanue

PaccmarpuBaeMbIe BOIIPOCHL:

- MexaHu3MBbI mupOBaHUSL.

- PaccmatpuBatoTcs pa3inuHble BApHAHTHI IOCTPOCHUS CHCTEM MIN(POBaHUS U UX CBOWCTBA.

12

[Mudposanue(rIpo0IKESHHIE)

PaccmarpuBaembie BOIIPOCHL:

- brounoe mmdposanue u 1EdpoBast MOAMUCH.

- PaccmatpuBaeTcs anroputM mudpoBaHus ¢ ucrioib3oBaHueM cetedl deiictenst, anropurmel DES, 3DES,
AES.

13

[ndpoBarue(mpoaoKEHUE)
PaccmaTpuBaemble BOTIPOCHI:
- PaccmatpuBaercs anroput™ mudpoBanus ¢ ucnoibp3oBanueM ceteir Oetictens TOCT 28147, RSA, RCS.

14

udpoBanue(IpogoKEHHE)

PaccmaTtpuBaeMble BOIIPOCHI:

- PaccmaTpuBaeTcsl Ha3HaUEHHUE M CXEMBI TOCTPOSHHS IIM(POBOM MOIIHCH, alroputM DSA.
- llludpoBanue Ha ceTeBOM ypOBHE.

- I[IpuBonutcst 0630p 3aga4 U CpeACTB MHU(GPOBAHUSA HA CETEBOM yPOBHE.

15

HOCTpOCHI/Ie BUPTYaAJIbHBIX YaCTHBIX ceTel ¢ ucnoab3oBanueM IPSec
PaccmaTpuBaemble BOTIPOCHI:

- O030p TEXHOJIOTHN BUPTYAIBbHBIX YACTHBIX CETEH.

- [IpuBoauTCst 0030p TEXHOIOTUH BUPTYAIBHBIX YacTHBIX ceTeit (VPN), ux Tomonoruii u cpencTs
TOJJIEPXKKH.

16

[TocTpoeHue BUPTYyaIbHBIX YACTHBIX ceTel ¢ ucnonb3oBanueM [PSec(nmpogomkenue)
PaccmarpuBaembie BOIPOCHL:

- Mexanusmsrl IPSec.

- PaccmarpuBaroTcsi IpUHIUITEI paOOThI U HACTPOKU MexaHu3MoB IPSec ¢ ncnons3oBannem IKE.

- Hacrpoiika IPSec VPN.

- OmmuceiBaeTcs HacTpoiika monutuka ISAKMP, onpenenenne Habopos npeodpazopanuii [PSec u
HacTpoiKa KpUNTorpaduIeckux Kapr.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlaGopatopHbie paOOThI

HanmenoBanme nmabopatopHbIX paboT / KpaTKoe colepaHue

Bupycsl

B pesymnbrare BRIIOITHEHUS pabOTHI CTYIEHT MOIYYHT NOHUMAaHNE IPUHINIIOB PaOOTHI BUPYCOB.

Bupycei(nponomxkenue)
B pesynbrate BeINOTHEHHA PaOOTHI CTYACHT HOIYyYUT HABBIKH MO OOpBOE ¢ BUpycaMu.

3amuTa aIMAHUCTPATUBHOIO TOCTYIIA U CBSI3W MEXIY MapUIpyTHU3aTOpaMu
B PE3yJbTATC BBINIOJTHCHUA pa6OTI)I CTYACHT HOJIYYUT NPAKTUICCKUEC HABBIKU 110 3allUTC
AIMUHUCTPATUBHOI'O JOCTYIIA K MAapHIpyTHU3aTOpaM.




/o

HaumeHnoBanue 1abopaTopHbIX paboT / KpaTKOE COAepKaHNE

3aH_II/ITa AIMUHHUCTPATUBHOT'O JOCTYIIA U CBA3U MCKIAY

MapuIpyTHU3aTopamMu(IIpo 0 KEHNE)
B PE3yJIbTATC BBINIOJTHCHUA pa6OTLI CTYACHT MNOJIYYUT NPAKTUUICCKHUEC HABBIKU I10 3AIUTEC CBA3U MCIKIY
MaplIpyTH3aTOPaMH.

Hacrtpoiika cucremsl 3anutel AAA
B pesymnbrare BRINOTHEHUS paOOTHI CTYIEHT MOMYYHUT MPAaKTHIEeCKHE HaBBIKH 110 HACTPOWKE U
MPUMEHECHUIO CHCTEMBI 3aIIUTH AAA C HCIIONB30BaHUEM JIOKATFHON 0a3bl JTaHHBIX.

Hacrpoiika cucrems! 3anmutsl AAA(IpogoiKeHue)
B pe3symnbrare BRINOTHEHUS paOOTHI CTYIEHT MOMYYHUT MPAKTHIECKHE HABBIKU 10 HACTPOIKE U
MPUMEHEHHUIO CUCTEMBI 3alUThl AAA ¢ ucnonb3oBanueM cepepa 3amuTtsl TACACS+.

Hacrpoiika cuctemsl 3amuThl A AA(MPOA0THKEHHUE)
B pesynbTaTe BBIMOTHEHHS PaOOThI CTYJCHT MOIYYHUT MPAKTHYSCKUE HABBIKU [0 HACTPOWKE U
MIPUMEHEHHUIO CUCTEMBI 3alUThl AAA ¢ ucnonb3oBaHueM cepBepa 3amuTtsl RADIUS.

3auTa nepuMeTpa CETH ¢ OMOLIbIO CPEJCTB KOHTPOJIA JOCTyNa
B pe3yinbTate BhIMOIHEHHS PAOOThI CTYACHT MOIYYUT IPAKTHICCKUE HABBIKH M0 3aIUTE TIEPUMETPA CETH C
nomoIneio Reflexive PACL.

3aiuTa nepuMeTpa CETH € MOMOIIBIO CPEICTB KOHTPOJISI JOCTyHa(TIPOI0KEHHE )
B pesynbraTe BHINONHEHHS! paOOTHI CTYICHT ITOJIYYHT MPAKTUYECKHE HABBIKH 10 3aIUTE IEPUMETPa CETH C
nomorupto Dynamic ACL.

10

3amuTa nepuMeTpa CeTH ¢ IOMOIIBIO CPEACTB KOHTPOJIS TOCTYMa(IPOI0JIKCHHUE)
B pesynbTaTe BBITIOTHEHHSA PabOTHI CTYIEHT MOJYYHT MPAKTHUECKUAE HABBIKH ITO 3aIlUTE TIEPUMETPA CETH C
nomotupio Time-Based ACL.

11

3aluTa nepuMeTpa CETH € MOMOLIBIO CPEICTB KOHTPOJIS JOCTyHa(IIPOI0JIKEHHE)
B PE3yJIbTAaTC BBINIOJTHCHUSA pa6OTBI CTYACHT HOJYYUT NPAKTUICCKHUC HABBIKU IO 3alUTC IICPUMETPA CCTU C
nomorteio CBAC.

12

N3yuenune MeToa0B MU(pPOBaHUSL
B pesymnbrare BRIIOIHEHUS pabOTHI CTYIEHT MOIYYHUT MPAaKTHYECKNE HABBIKH 110 pealn3aliy aJropuTMOB
mM$pPOBaHUS ¢ IOMOIIBIO POTPAMMHBIX cpeCcTB Ha npuMepe DES.

13

N3yuenne meronoB mu@poBaHusi(Ipoa0KEHUE)
B pesynbrate BeINOTHEHHUS PaOOTHI CTYAEHT HOIYyYUT NPAKTHIECKNE HABBIKH 10 PEAIM3alNH aIrOPUTMOB
mudpoBaHUA ¢ TOMOIIBIO IIPOTPAMMHBIX cpeacTB Ha mpumepe 3DES.

14

N3yuenune MeTo0B mudpoBaHusi(IpoI0HKEHUE)
B PEIYIbTATEC BBITIOJTHECHUA pa6OTLI CTYACHT MOJYUYUT NPAKTUYCCKHUE HABBIKU 10 p€ajin3daliun aJirOPpUuTMOB
mM$pOBaHUs ¢ IOMOIIBIO TPOTrpaMMHBIX cpeacTB Ha npuMepe ['OCT 28147.

15

Kondurypuposanne VPN-coenuHenus
B pe3yibTate BIMOIHEHHS PAOOTHI CTYAEHT MOIYYUT HPAKTHIECKUE HABBIKH M0 KOH(PUTYPUPOBAHUIO
VPN-coenunenns ¢ ucnonas3oBanueM IKE.

16

Kongurypuposanue VPN-coeannenus(npoaomKkeHme)

B pesyinbrate BeIOTHEHHS PaOOTHI CTYAEHT NOIYYUT NPAKTHYECKNE HABBIKH:

- [To Hactpoiike nmonutuku ISAKMP.

- [To xonpurypupoBauanto VPN-coennHeHNs ¢ 3a1aHHBIMH ITapaMeTpaMH Ha CETEBOM 000PYIOBaHHUH.

4.3. CamocrosiTenbHas padboTa 00yJarommxcsl.




No .
Bun camocrositensHOM paboTh

n/m

1 |Pabota c JIeKIIMOHHBIM MaTEpPUATIOM

2 |[logroroBka k 1abopaTopHBIM paboTam

3 | BeimonHeHue KypcoBoi paboTHI.

4 | IloarotoBka K MpOMEKYTOYHON aTTECTALIUU.

5 | [loaroroBka K TeKyuiemMy KOHTPOJIIO.

4.4. IlpumepHbIil IepeueHb TeM KypCOBBIX padoT
Pa3paboTaTh 3ammiieHHOe MPOCTPAHCTBO 00PaOOTKH, XPaHEHUS U TIepeaun
JaHHBIX B COOTBETCTBUHU C BAPUAHTOM 33/IaHUA.

Pa3pa60TaTb 3AMUIIICHHOC ITPOCTPAHCTBO 06pa6OTKI/I " XpaHCHUA JaHHBIX.

JInst Bcex BapuaHTOB BBIOpaTh B KaUECTBE MHTEPECHOTO Tpaduka MpOTOKOI
ICMP

1. 1 mumro3, AAA - Tacacs, ACL-, IPSec — ESP, DES, MD-5, PSK.

2. 2 muro3a, AAA - Tacacs, ACL-DYN, IPSec — ESP, 3DES, MD-5, PSK.
3. 1 muiro3, AAA - Tacacs, ACL-REF, IPSec — ESP, AES, MD-5, PSK.

4. 2 muroza, AAA - Tacacs, ACL- TIME, IPSec — ESP, AES, SHA-1, PSK.
5. 1 mumro3, AAA - Tacacs, ACL- CBAC, IPSec — ESP, 3DES, SHA-1, PSK.
6. 2 nutro3a, AAA - Tacacs, ACL- DYN, IPSec — ESP, AES, SHA-1, PSK.
7. 1 muro3, AAA - Tacacs, ACL- REF, IPSec — ESP, DES, SHA-1, RSA.

8. 2 mumo3a, AAA - Tacacs, ACL- TIME, IPSec — ESP, 3DES, SHA-1, RSA.
9. 1 muiro3, AAA - Tacacs, ACL- CBAC, IPSec — ESP, AES, SHA-1, RSA.
10. 2 mmro3a, AAA - Tacacs, ACL- DYN, IPSec — ESP, DES, MD-5, RSA.
11. 1 mumro3, AAA - Tacacs, ACL- REF, IPSec — ESP, 3DES, MD-5, RSA.
12. 2 muro3za, AAA - Tacacs, ACL- TIME, IPSec — ESP, AES, MD-5, RSA.
13. 1 numro3, AAA - Radius, ACL-, IPSec — ESP, DES, MD-5, PSK.

14. 2 mumro3a, AAA - Radius, ACL-DYN, IPSec — ESP, 3DES, MD-5, PSK.
15. 1 mumro3, AAA - Radius, ACL-REF, IPSec — ESP, AES, MD-5, PSK.

16. 2 nuro3a, AAA - Radius, ACL- TIME, IPSec — ESP, AES, SHA-1, PSK.
17. 1 numro3, AAA - Radius, ACL- CBAC, IPSec — ESP, 3DES, SHA-1, PSK.
18. 2 numro3a, AAA - Radius, ACL- DYN, IPSec — ESP, AES, SHA-1, PSK.




19. 1 muro3, AAA - Radius, ACL- REF, IPSec — ESP, DES, SHA-1, RSA.
20. 2 mutro3a, AAA - Radius, ACL- TIME, IPSec — ESP, 3DES, SHA-1, RSA.
21. 1 numro3, AAA - Radius, ACL- CBAC, IPSec — ESP, AES, SHA-1, RSA.
22. 2 mutro3a, AAA - Radius, ACL- DYN, IPSec — ESP, DES, MD-5, RSA.
23. 1 nuto3, AAA - Radius, ACL- REF, IPSec — ESP, 3DES, MD-5, RSA.
24. 2 murro3a, AAA - Radius, ACL- TIME, IPSec — ESP, AES, MD-5, RSA.

5. IlepeueHp wu3MaHMM, KOTOpPBIE PEKOMEHAYETCS MCIOJIb30BATh IIPH

OCBOCHUU JUCHUUIUIUHBI (MOIYJIA).

Ne
y bubnnorpaduyeckoe onucanue Mecto nocryna
n/n
1 | IlporpammHuo-amnmapaTHbie cpeactsa 3aumThbl | https:/e.lanbook.com/book/404549 (nata

uHpopmanuu : yauebHoe nmocoodue / C. A.
3bipsiHOB, M. A. KyBunHos, U. A. Orues, 1.
B. Hukpomkun. — HoBocubupck : HI'TY,
2023. — 80 c. — ISBN 978-5-7782-4905-9.
— Texcr : anekTpoHHbIH // JlaHb :
3JIEKTPOHHO-OMOINOTEYHAs CCTEMA.

obpamenus: 30.04.2025)

Texnonoruu 3amuThl UHGOPMAITUU B
KOMITBIOTEPHBIX ceTsX : Kypc nexumii / H.A.
Pynenxos, A.B. IIponerapckuii, E.B.
CmupnoBa, A.M. CypoBoB — Mockaa :
Wutyur HOY, 2016. — 368 c.

https://book.ru/book/918258 (nata
obpamenus: 30.04.2025)

['onnosckuii .M., )Kenenkos b.B.,Cadonona
N.E., Kpuntorpadudeckas 3amura
KOMIBIOTEPHON HHPOpMAITIH.
MeTtoauueckue yka3aHus K 1a00paTOpHBIM
paboram. M.: MUUT, 2013. 36¢.YIK 681.3
60

http://library.miit.ru/bookscatalog/metod/03-
42764.pdf (nata oopamenns: 30.04.2025)

['onuxoB, A. M. 3amura uapopmanuu B
MH(POKOMMYHUKAIIMOHHBIX CUCTEMAX U CETAX
: yae6HOe ocodue / A. M. ['onukoB. —
Mocksa : TYCVYP, 2015. — 284 ¢c. — Texcrt :
ANIEKTPOHHBIH // JIaHb : 3IEKTPOHHO-
O6ubnuoreyHas cucrema.

https://e.lanbook.com/book/110336 (nara
oOpammenus: 30.04.2025)

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U

WH()OPMAITMOHHBIX CIIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIOJIb30BAThCS TPHU

OCBOEHUU JUCUUIUIAHBI (MOAYJIA).
Hayuno-texanueckas 6unbnuorexa PYT(MUUT) http://library.miit.ru/



Odurmansubii caliT o noanepxkke pemennit Cisco https:// www.cisco.com/

CDOPYM cruenguajincCToB 10 I/IH(I)OpMaL[I/IOHHBIM TEXHOJIOT'UAM
http://citforum.ru/

W HTEpHET-YHUBEPCUTET UH(GOPMAITMOHHBIX TEXHOJIOTUN
http://www.intuit.ru/

Tematnyeckuii dhopym 1o MH(POPMAITMOHHBIM TEXHOJIOTUSAM
http://habrahabr.ru/

7. IlepeueHb  JUIEH3UOHHOTO W  CBOOOAHO  PACIPOCTPAHIEMOTO
MpOrpaMMHOr0 OO€CTedYeHus, B TOM YHCJIE OTEUECTBEHHOI'O MPOU3BOJICTRBA,
HEO0OXOMMOTO JIJIS1 OCBOCHHMSI TUCIIUTUTAHBI (MOIYJIs).

- OC Windows
- Microsoft Office
- Nutepuer-6pay3zep (Yandex u nip.)

8. Ommcanme MaTepHATBHO-TEXHUYECKOW 0a3bl, HEOOXOTUMON IS
OCYILIECTBJICHUSI 00pa30BaTEIbLHOIO Mpoliecca Mo IUCIHUILTHHE (MOJIYJIIO).

-YueOHast ayauTopusi Il TPOBEICHMS YYEOHBIX 3aHATHN (3aHATUH
JIEKITMOHHOTO THUIIA, MPAKTUYECKUX 3aHATUMN ):

- KOMIBIOTEp  MpenogaBaTens, pabouyue  CTaHIMU  CTYICHTOB,
MYJIbTUMEINITHOE 000PYI0BaHKE, T0CKA.

Aynutopus oAK/II0ueHa K ceTh « HTepHeT».

9. ®opma MPOMEKYTOUHOM aTTECTALINU:

KypcoBas pabota B 7 cemectpe.
DK3aMeH B 7 cemecTpe.

10. OuleHOUHBIE MAaTEpUAIIBI.

OLeHOYHbIE MATEPHUAIIBI, IPUMEHSIEMBIE NPU MPOBEIAECHUHN MTPOMEKYTOUHOU

aTTecTalny, pa3padaThiBalOTCSI B COOTBETCTBUM C JIOKAJbHBIM HOPMATHBHBIM
aktom PYT (MUUT).
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3aBenyromuii kadenpoit BCuKK b.B. JKenenkos
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