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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

Hensmu ocBoenus yueOHOUM aucuumuinHbl «lIporpammHo-anmapaTHble
CpelICTBA 3alIUThl MHPOPMALMW» SBISIIOTCS (OPMUPOBAHUE KOMIIETCHIIMMA TIO
OCHOBHBIM pa3JiellaM TEOPETHYECKUX U TMPAKTHUYECKHMX OCHOB OpraHu3alliu
CPEIICTB 3aIUThl WH(OpPMAIUH, 1aTh HEOOXOIUMBIE HaBBIKU 10 WCIOJIb30BAHUIO
CPEIICTB 3allIUTHl KOMITBIOTEPHBIX CETeH OT HECAHKIIMOHWPOBAHHOTO JIOCTYIA U
OBJIQJICHUIO METOJaMH PEIICHUsI COOTBETCTBYOIINX 3a/1a4.

CTyaeHTHI TODKHBI HAYYUTHCS TPUMEHSITH COBPEMEHHBIC CPEACTBA 3aIUThHI
uH(OPMAINH NPEOCTABIIIEMbIE CETEBBIM 000PYI0BAHUEM, SIBIISIIOLTUMCS CaMbIM
ySI3BUMBIM MECTOM IIPH MOTBITKE HECAHKITMOHUPOBAHHOTO JJOCTYTIA.

OCHOBHBIMY 33J]Ja4aMH TUCIUTUTAHBI SIBISIOTCS:

* O3HAaKOMJICHUE C OCHOBHBIMHU TEPMHUHAMH U ONIPEACIICHUSIMH.

* O3HaKOMJICHHE C OCHOBHBIMH THUIIAMH YTPO3 H aTaK.

* M3ydeHne MeEXaHW3MOB 3allUThl ATMUHUCTPATHUBHOTO HHTepdeiica u
pasrpaHUYCHHUS MMPaB JOCTYIIA.

* 3yuenue texnonoruu AAA.

 M3yuenue croco0oB 3amuThl THGOPMAIIMH B CETSIX.

* M3ydeHre MpUHIUTIOB TOCTPOCHUST BUPTYAJbHBIX YACTHBIX CETEH.

2. [Inanupyemsble pe3ysbTaTbl O0y4YEeHHs 110 AUCLHUIUIMHE (MOAYJIIO).

[lepeuenr GopMHpyeMBIX pe3yiabTaTOB OCBOCHHSI  0Opa30BaTEIbHOM
porpaMmbl (KOMITETCHIIUI) B PE3yJIbTaTe 00YUYEHUS 10 TUCIHUILIAHE (MOJTYIIIO):

OIIK-1.2 - CnocoOeH aAMUHUCTPUPOBATH CPEACTBA 3AIIUTHI HH(pOpMauy B
KOMIBIOTEPHBIX CUCTEMaX U CETSIX;

OIIK-10 - CnocobeH B kadecTBE TEXHMYECKOrO CIEHAIMCTAa MPUHUMATh
ydqactue B (OPMUPOBAHUM TOJUTUKH WHOOPMAIMOHHONW O€30MacHOCTH,
OpPraHU30BbIBAThH U MOJIJIEPKUBATH BHITIOJHEHNE KOMILIEKCA MEp M0 00eCIeYeHUIO
UHPOPMAIMOHHON O€30MaCHOCTH, YIPABIATH IMPOLECCOM HX peanu3aliu Ha
00BEKTE 3aIHTHI ;

IIK-1 - cnocoOGHOCTHIO BBIMOJHITH PabOTHI MO YCTAHOBKE, HACTPOMKE M
OOCITY’>KMBaHUIO TMPOTPAMMHBIX, M[POTPAMMHO-aNNapaTHbIX (B TOM  YHUCIHE
KpUINITOrpadUuecKnx) U TEXHUYECKUX CPEICTB 3alIUThl MH(pOpMAIuY ;

ITIK-6 - cnocoOHOCThIO MPUHUMATh Y4acTHE B OpPraHU3alld U IPOBEICHUU
KOHTPOJIBHBIX TPOBEPOK PabOTOCIIOCOOHOCTH M A(DPEKTHBHOCTH MPUMEHSIEMBIX
IPOrPaMMHBIX, MPOTPAMMHO-ANMAPATHBIX M TEXHUYECKUX CPEICTB 3allUTHI
uHbOpMAITUH .



OOyueHue 1o JUCUUIUIMHE (MOJIYJII0) IPEAIOoIaraeT, 4YTo 1o ero pe3yJbraraM
oOyuatoruiicst Oyier:

3HaTh:

-  TOHATUS HMH(POPMAIMOHHON O€30MaCHOCTH, COCTaBHBIE DJIEMEHTHI
MOJICUCTEM U UX XapaKTEPUCTUKH;

- TpaBWIa SKCIUTyaTalldd HCIOIb3YEMBIX IOJCUCTEM HWH()OPMAIMOHHOM
0e30ITaCHOCTH;

- METOJIbI U CPeJCTBA KOHPUTYPUPOBAHUS U KOHTPOJI pabOTOCTIOCOOHOCTH
cpenctB  0€30MACHOCTH,  MPEAOCTABISIEMBIX  ammmapaTHO-TIPOTPAMMHBIMH
KOMITJICKCAMH;

-  TIOpANIOK  OOCIY)KMBaHMUSI  KPUNTOTpaQUUECKHX CPEICTB  3alIUTHI
nHpopManuu;

- METOIbl W TPUHIMIBI TPOBEACHUS ayauTa WHDOPMAIMOHHOM
0€30IacCHOCTH.

Ymern:

- KOHTPOJIUPOBATh PabOTy MOJCHCTEM W HU3MEHSTh KOHQUTYpallMOHHBIC
napameTpbl IPH HEOOXOTUMOCTH;

- MPUMEHSATHh METOJbI M CPEJCTBA KOHTPOJII pabOTOCIIOCOOHOCTH CPEJICTB
0€30MacHOCTH, MPEIOCTABIISIEMBIX —alIapaTHO-TIPOTPAMMHBIMM  KOMILIEKCAMH,
00CITy>KHBaTh TEXHUYECKHUE CPEACTB 3alTUTHI HHPOPMAITNH;

- dbopmMupoBaTh MOJIUTUKY WH(POPMAITMOHHOM 0€30I1aCHOCTH,
OpPraHU30BbLIBAThH U TOJIJICPKUBATH BEITIOJHEHNE KOMILIEKCA MEP M0 00SCIIeYSHUIO
MH(OPMAIMOHHON 0€3011aCHOCTH

- OpraHM30BBIBAaTH W  MPOBOJUTH ayJaUT pPabOTOCIOCOOHOCTH U
3¢ (HEKTUBHOCTH PUMEHIEMBIX CPEJICTB 3aIUTHl HH(DOPMAITUH.

Baanern:

- HaBBIKAMH 10 HACTPOMKE M OOCTYKHMBAHUIO ITPOTPAMMHBIX, IIPOTPaMMHO-
amnmapaTHbBIX (B TOM YHCIIC KPUOTOTPA(PUIECKUX) U TEXHUICCKUX CPEJCTB 3alTUTHI
uH(popManuy;

- HaBBIKAMHU MPOTHO3MPOBAHUS TIOBEJACHHS MOJCUCTEMBl HH(POPMAITMOHHOM
0e30MmacHOCTH 00BEKTA MPU U3MEHEHUHU BHEIIHUX BO37CHCTBHIA;

- HaBBIKAMHU DJKCIUTyaTalluu IIOJICUCTEM YMpaBieHUs HHGOPMAIMOHHON
0€30MaCHOCTBIO MPEANPHUATHS MTOCTPOCHHBIX C HCIIOJIb30BAaHUEM COBPEMEHHOTIO
000OpyTOBaHUS;

- HAaBBIKaMH¥ OT[CHUBAHUS ONITUMAIBHOCTH BBIOOPA MIPOTrpaMMHO-aNapaTHBIX
CPEIICTB 3aIIUTH HHGOPMAIIHH.

3. O0beM TUCIUIUIUHBI (MOTYJIs).



3.1. O6mas Tpy10€eMKOCTh AUCITUTIINHBI (MOTYJIs).

OO6miass TPyIOEMKOCTh AUCHUIUIMHBI (MOayJisi) coctaBiser 4 3.e. (144
aKaJieMUYeCKUX Jaca(oB).

3.2. OO0vem mucuUIIMHBL (MOAynsi) B (oOpMe KOHTAaKTHOM paboThI
oOyyaromuxcst ¢  MeJaroruieckuMu  paboTHUKaMu ©  (WIM)  JIUIAMH,
IPUBJIEKAEMBIMU K peain3aluy 00pa3oBaTebHON IPOrpaMMbl Ha UHBIX YCIIOBUSX,
IPU MPOBEJCHUHN YUEOHBIX 3aHITHI:

KomnmuecTBo yacoB

Tum yaeOHbBIX 3aHATHI
Bcero | Cemectp Ne7

KonTtaxtHas paboTa mmpu npoBeIeHNH yIeOHBIX 3aHATHH (BCEro): 64 64
B tom uucre:

3aHATHS JIEKIIMOHHOTO THIIA 32 32
3aHATUSA CEMUHAPCKOro TUIA 32 32

3.3. O6peM muctUIUIMHBI (MOAYJs) B (popMe CamMOCTOSITENBHOU pPabOTHI
oOyyaromuxcs, a Takke B (QopMe KOHTAKTHOM pabOThl OO0ydYaroIuxcs ¢
nearoruaeckuMu paboTHUKAMH U (WIJTH) JTUIIAMU, TIPUBJIEKAEMBIMH K peaTu3aiiu
oOpa3oBaTeIbHOM TpOrpaMMbl Ha HWHBIX YCIOBHUSIX, TIPU TPOBEICHUU
MIPOMEKYTOUHOM aTrTecTanuu coctapisier 80 akageMuueckux yaca (OB).

3.4. [Ipu 00y4eHnU 10 UHAUBUYATBHOMY YU€OHOMY ILJIaHY, B TOM YHUCJIE TPU
YCKOPEHHOM O00yYe€HHH, 00BEM JTUCIUIUIMHBI (MOJYJIsI) MOXKET ObITh peaan3oBaH
MOJIHOCTBIO B (DOpME CaMOCTOSITENIbHON paboThl 00yYaromuxcs, a Takke B hopme
KOHTAKTHON paboThl 00YUYaIOIIMXCS C MEJarorndyecKuMy paOOTHUKAMHU U (WJIH)
JUIAMU, TIPUBJIEKAEMBIMU K pealii3aliii 00pa3oBaTeIbHONW MPOrpaMMbl HA HHBIX
YCJHOBUSIX, IPU IPOBEJACHUU TPOMEKYTOUYHON aTTECTALIUH.

4. ConepxkaHue JUCHUTUTAHBI (MOIYJIA).

4.1. 3ausaTus JIEKIIMOHHOIO THUIIA.

TemaTuka JIGKIMOHHBIX 3aHATUHN / KpaTKOE COJIEpKaHHE

1 |3amura nHGOpMaIH

PaccmatpuBaeMble BOIIPOCHL:

- OCHOBHBIE TEPMHHBI U ONPEICICHHS.

- PaccmarpuBaroTcst OCHOBHEIE TepMUHBI 1 otipeneneHus B cootBeTctBur ¢ [OCT P 50922-2006.

- PaccmatpuBaroTcst OCHOBHBIE HaNpaBJIeHUS JEHCTBHS CUCTEMBI 3aIIUTHI HHPOPMAIMU U TIPHHIHIIEL €€
OpTaHH3aLHH.




TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

/T
2 |[lomuTHka 3amuThl
PaccmatpuBaeMble BOIIPOCHL:
- CereBast 6€30I1aCHOCTb.
- PaccMaTpuBaroTCst BOIpOCH! O€30MaCHOCTH CETH MPEANPHUSITHUS, ONPEICISIOTCS HANPABICHUS NeHCTBUS
TIOJIUTUKY 3aIUTHL
- [IpuBoasTCSA NpUMEPHBIE BAPUAHTBI PEATU3alUU IIOJIUTHUK 3aLUTHI.
3 |[Tonutuka 3amUTHI(IIPOTIOIIKEHHE)
PaccmatpuBaeMble BOIIpOCH:
- AHanm3 yrpo3 6e30macHOCTH.
- OnUCHIBAIOTCS THITHI YTPO3 U 00IIIE peKOMEHIANH 110 60phOe ¢ HUMU.
4 |[TonmuTHKa 3aUTHI(MPOAOTHKCHHE)
PaccmatprBaeMbie BOIIPOCHL:
- Bupycsl.
- OnKCBIBAIOTCS TUIIBI BUPYCOB, CpeAia OOMTaHMUsl, CIOCOOBI 3apa)KCHUsI, BpPEAOHOCHOE BO3/ICHCTBHE.
5 |3awmura cetu
PaccmatpuBaeMble BOIIpOCH:
- 3amuTa aAMUHUCTPATUBHOTO IOCTYIIA K CETEBBIM YCTPOHCTBAM.
- PaccMaTpuBaroTCst BONPOCHI 3aIIUTHI IOCTYIIA K aIMUHUCTPATUBHBIM HHTEpdencam.
- ONUCHIBAIOTCS METOIBI YCUIICHHS TTAPOJIbHOMN 3aIUThI ¥ Pa3eieHNs] yPOBHEH MPUBHIICTHA.
6 |3amuTa cetu (IPOAOIKEHNUE)
PaccmatprBaeMbie BOITPOCHI:
- 3amuTa CBA3M MEXIY MapIIpyTH3aTOpaMHU.
- [IpuBOASITCS METOBI 00CCIICUCHHS 3AIUThI CBSI3H MKy MapIIPYTH3aTOPAMHU C HCIIOJIb30BAHUEM
ayTeHTHU(HKALMU IPOTOKOIOB MapIIpyTH3ALHH.
- [IpuBoasTCS METOABI OrpaHMYCHHS OOBABICHUN MapIIPyTHOH HHPOPMALUH 1 (GHIBTPALUH BXOISLIETO
CETEeBOTO TpaduKa.
7 |3amuTa ceTu (MpOAOIKEHHUE)
PaccmatprBaeMbie BOTPOCHL:
- Texnonorus 3amutel AAA.
- PaccMaTprBaroTCst METO/IbI Ay TCHTU(DHUKAIIMKE U aBTOPH3AIHH.
- [IpencraBnena TexHonorus 3aMThl AAA, npuHIUIEI ee paboThl 1 KoHuUrypupoBanus, TACACS+,
RADIUS.
8 |3amura ceTeBBIX COETUHEHUN
PaccmatpuBaeMbIe BOITPOCHI:
- Mopnemu 000poHSHI.
- PaccMaTprBaroTCst CylecTBYIOIIME MO OOOPOHBL, HX TIPEUMYILECTBA U HEAOCTATKH.
9 |3ammura ceTeBBIX COSAMHEHUN(TIPOIOIKEHUE)
PaccmatprBaeMbie BOTPOCHL:
- 3ammTa nepuMeTpa CeTH.
- OnuchIBaeTCs 30HHAS APXUTEKTYPa 3aLIUTHI CETH U €€ KOMIIOHEHTHI.
- Kontpomns cepsucor TCP/IP.
- PaccmarpuBarotes cpeactsa konTposs cepucoB TCP/IP Ha ypoBHe ri106ansHOM KOHGUTYpaIui U
KOH(pUTypary HHTepercoB.
10 |3amuTa ceTeBbIX COeIMHEHUN(TPOIOKEHNUE)

PaCCManl/IBaeMI)Ie BOIIPOCHKHI:




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- Kontpons nocryna.

- OnuCBIBAIOTCS CPENICTBA KOHTPOJISI AOCTYTIA C UCIIOIb30BAaHHEM Pe(ICKCUBHBIX, TUHAMHYECKIX U
BpEeMEHHBIX cnrckoB foctyna, CBAC u nx koH(Urypanus, a Tak)ke HaCTPOHKa CPECTB 3alUTHI OT
CUHXPOHHBIX aTaK.

11

udpoanue

PaccmatpuBaeMble BOIIPOCHL:

- Mexanu3mbl mudpoBaHus.

- PaccMmaTpuBaroTcst pasnnyHble BApHAHTHI TOCTPOSHUS CHCTEM MIN(POBaHUS U X CBOWCTBA.

12

[IndpoBanue(mpoaoKeHUE)
PaCCManI/IBaeMBIG BOIPOCHI:
- briounoe mudpoBanue 1 nUGPOBas MOAIUCH.

- PaccmarpuBaercs anroputm mudpoBanus ¢ ucnoib3oBanueM ceteit deiictenst, anroputmsl DES, 3DES,
AES.

13

[udpoBanue(poa0KEeHNE)
PaccmaTpuBaeMble BOIIPOCHL:
- PaccmatpuBaercs anroput™ mmdposanus ¢ ucnois3doanueM cereit @eiicrenss [OCT 28147, RSA, RCS.

14

[IndpoBanue(mpoaomKeHUE)

PaccmaTpuBaemble BOTIPOCH:

- PaccmarpuBaeTcst Ha3HAUEHHE M CXEMBbI TOCTPOSHHS IIU(POBOH MMOINHCH, aropuT™ DSA.
- llTudpoBanue Ha CETEBOM ypOBHE.

- [IpuBoautcs 0630p 3a4a4 U CpeCTB MH(POBAHUS HA CETEBOM YPOBHE.

15

ITocTpoeHne BUPTyaIbHBIX YAaCTHBIX ceTel ¢ Hcnonb3oBaHueM [PSec
PaccmaTpuBaeMble BOIIPOCHL:

- O030p TEXHOJIOTUN BUPTYAIbHBIX YACTHBIX CETEH.

- [IpuBoauTCSt 0030p TEXHOIOTUHN BUPTYAIBHBIX YacTHBIX ceTeil (VPN), ux Tonojoruii 1 cpencTs
HOAJEPHKKH.

16

[TocTpoeHne BUPTyaIbHBIX YaCTHBIX CETEH ¢ Mcmoab30BanueM [PSec(npogomkenue)
PaccMartpuBaeMble BOIIPOCHL:

- Mexanusmsl IPSec.

- PaccmarpuBaroTCst IpUHIMITEI pabOTHI U HACTPOiKK Mexann3MoB [PSec ¢ ncnonp3oBanuem IKE.

- Hactpoiika IPSec VPN.

- OnuceiBaercst HacTpoiika noxutiku ISAKMP, onpenenenne HabopoB npeodpazoBanuii [PSec u
HACTPOIKa KPUIITOrpahHIECKUX KapT.

4.2. 3aHATHS CEMUHAPCKOTO TUIIA.

JlaGopatopHbie paOOThI

HaumenoBanue 1abopatopHbIX paboT / KpaTKoe coepKaHue

Bupycsl

B pesynbrate BbINOJIHEHHS PaOOTHI CTYACHT HOIYyYUT OHUMAaHKE IPUHIMIIOB PaOOTHI BUPYCOB.

Bupycsi(nponomkenue)
B pesynbrarte BRIIOIHEHUS pabOTHI CTYIEHT MOJIYYHUT HAaBBIKK 0 60phOe ¢ BUpycaMu.

3anmTa aIMUHUCTPATUBHOTO JOCTYMA U CBSI3U MEXIY MAapLIPyTU3aTOPAMH
B pesynbrate BeIIOTHEHHUA PAOOTHI CTYAEHT HOIYYUT HPAKTHIECKHE HABBIKH 110 3aIUTE
AJIMUHHCTPATUBHOTO JOCTYTIA K MapLIPyTH3aTOPaM.




n/n

HanmenoBanue 1abopaTopHBIX paboT / KpaTKoe CoaepKaHue

3ammuTa AIMHUHUCTPATUBHOI'O JOCTYIIA U CBA3U MCXKIOY

MapHIpyTu3aTopamMu(IpoI0JKEHNE)
B PE3YyIbTATE BBINTOJTHCHU pa6OTI)I CTYACHT MOJYYUT NPAKTUICCKHUEC HABBIKU 110 3alIUTE CBA3U MCIKIY
MapIIpyTH3aTOPaMH.

Hacrpoiika cucrems! 3amutet AAA
B pesynbrare BHIIOIHEHUS pabOTHI CTYIEHT MOMYYUT MIPAKTHYECKHUE HABBIKHU 110 HACTPOMKe U
MIPUMEHEHHIO CUCTEMBI 3aIIUTH AAA ¢ UCTIOIb30BaHIEM JIOKAIBHOM 0a3bl TaHHBIX.

Hactpoiika cuctemsl 3amutsl AAA(TIpo1oyKeHe)
B pesynbraTe BeITOTHEHHS PaOOTHI CTYAEHT HOIMYYUT NPAKTHIECKHUE HABBIKU 110 HACTPOWKE U
IMPUMEHEHHIO CUCTEeMBI 3alUThl AAA ¢ ucnone3oBanueM cepBepa 3amutel TACACS+.

Hactpoiika cuctemsl 3amutbl AAA(IpoJoHKEHUE)
B PE3YyIbTATE BBINTOJTHCHU pa6OTI)I CTYACHT MOJYUYUT NPAKTUICCKHUEC HABBIKU 110 HaCTpOﬁKe n
MIPUMEHEHHIO CUCTEMBI 3aIUThl AAA ¢ UCTIONB30BaHUEM cepBepa 3amuThl RADIUS.

3ammTa nmepuMeTpa CETH C MOMOIIBI0 CPEACTB KOHTPOJIS JOCTYyIIa
B pesynbrate BbIOIHEHHS PaOOThHI CTYACHT MONTYYUT NPAKTHYSCKHE HABBIKY I10 3aIUTe TIEPUMETPA CETH C
nomompio Reflexive PACL.

3ammra rnepuMeTpa CETH C IIOMOIIBIO CPEACTB KOHTPOJIS AOCTyNa(TIPOI0JKEHNE)
B pesynbrare BRIIOTHEHUS paOOTHI CTYICHT MOMYYUT MPAKTUICCKHUE HABBIKH 10 3aIUTE MIEPUMETPA CETH C
oMok Dynamic ACL.

10

3ammura nepuMeTpa CETH C IMOMOIIBIO0 CPEACTB KOHTPOJIS AOCTyNa(TIPOI0JIKEHNE)
B pesynbrare BRIIOTHEHUS pabOTHI CTYIEHT MOMYYUT MPAKTUIECKUE HABBIKY 10 3aIUTe IEPUMETPa CETH C
nomorisio Time-Based ACL.

11

3aimuTa nepuMeTpa CeTH C MOMOIIBIO CPEJICTB KOHTPOJIS JOCTyHa(TIPOI0JIKEHHE)
B pesynbrare BRIIOTHEHUS paOOTHI CTYICHT MTOMYYUT MPAKTHICCKUE HABBIKH 10 3aIUTE IEPUMETPA CETH C
nomompio CBAC.

12

N3zyuenune MeTo10B MH(pOBaHUS
B pesynbrate BbIOIHEHHS PaOOTHI CTYACHT HOIYYUT NPAKTHYECKUE HABBIKY 10 PEAN3alMU aJrOPUTMOB
1 poBaHUs € TIOMOILBIO TPOTPAMMHBIX cpeAcTB Ha npumMepe DES.

13

N3ydenne MeTo10B K (ppoBaHUI(TIPOIOJIKEHHE )
B pesynbTaTe BBITOTHEHHS paOOThI CTYSHT HOJIYYHT MPAKTUYSCKUE HABBIKU 110 Peain3alii AJITOPUTMOB
(G pOBaHUS C MOMOIIBIO IPOTPAMMHBIX cpeacTB Ha mpuMmepe 3DES.

14

N3yuenne MmeTon0B mudpoBaHus(MPOAOTIKEHUE)
B pe3ynbTaTe BbIIOIHEHHS PaOOTHI CTYJEHT HOIYYUT MPAKTUUECKUE HABBIKU 110 Peaau3alliy aIrOPUTMOB
mr(poBaHuUs € IIOMOIIBIO MPOrpaMMHBIX cpencTB Ha npumMepe ['OCT 28147.

15

Koungurypuposanue VPN-coeanaeHus
B pesynbrate BbiNoJgHEHHS PaOOThI CTYACHT HOIYYUT HPAKTHYECKUE HABBIKHU 110 KOH(OUTYPHUPOBAHHIO
VPN-coennaenns ¢ ucroibzoBanueM IKE.

16

Kondurypuposanne VPN-coennHeHHsI(MPOAOTKCHHUE)

B pesynbrarte BRINOITHEHUS paOOTHI CTYICHT MOMYYHUT NPAKTUICCKAC HABBIKU:

- 1o nacrpoiike nonutuku ISAKMP.

- [To xoudurypuporanuo VPN-coenuHeHus ¢ 3a1aHHBIMH [TapaMETPaMH Ha CETEBOM 000pY/TI0BaHUH.

4.3. CamocrosiTenbHas paboTa 00y4aroIMuXCs.




rjl\ign Bun camocrosiTenbHO#M paboTh
1 |Pabota c JIEKIIMOHHBIM MaTEPUATIOM

2 |[loaroroBka k 1abOpaTOpHBIM paboTaM

3 | BrimonHeHHne KypcoBoi paboTHI.

4 | I[loarotoBka K MpOMEXKYTOYHOU aTTECTALIUH.

5 | IloaroroBka K TEKyIIEMYy KOHTPOJIIO.

4.4. ITpumepHbIN IEpEUEHb TEM KYPCOBBIX PabOT
Pa3paboTaTh 3anuIieHHOE IPOCTPAHCTBO 00PAOOTKH, XpaHEHUS U IIEpeiaun
JTAHHBIX B COOTBETCTBUU C BAPUAHTOM 3aJaHUSI.

Pa3paborath 3amuIeHHOE MPOCTPAHCTBO 00PAOOTKH M XpaHCHUS JaHHBIX.

Jlns Bcex BapuMaHTOB BBHIOpaTh B KAU€CTBE MHTEPECHOTO Tpaduka MPOTOKOJI
ICMP

1. 1 mumro3, AAA - Tacacs, ACL-, IPSec — ESP, DES, MD-5, PSK.

2.2 numo3a, AAA - Tacacs, ACL-DYN, IPSec — ESP, 3DES, MD-5, PSK.
3. 1 mro3, AAA - Tacacs, ACL-REF, IPSec — ESP, AES, MD-5, PSK.

4. 2 mumro3a, AAA - Tacacs, ACL- TIME, IPSec — ESP, AES, SHA-1, PSK.
5. 1 mmro3, AAA - Tacacs, ACL- CBAC, IPSec — ESP, 3DES, SHA-1, PSK.
6. 2 mutro3a, AAA - Tacacs, ACL- DYN, IPSec — ESP, AES, SHA-1, PSK.
7. 1 mmro3, AAA - Tacacs, ACL- REF, IPSec — ESP, DES, SHA-1, RSA.

8. 2 mumro3a, AAA - Tacacs, ACL- TIME, IPSec — ESP, 3DES, SHA-1, RSA.
9. 1 mumro3, AAA - Tacacs, ACL- CBAC, IPSec — ESP, AES, SHA-1, RSA.
10. 2 mumro3a, AAA - Tacacs, ACL- DYN, IPSec — ESP, DES, MD-5, RSA.
11. 1 muro3, AAA - Tacacs, ACL- REF, IPSec — ESP, 3DES, MD-5, RSA.
12. 2 mumro3a, AAA - Tacacs, ACL- TIME, IPSec — ESP, AES, MD-5, RSA.
13. 1 nutro3, AAA - Radius, ACL-, IPSec — ESP, DES, MD-5, PSK.

14. 2 numro3za, AAA - Radius, ACL-DYN, IPSec — ESP, 3DES, MD-5, PSK.
15. 1 nutro3, AAA - Radius, ACL-REF, IPSec — ESP, AES, MD-5, PSK.

16. 2 mutro3a, AAA - Radius, ACL- TIME, IPSec — ESP, AES, SHA-1, PSK.
17. 1 mutio3, AAA - Radius, ACL- CBAC, IPSec — ESP, 3DES, SHA-1, PSK.
18. 2 mumro3a, AAA - Radius, ACL- DYN, IPSec — ESP, AES, SHA-1, PSK.




19. 1 mutro3, AAA - Radius, ACL- REF, IPSec — ESP, DES, SHA-1, RSA.
20. 2 numro3a, AAA - Radius, ACL- TIME, IPSec — ESP, 3DES, SHA-1, RSA.
21. 1 muro3, AAA - Radius, ACL- CBAC, IPSec — ESP, AES, SHA-1, RSA.
22. 2 munro3a, AAA - Radius, ACL- DYN, IPSec — ESP, DES, MD-5, RSA.
23. 1 munro3, AAA - Radius, ACL- REF, IPSec — ESP, 3DES, MD-5, RSA.
24. 2 numro3a, AAA - Radius, ACL- TIME, IPSec — ESP, AES, MD-5, RSA.

5. llepeueHp wu3HaHUN, KOTOPBIE PEKOMEHIYETCS MCIIOJIb30BaTh IIPU

OCBOEHUHU JTUCIUIUTHHBI (MOTYJIS).

No
y bubnuorpaduueckoe onucanue Mecro nocryna
/o
1 ITporpammHO-anmapatHeie cpeacTBa 3ammrel | https://e.lanbook.com/book/404549 (nata

uHpopManuy : yueobnoe nocodue / C. A.
3bipsiHOB, M. A. KyBmmHos, U. A. Ornes, 1.
B. Hukpomkua. — Hoocubupck : HI'TY,
2023. — 80 c. — ISBN 978-5-7782-4905-9.
— TexcrT : anexTpoHHbIH // Jlans :
3IIEKTPOHHO-OMOIMOTEYHAs cCUCTEMA.

obpamenus: 30.04.2025)

TexHoMIOTHH 3aMUTHI THPOPMAIIUHU B
KOMIBIOTEPHBIX ceTsx : Kypc mekmmii / H.A.
Pynenkos, A.B. Ilponerapckuii, E.B.
CwmupnoBa, A.M. CypoBoB — Mockaa :
Nuryur HOY, 2016. — 368 c.

https://book.ru/book/918258 (nata
obpamenwus: 30.04.2025)

INonnosckuii .M., )KenenkoB b.B.,CadonoBa
N.E., Kpuntorpadpuueckas 3amura
KOMIBIOTEPHON MHPOPMAITUH.
MeTtonudeckue yka3aHusl K JIa0opaTOPHBIM
paboram. M.: MUUT, 2013. 36¢.YIK 681.3
60

http://library.miit.ru/bookscatalog/metod/03-
42764 .pdf (mata obpamenwns: 30.04.2025)

I'omukos, A. M. 3amura nadopmaiuu B
MH(POKOMMYHHUKAIIMOHHBIX CUCTEMaX U CETIX
: yaueOHoe mocobue / A. M. I'onmukoB. —
Mocksa : TYCVYP, 2015. — 284 ¢. — Texkcr :
AIIEKTPOHHBIH // JIaHb : SIEKTPOHHO-
OuOIMOTEYHAS CUCTEMA.

https://e.lanbook.com/book/110336 (nara
obpamenus: 30.04.2025)

6. IlepeueHb COBpEMEHHBIX MPOQPECCHOHANBHBIX 0a3 JaHHBIX U

WH(OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIOJB30BAaThCS MPHU

OCBOEHUHU JTUCIUIUIMHBI (MOJTYJIST).
Hayuno-texanueckas 6ubmuorexa PYT(MUUT) http://library.miit.ru/



OdunmansHbI caiT mo moanepxke pemennii Cisco https://www.cisco.com/

CDOPYM CIICIIUAJINCTOB 110 I/IH(I)OpMaL[I/IOHHBIM TECXHOJIOT'UsSIM
http://citforum.ru/

NHaTEpHET-YHUBEPCUTET UH()OPMAITMOHHBIX TEXHOJIOTUH
http://www.intuit.ru/

Tematnuecknii bopym o UH()OPMAITMOHHBIM TEXHOJIOTHUSIM
http://habrahabr.ru/

7. IlepeueHb  JUIIEH3UOHHOTO U  CBOOOJHO  PACHPOCTPAHIEMOTO
MpPOrpaMMHOT0 OOECIICUYCHHsI, B TOM YHCJIE OTEUECTBEHHOI'O MPOU3BOJICTRA,
HEO0OXOIMMOTO JIJIs OCBOCHUSI TUCITUTIIIUHBI (MOIYJIs).

- OC Windows
- Microsoft Office
- Uurepuer-6pay3zep (Yandex u nip.)

8. Omnucanwe MaTepUabHO-TEXHUUYECKOW 0a3bl, HEOOXOAUMON IS
OCYIIIECTBJICHUSI 00Pa30BaTEILHOrO Mpoliecca Mo JUCIUILTHHE (MOIYJIIO).

-YueOHast ayauTopusi JUIsi TPOBEICHHUS YYEOHBIX 3aHATHN (3aHATUH
JIEKIITMOHHOTO THUTIA, TPAKTUUYECKUX 3aHATUH):

- KOMIIBIOTEP npenojaBarenis,  padbouue CTaHIIUNA CTYJEHTOB,
MYJIBTUMEIMMHOE 000pYI0BaHUE, TOCKA.

AyauTopus noakiIro4YeHa Kk cetu « MHTepHeT.

9. ®opma MpOMEKYTOUYHOM aTTECTALINU:

KypcoBas pabora B 7 cemectpe.
DK3ameH B 7 ceMecTpe.

10. OnieHouHbBIE MaTEpHUAIbI.

OHGHO‘{HLIG MaTCpualibl, MIPUMCHACMBIC IIPpU IMPOBCACHUU HpOMC)KYTO‘IHOﬁ

aTTecTally, pa3padaThIBAIOTCS B COOTBETCTBUM C JIOKAJIbHBIM HOPMATHBHBIM
aktom PYT (MUNT).
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