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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[lenssMu ocBoeHuss yuyeOHOW nucuumimHbl «lIporpammHo-anmapatHele
CpeICTBa 3alUTHl MH(OpPMALUN» SBISAIOTCS (HOPMUPOBAHHE KOMIIETEHUIUH IO
OCHOBHBIM pas/iellaM TEOPETUYECKUX M IPAKTUYECKUX OCHOB OpraHU3allid
CPEICTB 3alUThl HUHPOPMAIIMH, 1aTh HEOOXOAMMbIE HABBIKU IO MCIOJb30BaHUIO
CPEACTB 3aIMThl KOMIBIOTEPHBIX CETEW OT HECAHKIMOHMPOBAHHOIO JOCTYIIA H
OBJIAJICHUIO METOAMU PEIICHUS COOTBETCTBYIOIIUX 3a/1a4.

CryAeHTbl TOIKHBI HAYYUTHCS IPUMEHITh COBPEMEHHBIE CPEACTBA 3aILUThI
uH(pOpPMaIIUU MPEAOCTABISIEMbIE CETEBBIM 000PYI0BaHUEM, SBISIOIIUMCS CaMbIM
ySI3BUMBIM MECTOM IIPH MOIBITKE HECAHKIIMOHUPOBAHHOTO AOCTYIIA.

OCHOBHBIMHM 337ja4aMU IACLHHAIUINHBI SIBIISIOTCSA:

* O3HaKOMJIEHUE C OCHOBHBIMU TEPMHUHAMU U OIIPEACIICHUSIMHU.

* O3HAKOMJIEHVE C OCHOBHBIMH THIIAMU yTPO3 U aTaK.

e M3ydyeHne MEXaHHW3MOB 3alIUThl AaJIMUHUCTPATUBHOIO HUHTEpdeiica u
pasrpaHUYEHHUs IPaB JOCTYIIA.

* zyuenue texnomoruu AAA.

* 3yuenue croco0oB 3aIUThl UHPOPMALIMU B CETSX.

* MI3y4yeHue NpUHLIMIIOB IOCTPOECHUS BUPTYAJIbHBIX YACTHBIX CETEH.

2. [Inanupyembie pe3ynbTaThl 00YYEHHS MO JUCHUILIIMHE (MOIYJIIO).

Ilepeuenbp (GopmMuUpyeMBIX pe3yJbTaTOB OCBOCHHUS  00pa3oBaTENbHOU
mporpamMmbl (KOMIIETEHIIUI) B PE3yJIbTaTe 00yUeHHUs M0 AUCIUILTUHE (MOIYIIIO):

IIK-1 - cnocoOHOCTBIO BBIMOJHATH PabOTHI MO YCTAaHOBKE, HACTPOUKE M
00CITy’)KMBaHUIO TPOrPAMMHBIX, MPOTPAMMHO-aNNapaTHbIXx (B TOM 4YHUCIHE
KpUnrorpaguuecknx) u TEXHUUECKUX CPEACTB 3alIUThl HH(DOpMaLUY;

IIK-3 - cnocoOHOCTHIO AIMUHUCTPUPOBATH TIOJICUCTEMBI HHPOPMAITHOHHOM
0e301macHOCTH 00BEKTA 3aIUTHI;

IIK-6 - cnocoOHOCThIO MPUHUMATh YYacCTHE B OPTaHU3ALUU U MPOBEICHUU
KOHTPOJIBHBIX MPOBEPOK pabOTOCIIOCOOHOCTH M 3 (PEKTUBHOCTH MPUMEHSIEMBIX
OPOrpaMMHBIX, MPOrPAMMHO-AINIAPATHBIX W TEXHUYECKUX CPEACTB 3aIUTHI
uH(popMaIuu.

OO0y4eHwue 1o JUCUUIUIMHE (MOIYJII0) PEANOoJaraeT, 4To Mo ero pe3yabTaTaM
oOydaroruiicst Oyner:

3HaTh:
- TMOHATHS WHOOPMAIIMOHHOW OE€30IaCHOCTH, COCTaBHBIE DJEMCHTHI
MOJICUCTEM U UX XapaKTEPUCTUKHU;



- MpaBWja DJKCIUTyaTallMd HCIOJIb3YEeMbIX IMOJACUCTEM HWH(HOPMAIMOHHON
0e30MacHOCTH;

- METOBI ¥ CPEACTBA KOHPUTYPUPOBAHUS M KOHTPOJII pPabOTOCTIOCOOHOCTH
cpenctB  0O€30MACHOCTH,  MPEAOCTaBISIEMBIX  amNlapaTHO-TIPOTrPAMMHBIMH
KOMIUICKCaMH;

-  TOpSAOK OOCIY)XMBaHHSI  KPUNTOTpaUUYECKUX CPEACTB  3alUThHI
uHpopManmy;

- MeToAbl W TPHUHIMMBI TPOBEACHUS ayauTa WHHOPMAIMOHHON
0€30macHOCTH.

Ymersb:

- KOHTPOJHMPOBaTh pabOTy MOJCUCTEM U HU3MEHATh KOH(PUTYpalHOHHBIC
napameTpbl IpU HEOOXOAUMOCTH;

- MPUMEHATh METObl U CPEICTBA KOHTPOJI pabOTOCIOCOOHOCTU CPENCTB
0€30MacHOCTH, TPEJOCTABISIEMBIX —alapaTHO-MPOTPAMMHBIMU  KOMILIEKCaMH,
00CITy’KUBaTh TEXHUUYECKHUE CPEJICTB 3aIUTHI HHPOPMAIIUU;

- dbopMupOBaThH MTOJIUTUKY MH(pOpMAIIMOHHOM 0€30MacHOCTH,
OpraHU30BbIBATH U MOJJIEPKUBATH BBIIIOJIHEHHE KOMILIEKCA MEP M0 00€CIIEYEHUIO
MH()OpMaIMOHHOW 0€3011acCHOCTH

- OpraHu30BbIBaTH W MPOBOJAUTH ayIuT pabOTOCIOCOOHOCTH W
3¢ (PEKTUBHOCTH TPUMEHSEMBIX CPEACTB 3alUThl UHPOPMAIIUH.

Baaners:

- HaBbIKaMU M0 HACTPOMKe U 00CITY>KUBAHUIO MIPOrPAMMHBIX, IPOTPAMMHO-
anmnapaTHBIX (B TOM YMCIE KPUMITOTPAPUUECKHUX) U TEXHUUECKUX CPEACTB 3AIHUTHI
uH(popmanuu;

- HaBBIKAMH MPOTHO3UPOBAHUS MOBEACHUS MOICUCTEMbI WHGOPMAITMOHHOMN
0e30macHOCTH 00bEKTa IPU U3MEHEHUU BHEIIHUX BO3ACHCTBUN;

- HaBBIKAMU DJKCIUTyaTallud TIOJCUCTEM YIpaBlieHUs WH(POPMAIMOHHON
0€30MacHOCTbIO MPEANPUITHUS TMOCTPOEHHBIX C HCMOJIb30BAaHUEM COBPEMEHHOTO
000pyIOBaHUS;

- HaBBIKAMH OIICHUBAHUS ONTHMAJIbHOCTH BRIOOpA MPOTpaMMHO-aIapaTHBIX
CPEIICTB 3alUThl HH(OPMAIUH.

3. O0beM TUCHUTUIUHBI (MOTYJIs).

3.1. Obmas Tpy10eMKOCTh JUCITUTUTHHBI (MOJTYIIS).

OO6mast TpyJOEMKOCTh AUCHUIUIMHBI (MOIyJis) coctaBisieT 4 3.e. (144
aKaJeMMYEeCKuX Jyaca(oB).



3.2. O0bem gucuMIUIMHBI (MOnyssi) B ¢GopMe KOHTAaKTHOM pPabOThI
oOydJarommxcss ¢ MEJarorTHYeCKUMH  padOTHHKaMU W (WIKM)  JHUIAMH,
MIPUBJICKAEMBIMHU K peanu3aiiui 00pa3oBaTeIbHON MMPOTpaMMbl Ha HHBIX YCIOBHUSX,
P MIPOBEJICHUHN YUCOHBIX 3aHITHI:

KomnuectBo yacos

Tun y4eOHBIX 3aHTHIA
Bcero | Cemectp Ne7

KonrtaktHas paboTa mpu npoBeieHIH yUeOHBIX 3aHATHH (BCETO): 64 64
B Tom uucne:

3aHATHS JIEKIIMOHHOTO TUIIA 32 32
3aHATUS CEMUHAPCKOTO THIA 32 32

3.3. O6peM aucHUIUIMHBL (MOAYJs) B (hOpMeE CaMOCTOSITENBHOM pPabOTHI
oOyyarommxcsi, a Takke B (QopMe KOHTAKTHONM pabOThl OOydYaroOmUXCsA C
neAarornyecKuMu pabOTHUKAaMU U (WUJIH) JIMIIAMH, TIPUBIIEKAEMbBIMH K peaTn3aIiu
oOpa3oBaTeNbHOM MporpaMmbl Ha HWHBIX YCIOBUSIX, TIpPU NPOBEACHUU
IPOMEXKYTOUHOM aTrTecTaluu coctaBisieT 80 akageMHUecKuX Jaca (OB).

3.4. ITpu oOy4eHHH 0 MHAUBUAYAJIbHOMY YUYEOHOMY IIJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM O0y4e€HUH, 00bEeM NUCIUIUIMHBI (MOJYJIs1) MOXKET ObITh peaau30BaH
MOJIHOCTBIO B (POPME CaMOCTOSTENBHOU padOThl 00yUaIOIUXCs, a TAKKe B (hopme
KOHTAaKTHOM pabOThl 00YUYaIONIUXCSl C MEJAarornyeCKuMU pabOTHUKaMU U (UJIH)
JUIAMU, TPUBJIEKAEMbIMH K peaiu3alii 00pa30BaTeIbHON MpOrpaMMbl Ha MHBIX
YCIJIOBHSIX, IPH ITPOBEAEHUH IPOMEXYTOYHOM aTTECTALINN.

4. ConeprxaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3a”HATHA TEKIIMOHHOTO THUIIA.

Temaruka JEKIIUOHHBIX 3aHATHH / KpaTKO€ COACPIKAHUC

1 |3ammra uadopmanuu

PaccmaTpuBaemble BOIIPOCHI:

- OCHOBHBIE TEPMUHBI U ONIPEAEICHUSI.

- PaccMmaTpuBaroTcst OCHOBHBIE TEpMHHBI U ompezienieHus B coorserctBun ¢ OCT P 50922-2006.

- PaccmaTpuBaroTcs OCHOBHBIE HAIIPABJICHUS IEHCTBHS CUCTEMBI 3alIUTHl HHPOPMAILIUY U IPUHITHUITH e

OpraHU3aIHH.

2 |IlonuTHka 3aIUTEI

PaccmarpuBaembie BOIPOCHI:

- CereBast 0€30M1aCHOCTb.

- PaccmaTpuBaroTcst BOIIpochl 0€301aCHOCTH CETH NPEATIPUSITHS, ONIPEICIISIIOTCS] HAPaBJICHNS ICHCTBUS
TOJINTHKH 3AIIUTHL.

- [IpuBosTCS IPpUMEPHBIE BApUAHTHI peaTi3alliy HOJINTHK 3aIIUThL.




Temaruka NTEKIIMOHHBIX 3aHATHH / KpaTKOE COJEpIKaHUE

n/m
3 ([lonuTHKa 3aMTHI(ITPOAOIKEHHE)
PaccmarpuBaembie BOIPOCHL:
- AHanu3 yrpo3 6e30MacHOCTH.
- OnuCBIBAIOTCS THIIBI YTPO3 M 00IIMe PEKOMEHIAIMH 110 00Opb0E C HUMH.
4 |ITonuTHKa 3aITUTHI(TTPOIOKECHHE )
PaccmarprBaeMbIe BOIIPOCHL:
- Bupycsl.
- ONUCHIBAIOTCS THITBI BUPYCOB, Cpeia 0OUTaHUs, CIIOCOOBI 3apaXkeHHs1, BpEOHOCHOE BO3AEHCTBHE.
5 |3amwuTa cetu
PaccmarpuBaembie BOIIPOCHL:
- 3amMra aAMUHACTPATUBHOTO JIOCTYIIA K CETEBBIM YCTPOHCTBAM.
- PaccMmaTpuBaroTCst BOIIPOCHI 3aIUThI JOCTYTIA K 8 JMHUHUCTPAaTHBHBIM HHTEpdeicam.
- OnMCHIBAIOTCS METOAbI YCUJICHUA HapOHLHOﬁ 3alIUTHI U pa3aCICHUA ypOBHeﬁ HpI/IBI/IJ'IeFI/II‘/’I.
6 [3ammuTa cetr (TIPOJTOKEHNUE)
PaccmarpuBaeMbIe BOIIPOCHL:
- 3ammuTa CBSI3M MEXIy MaplIpyTH3aTOPAMH.
- [IpuBonsTCS METOABI OOECIICUEHHUS 3aIUTHI CBSA3H MKy MapLIPYTU3aTOPAMH C UCIIOIB30BaHHEM
AyTEHTU(HKALUH TPOTOKOIOB MapLIpy TH3AIUH.
- [IpuBoasTCS METOABI OrpaHUYEHUs OOBSBICHUI MapIIpyTHOW HH(GOPMAMK 1 QUIBTPALUH BXOISIIETO
ceTeBoro Tpagduka.
7 |3ammuTa cetu (IpOAOIKEHNUE)
PaccmaTtpuBaeMble BOIIPOCHI:
- Texnonorus 3amutel AAA.
- PaccmatpuBaroTcsi MeTOIbI Ay TCHTH(HKALIMY U aBTOPU3ALIHH.
- [IpencraBneHa TeXHOMOTHS 3aMIUTH AAA, MPHHIUIEI ee padoTh ¥ KoHpurypupoBanus, TACACS+,
RADIUS.
8 33.II_II/ITa CCTCBbBIX COC,I[I/IHCHI/II\/’I
PaccmarpuBaembie BOIPOCHL:
- Mozenu 0o00pOHBI.
- PaccmaTpuBatoTCs CyIIecTBYIOIIME MOJETIH 0OOPOHBL, UX IPEUMYILECTBA M HEAOCTATKH.
9 |3ammTa ceTeBBIX COeNMHEHHH(ITPOIOIKEHHE)
PaccmarprBaeMble BOIIPOCHI:
- 3aiurTa nepuMeTpa CeTu.
- OnuchIBaeTCs 30HHAS APXUTEKTYPa 3alIUThI CETH ¥ €€ KOMIIOHCHTHI.
- KonTpomns cepsucos TCP/IP.
- PaccmatpuBatotces cpezctBa KoHTpoJist cepucoB TCP/IP Ha ypoBHe riio6anbHOM KOHGUTypanuu 1
KoH(pHTrypanuu nHTepdHeiicoB.
10 |3ammTa ceTeBhIX COeTUHEHUH(TIPOIOIKEHHE)
PaccmarpuBaembie BOIPOCHL:
- Kontpous gocryna.
- ONHUCHIBAIOTCS CPECTBA KOHTPOJIS TOCTYIA C HCIOIb30BaHUEM PEe(IICKCUBHBIX, THHAMUYECKHX
BpEMEHHBIX cUCKOB goctyna, CBAC u ux KOHpHTypamusl, a TaKKe HACTPOHKa CPEICTB 3aIUUThI OT
CHHXPOHHBIX aTaK.
11 |[IudpoBanue

PaccmarpuBaembie BOIPOCHL:




TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

/11

- MexaHu3MBbI mupOBaHUSL.

- PaCCManI/IBaIOTCﬂ Pa3JIMYHBIC BApUAHTBI TOCTPOCHUA CUCTEM HII/I(l)pOBaHI/Iﬂ M UX CBOMCTBA.
12 |[lIndpoaHue(poaoKeHUE)

PaccmarpuBaembie BOIIPOCHL:

- bnounoe mudposanue u 1udpoBast MOAMUCH.

- PaccmatpuBaercs anroput™ mudpoBaHus ¢ HCHoiIb30BaHueM cetel detictens, anroputMel DES, 3DES,
AES.

13

[Mudposanue(rIpo10IKESHHIE)
PaccmaTpuBaeMble BOTIPOCHI:
- PaccmatpuBaeTcst anroputM mudposanus ¢ ucronb3oBanueM ceteit evictenst TOCT 28147, RSA, RCS.

14

[Iudpoanue(mpoaoKeHUE)

PaccmarpuBaembie BOIIPOCHL:

- PaccmaTpuBaeTcsl Ha3HaUEHHUE M CXEMBI TOCTPOSHHS IIM(POBOM MOIIHCH, alroputM DSA.
- lllndpoBanue Ha ceTeBOM ypOBHE.

- [IpuBoauTcst 0030p 3a1a4 U CPEACTB MNPPOBAHKS HA CETEBOM YPOBHE.

15

[locTpoenue BUPTyaabHBIX YaCTHBIX CETEN C Hcnonb3oBaHueM [PSec
PaccmarprBaeMble BOIPOCHI:

- O030p TEXHOJIOTHU BUPTYaJIbHBIX YaCTHBIX CETEH.

- [IpuBoauTCs 0030p TEXHOJIOTUH BUPTYaIbHBIX YacTHBIX ceteil (VPN), nx Tomnosoruii u cpeacTs
HNOJEPHKKH.

16

[TocTpoeHue BUPTyaIbHBIX YACTHBIX ceTel ¢ ucnonb3oBanuem [PSec(npogomkenue)
PaccmaTprBaemble BOTIPOCHI:

- Mexanusmsl IPSec.

- PaccmatpuBarotcs npuHIHITE! paboThHl 1 HacTpoiiku MexaHn3MoB [PSec ¢ ncnonp3oBanmem IKE.

- Hacrpoiika IPSec VPN.

- OmmuceiBaeTcs HacTpoiika monutuka ISAKMP, onpenenenne Habopos npeodpazopanuii [PSec u
HaCTpOiKa KpUNTOrpaduuecKux KapT.

4.2. 3aHATHS] CEMUHAPCKOTO THUIIA.

JlaGopatopHbie pabOThI

HaumenoBanue J'Ia60paTOpHLIX pa60T / KpaTKO€ COACPIKAHUC

Bupycsl

B pesynbrare BRIIOITHEHUS pabOTHI CTYIEHT MOIYYHT NOHUMAaHKE IPUHIUIIOB pabOTEl BUPYCOB.

Bupycsi(popomkenue)
B PE3yJIbTATC BBINIOJTHCHUA pa6OTI)I CTYACHT IOJYYUT HABBIKU 11O 60pb6e C BUpYyCaMHu.

3amuTa aIMAHUCTPATUBHOIO JOCTYIIA U CBSI3W MEXIY MapUIpyTHU3aTOpaMu
B pesynbrate BeIOTHEHHA PaOOTHI CTYACHT HOIYYUT HPAKTUIECKUE HABBIKH MO 3aI[UTE
aJMHMHUCTPATHBHOTO JOCTyIA K MapIIPyTH3aTOPaM.

3aH_[I/ITa AIMUHHUCTPATUBHOT'O JOCTYIIA U CBA3U MCKIAY

MapIIpyTU3aTOpaMHU(IIPOAOIKEHHE)
B PE3yJbTAaTC BBINIOJIHCHUSA pa6OTI)I CTYACHT NOJYYUT NPAKTUICCKUEC HABBIKU 110 3alIUTC CBA3U MCIKIY
MapIIpyTU3aTOPaMH.

Hacrpoiika cucremsl 3amutel AAA
B pesynbrate BeIOTHEHHS PaOOTHI CTYAEHT HOIYyYUT NPAKTHYECKUE HABBIKH 110 HACTPOHKE U
MPUMEHEHUIO CHCTEMBI 3aIIUTE AAA ¢ HCITONB30BaHUEM JIOKAFHON 0a3bl TaHHBIX.




HaumeHnoBanue 1abopaTopHbIX paboT / KpaTKOE COAepKaHNE

Hacrpoiika cucrems! 3anmuthl AAA(TIpogosKeHue)
B pe3ynbTare BRINOTHEHUS pAOOTHI CTYICHT MOJMYYHUT MPAKTUICSCKUEC HABBIKU 110 HACTPOIKE U
MPUMEHEHHUIO CUCTEMBI 3aluThl AAA ¢ ucnonb3oBanueM cepsepa 3amuTtsl TACACS+.

Hacrpoiika cuctemsl 3amuThl A AA(MPOA0THKCHHUE)
B PE3YyJIbTATC BBINIOJIHCHUA pa6OTLI CTYACHT NOJIYYUT NPAKTUICCKHUEC HABBIKU I10 HaCTpOﬁKe n
MIPUMEHEHUIO CHCTEMBI 3aIIUTH AAA ¢ HCITONTBE30BaHUEM cepBepa 3amuTel RADIUS.

3amuTa nNepuMeTpa CETH ¢ IOMOLIbIO CPEACTB KOHTPOJIA JOCTyNa
B pe3yinbTate BhIMOIHEHHS PaOOThI CTYACHT MOIYYUT MPAKTHISCKUE HABBIKH [0 3aI[UTE TIEPUMETPA CETH C
nomoIneio Reflexive PACL.

3amura rnepuMeTpa CeTH ¢ MOMOIIBIO CPEACTB KOHTPOJIS J0CTyNa(IIPOI0JDKEHNE)
B pesynbTate BeINOIHEHHS PAOOTHI CTYACHT HOIYyYUT NPAKTHYECKUE HABBIKH I10 3aIUTE TIEPUMETPA CETH C
nomorupto Dynamic ACL.

10

3aiuTa nepuMeTpa CEeTH € MOMOLIBIO CPEJICTB KOHTPOJIS JOCTyHa(IIPOI0JIKEHHE)
B PE3yJIbTAaTC BBINIOJTHCHUA pa6OTLI CTYACHT NOJYYUT NPAKTHUICCKUC HABBIKU 110 3alIUTC IICPUMETPA CETHU C
nomotupio Time-Based ACL.

11

3aiuTa nepuMeTpa CETH € MOMOLIBIO CPEICTB KOHTPOJIS JOCTyHa(IIPOI0JIKEHHE)
B pesynbraTe BhIMONHEHHS pabOThI CTYICHT HOJTYYHUT MPAaKTHUECKHE HABBIKU [0 3aIUTE TIEPUMETPA CETH C
nomoisio CBAC.

12

Nzydenne MeTo10B mudpoBaHus
B pesynbraTe BBINOIHEHUS PaOOTHI CTYAEHT MOIYYUT IPAKTUYECKUE HABBIKY [0 Peau3alvi aIrOPUTMOB
MU(pPOBAHUS C TOMOIIBIO POTPAMMHBIX cpeZcTB Ha mpumepe DES.

13

Nzyuenune meTo10B muQpoBaHus(IpOI0IKEHIE)
B pesynbrate BBITOTHEHHUA PaOOTHI CTYACHT HOIYyYUT NPAKTHIECKUE HABBIKH 10 PEATN3aNH aITOPUTMOB
mmdpOoBaHUA ¢ TOMOIIBIO IIPOTPAMMHBIX cpeacTB Ha mpumepe 3DES.

14

N3yuenune MeTo10B mudpoBaHusi(IPOI0HKEHUE)
B PE3YJIbTATEC BBITIOJTHECHUA pa6OTLI CTYACHT MOJYUYUT NPAKTUYCCKHUE HABBIKU 10 p€ain3daliun aJirTOpUuTMOB
mM$pOBaHUs ¢ TOMOIIBIO TPOTrPaMMHBIX cpeacTB Ha npuMepe ['OCT 28147.

15

Kondurypupoanue VPN-coennneHus
B pe3yinbTate BhIMOIHEHHS PAOOTHI CTYACHT HOIYYUT HPAKTHIECKUE HABBIKH M0 KOH(MUTYPUPOBAHUIO
VPN-coennuenns ¢ ncrnonb3zoBanreM [KE.

16

Kondurypuposanune VPN-coeanHeHUsI(TPOIOIKEHHE)

B pesynprare BEINOITHEHUS pabOTHI CTYIEHT MOJMYYHUT NPAaKTHUYECKHUE HAaBBIKH:

- o nactpoiike nonutuku ISAKMP.

- ITo xoHpurypupoBaano VPN-coennHeHN ¢ 3aJlaHHBIMH NTapaMeTpaMH Ha CETEBOM 000PYJOBaHHUH.

4.3. CamocrosiTenbHas padoTa 00y4darommuXCs.

/o

Bun camocrositensHo# paboTh

Pabora ¢ JICKIIUOHHBIM MAaTCPpUAJIOM

[Tonroroska k 1abopaTOpHBIM paboTam

Brinonnenune kypcoBoid paboThI.

IToaroToBKa K MPOMEXKYTOYHOM aTTECTALNH.

gl B W N

IIoarororka k TCKYILIEMY KOHTPOJIIO.




4.4. IlpumepHbIil IepeYeHb TEM KypPCOBBIX padoT
Pa3paboTaTh 3amuiieHHOe MPOCTPAHCTBO 00PaOOTKH, XPAaHEHUS U TIepeaun
JaHHBIX B COOTBETCTBUHU C BAPUAHTOM 33/IaHUA.

Pa3zpaboTaTh 3anuineHHoe MpoCTPaHCTBO 0OPaOOTKY M XpaHEHUS JaHHBIX.

JIy1st BceX BapuaHTOB BHIOpATh B Ka4eCTBE MHTEPECHOTO TpaduKa MPOTOKOI
ICMP

1. 1 mumro3, AAA - Tacacs, ACL-, IPSec — ESP, DES, MD-5, PSK.

2. 2 nutro3a, AAA - Tacacs, ACL-DYN, IPSec — ESP, 3DES, MD-5, PSK.
3. 1 mumro3, AAA - Tacacs, ACL-REF, IPSec — ESP, AES, MD-5, PSK.

4. 2 nutro3za, AAA - Tacacs, ACL- TIME, IPSec — ESP, AES, SHA-1, PSK.
5. 1 mumro3, AAA - Tacacs, ACL- CBAC, IPSec — ESP, 3DES, SHA-1, PSK.
6. 2 mutro3a, AAA - Tacacs, ACL- DYN, IPSec — ESP, AES, SHA-1, PSK.
7. 1 numo3, AAA - Tacacs, ACL- REF, IPSec — ESP, DES, SHA-1, RSA.

8. 2 mumo3a, AAA - Tacacs, ACL- TIME, IPSec — ESP, 3DES, SHA-1, RSA.
9. 1 numro3, AAA - Tacacs, ACL- CBAC, IPSec — ESP, AES, SHA-1, RSA.
10. 2 mutro3a, AAA - Tacacs, ACL- DYN, IPSec — ESP, DES, MD-5, RSA.
11. 1 mumro3, AAA - Tacacs, ACL- REF, IPSec — ESP, 3DES, MD-5, RSA.
12. 2 mumro3a, AAA - Tacacs, ACL- TIME, IPSec — ESP, AES, MD-5, RSA.
13. 1 numro3, AAA - Radius, ACL-, IPSec — ESP, DES, MD-5, PSK.

14. 2 numro3a, AAA - Radius, ACL-DYN, IPSec — ESP, 3DES, MD-5, PSK.
15. 1 mumro3, AAA - Radius, ACL-REF, IPSec — ESP, AES, MD-5, PSK.

16. 2 mumro3a, AAA - Radius, ACL- TIME, IPSec — ESP, AES, SHA-1, PSK.
17. 1 mumro3, AAA - Radius, ACL- CBAC, IPSec — ESP, 3DES, SHA-1, PSK.
18. 2 nmumro3a, AAA - Radius, ACL- DYN, IPSec — ESP, AES, SHA-1, PSK.
19. 1 mumro3, AAA - Radius, ACL- REF, IPSec — ESP, DES, SHA-1, RSA.
20. 2 mutro3a, AAA - Radius, ACL- TIME, IPSec — ESP, 3DES, SHA-1, RSA.
21. 1 mumro3, AAA - Radius, ACL- CBAC, IPSec — ESP, AES, SHA-1, RSA.
22. 2 mumo3a, AAA - Radius, ACL- DYN, IPSec — ESP, DES, MD-5, RSA.
23. 1 mumro3, AAA - Radius, ACL- REF, IPSec — ESP, 3DES, MD-5, RSA.



24. 2 nro3a, AAA - Radius, ACL- TIME, IPSec — ESP, AES, MD-5, RSA.

5. IlepeueHp wu3MaHMM, KOTOpPBIE PEKOMEHAYETCS MCIOJIb30BATh IIPH
OCBOEHUU JUCHUIUIAHBI (MOAYJIA).
Ne
n/n

bubnmorpaduueckoe onucanue Mecto nocryna

1 [TporpamMMHo-anmapaTHbeie cpeacTsa 3ammThl | https://e.lanbook.com/book/404549 (nara
uHpopManuy : yuebHoe nocodue / C. A. obpatenmst: 30.04.2025)

3eipsiHoB, M. A. KyBmunos, . A. Orues, U.
B. Hukpomkun. — HoBocubupck : HI'TY,
2023. — 80 c. — ISBN 978-5-7782-4905-9.
— Tekcrt : anexTpoHHbIH // Jlass :
AJIEKTPOHHO-OMOIMOTEYHAS CHCTEMA.

2 TexHomoruu 3ammThl HHGOPMAIUHU B https://book.ru/book/918258 (nara
KOMIBIOTEPHBIX ceTsx : Kypc nexmuii / H.A. | oopamenus: 30.04.2025)
Pynenkos, A.B. [Iponerapckuii, E.B.
CmupnoBa, A.M. CypoBoB — Mockaa :
HWutyur HOY, 2016. — 368 c.

3 Tonmosckwuii S1.M.,)Kenenkos B.B.,Cadonosa | http://library.miit.ru/bookscatalog/metod/03-
I.E., Kpunrorpaduyeckas 3aiura 42764.pdf (nata obpamenus: 30.04.2025)
KOMIBIOTEPHON MHPOpMAIIH.
MeTtoauueckue yka3aHusi K 1aOOpaTOpHbIM
paboram. M.: MUUT, 2013. 36¢.VJIK 681.3
60

4 | T'omukos, A. M. 3amura naopManuu B https://e.lanbook.com/book/110336 (nata

MH(QOKOMMYHHUKAIMOHHBIX CHCTEMaX U ceTax | oOpauienus: 30.04.2025)
: yauebHnoe nmocodue / A. M. I'onukoB. —
Mocksa : TYCVYP, 2015. — 284 ¢. — TekcrT :
ANIEKTPOHHBIH // JIaHb : 3IEKTPOHHO-
OoubnuoreyHas cucrema.

6. IlepeueHb COBpEMEHHBIX MNPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH(GOPMAITMOHHBIX CIPABOYHBIX CHCTEM, KOTOpPhIE MOTYT HCIIOJIb30BAaThCA TPHU
OCBOCHMH JTUCUUILTUHBI (MOAYJIs).

Hayuno-texuuueckast oudnuoreka PYT(MUUNT) http://library.miit.ru/

OdunmaneHeIil calT mo noanepkke pemennii Cisco https://www.cisco.com/

dopym CIEIHATNCTOB 1o uH(OPMAITMOHHBIM TEXHOJIOTHUSIM
http://citforum.ru/
HNHTepHET-yHUBEPCUTET MH(}OPMAITMOHHBIX TEXHOJIOTUH

http://www.intuit.ru/



Tematnyeckuii dhopym 10 HH(POPMAITMOHHBIM TEXHOJOTHSIM
http://habrahabr.ru/

7. llepedyeHbp  JNHIEH3UOHHOTO H  CBOOOJHO  PacHpoOCTPaHSIEMOIO
IPOrpaMMHOr0 00€CIeYeHUsl, B TOM YHCIE OTEYECTBEHHOIO IPOU3BOJICTBA,
HEOO0XOUMOTrO ISl OCBOCHUS JUCIIUILIMHBI (MOJTYJISA).

- OC Windows
- Microsoft Office
- Unrepuet-6paysep (Yandex u ap.)

8. Ormucanue MaTepHAIbHO-TEXHUUECKON 0a3bl, HEOOXOAUMON IS
OCYILIECTBJICHUSI 00pa30BaTEIbLHOrO Mpoliecca Mo JUCIHUILTHHE (MOJIYJIIO).

-YueOHast ayauTopusi I TPOBEICHMS YYEOHBIX 3aHATHN (3aHATUH
JIEKITMOHHOTO THUIIA, MPAKTUYECKUX 3aHATUM ):

- KOMIIBIOTEp  MpernojaBaTens, paboyue  CTaHIMU  CTYJEHTOB,
MYJIbTUMEIUIHOE 000pyI0BaHUE, T0CKA.

AyauTopus NOAKIOUEHA K ceTu «HTepHeT».

9. ®opma MPOMEKYTOUHOM ATTECTALINU:

KypcoBas pabota B 7 cemectpe.
DK3aMeH B 7 ceMecTpe.

10. OueHouHbIE MaTEPHUAIIBI.

OueHOYHbIE MaTepHUaJIbl, IPUMEHSIEMBIE MPU MPOBEICHUN MPOMEKYTOUHON

aTTeCTallui, pa3padaThIBAIOTCA B COOTBETCTBUHU C JIOKAJIbHBIM HOPMATHBHBIM
aktom PYT (MUUT).
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