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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

[enstMu OCBOEHMSI TUCLUIUIMHBI (MOYJIS) SIBJSIOTCA:

- 03HAKOMJICHHE C OCHOBHBIMM THUIIAMH YI'PO3 U aTak;

- HM3y4YyeHHE MEXaHHW3MOB 3allUThl aJMHUHUCTPATUBHOIO HHTEpdeiica u
pasrpaHUYEHHUsS IPAB JOCTYIIA,;

- U3y4YECHHUE TEXHOJIIOTUU U NPUHIUIIOB AAA;

- U3y4YeHHe COCO0O0B 3aIUTHl HHPOPMALIUU B CETAX;

- U3y4YE€HUE NPUHLUIIOB IOCTPOEHUS BUPTYAJIbHBIX YACTHBIX CETEM.

OcHOBHBIE 337a4l AUCUUIIINHBI (MOYJIS) CIEAYIOLIHE:

- IIOMCKA WU IPOBEPKU HOBBIX TEXHMUYECKUX W IPOTPAMMHBIX PEIICHHUU I10
COBEpPIICHCTBOBAHUIO CUCTEM U CPEJICTB MH(OPMALIMOHHON O€30MaCHOCTH;

- pa3paboTKH IUIAHOB, MPOTPaMM U METOJUK MPOBEACHUS HCCIIEIOBAHUMA
YPOBHSI 3aIIUILEHHOCTH 00BEKTOB HHPOPMATU3ALNH, AaHATIU3 UX PE3YJIbTATOB.

2. [Inanupyemsble pe3ysbTaThl 00y4YEeHHUs 110 AUCHUIUIMHE (MOAYJIIO).

Ilepeuenp GopMUPYEMBIX pe3yJbTAaTOB OCBOSHHsS  00pa30BaTeIbHOMN
nporpaMmbl (KOMIETEHIIMI) B pe3yJibTaTe O0y4eHUsI 110 AUCHUIIMHE (MOYJIIO):

OIIK-1 - CrnocobeH oleHUBaTh poJib UHPOpMALUMU, HWHOOPMAIMOHHBIX
TEXHOJIOTUI U WH(OPMAITMOHHOW 0€30MacHOCTH B COBPEMEHHOM OOIIECTBE, UX
3Ha4YeHHE AJis1 oOecreueHus: 0ObEKTHUBHBIX MOTPEOHOCTEH IMUHOCTH, 00IIEeCTBA U
rocy/1apcTBa;

OIIK-3 - CnocobeH Ha OCHOBAaHMHM COBOKYITHOCTH MAaT€MaTHYECKUX
METOJI0B, (U3UYECKUX 3aKOHOB W MOjeNell pa3pabaTeiBaTh, OOOCHOBBIBATH M
pearM30BbIBaTh MPOIIEIYPhl PEIICHHUS 33a/1a4 MPo(ecCHOHAIBHON 1eATeIhHOCTH.

OO0ydJeHwme 1Mo JUCIUILTHHE (MOIYJITI0) TIPEIIToJIaraeT, 4To 10 €ro pe3yIbTaTam
oOyyaroruiicst Oyer:

3HaTh:

- OcHOBHBIE cpencTBa W crnocoObl oOecnedeHus HH(POPMAMOHHOM
0€30MacHOCTH, MPUHLUIBI MOCTPOCHUSI CUCTEM 3allUThl UHPOPMALUU, OCHOBBI
CUCTEMHOTI'0O a/IMUHUCTPUPOBAHUS.

- YCTpoiicTBO M (PYHKIMOHUPOBAHUE COBPEMEHHBIX HMH()OPMALIMOHHBIX
CUCTEM M aBTOMATHU3UPOBAHHBIX CUCTEM.

- CoBpeMeHHbIE CTaHAapThl HH(OPMALIMOHHOTO B3aUMOJCHCTBUS CUCTEM U
MIPOTOKOJIBI O€30MaCHOCTH.

- Ilporpammuble  cpeactBa W MIAaTQOpPMBI  HHPPACTPYKTYPHI
MH()OPMAIIMOHHBIX TEXHOJIOTUN OpraHU3alHil.



- Meroguku ~ TeCTUpPOBaHUS ~ CUCTEM  3alIUTBl  MHPOPMALMH
aBTOMATU3UPOBAHHBIX CUCTEM.

- CTpyKTYpy U coAepKaHuE IKCILUTyaTAlMOHHOW JJOKYMEHTAI[MU HA CUCTEMBI
3alIUThl THPOPMALUH.

- HopmaruBHOo-nipaBoByI0 0a3y M METOHOJOTUIO pPa3pabOTKU IUIAaHOB
MEPONPUITUIN O 3aIUTE HHPOPMAIIH.

- Kpurepun u wmeroauku aHammza 3()(YEKTUBHOCTH CHUCTEM 3aIMUTHI
uH(pOpMaLUu.

- IlpuHUMOBI OpraHW3allMM M 3Tanbl CO3JAHUS CUCTEMBI 3allUTHI
uH(OpMAaIMU TPOLECCOB NPOESKTUPOBAHUS, CO3[JaHUS U MOJICPHU3ALIIH.

Ymersb:

- PazpabarbiBaTh MpOEKTHBIE peEIICHUS MO 3alluTe HHPOpMalUU B
aBTOMAaTH3UPOBAHHBIX CUCTEMAX.

- IIpoBoauTh CpaBHHUTENBHBI aHATU3 M OCYIIECTBIATH OOOCHOBAHHBIM
BBIOOp MPOTPAMMHO-aNNapaTHBIX CPEJICTB 3alIUTHI HH()OPMALIUH.

- PazpabaTbhiBaTh  apXUTEKTypy CHUCTEMbl 3alIUThl  HUH(POpPMAIUU
aBTOMAaTU3UPOBAHHON CUCTEMBI.

- IlpoBoguTh  TecTUpOBaHHME  CHUCTEM  3allUThl  WHQpOpMAIUU
aBTOMAaTU3UPOBAHHBIX CUCTEM.

- Pa3zpabaThiBaTh 3KCIUTyaTallMOHHYIO JTOKYMEHTAIMIO HA CUCTEMBI 3aIllUThI
uH(pOpMaIuu.

- Pa3pabarbiBaTh MJIaH MEPOINPUATUM O 3amuTe UHGOpPMALUU B 0OBEKTAX
MH(OpMaTU3ALIUH.

- IlpoBoauts aHanu3 3G(PEKTUBHOCTH CHUCTEM 3alUThl HUHGOpPMAIUU B
o0bekTax nHGOpMaTHU3AIUH.

- YyacTBOBaTh B CO3JaHUM CHCTEMBl 3aIUTHI MH(POpPMAIMUA TPOIIECCOB
MPOEKTUPOBAHUS, CO3JJaHUS K MOJIEPHU3ALIUH.

- Pa3pabarbiBaTh MPOEKTHl HOPMATUBHBIX MTPABOBBIX AKTOB U METOANYECKUX
JOKYMEHTOB B 00J1aCTH 3alIUThI HH(OpMaALUK.

Baaners:

- HaBpikamu pa3pabOTKH MPOSKTHOM JOKYMEHTAIIMHN U TEXHUYECKUX 3a1aHui
Ha CO3JIaHUE CHCTEM 3aIUThl HH(OPMAIIUH.

- MeromamMu CpaBHHUTENBHOTO aHAIM3a M KPUTEPUSIMH BBIOOpa CPENICTB
3aIUTHl HTHPOPMAIIUH.

- HaBbIkamMu IPOEKTUPOBAHUS APXUTEKTYPHI 3aIIUTH aBTOMATH3HPOBAHHBIX
CUCTEM.

- HaBbikamu TipoBeIeHUS TECTUPOBAHUS U OLICHKU d(P(HEKTUBHOCTH CHCTEM
3alIUThl THPOPMAITUH.



- HaBeikamu pa3pa®oTku IKCIUTyaTallAOHHOW W  OpPraHU3aIMOHHO-
pacnopsIuTeILHON TOKYMEHTAIINH.

- HaBblkamMu TIJIaHUPOBAHHS MEPOTNPUATHA MO 3amuTe WHEGOPMAIMK Ha
o0bekTax nHGOpMaTHU3AIUH.

- HaBpikamMu aHanm3a BXOAHBIX TAHHBIX U OINpeIeIeHHs 0a30BbIX AJIEMEHTOB
KoH(pUrypanuu nHPOPMAITMOHHBIX CUCTEM.

3. O0beM IUCHUIUIUHBI (MOJTYJIS).
3.1. O6mas Tpy10€MKOCTh AUCIUTLIAHBI (MOIYJIA).

OO6masi TpyHOEMKOCTh AUCHUIUIMHBI (MOayJsi) coctaBiser S5 3.e. (180
aKaJeMHUYEeCKHUX Jaca(oB).

3.2. O6bem paucuMIUIUHBL (Monaynsi) B (opMe KOHTAaKTHOW paboOThI
oOyvarmuxcst C  MeJaroru4ecKuMu  paboTHUKaMu ®W  (WIM)  JIMIIAMH,
MPUBJICKAEMBIMU K peaan3aluu 00pa3oBaTeIbHON MPOrpaMMBbl Ha UHBIX YCIIOBHUSX,
IIPU MPOBEJICHUHN YUE€OHBIX 3aHITHIA:

KonnyectBo wacos
Tun y4eOHBIX 3aHATHI Beero| Cemectp
NelO
KonrakTHas paboTa rmpy npoBeieHUH Y4eOHBIX 3aHSTHH (BCET0): 64 64
B toM uucne:
3aHATUA JIEKLIMOHHOTO THIIA 32 32
3aHATHS CEMUHAPCKOTO THITA 32 32

3.3. O0beM mUCIUIIIUHBI (MOIyNs) B (hopmMe caMOCTOSITEIIBHOW paboThI
oOydJarommxcs, a Takke B (opMe KOHTAKTHOH pabOThl OOydYaromMXCs ¢
nearornaecKuMu paboTHUKAMHK | (WIJTH) JTUIIAMU, TIPUBJICKAEMBIMH K PeaTU3aIiH
oOpa3oBaTeapbHON TpPOrpaMMbl Ha HWHBIX YCIOBHUSAX, TIPU  TPOBEICHHUH
MIPOMEKYTOUHOH aTTecTauu cocrapiseT 116 akameMuueckux yaca (0OB).

3.4. Ilpu oOy4eHnu Mo MHAUBUAYATLHOMY Y4€OHOMY IIJIaHY, B TOM YHCIIE TIPU
YCKOPEHHOM 00y4YeHUH, 00BEM JUCITUIUIHHBI (MOIYIIS) MOXKET OBITh peain30BaH
MOJTHOCTBHIO B (hOpPME CaMOCTOATEIHHON pabOThl 00yUAIONINXCS, a TaKkKe B popme
KOHTAKTHOM paboThl 00YUYaIOIIMXCS C MEJarornuyecKuMu paOOTHUKAMU U (WJIH)
JULIAMU, TPUBJIEKAEMBIMU K pealiu3alii 00pa3oBaTeIbHONW MIPOrpaMMbl HA MHBIX
YCJIOBUSIX, TIPHU MPOBEJCHUU IPOMEKYTOUHOM aTTeCTALIUU.

4. ConeprkaHue TUCIHUTIIAHBI (MOTYJIs).

4.1. 3aHATHA TEKIUOHHOT'O THUIIA.
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TemaTrka JIEKITMOHHBIX 3aHATHH / KPAaTKOE COJEPIKaHHE

[TonsiTre 3amuThl HHGOOPMALIUH.
PaccMaTprBaeMble BOIIPOCH:

- enb obecreyeHrss HHPOPMAIMOHHON 0€30I1aCHOCTH;
- BUIBI KOHTPOJISL 6E30TIaCHOCTH.

Cocrasnstomue nHPpopMamoHHO# 6e3omacHocT. CpecTBa 3aMUThl HH)OPMAITMOHHON
0€30I1aCHOCTH.

PaCCManI/IBaGMBIG BOIPOCHI:

- KOH(i)I/I)IeHIII/IaHLHOCTL;

- IIEJIOCTHOCTH;

- IOCTYITHOCTb;

- IPUHIMIBI BHEAPEHUS CUCTEM MHPOPMAIMOHHOHN 0€30MacHOCTH;

- knaccudukanus yrpo3 nHGHOPMAIIMOHHOM 0e30MaCcHOCTH;

- BUJBI CPECTB 3aIIUTHI HHPOPMAIUH;

- IPAMEPHI CPENICTB 3AIMUTH HH(POPMAITHH.

I'OCT P 50922-2006 3amuTta nH)OpMAIMU U BUIBI 3AIUTHI.
PaccmatprBaeMble BOIIPOCHL:

- BUJIBI 3aIIUTHI HHOPMALIUH;

- COCOOBI 3aIUTHI HHPOPMAIIHH;

- TEXHUKA 3aIUThl HHQOpMAIIHH;

- CHIOCOOBI OLIEHKH COOTBETCTBUSI TPEOOBAHUSM 3aIIUThI HHPOPMAIIHH;

- 3()eKTUBHOCTD 3aIUTHI HHQOPMALIUH.

ITonuTHka 3aIIUTEIL.

PaCCManI/IBaeMBIC BOIPOCHI:

- ICJIN IMOJIMTUKHU 3allIUTHI;

- 3aJa4U4 IMOJIMTUKH 3allIUTHI;

- OCHOBHBIC TpeGOBaHI/IH K INIOJIUTHUKC 3allIUTHI;
- COACPIKAHUEC TTOJIUTUKHU 3alUTHI.

Pabota c mepconanoM opraHuszanuu B paMKax MOJUTUKH 3aITUTHL.

PaccmaTpuBaeMble BOIIPOCHI:

- OpraHu3aIyst paboTHI M0 KOHTPOJIIO COCTOSHUS 3aIINTHI KOH(HUAECHIMANbHON HH(OPMAIHN;

- OpraHu3aIyst paboTHI ¢ IEPCOHATIOM NPEANPHUSITHS, JOMYIIEHHOTO K KOHQHICHINATBHON HH(pOopManuy.

YTrpo3bl nHDOpPMAITMOHHOM 0€30TTaCHOCTH.
PaccmaTpuBaemble BOIIPOCHI:

- BUJIbI yTpo3 HHPOPMAIMOHHOH 0€30MacHOCTH;

- HICTOYHHKH Yrpo3 MH(POpMaMOHHOI O€3011acHOCTH.

OmnacHple BIHSIHIS HA WH()OPMAIIMOHHBIE CUCTEMBI.
PaccmaTprBaemble BOIIPOCHI:

- peanu3zalys ClieHapHueB yrpo3 HH(HOpMaMOHHO# 6€30MaCHOCTH;

- HECAHKI[MOHUPOBAHHBIN JOCTYII,

- HETIOCPEICTBCHHBIC 1 HENPSAMBIC YTPO3bl HHHOPMAILIMOHHON O€30IaCHOCTH;
- METO/Ibl OpPraHU3alHHU 3alIUThl HH)OPMALIUH.

KommnbroTrepHbie BUPYCHI.

PaCCManl/IBaeMI)Ie BOIIPOCHKHI:

- KJIaccU(pUKaIyss KOMIIbIOTEPHBIX BUPYCOB;

- METOBI 3allIUTBI OT KOMIIBIOTEPHBIX BUPYCOB;

- BPEJOHOCHOE BO3JEICTBUE KOMIIBIOTEPHBIX BUPYCOB.

3ammura ceTH.
PaCCManI/IBaeMI)IC BOHpOCI)IZ




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- HalIpaBJICHUS 3allIUTHI CETHU,

- YSI3BHMBIE MECTa, Yepe3 KOTOPHIE MOXKET OBITh BHIIIOIHEH HECAHKIIMOHNPOBAHHBII JOCTYII K CETEBOMY

000pyIOBaHUIO;
- TpeOOBaHUs IS 3aLUTH aIMHHUCTPATUBHOTO UHTEpdeiica CeTeBOro 000py 10BaHMs;
- HACTPOMKA KOHTEKCTHBIX CITUCKOB JIOCTYIIA.

10

AyTeHTI/I(bI/IKauI/I;I, aBTOpHU3aLud, Y4CT.

PaccmatpriBaeMbie BOTIPOCHI:

- He00XOIMMOCTD;

- IPUMEPBI IPOTOKOJIOB;

- OCHOBHBIE PEIICHUSI;

- HACTPOWKA YIAJICHHOTO JOCTYIA JJIsl aIMUHUCTPHUPOBAHHUS CETEBOr0 000PYI0BAHUSI.

11

Huter panusa CUCTEM 3alIUTHL I/IH(I)OpMaI_II/II/I OT HCCAHKIIMOHHUPOBAHHOI'O IOCTYIIa C

KOHTPOJICM OOCTYyIIa U BI/II[GOHa6J'IIOI[eHI/ICM.

PaccmatpuBaeMbie BOTIPOCHI:

- JOCTOMHCTBA MHTETPAIIMY CUCTEM 3alUThl HHOOPMALIUH OT HECAHKIIMOHMPOBAHHOTO JIOCTYTIA C
KOHTPOJIEM AOCTYIIa ¥ BUJCOHAOMIOACHUEM;

- 00BEIMHEHNE CUCTEM Ha HECKOIBKHX yPOBHSIX;

- cxeMa MH(OpMaLMOHHBIX IOTOKOB;

- IpUMeEp CIeHapHsl.

12

VYrpaBieHue npaBaMu J0CTyIa K KOPIIOPATUBHBIM (paitioBBIM HH()OPMAIITHOHHBIM
PaccmaTprBaeMble BOTIPOCH:

- OCHOBHBIE MTOHATHS U ONPE/ICIICHUS;

- chepa npUMEHEHUS;

- OCHOBHBIE IIPUHIMIIBI YIIPABICHUS IIPaBaMH JOCTYIIa;

- MOJIEJIb PasrpaHMYEHUs JOCTYIIa;

- TIpaBMJIa IMEHOBAHUSI TPYIII JOCTYTIA TOJIE30BaTENEH;

- TIPOTIECCHI YTIPABICHUS OCTYIIOM K (pailyIoBBIM HH(OPMAITHOHHEIM PECypcam.
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3ammTa HHGOPMAIIMK B KPUTHIECKON HHPOPMAIIMOHHON HH(PACTPYKTYpeE.
PaccmaTpuBaemble BOTIPOCH:

- IPUHAJUIS)KHOCTh 00beKTa MH(pOpMATH3aIMU K KpDUTHYECKON MH(POPMAIIMOHHONW HH(PPACTPYKTYPE;
- BO3MOXKHOCTH CPEJICTB 3aIlIMTHI CETEBOTO B3aUMOJICHCTBHS MEXK/1y 00bEKTaMH B KDUTHYECKON
nH(popMaMOHHOI HHPPACTPYKTYpE;

- anmapaTHas 3al1Ta JaHHBIX B 00bEKTaX KPUTUUECKOH HHPOPMAIIMOHHON HH(PPACTPYKTYPBL;

- TpeOOBaHU 10 0OECIICUCHUIO 0E30IMTaCHOCTH 3HAYUMBIX 00BEKTOB KPUTHUECKOH HHGOPMAIIMOHHOM

HHPPACTPYKTYPHIL.
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I[OBepeHHaH BBIYHUCIIMTCIIbHAA CPp€1a KaK CPpCACTBO 3alIUTBI I/IH(bOpMaI_II/II/I.
PaccmarpuBaembie BONPOCHL:

- TIOBEpEHHas 3arpy3Ka;

- ycioBust 00ECTICUCHHUS JOBEPEHHON 3arpy3KH OIEPAI[MOHHON CUCTEMBI,

- JOBCPCHHAA BBIYUCIUTECIIbHAA CUCTEMA,

- YCIIOBHS JOBEPEHHOCTH KOMITBIOTEpPA U JJOBEPEHHOI'O CETEBOTO COCTUHEHUS;

- JIOBEPEHHBIN CEaHC CBSI3U;

- 0COOCHHOCTH TTOCTPOCHUS 3aIUIIEHHBIX PACIPEICICHHBIX HHPOPMAIIMOHHBIX CHCTEM.
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CereBas 3anuTa Ha 0a3e MEKCETEBBIX IKPAHOB.
PaCCManI/IBaeMI)IC BOHpOCI)IZ

- HpI/IHHI/IHLI CCTCBOﬁ 3allUThl HA 6&36 MECIKCCTECBBIX 3KpaHOB;
- (l)OpMHpOBaHI/IG ITOJIUTHUKHU MEKCETCBOTI'O B3aHMOﬂ6ﬁCTBHﬂ;
- IIOJINTUKA [lOCTyl'[a K CCTCBbBIM cepBMcaM;

- IIOJINTUKA pa60Tm MEKCETCBOI'O OKpaHa,




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- BBIIIOJTHACMBIC (1)yHKL[I/II/I 1 COCTAaBHBIC JJICMCHTBI aHAJIN3a,
- OCHOBHBI€ CXEMBI ITOAKIIIOUYCHUA MEKCETEBBIX OKPAHOB.
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Cucrema YAAJICHHOT'O HCHTPAIN30BAHHOI'O YIIPABJICHUA CPEACTBAMMU 3alIUTHI

I/IH(I)OpMaI_[I/II/I OT HCCAHKINMOHHUPOBAHHOI'O JOCTYIIA.

PaccmaTprBaemble BOIIPOCH:

- Ha3Ha4YEeHUE U OCHOBHBIE 3JIEMEHTBI;

- (byHKIIIH CHCTEMBI;

- (P)YHKLIMH CHCTEMBI yJaJeHHOTO EHTPAIM30BAHHOTO YIPABICHHS CPEICTBAMH 3aIUTHl HHPOPMAIUU OT
HECaHKI[IOHUPOBAHHOTO JIOCTYIA;

- COCTaB POJIeH CHCTEMBI YAAICHHOTO LCHTPATM30BAHHOTO YIIPABICHHS CPEACTBAMH 3aLIUTH HH)OPMAIIUH
OT HECAaHKIIMOHHPOBAHHOTO IOCTYIIA.

17

33.H_[I/ITa HH(I)OpMaHHOHHOfI CUCTCMBbI NICPCOHAJIbHBIX TaHHBIX.

PaccmarpuBaeMble BOIPOCHI:

- TpeOOBaHUs PETYJIATOPOB IO 3alIUTE IEPCOHATBHBIX JaHHBIX U TPeOOBaHUs K HH()OPMaLMOHHOM
CHUCTEME IEPCOHAIIBHBIX JaHHBIX U1 PA3JIMYHBIX YPOBHEU 3alLUTHL;

- ceTeBas HHPPACTPYKTypa MHPOPMAIIMOHHON CUCTEMBI IEPCOHANBHBIX IAHHBIX U MEPHI €€ 3allHThI;
- ONTUMU3AIMA CETEBOI HHPPACTPYKTYPHI;

- CpeACTBa 3aUTHI HHPOPMAIIUU OT HECAHKIIMOHUPOBAHHOT'O JOCTYTIA.
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be3onacnocts Web-nipuioxeHui.

PaccmatprBaeMbie BOIIPOCHL:

- yrpo3bl HHPOPMAIIMOHHOW 0€30MaCHOCTH NPU HCHoNb30BaHul Web-cepBepa;

- METOJIBI ¥ CPEJICTBA 3aIMTHI MHPOPMAIIMOHHOM Oe30macHoCTH it W eb-npritoskeHuii;

- Yrpo3bl U YA3BUMOCTH HH(GOPMAIOHHOW Oe30macHoCTH, Bo3HUKatoiue B Web-cpere;

- MEpBbI 10 JTMKBU/IAINK YTPO3 U YA3BUMOCTEH HH)OPMAIIMOHHOW 6€30TaCHOCTH, BO3HUKaromux B Web-
cpere.
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[Tpumenenue kpunTorpaduu U CpeacTB KpUNTOrpaduyecKoi 3amuThl HHOOPMALIHH.
PaCCManI/IBaGMBIC BOIPOCHI:

- cpezcTBa KpHITorpadguieckoi 3amuTel HHOOPMAIIUH;

- IpUHIXNB! I(pOoBaHHUS;

- IPUMEHEHHE KpUnTorpaguu 1 CpeCTB KPUNTOrpapuIecKor 3aiuThl HHGopManum.

20

DnekTpoHHas U(PPOBAst MOMUCH.

PaccmaTpuBaeMbIe BOIIPOCHL:

- IPUHIIMI UCIIOJIL30BAHUS AIIEKTPOHHOI 1 POBOY MOAMKCH;
- aJTOPUTMEI AIEKTPOHHOH U (POBOIL moATHCH;

- 0COOCHHOCTH MPHUMEHEHHS AIEKTPOHHON IH(POBOIL MOATHCH.

21

Hocurenu xnroueBoii I/IH(1)OpMaI_II/II/I KaK CpCaCTBa 0€30I1aCHOCTH.
PaccmatpuBaembie BOMPOCHL:

- 0E30MAaCHOCTh CPENICTB XPaHCHHS KITFOUYEBOM HH(pOpMAIIUK;

- BUJIbI HOCUTEJICH KIIFOUEBOM MH(pOPMAIIUY;

- KOHTPOJIb Cpeibl JOCTYIAa K HOCUTEINIO KIIF09eBOH HH(pOpMAanu;

- «UII€ATbHBIA TOKEH»: IPUHIHIEI (PYHKITMOHUPOBAHHS.
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[TocTpoenue BupTyanbHbIX YacTHBIX ceTeit (VPN).
PaccmarpuBaembie BONpPOCHI:

- H€06XOﬂI/IMOCTB BI/IpTyaJILHOﬁ JaCTHOH CCTH,;

- peanm3anysa BUPTYyaJIbHbIX YaCTHBIX CeTeﬁ;

- IIPOTOKOJIbI BUPTYAJIbHBIX YaCTHBIX CETeH.
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3amuta nadopmanuu B ACY TIIL

PaccmaTprBaemble BOIIPOCHI:

- (hakTOpBIL, BIUSIONIME HA HHOOPMALMOHHYIO Oe301acHOCTh coBpeMeHHbix ACY TII;
- 0COOCHHOCTH 00CTICIOBAHNUS U ayINTa;




TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

/1
- I ¥ KOHIenny nHpopMarmonHo# 6ezomacHocty B ACY TII;
- OCHOBHBIE 3Tanbl peanmzarmn 187-03 ot 26.07.2017 r.;
- cpezicTBa obecrieueHus: 6€30MaCHOCTH 00BEKTOB KPUTHUECKOH HHPOPMAIMOHHON HHPPACTPYKTYPBI;
- yrpo3bl HHPOPMAIIMOHHON OE30MaCHOCTH U MEXaHU3MBbI UX TPEYPEKICHUSL.
24 |Ocobennoctu obecriedeHust UHOOPMAIIMOHHOW OE30MACHOCTH B COBPEMEHHBIX

YCIIOBUSIX.

PaccmaTpuBaeMble BOIIPOCHI:

- OCHOBHBIE HHCTPYMEHTBI peaH3allii yIpo3;

- KIIFOUEBBIC LIEMU NHPOPMAIMOHHON HHPPACTPYKTYPBI AJIs 310y MBIIICHHUKOB;
- yrpo3b! HHPOPMAIIMOHHON 0€30MaCHOCTH U MEPHI 3aIUTHIL.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

[IpakTnueckue 3aHsaTHS

/11

TemaTuka MPAKTUYICCKUX 3aHATHH/ KpaTKO€ COACPIKAHUC

Anamus yrpos 0E30IMaCHOCTH B JIOKAJIBHBIX U KOpPHIOPATHUBHBIX CETAX
B pe3ysbrare paboThl Ha IPAKTHYECKOM 3aHATHH CTYJCHT OTPa0aThIBACT HABBIK BBISIBIICHHS U
KJaccudUKanuy yrpos, aHalu3a ysI3BUMOCTEH ceTeBOr HH(PPACTPYKTYPBI.

Pa3zpaboTka monutku nHGOPMAITMOHHOM 0€30MaCHOCTH OpPTraHU3aIuN
B pesynbrare paboThl CTyIEHT MOTyYaeT HaBBIK pa3pabOTKH OCHOBHBIX pa3nenoB nmonuTuku 1B, Bkimodas
Ociin, 3aJa41 U Tp€6OBaHI/IH K 3all1UuTC I/IH(l)OpMaIII/II/I.

Opranuzaius paboTHI C IEPCOHATIOM, AOMYIIEHHBIM K KOH(PHISHIINATHHON HHPOpMAITUT
B pe3ybTaTe pa60TI)I CTYACHT U3Y4YacT METOABI OpraHn3aliui KOHTPOJIA U pa6OTI)I C IEpCOHAJIOM B paMKax
TIOJIMTUKH 3alIUTHI I/IH(l)OpMaHI/II/I.

VYhpasieHne npaBaMu JOCTyla K KOPIOPAaTUBHBIM HH(OPMALIMOHHBIM pecypcam
B pe3ynbTate paboThI CTYISHT MOTy4YaeT HaBbIK HACTPOMKHU MpaB JOCTyIA K (ailyiaM 1 IanKam,
peanu3aIiy MOEIN pa3rpaHUuCHHUs TOCTyIa.

Hactpoiika cpecTB 3alIUThl aIMUHACTPATUBHOTO HHTEp(elica ceTeBoro 000pya0BaHus
B pe3yabTaTe pa6OTBI CTYACHT OCBanBacT HaCTpOﬁKy YAQJICHHOT'O J0CTYyNa JJId aAMUHUCTPHUPOBAHUA
CETCBOI'O 060py,HOBaHI/I$I 1 KOHTCKCTHBIX CITMCKOB JOCTYyIIA.

Peaﬂmaunﬁ MMOJIMTUKH MCIKCCTECBOI'O SKPAHUPOBAHU A
B pesysbrare paboThI CTYICHT W3y4YaeT MPUHIUITBI CETEBOM 3aIIUThI Ha 0a3¢ MEKCETEBBIX IKPAHOB,
(hopMHpPOBAHKE MOJIUTHK TOCTYIA K CETEBBIM CEPBHCAM.

[Toctpoenue BupTyanbHbIX yacTHbIX ceTelt (VPN)
B pesynbrarte paboThl CTyIeHT OTy9YaeT HaBBIK HaCTpoiiku VPN-coeanHeHMi ¢ HCITOTB30BaHHEM
pasnuuHbIx potokoios (IPSec, OpenVPN).

Ob6ecneuenue 6e3onacHocT Web-npuiioskeHuit
B pesynbrate paboThI CTYACHT aHAIM3UPYET Yrpo3bl it Web-cepBepoB U 0CBauBaeT METOBI U CPEJICTBA
3amuThl Web-npuitoyKeHui.

[TpumeHeHne cpeacTB KpUNTOTrpapUUECKON 3aIUTHI MHPOPMALIUU U AIEKTPOHHON

IMOAITUCHU
B pesynbrarte paboThI CTYACHT W3y4yaeT MPHUHIMITBI IMU(PPOBAHUS U MTpakTHueckoro npumenerus DI s
obecrieueHns IEIIOCTHOCTH U ayTeHTH(PHUKALINH.
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TeCTI/IPOBaHI/Ie CHUCTCM 3alllMThI I/IH(l)OpMaI_II/II/I
B pesynbrate paboThI CTYAEHT OCBaUBAET METOANKH U HHCTPYMEHTAIIBHBIE CPE/ICTBA TECTUPOBAHMS
CHCTEM 3allIUThl HHPOPMAIMK HA IPOHUKHOBEHHUE U YSI3BUMOCTH.




TemaTHka MPaKTHYECKUX 3aHATHI/KPaTKOE COIEepPIKaHNe

/T

11 |Ananu3 3¢ GeKTHBHOCTH CUCTEMBI 3allIUTH HH(OPMAIUN
B pesynbrate paboThI CTYIEHT IPOBOIUT OLIEHKY (h(hEeKTHUBHOCTH BEIOPAHHBIX MEP U CPEACTB 3aIlIUTHI,
AQHAITM3UPYET Pe3yIbTaThl MOHHTOPHHTA.

12 |Pa3paboTka 3KCITyaTallMOHHOM U OpraHU3alMOHHO-PACHIOPSAUTEIEHON JOKYMEHTAIH
B pesynbrate paboThI CTYAEHT MOJTy4aeT HABBIK Pa3pabOTKU MHCTPYKIHMH, PETJIAMEHTOB U IUIAHOB
MEPOIPUATHH 110 3amuTe nHpopManuu 11t 00beKTa HHPOPMATH3ALIUH.

4.3. CamocrosiTenbHas padoTa 00y4aroImmXCs.
No .
BI/I)I CaMOCTOATCIBHOU pa60TBI
n/n
1 |Pabora c IEKIMOHHBIM MATEPUATIOM U U3yYCHHUE JIUTEPATYPHI IO JUCIHILTHHE
2 |[ToaroroBka K MPaKTUICCKUM 3aHATUSIM
3 [ToaroToBka K MpOMEXKYyTOYHOM aTTECTAIIUH.
4 | [loArotoBKa K TeKyIIEMY KOHTPOJIO.

5. HepequB HBJIaHHﬁ, KOTOPBIC PCKOMCHAYCTCA HCIIOJIB30BATH IIPpU

OCBOCHHH JTUCIUTLTUHBI (MOIYJIs).

13‘(_;1 bubnunorpaduueckoe onucanue Mecro nocryna
1 | OcHOBBI 6€30MaCHOCTH MPHUKIATHBIX https://reader.lanbook.com/book/167606#2
MH(POPMALMOHHBIX TEXHOJIOTUN M CUCTEM
Kpuynun A.A., Hepenos B.C., Cmupnos C.1.
VYyebnoe nocodue M.: MUPDA - Poccuiickuit
TEXHOJOTUYUCKUI YHUBEPCUTET, - 136 C.
2020
2 | Mopenu 6e30macHOCTH KOMIBIOTEPHBIX https://reader.lanbook.com/book/157578#3

cucreM borynbckast H.A. YueGHOoe mocobue
Kpacnosipck: Cub. denep. yu-T, - 206 c., -
ISBN 978-5-7638-4008-7 , 2019

6. IlepeueHb COBpEMEHHBIX MPOQPECCHOHANBHBIX 0a3 JaHHBIX U

WH(OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIOJB30BAaThCS MPHU

OCBOEHUHU JTUCIUIUIMHBI (MOJTYJIS).

Odunmaneueiii cait PYT (MUUT) (https://www.miit.ru/).
Hayuno-rexunueckas oubauorexka PYT (MUUNT) (http:/library.miit.ru).
O6pa3zoBarenbHas mwiathopma «FOpaiit» (https://urait.ru/).

OOmue WHPOPMAIIMOHHBIE, CIPABOYHBIE W  IOWCKOBBIE  CHUCTEMBI

«Koncynbrant [Lmrocy, «I"apanT.



DNEeKTpOHHO-0MOINOTeUHAS cucremMa W31aTEIbCTBA «JIanp»
(http://e.lanbook.com/).
DneKTpoHHO-0nbIMoTeuHas cucreMa ibooks.ru (http://ibooks.ru/).

CDOpYM CIICOnaJInCToOB 1o I/IH(i)OpMaHI/IOHHBIM TEXHOJIOTUAM
http://citforum.ru/

NHTEpHET-YHUBEPCUTET UH(OPMAITMOHHBIX TEXHOJIOTUH
http://www.intuit.ru/

Tematnueckuii dbopym o MH(POPMAITMOHHBIM TECXHOJIOTHUSIM
http://habrahabr.ru/

7. IlepeuyeHb JHUIEH3UOHHOTO H  CBOOOJHO  PACHPOCTPAHIEMOTO
POrpaMMHOT0 OOECIICYCHHUSI, B TOM YHCJIE OTEUECTBEHHOI'O IPOU3BOJICTRA,
HEO0OXOIMMOT0 JIJII OCBOCHMS TUCITUTIIIMHBI (MOTYJIs).

Microsoft Internet Explorer (unu npyroi 6paysep).

Omnepanuonnas cucrema Microsoft Windows.

Microsoft Office.

Komneiorep AomkeH ObITh 00eCHedeH JIMLEH3MOHHBIMU MPOTrpaMMHBIMU
npoaykrtamu: Foxit Reader/Acrobat Reader Microsoft Office (Power Point)
Y CTaHOBIIEH MYJIbTUMEAUNHBIN KyPC JIEKLIAN.

KoMmmbroTep AomkeH ObITh 00€CleueH JHMIEH3UOHHBIMH MPOrpaMMHBIMU
npoaykramu: Foxit Reader/Acrobat Reader Microsoft Office (Word). Ha paGouune
MeCTa JOJDKHBI OBITh YCTaHOBIEHBI MPOTPAMMHBIE pPa3palbOTKH  Kadeaphl
«BpraucnuTeNbHBIE CUCTEMBI U ceTh»: O0y4aromas cucrema «netlaby

8. OmmcaHme MaTepUaJbHO-TEXHUYSCKOM O0a3bl, HEOOXOJUMOM IS
OCYIIIECTBJICHUSI 00pa30BaTEILHOTO Mpoliecca Mo JUCIHUILTHHE (MOIYJIIO).

YyeOHble ayuTOpUM JUIsl MPOBEACHUS YUYEOHBIX 3aHSATUN, OCHAILEHHBIC
KOMIIBIOTEPHON TEXHUKON 1 HaOOopaMu IEMOHCTPALIMOHHOTO 000pY10BaHUSI.

Jlns mpoBeAeHNs NPaKTUYECKUX 3aHATHMN:

KOMIBIOTEPHI ¢ peaycTanoBieHHbIM Microsoft Windows ne ke Windows
XP u npoueccopom He Huxke Pentium 4.

- MapuipyTusaropsl Cisco;

- kommyTtaropsl Cisco;

- COEIMHUTENbHBIE KAOeIu pa3InYHbIX TUIIOB

9. ®opMa MPOMEKyTOUHOM aTTECTAINU:

Jx3ameH B 10 cemecTtpe.



10. OuieHOUHBIE MAaTEpUAIBI.

OneHouHbIE MaTepHUabl, TPUMEHSIEMbIE TTPU MPOBEICHUU MPOMEKYTOUHON
aTTecTallly, pa3padaThIBAIOTCA B COOTBETCTBUHM C JIOKAJIbHBIM HOPMATHUBHBIM
aktom PYT (MUNT).



ABTOpBI:

JIOLICHT, JIOLIEHT, K.H. Kadeapbl
"HHTEenneKkTyanbHOe YIIpaBIeHUE U
uHpOpMaIIMOHHAsA O€30MaCHOCTh B
BBICOKOABTOMAaTU3UPOBAHHBIX
TPaHCIOPTHBIX cucremax' MHcTUTyTa

YKEJIE3HOJOPOKHOTO TPAHCIIOPTa C.E. UkOHHUKOB
CornacoBaHo:

3aBenytomuii kadenpoit UYullb JLLA. bapanos
3aBenyromuii kadenpoi Yu3U JILA. bapanos

[Ipencenarens yueOHO-METOIUUECKOM
KOMHCCUH H.A. AunpusHoBa



