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1. OOue cBeaeHus 0 JUCHUILIMHE (MOTYJIE).

Juctunnnna «CeTeBble TEXHOJIOTUU U MPOTOKOJIBD (POPMUPYET Y OyAyIITUX
Ppa3pabOTYUKOB MPOTPAMMHOTO OOECTeUYeHUs] TITyOOKOE€ CHCTEMHOE MOHUMAaHUE
NPUHLIUIIOB (YHKIIMOHUPOBAHUS KOMITBIOTEPHBIX CETEed M CTeKa MPOTOKOJIOB
TCP/IP. B ycrnoBusix MaccoBOro Mmepexofa HMHIYCTPUHM HAa MHUKPOCEPBHCHBIC
ApPXUTEKTYPhl U OTEUECTBEHHYIO MHPPACTPYKTYPY PBHIHOK HCIHBITHIBAET OCTPHIN
Nne(UIUT WHKEHEPOB, CIIOCOOHBIX HE MPOCTO HMCIOJIb30BaTh BHICOKOYPOBHEBBIC
ceTeBble OMOIMOTEKH, HO U MPOEKTUPOBATh OTKA30YCTONYMBBIE paclpe/ieICHHbIC
CUCTEMbI, aHAJIM3UPOBATh CETEBOM TpaUK M HACTpauBaTh KpUITOTrpaduyuecKue
TyHHenH. CTyIeHThl Ha TMpPaKTUKE OCBAaWBAIOT HU3KOYPOBHEBOE CETEBOE
MPOrpaMMHUPOBAHUE C  HCIOJB30BAHUEM  CBIPBIX  COKETOB, 3MYJIUPYIOT
KOPIOPAaTHUBHBIE TOMOJIOTMM M MPOBOJAT (POpPEH3HK-ayIUT NaMIoB Tpaduka. B
pe3ysbTaTe HM3y4dyeHUs JUCHMILIMHBI OOyYaroIIMKCs IMOJIydaeT KOMIIETEHIINH,
HEOOXOAMMBbIE Ui CO3JaHUSl IPOU3BOAMUTENBHBIX CETEBBIX MPUIIOKEHUH,
JUMArHOCTUKHM Y3KHX MECT B KaHaJlax CBA3M U oOecredeHHsi MHPOPMAIMOHHOM
0€30IacCHOCTH IepelaBaeMbIX JaHHBIX Ha BceX ypoBHAX mozenu OSI.

[lenapt0 OCBOECHMS TUCUHUILIMHBI ABISETCS (DOPMUPOBAHHUE Yy OOYyYaIOIIUXCS
CUCTEMHBIX TEOPETUYECKUX 3HAHUI W MPAKTUYECKUX WHKEHEPHBIX HABBIKOB B
00JIaCTH apXUTEKTYphl KOMIIBIOTEPHBIX ceTel, cTeka mpotokosioB TCP/IP u
HU3KOYPOBHEBOI'O  CETEBOrO0  MPOrpaMMHpPOBAaHUSA,  HEOOXOAUMBIX  JUIS
OPOEKTUPOBAHUA,  pa3pabOTKM W OKCIUTyaTallkd  OTKa30yCTONYMBBIX
pacnpeeseHHbIX IPOrPaMMHBIX MTPOYKTOB.

Jns nocTvKeHUsl MOCTaBJICHHOW e B paMKaxX JUCHUILUIMHBI PEIIaeTCs
KOMIUIEKC 3a/lad, HampaBJ€eHHbIX Ha (QOpMUpPOBAaHUE Yy OOydYarOLIUXCS
COCOOHOCTH: AHaNM3MpoBaTh (PU3MUECKUE U JIOTMUECKHE MPOLECCHl Mepeaadyn
JAHHBIX B MPOBOAHBIX U OECHPOBOAHBIX Cpeax, NPOEKTHUPOBATH CETEBbIE
TOMOJIOTUA C NPUMEHEHHEM TEXHOJIOTMI BHUpPTyalM3aldyd W MaplupyTU3aluHu,
pa3pabaThiBaTh KIMEHT-CEPBEPHBIE MPUIOKEHHUSI C HCIOIb30BAHUEM COKETHOI'O
uHTepdeiica W ChHIPBIX TMAKeTOB, a TakKe HacTpauBaTh U ayAUpPOBATH
KpunTorpadguyeckre MPOTOKOIbI 3aTUThl HHGOPMAIINKY U BUPTYaIbHbIC YaCTHBIC
CETH B CpeJie OTEUECTBEHHBIX ONEPALMOHHBIX CUCTEM.

2. Ilnanupyemblie pe3ynbTaTbl 00yYeHHS IO JUCHUILIIMHE (MOIYJIIO).

[lepeyerr GopMHUpyeMBIX pe3ylIbTaTOB OCBOCHHSI  0Opa3oBaTEILHOM
porpamMMbl (KOMIIETCHIIUI) B PE3yIbTaTe 00yUCHHUS 110 AUCIUIUINHE (MOTYIIIO):

IIK-1 - CriocoOeH MpoeKTUPOBaTh APXUTEKTYPY MPOrPAMMHBIX MPOJYKTOB
Ha OCHOBE COBPEMEHHBIX METOJOJIOTHIA U MPAKTUK MPOEKTUPOBAHUS;



ITK-2 - Cniocoben pa3zpabaThiBaTh MPOTPAMMHBIE TIPOIYKTHI C TPUMEHEHUEM
Pa3INYHBIX SA3BIKOB, TEXHOJOTHYECKHUX CTEKOB U IIAT(OPMEHHBIX PEIICHUH;

IIK-7 - Cnoocoben o0ecrneunBaTh MOHHMTOPUHI, HaOJII0IaeMOCTh |
HKCILTyaTAIMOHHYIO YCTOMYHUBOCTD IMTPOTPAMMHBIX ITPOTYKTOB;

IIK-10 - Cnoocoben obecrmeunBath WHGOPMAIMOHHYIO 0€30MMacHOCTh
MIPOTPAaMMHBIX MTPOIYKTOB HA BCEX ATAIMAX MX KU3HEHHOTO IHMKJIA.

OOyueHnue 1Mo JUCIUIUTIHE (MOTYIIIO ) TIPEIIToIaraeT, 4YTo 1Mo ero pe3yabTaTaM
oOyyaromuiicst Oyier:

3HaTh:

- KOHLEMNTYaIbHbIE OCHOBBI MOCTPOCHUSI KOMIIBIOTEPHBIX CETEH, ITAJIOHHBIC
moaenmu OSI u crek npotokonsoB TCP/IP, npuHUMOBI WHKANCYISUU H
MYJIbTUILUIEKCUPOBAHMS IAHHBIX;

- (husmyeckue cpenpl nepesayr JaHHBIX, METOJbl KOJUPOBAHUS CHTHAJIOB,
XapaKTEPUCTHKU TMPOIYCKHOW CIIOCOOHOCTH M 33JE€pKEK B IMPOBOJHBIX H
OecrpOBOIHBIX KaHAJIaX CBSI3U;

- APXUTEKTYpy KaHAJIBHOI'O YPOBHS, METOJBI JIOCTYIIA K CPENE, CTPYKTYpPY
kaspoB Ethernet u Wi-Fi, Mexanu3mbl 00HapyKEHUS U KOPPEKIIMH OITHOOK;

- MPUHUUIBI KOMMYTallMd B JIOKAJIbHBIX CETSAX, TEXHOJOTHH BUPTYAJIbHBIX
nokanbHbIX cereid (VLAN), HpOTOKOJBI CBS3YIOIIETO JE€peBa M arperanuu
KAaHAJIOB;

- APXUTEKTYPY CETEBOr0 YPOBHS U NMpoToKoaa [Pv4, cTpykTypy 3aronoBkos,
MeXaHU3MbI (hparMeHTaINu, MPUHIUIIEI OeckiaccoBoi aapecammu (CIDR);

- BCIIOMOTATEJbHBIE IMPOTOKOJBI CETEBOIO YPOBHS, BKIIIOYAs MEXaHU3MBI
paspelleHusl aapecoB, JUHAMHUYECKONM KOH(QUTYypaluu Y3JI0B W JUArHOCTHKHU
CBA3HOCTH;

- apxXuTeKkTypy nporokona [Pv6, pacmmpenne npoCTpaHCTBa aapecos,
MPOTOKOJ OOHAPY>KEHUS COCEACH M MEXaHU3Mbl aBTOMaTUYECKON KOH(DUTypauu
0e3 CoXpaHEeHUs COCTOSHUS;

- QJITOPUTMBI M MPOTOKOJIBI JUHAMUYECKOW MapLIPyTU3alUU, METPUKH
BHYTPEHHMX LUIFO30B U MIPUHIUIIBI MEKIOMEHHOW MAapUIPYyTU3ALINH;

- APXUTEKTYpy TPAHCHOPTHOTO YPOBHS, KOHIIEMIMI COKETOB, IMPUHIIUIIBI
paboThI HEHAJeKHOTO IPOTOKOIA aaTarpamm " MEXaHU3MBbl
MYJIbTUILIEKCUPOBAHUS;

- MEXaHU3MBbl 00ECIICUeHHS Ha/IeKHOM JOCTABKHU, aTOPUTMbI CKOJIB3SILIErO
OKHA, YIpaBJICHHE TNEeperpy3kamu W MpeaoTBpaileHue 3¢¢dexkra MeIIeHHOro
crapta B nnpotokosie TCP;

- TEXHOJIOTUU TPAHCISLUU CETEBBIX aJIpeCcOB, METO/IbI 00X01a OrpaHUYEHUIN
NAT u apXuTeKTypy MEKCETEBBIX IKPAHOB C TITyOOKOW WHCIIEKITUEH TTaKEeTOB;



- IIPUHLIUIBI PaOOTHl CUCTEMBI TOMEHHBIX UMEH, HePapXUsi CEPBEPOB, THUIIbI
PECYPCHBIX 3aIMMCEH M IBOJIOIINS IPOTOKOJIOB MpHUKIaaHoro ypoBHs ot HTTP/1.1
o WebSocket;

- Kpunrorpad@uueckre OCHOBBI 3alllUIICHHOT0 OOMeHa JaHHBIMH,
UHQPACTPYKTypa OTKPBITHIX KIIOYEH, HMUPpPOBbIE CEpTUPUKATHI U apXUTEKTypa
nporokona TLS 1.3;

- TEXHOJIOTMM BUPTYaJbHBIX YACTHBIX CETEW, MPUHLUIBI TYHHEIUPOBAHUS
Tpaduka, apXUTEKTypy NPOTOKOJOB IPsec M coBpeMeHHBIX KpUNTOTpaPUUECKUX
TYHHEJICH;

- apxurektypy nporokona QUIC u cranpapra HTTP/3, npeumymiectBa
MmyJnbTUIiekcupoBanus nosepx UDP u mexanu3mMbl 60pbsObI ¢ OTEpEl TaKETOB;

- KOHLEIUHH MPOTPAMMHO-OIIPENEIAEMBIX CETEH, PAa3AEICHUE IIIOCKOCTEN
YIOPABJICHUS U TaHHBIX, TEXHOJIOTUH BUPTYyAIH3alUU CETEBBIX (PYHKIIUI;

- MAaTTEPHBI CETEBOIO B3aMMOJECHUCTBUS B MUKPOCEPBHUCHBIX apXHUTEKTypax,
koHuenuus Service Mesh u npuHIMOBl  oOecrniedeHUs HaOIOJAEMOCTH
pacIpeeIeHHbIX CUCTEM.

Ymersb:

- YMETh MPOEKTUPOBATH U AIMYJIUPOBATH CETEBBIE TOMOJIOTHH C CETMEHTAINEH
VLAN wu cratnueckoil Mapuipytuzanuent npu nomouu cpeasl Cisco Packet Tracer
B YCIOBHUSAX HEOOXOAMMOCTH M3OJSIIIUM [IUPOKOBEIIATCIBHBIX JOMCHOB H
MIPEIOTBPAIICHUS KOMMYTAITMOHHBIX TIETEIb;

- YMETh JUArHOCTUPOBATH MPOIIECCHl JTMHAMUYECKON aipecaliui U IPOBEPKH
CBS3HOCTH Ha CETEBOM YPOBHE IIPH MOMOIIM aHanu3aTopa Tpaduka Wireshark B
YCIIOBUSX Ppa0OThl C 3alIyMJIEHHBIM 3(PUpOM M HEOOXOAUMOCTH (UILTPAIUH
mupokoBemarenbHbix ARP- 1 DHCP-3anpocos;

- YMETh pa3padaThiBaTh CETEBbIC YTUIIUTHI HAa 6a3€ HEHAIE)KHOTO TPAHCIIOPTA
npu nomomu si3bika Python u ceipeix cokeroB (raw sockets) B ycrmoBusx
OTCYTCTBUS TapaHTUHN TOCTaBKU U HEOOXOJUMOCTU CaMOCTOSITEIbHOM 00pabOTKU
norepb UDP-nakeTos;

- YMETh pEaIM30BBIBATH MHOTOMOTOYHBIE CEPBEPHBIC MPHUIOKEHUS C
rapaHTUPOBAHHOM JOCTaBKOM mpu momomu si3bika Python, anroputmos
CKOJIB3AIIIET0 OKHAa W CHUCTEMHBIX BBI30BOB epoll B ycioBusX HEOOXOAMMOCTH
oOecrieueHns HeOJIOKUPYIOIIETO BBOAA-BBIBO/IA TSI THICSAY OJTHOBpeMeHHbIX TCP-
COCIMHECHUM;

- yMETh HACTpaWBaTh M aHAJIM3UPOBATH KPUITOTPAa(QHUECCKUE IMPOIETYPHI
YCTAaHOBKHU COCIMHEHUS MPUKIIAIHOTO YPOoBHs Ipu nomoinu Java 17 u Wireshark B
ycinoBusix pasBepThiBaHusi coOctBeHHoro HTTPS-cepBepa m aymuta oOmeHa
ceprudukaramu TLS 1.3;



- yMeTb KOH(UIYpUPOBAaTh 3alIUIICHHBIE CETEBbIE€ TYHHENIH IS
MHKAINCYIsuuU Tpaduka npu noMouu nporokosios [Psec 1 WireGuard B ycioBusix
HeoOxonumoctu oOxona orpanndyeHuit NAT u aHanMza HHKaNCYyJIMPYIOUIUX
3aronoBkoB ESP/AH;

- yMeTh TPOBOAWTH CPABHUTENBHBIN aHAIW3 MPOU3BOAUTEIHLHOCTU
COBPEMEHHBIX TPAHCIOPTHBIX MPOTOKOJOB MPU TOMOIIM YTHIUT 3MYJISIUH
CeTeBBIX MOTeph B ycaoBusx TectupoBanus ctekoB HTTP/2 u HTTP/3 (QUIC) na
KaHajlaX ¢ BBICOKUM DKUTTEPOM U 3aACPKKAMU;

- YMETh BBITIOJIHATH KOMILIEKCHBIA (POPEH3UK-ayIUT aHOMAJIBHOT'O CETEBOTO
tpaduka npu nomomn Wireshark m HEX-pemakTopoB B yciaoBUAX aHaln3a
3amymiieHHbix ~ PCAP-mamMmoB  ass JIoKaiu3alMu  CKPBITBIX — OHIMOOK
KOH(UTYpaIK MPOTOKOJIOB U CIIEAOB CETEBBIX aTak.

Baaners:

- HaBbIKaMU MOOAMTOBOTO aHAJIM3a CETEBBIX TAMIIOB U TPUMEHEHHUS CII0KHBIX
buneTpoB B aHanuzatrope Tpaduka Wireshark nnst nokanuzaruum aHoManuii u
OIUOOK KOH(MUTYpALIUU TPOTOKOJIOB;

- IpreMaMH HalKMCAHUs MHOTOIIOTOYHOTO CETEBOr0 Kojia Ha si3bikax Python
u Java 17 c ucnosnb3oBaHueM HEOJOKUPYIOIIETO BBOJA-BBIBOJA M aJITOPUTMOB
yIpaBJICHUs TOTOKOM JIaHHBIX;

- METOJIaMH SMYJISIIMM U TECTUPOBAHUS CETEBBIX MHMPACTPYKTYp B cpele
Cisco Packet Tracer ¢ nactpoiikoii VLAN, craThueckoil U AWHAMHUYECKOM
MapuIpyTHU3alny;

- HaBbIKaMH KOH(UTYpUPOBAHUS 3aIUIIEHHBIX CETEBBIX TYHHEJICH 1 aHan3a
kpunrorpadpuuecknx pykonoxkatuid TLS 1.3 B OKpyKeHMH OTE€YECTBEHHBIX
OTICPAITMOHHBIX CHCTEM ceMelicTBa Linux.

3. O0beM TUCHUTUTUHBI (MOJTYJIS).
3.1. O6mias Tpy10eMKOCTb JTUCIUIUIUHBI (MOIYJIA).

OOmasi TpyOEMKOCTh AMCHUIUIMHBI (MOAyJisA) coctaBisier 4 3.e. (144
aKaJeMHYeCKuX Jaca(oB).

3.2. O6bem aucuMmUidHbL (Monaynsi) B (opMe KOHTAaKTHOM paboOThI
oOyJarommxcss ¢  [ENarorMYeCKUMH  pabOTHHKaMu W (WIH)  JUIAMH,
IPUBJIEKAEMBIMU K peain3aluy 00pa3oBaTesIbHOM MporpaMMbl Ha UHBIX YCIOBHSIX,
IIpU MIPOBEICHUH YUEOHBIX 3aHATUM:

KonuuectBo yacos

Tun yaeOHBIX 3aHIATHI
Bcero | Cemectp Ne6

KonrakTHas paboTa Ipu npoBeIleHHN YUeOHBIX 3aHATHI (BCEro): 80 80




B tom uncie:

3aHATUA JTEKLUOHHOTO TUIIA 32 32

3aHATHSI CEMUHAPCKOTO TUIIA 48 48

3.3. O6peM aucCHUIIMHBL (MOAYJs) B (hOopMe CamMOCTOSITENBHOM pPabOTHI
oOydJarormuxcsi, a Takke B (opmMe KOHTAKTHOW pabOThl OOyYarOIIMXCS C
He1arornyecKuMu pabOTHUKAMU U (MJTN) JIMLIaMU, IPUBIIEKAEMBIMU K pean3aluu
o0pa3oBaTeNbHOW MPOrpaMMbl HAa HHBIX  YCJIOBHUSIX, NpPU MPOBEACHUU
MPOMEKYTOUHOM aTTeCTAIlH COCTaBJIsIeT 64 akajeMuueckux yaca (oB).

3.4. Ilpu 0Oy4eHnu o HHANBUAYAIbHOMY Y4eOHOMY IJIaHy, B TOM YHCIIE IIPH
YCKOPEHHOM 00y4YeHUH, 00BEM JUCITUIUTHHBI (MOIYIISI) MOXKET OBITh PeaIn30BaH
MOJIHOCTBIO B (POPME CaMOCTOSTENBHON padOThl 00yYaromuxcs, a Takke B (hopme
KOHTAaKTHOM pabOThl OOYyYalOIIUXCSl C MEAAroruHuecKuMu paOOTHUKaMU U (WIIH)
JUIAMU, IPUBIIEKAEMBIMH K peaiM3allii 00pa30oBaTEIbHOM MPOrpaMMbl Ha MHBIX
YCIIOBUSX, TIPY NMPOBEACHUHU MPOMEKYTOUYHOM aTTeCTallUU.

4. ConeprxaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3a”HATHA TEKIIMOHHOTO THUIIA.

/ Temaruka JTEKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHUE
n/n

1 OCHOBBI OopraHn3an KOMIIBIOTCPHBIX CETeH. Knaccmbnxauml ceteid. Tomomoruun

KOMITBIOTCPHBIX ceTreil.

PaccmarpuBaemble BOIPOCHL:

- IOHATHE O KOMITLIOTEPHOU CETH;

- 0000ImIeHHAs CTPYKTYpa M KOMIIOHCHTHI KOMITBIOTEPHBIX CETEH;
- OpraHM3alMOHHAs CTPYKTYpa KOMIIBIOTEPHBIX CETeH;

- kmaccu(uKanus cetu (JOKaJIbHBIC, TOPOACKUE, TII00ATBHEIC CETH);
- apxuTeKTypHbIe Mojenu (peer-to-peer, client-server);

- KOHIICTIIIMS KOMMYTAIIMH MMAKETOB U KaHAJIbHBIX IETICH;

- MPOBOJIHBIC U OCCIIPOBOJIHBIC CETH;

- IOHATHE 0A30BOM U HAJIOXKEHHOU CETENl;

- NOHsITHE (PU3NYECKON U JIOTUUECKOI apXUTEKTYPBI;

- DBOJIIOIUS APXUTEKTYPhI ceTH VHTEepHeT.

2 |CranmapThl KOMIBIOTEPHBIX ceTeil. KOHIenws ypOBHEBBIX MMPOTOKOIOB. DTaJOHHAS

MoOJieIb B3aUMOJIEHCTBHUS OTKPBITHIX cucTeM. Mojenb u ctek npoTokoiaos TCP/IP.
PaCCManI/IBaCMLIC BOIIPOCHI:

- CCTCBLIC ITPOTOKOJIbI U CTAHAAPTHI;

- CTCKH CCTCBBIX IPOTOKOJIOB,

- MIOHATHE MMPOTOKOJIA, MHTep(detica u cepBuca;

- IOHATHUE MHKAIICYJIAINU U JCKAIICY AN,

- PpOJIb 3aroJIOBKOB 1 KOHTPOJIBHBIX CYMM Ha KaXI0M YPOBHE.

- OSI/ISO crek;




TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

- TCP/IP crek;
- poxb IP B mOCTpoeHUM COBPEMEHHBIX YHUPUIIMPOBAHHBIX MYJIbTHCEPBUCHBIX CETCH.

duznueckuit YPOBCHB. KO,I[I/IpOBaHI/IC 1 MYJIbTUIINICKCUPOBAHUE JTAHHBIX.
PaccmarpuBaeMblie BOPOCHI:

- cpeJibl Iepefiady JaHHBIX U UX XapaKTePUCTUKU;

- OHATHE MPOIYCKHOM CIIOCOOHOCTH, 3aIepKKH U [DKUTTEPA;

- METO/bI KOJMPOBaHMS IH(PPOBBIX CHTHAJIOB U CIICKTPAIbHBIN aHAIN3;

- MyJBTUIIEKCHPOBAHUE JAHHBIX.

KananbHblil ypOBEHbB.

PaccmarpuBaeMblie BOpOCHI:

- 33J1a4 pelIaeMble KaHAJIbHBIM YPOBHEM,;

- IPUHIMIB! GOPMHUPOBAHMS KAIPOB;

- IPUHLUIIBI YIIPABICHUS IOTOKOM;

- MexaHu3Mbl oOHapysxenus: (CRC) u ucnipasieHus ommooK;
- crangaptel IEEE 802.

- nogyposenb LLC;

- nogyposenb MAC;

TexHomOTNM JIOKATbHBIX BEIUHCIIUTEIBHBIX CETEH.
PaccMarpuBaeMble BOIIPOCHL:

- 0COOEHHOCTH apXHUTEeKTYphI cereii crannapra IEEE 802.3;
- cTpykTypa Kazapa Ethernet;

- MAC-anpecarus (cTtpykrypa 48/64 6ur)

- METOJ TocTyma K pasnensemoit cpeae CSMA/CD,;

- 0COOEHHOCTH apXUTEKTYpHI ceteit cranmapta 802.11 (Wi-Fi);
- hopmar xanpa Wi-Fi;

- MeTOJ TocTyma K pasznemsiemoit cpene CSMA/CA,;

- cepucel Wi-Fi;

- npotokon ARP.

Kommytupyewmslii Ethernet. BupryanbHas 1okanbHas KOMIIbIOTEPHAs CETb.
PaccmarpuBaemble BOIPOCHL:

- kommyTupyemsiii Ethernet;

- IPUHLUIIBI paboTH KOMMyTaTopa 1 Tabnua MAC-anpecos;

- cerMeHTanus cereit, broadcast domain;

- rexHosiorust VLAN u cranaapt rerupoBanus 802.1Q;

- MPOTOKOI cBsA3ytomiero aepesa (STP) u nmpenoTBpanieHue neTens;

- arperanus kaanoB (LACP) mi1st moBBITIEHUS 0TKa30yCTOHYHNBOCTH.

CereBoil ypOBEHb.

PaccmarpuBaemble BOIIPOCHL:

- 3aJ]a4M pelIaeMble CETEBBIM YPOBHEM;

- 0COOEHHOCTH a/Ipecallii Ha CETEBOM YpPOBHE;

- 00beJUHEHHE CETEH;

- MapuIpyTH3ays B 00beIMHEHHOH ceTn;

- IPUHIMIBI pabOTHl MAPIIPYTU3aTOPOB IIPH MEKCETEBOM B3aMMOJICHCTBHY;

- TMHAMHUYECKasi MapHIPYTH3aLHsl, alTOPUTMBI BEKTOpa PacCTOSHUS M COCTOSIHUS KaHAJIOB;
- MEXXJOMEHHAsl MapIIpyTH3aINS;

- 0cOOCHHOCTH Tepelauyl IaKeTOB Ha CETEBOM M KaHaJIbHOM YPOBHSIX.

[IpoTokon IPv4. BcioMmoratennbHbie TPOTOKOJIBI CETEBOIO YPOBHS.
PaccmarpuBaemble BONIPOCHI:

- (popmar makera [Pv4;

- IPv4-anpecanus;

- MEXaHU3MBbI (parMeHTaInu U COOPKH MaKeTOB;




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

- obecnieueHre KadecTBa 0OCTYKUBAHUS TIPU MCIIONB30BaHUA [Pv4.

- 0COOCHHOCTH MAapIIPYTH3AIKUHU IIPU UCIIOJIB30BAHUY MPOTOKOIa [Pv4;
- mpotokoyt ICMP u THIBI TUATHOCTHYECKUX COOOIICHUH;

- TUHaMUYecKast KoH(Urypamnus y3noB yepe3 nporokosn DHCP.

[IpoTtokon IPv6. [IpoTtokon ICMPv6.

PaccmaTpuBaemble BOIPOCH:

- (opmar makera IPv6;

- IPv6-agpecanus;

- 0COOEHHOCTH MapIIPyTHU3aLMHU TIPH HCIIOIb30BaHNH MIPOTOKOIa [PVO;
- mpoToko oOHapyxkeHus cocerneit (NDP) u aBTokoHpHUTYparms;

- IPv6 nepexoHbIe MEXaHU3MBI.

10

TpancnoptHbiii ypoBeHsb. [Ipotokon UDP. ITporokon TCP.
PaccmaTpuBaemble BOIIPOCHI:

- 3aJ1a4M pellaeMble TPAaHCIIOPTHBIM YPOBHEM;

- KOHLIETIIUS IOPTOB U COKETOB B ONEPAIIMOHHBIX CHCTEMAX;

- cokethl bepkim (API BSD Sockets);

- npotokos UDP;

- npotokon TCP;

- ITOPUTMBI CKOJIB3SIIETO OKHA U TTOATBEP)KACHHUS;

- ynpasneHue coenuHenneM B TCP;

- ynpasneHue neperpyskoii B TCP;

- yIpaBlIeHUE ITIOTOKOM M ONTUMHM3anus npousBoautensHoctd TCP;
- npotokon SCTP.

11

Tpancismnus ceteBbix aapecoB (NAT). MexceTeBble SKpaHbI.
PaccmaTpuBaemble BOIPOCHI:

- 3a1aun peutaembie NAT;

- Tl NAT;

- mpuHOUTH paboTel NAT;

- MpeuMyIecTBa U Hegoctatku NAT;

- 33/1a4¥ pellaeMble MEXKCETEBBIMU SKPaHAMH;

- QPXUTEKTypa MEXKCETEBBIX IKPaHOB U (QUIBTPALHS IAKETOB;

- IPUHIMIBI pabOThl MEXKCETEBBIX SKPAHOB.

12

[TpuknanHoi ypoBeHb. YpoBeHb npezcTaBieHus. CeaHcoBbli ypoBeHb. Cityxk06a UMEH

nomenoB DNS.

PaccmarpuBaeMbie BOTIPOCHI:

- 3a]1a94 perraeMble IPUKIaTHBIM YPOBHEM;

- 3a]1a41 perraeMble YPOBHEM IIPEICTaBICHIS,

- 33/1a4U pelraeMble CEaHCOBBIM YPOBHEM;

- MPUMEPHI MPOTOKOJIOB MPHUKJIATHOTO YPOBHS, YPOBHS TPEJICTABICHHS U CEAHCOBOTO YPOBHSI;
- IPUHIIUIIBI B3AaUMOJICHCTBHUS MMPOTOKOJIOB MPUKIIATHOTO YPOBHS ¢ CETEBBIMHU MPUTIOKCHUIMH.
- cimyx0a nmeH qomeHoB DNS.

- 3a/1a4M peraemble ciryx00it DNS;

- cucTeMa JOMeHHBIX nMeH DNS;

- Tunsl 3anuceid DNS;

- HTEPaTUBHBIN U PEKYPCUBHBIN PEXKHUM Pa3peIICHUS TOMEHHBIX UMEH.

13

3aluIeHHbIe ceTeBble MPOoTOKOoIbI. [IpoTokon TLS.
PaccmarpuBaemble BONIPOCHI:

- 3aJ1a4M, peraeMbie MPH UCIIOIb30BAHNH 3aLIMIIEHHBIX CETEBBIX MPOTOKOJIOB;
- mudposanne B TLS/SSL;

- IIEJIOCTHOCTH AaHHbIX B TLS/SSL;

- THQPACTPYKTypa OTKPBITHIX KIIIOUEH U CEpTUPHUKATHI,
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- MPUHIUTEI paboTH! mpoTokoia TLS;

- ycTaHoBKa coefnHenus B TLS;

- ocobeHHOCTH padoThl mpotokoia TLS 1.3;

- obecreueHre «COBEPIIEHHOM mpsAaMoi cexpeTHocTH» (perfect forward secrecy) B KOMIBTEPHBIX CETSIX.
14 |[Ipotoxon HTTP. IIporokon QUIC.

PaccmaTpuBaeMblie BOIPOCHI:

- 331auy peutaemble npoToxkoiaoMm HTTP;

- mpuHOUIE pyHKnuonupoBanus HTTP;

- octostHHOE coeauHenne B HTTP;

- k3mnpoBanue B HTTP;

- npotokon HTTPS.

- ocobenHocTH paboThl mpotokona HTTP/2;

- apxutextypa QUIC nosepx UDP u MynbpTUIIIEKCHPOBaHHE TOTOKOB;
- ocobenHoctu paboThl mporokoia HTTP/3.

15 BI/IpTyaJ'IBHbIe YaCTHBIC CECTHU U TYHHCIIMPOBAHUC. OI[HOpElHl"OBBIC CCTHU.
PaccmaTpuBaemble BOTIPOCH:
- KOHLIETIINS MHKAICYJISIINH U OBEPIICHHBIX CETEH;
- apXHUTeKTypa Komiuiekca npotokoinos IPsec (AH, ESP, IKE);
- coBpeMeHHEbIe pemienns Ha 6a3ze WireGuard u Noise Protocol;
- CIleHapuH Ucmob3oBanus VPN 11 yaaneHHoro qocTyia u site-to-site;
- IpsSIMOE B3aMMO/ICHCTBHE KIIMEHTOB;
- npuHUMNB! GpyHKunonuposanus BitTorrent;
- IOCTOMHCTBA U HexocTaTku P2P.
16 |ApxuTekTypa 00JayHBIX CEeTel U MUKPOCEPBUCOB
PaccmaTpuBaemble BOTIPOCH:
- koHuenuuu SDN U pazfenenue miocKOCTeH ynpaBaeHus;
- BupTyam3anus ceteBbix GyHkmmid (NFV);
- matTepHs! Service Mesh (Sidecar proxy);
- HaOJII0JAeMOCTh U TPEHCHHT B pacIipe/ieIeHHbIX CHCTEMaX.
4.2. 3aHATHS CEMUHAPCKOTO THUIIA.
JlabopaTopHbie paboThI
Ne
i HanmeHoBaHue 1a60paTopHBIX paboT / KpaTKoe coiepikaHue

1 OCHOBEBI OopraHn3an KOMIIBIOTCPHBIX ceTeit. Pa3pa60TKa TOMOJIOTHH CETH HEOOIBIIIOrO
IPEIITPUATHSL.

CryzneHT n3y4aeT oOmIHe PUHIMITE TOCTPOSHUS] KOMITBIOTEPHBIX ceTei. CTyeHT pa3pabaThiBaeT
TOIIOJIOTHUIO ceTH HebospIoro npeanpustus B nporpamme Cisco Packet Tracer, uccnenys cocras cetu u
OCHOBHOE ceTeBOe 000pyI0BaHNE, HEOOXOJMMOE IS €€ ()yHKIIMOHHPOBAHHSI.

2 |DTamoHHAs MOJENh B3aUMOJICHCTBUS OTKPBITHIX cucTeM. Ctek mpotokonos TCP/IP.
CryIeHT n3ydaeT MPHUHIUIEI TIOCTPOeHHs ceTei Ha ocHoBe cteka TCP/IP n mpuHIHIIBI pabOTH CETEBOTO
obopymoBanus. CTyIeHT 3HAKOMUTCS C apXUTEKTypol cteka nmpotokonoB TCP/IP ¢ ucnonbszoBanuem
amyisitopa Packet Tracer. CTyieHT CTPOHT CETh € HCIOIB30BAaHUEM MapIIPyTH3aTOPOB, KOMMYTATOPOB U
OKOHEYHOTO 000PYIOBAHMS, aHATM3UPYET COCTAB MaKeTOB Ha cooTBeTcTBUE MojensiMm OSI u TCP/IP, a
TaK)Ke UCCIIeyeT 0COOCHHOCTH MPOXOXKAeHUs Tpaduka ¢ momonipio Wireshark.

3 |Pusmueckuii ypoBeHb. M3yueHne 21eMeHTOB KaOeTbHON CHCTEMBI.

CTyIeHT u3ydJaeT yCTpOHCTBO BOJIOKOHHO-ONTHYeCKoTo Kadens u Butor mapsl UTP. CtyneHTt ocBanBaet
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TexHUKY 00xkmma kabenst UTP B coorBerctBuu co cranmapramu EIA/TIA-568 A mmu EIA/TIA-568B.
CTyZIeHT IojyJaeT HaBbIKH pacyeTa KaOeabHON CETH.

KananbeHblil ypoBeHb. Azipecanusi KaHaiabHOro ypoBHs. MAC-aapeca.
CTy)leHT CO34acT NpsAMOC MOAKIHOYCHUEC TUTIA KKOMIIBIOTEP-KOMIIBIOTEP». CTy)leHT MMPOBOAUT aHAIU3
cereBoro Tpaduka npu momornu nporpammel Wireshark u geranpHo uccneayer cTpykTypy kaapa Ethernet.

Kananbnsiii ypoBens. Texnonorus Ethernet.

CryneHT n3ydaet oOIIHe IpHUHIAITEL padOTHI JOKaIbHEIX ceTeil Ethernet  morygaeT HaBBIKH
TECTHPOBAaHUA pabOTOCIIOCOOHOCTH M TMATHOCTHUKH CETH, HCIOJIB3YS BO3MOXKHOCTH HPOTOKOIOB ARP 1
ICMP. CryneHT co3maeT ceTh 1o TeXHOJOTHH Kiiaccnmyeckoro Ethernet ¢ ucmonp3oBaHneM KOHIICHTPATOPA,
a 3aTeM CeTh 110 TeXHOIOoruu KoMmyTtrpyemoro Ethernet ¢ ncrionszoBannem kommyratopa. CTyieHT
BBISIBJIAET KOHLENTYaJbHBIC OTINYMS B paboTe 000py0BaHUS U aHATH3UPYET (QYHKIIMOHUPOBAHUE
npoTokona ARP.

KananeHsiii ypoBens. Texnomorust Wi-Fi.

CryzneHT n3y4aeT NPHHIMITE paOOoTHI TOKaIbHBIX ceTell Wi-Fi 1 ocBanBaeT METOIbI ANarHOCTHKA
6ecnipoBoHBIX ceTeil. CTyneHT co3maeT OecripoBoIHYyIO ceTh B pexxume Ad-Hoc n uccnenyer
0COOCHHOCTH €€ paboThl. 3aTeM CTYJECHT CO3/1a€T CETh B MH(PPACTPYKTYPHOM PEKMME HA OCHOBE TOUKH
nmoctyma. B 3akimodeHne CTyIeHT aHAIM3UpyeT CTpYKTypy kKazapa 802.11 u ocoberroctn MAC-anpecarnyn
B TIOCTPOCHHBIX CETSX.

Kananbusiii ypoBenb. Cermentarus cetu. STP. VLAN 802.1Q.

CTyAeHT u3y4aeT MPUHIIUIBI CeTMEHTAIIMH JIOKAJILHOM CeTH U 0CBaMBaeT PEIleHHE 3a/1a4 IPU TTOMOIIH
npotokoisa 802.1Q. CryneHT co3naet ceth Ethernet Ha 0CHOBE KOMMYTaTOPOB C METICOOPA3HOI
TOIOJIOTHEH U n3ydaet npuHuuI padotsl nportokosioB STP, RSTP u MSTP. CryneHT cerMeHTHpYET ceTh ¢
nomouipio 802.1Q Ha 1Be VLAN Ha ocHOBE NOPTOB [J1s yCTpaHeHUs netenb. CTyAeHT UCCIIENyeT
MOBEJICHHE CETH B clTydae 0OphIBa KaHaJa CBA3H.

CereBoii yposens. [Pv4. DHCP.

CrynmeHT n3zydaet NpuHIUNIE paboThl npotokonoB IPv4 u DHCP. CtyneHT co3maer aBe cetu co
CTaTUYECKUMU aJIpecaMy, COeMHEHHbIC MapIIPyTH3aTOPOM, aHAJIM3UPYET 3ar0JIOBKHU NAKETOB U
uccieayeT 0COOEHHOCTH IPOXOXKICHUsI TpaduKa. 3aTeM CTYJeHT MOIU(UIIMPYET ceTh Tak, 4ToOb! 1P-
azpeca Ha3HaYaIMCh aBToMaTtudecku ciryk60it DHCP. Ctynent usyqaer pabory DHCP u anammsupyer
B3anMoJieiicTBue nmpotokosia ARP ¢ mupoxoBemarenbHbpIM TpahUKOM PU MEXKCETEBOM OOMEHE.

CereBoil yposeHb. [IPv4. CtaTnueckas MapIpyTU3anus.

CryznenT n3y4aet paboTy nporokosa [P ¥ IpHHIUITEI MEKCETEBOTO B3aMMOACHCTBHUS B COCTABHBIX CETSX.
CTyZIeHT CO3/1aeT TPH CETH U OOBEINHSET HX C TOMOIIBIO TPEX MapIIPyTH3aTOPOB, BHICTPANBAs
KOJIBLIEBYIO TOMOJOTHIO0. CTyI€HT HACTPanBaeT CTATUYECKUE MAPIIPYTHI MEXKIY MOJICETSIMUA U UCCIEAYET
TaONIHIBI MapUIIPyTH3aLUK Ha 000pynoBaHuy. CTy/IEHT aHAIN3UPYET MAapUIIPYThl C IOMOIIBIO YTHIIUTHI
Traceroute ¥ MPOBOAXT 3KCIIEPUMEHTEHI 110 NIEPEHANPABICHUIO TpadHKa 110 Pa3HBIM ITyTSIM.
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CereBoil yposeHb. [Pv4. Jlnunamudeckast MapIipyTH3ausl.

CryneHT yriy6sseT noHnMaHue paboTsl TpoTokoia [P ¥ MpUHIIMIOB AMHAMHYECKON MapIIpyTH3AIHH.
CTyAeHT co3/aeT CEeTh U3 YEThIPEX MApUIPYyTU3ATOPOB U IIECTU MOJICETEH, HACTpanBasi TUHAMHYECKYIO
MapIIpyTu3anuio Ha ocHoBe poTokona OSPF. Ctynent anammsupyer paboTocrocoOHOCTE CETH C
nomotnsio Traceroute. CTyIeHT MPOBOIUT SKCIICPUMEHT IO UMHTAIIH OOPBIBa MapIIpyTa U HCCICTYET
Mpo1ecc aBTOMaTU4E€CKOro rnepeCcTpoCcHust Ta6J'II/IL[ MapupyTu3salnuu.

11

CereBoii ypoBeHs. [Pv6.

CTyAeHT co3aeT CeTh ¢ UCIOoJIb30BaHueM [Pv6-anpecanym, B KOTOPOH ajgpeca Ha3HAYAFOTCS
aBromarnmuecku DHCPv6-cepBepoM. CTyIeHT co3/1aeT BTOPYIO ceTh, B KOTopoii IPv6-aapeca HazHadatoTCA
aBToMaTHdecku ¢ moMotbko nporenypbl SLAAC. CTyaeHT TuarHocTupyeT paboTocmocoOHOCTh 00enx
ceTei, ncnonb3ys cpenctsa npotokona ICMPV6 (pingb, traceroute6), yrunuty tcpdump u aHanu3aTop
Wireshark.

12

TpancnoptHbiil ypoBeHs. TCP u UDP. IIporpamMmHBIi aHAIN3 COCTOSTHUN COKETOB.
CTyZ{GHT MOJYy4acT HaBbIKU PIHCprMCHTaJ'H:HOﬁ OTJIaIKH CETCBBIX l'[pI/IJ'IO)KeHI/Iﬁ " IIOHUMaHUus
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MexaHu3MoB Oy¢epuzanun aapa OC. CtyaeHT pa3padaTbiBaeT KIHESHT-CEPBEPHBIA KO, SMYITUPYIOIIHI
pa3iyHbIe CLIEHApUH YCTAHOBKH M pa3pbiBa coeAnHEeHU. CTYA€HT NPOBOAUT aHAIHU3 PaObOThI MPOTOKOJIOB
TCP u UDP, ocymiecTBiisisi MOHUTOPUHT ouepeseii coketoB (Recv-Q/Send-Q) ¢ UCmonp30BaHUEM YTUIIUT
Netstat u ss. CTYAEHT BBISBISIET OIIMOKH, NpuBosye K yreukam aeckpunropos (CLOSE WAIT), u
tectupyet onuun coketoB (SO REUSEADDR, SO KEEPALIVE) nnst obecniedenust
oTkazoycroitunBoctu [10.

13

TpancnioptHbiil ypoBeHs. [IpoTokon NAT.

CryzneHT ocBauBaeT MPHUHIIMIIB TPAHCISIIN CETEBBIX aapecoB, n3ydas THIIBI NAT 1 MexaHU3MBI UX
pabotel. CTyIeHT CO31aeT CeTH, COSAMHEHHBIE MapIIpyTH3aTOPOM, M HacTpauBaeT ctatnaeckuid NAT mis
BHYTpEeHHUX wWeb-cepBepoB. 3areM cryneHT HacTpamBaeT PAT (mackapanuar) u mpoOpoc moptoB. CTyaeHT
aHaIM3MpyeT Tabuuiy TpaHcasiuuu aapecoB NAT Ha MapuipyTusarope, Had01as1 38 IPOLIECCOM
npeoOpa3oBaHuUs alPECcOB.

14

[Tpuknamuoit yposeHs. Ciyx6a umen qomeHoB DNS. IIporokon HTTP.

CryzneHT uccienyeT 0coOEHHOCTH pabOThI CepBEPHBIX CITyk0 npukiaxHoro yposHs crexa TCP/IP.
CryzneHT co3faeT ceTh ¢ web-cepBepaMu 1 HacTpauBaeT ciryk0y DNS mist oOecriedenns goctyrma 1o
JIoMeHHBIM nMeHaM B amyisaTope Cisco Packet Tracer. CtyneHT aHaIm3upyeT cocTaB u cTpykrypy HTTP-
3aIlpOCOB U OTBETOB, (POPMHUPYEMBIX B IIPOIIECCE B3AaNMOJICHCTBHS KIMEHTA U CEpBEpa.

15

3amuiiennsie ceTeBbie mpoTokosbl. SSH. HTTPS.

CTyZneHT HacTpauBaeT XOCTHHT Web-CTpaHHMIbI ¢ UCIIONb30BaHHEM nginx-cepepa u nporokona HTTPS na
BUpTyasbHO# Mammae ¢ OC Linux, npumensis camonoanucanublie ceprudukarsl X.509. CryneHt
aHaIM3UPYET 3arojJ0BKU U CTPYKTYpPYy MAKETOB MPU YCTAHOBJICHHUH 3aLIUIICHHOTO COSAMHEHNUS U Tepeaye
JTAaHHBIX C MMOMOIIIbI0 aHamu3aTopa Wireshark.

16

MexceTeBbie OKpPaHBbI.

Crynent coznaet B amyssitope Cisco Packet Tracer cets ¢ mapmpyTuzatopoM u web-cepsepamu. CTyaeHT
HacTpanBaeT Ha MapIIPYTH3aTOPE CIIUCKH KOHTPos noctyna (ACL) Taknum 00pa3om, 9TOOBI JOCTYII BO
BHEIITHIOIO CETh HMEIH TOJIBKO Web-cepBepsl (MCKIIIOUNTENBHO K BeO-CITyk0aM) 1 KOMIBIOTED
aJIMHHUCTPATOPA, B TO BPEMsI KaK PSAIOBBIC ITOJIH30BATEIHN JINIICHBI JOCTYTIA.

[IpakTrueckue 3aHATHS

/o

Tematuka MPAKTUYCCKUX 3aHSATHII/ KpaTKO€ COACPIKAHUC

[Iporpamma Cisco Packet Tracer mist sMmynsiuuu ceTu.

CryneHT n3ydaeT OCHOBHBIE KOMITOHEHTHI nporpammbl Cisco Packet Tracer u pexxuMslI ee pabOTHI.
CTyZ[GHT uccieayer Ha60p AOCTYIHBIX B ITPOIrpaMM€ HHCTPYMCEHTOB, BKJIHOYas TUIIbI CO€,I[I/IH€HI/II71, MOACIN
CETEBOI'O U OKOHEYHOTI'O O60pyHOBaHI/I$[.

I/I3y‘leHI/IC IMPOrpaMMHBIX CPEACTB TCCTUPOBAHUA U OIIPCACIICHUA ITapaMETPOB HaCTpOﬁKH
B KOMIIBFOTCPHBIX CCTAX.

CTy}]eHT N3y4acT U NPUMCHACT Ha MPAKTUKEC KOMaHAbl AJUarHOCTUKH U ONPCACIICHUA TapaMETPOB
HacTpoiku ceTH, Takue Kak ipconfig, ifconfig, ip, ping, traceroute, tracert u netsh. CtyaeHT ocBanBaeT
0a30BbIc MPUHLMITBI 3aXBaTa ¥ aHAJIN3a CETEBOro TpaduKa ¢ IOMOLIbI0 mporpaMmbl Wireshark.

OcHoBHbIe KOMaH bl onepanioHHON cuctemsl Cisco [10S.

CryneHT n3ydaeT OCHOBHBIC KOMaH/IKI onepannonHoi cucteMsl Cisco 10S. CtyneHT ocBanBaeT KOMaHIbI
MOJIH30BATEIECKOTO W MPUBUICTHPOBAHHOTO PEXKUMOB, IIPUMEHSSA MX IS 6a30BOH KOHQUTYpAIUH U
JIMAaTHOCTUKHU CETEBBIX YCTPOMHCTB.

Co3nanue BupTyanbHoi Mammeel B VirtualBox. IPv4. DHCP.

CryzaeHt ocBanBaeT paboTy ¢ cucTeMoi BupTyanm3anuu VirtualBox u co3maet BUPTyaIbHYIO0 MalIiHy C
OC Linux. CTyneHT nepekiItoyaeT HaCTPOUKH CeTH BUPTYaIbHON MAIIMHEI B PEKUM «CETEBOM MOCT» U
HacTpaMBaeT aBToMaTudeckoe nonxydenue IP-agpeca no nporoxory DHCP. CtyaeHT ananusupyer
npouecc oomeHa DHCP-3anpocamu 1 oTBeTamu, 3aXBaTbiBast ceTeBoi Tpaduk ¢ nomouipio Wireshark.
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5 |AHanu3 ceTeBbIX MOAKIIOUEHUN U TOPTOB.
Crynent usyuaet yruianthl Netstat u ss (Socket Statistics) 1 mpuMeHsIeT UX JJis1 aHaIKu3a paboThI
poTokoioB TpaHcnopTHOro ypoBHS TCP u UDP. CTyaeHT uccienyeT COCTOSIHUE CETEBBIX MOAKITIOUEHUN
Y OTKPBITHIX TIOPTOB, a TAK)KE OCBAaUBaeT yTWINTHI nslookup, route u ip route A JMATHOCTHKH
MapIIpyTU3alMU U Pa3pelIeH s JOMEHHBIX NMEH.
6 [Be6-cepBep Apache HTTP. Ilporokon HTTP. ITpo6poc mopTos.
CryneHT HacTpamBaeT XOCTHHT web-cTpaHuIls! ¢ ucnois3oBanneM Apache HTTP Server Ha BupTyanpHOM
mammmHe ¢ OC Linux B cpene VirtualBox. CTyaeHT KOHQUTYpHUPYET CETeBbIE HACTPOUKH BUPTYaTbHON
MAIlIMHBI C UCTIONb30BaHNeM pekuMa NAT n HacTpanBaeT mpoOpoc MOPTOB I 0OECHEYeHNS JOCTYIA K
web-cepBepy U3 BHEIIHEH CETH.
7 |3amumieHHsie cereBbie TpoTokoael. SSH. HTTPS.
Crynent HactpauBaet 6e3onacHslii SSH-noctyn k BupryansHoit Mamuae ¢ OC Linux. CtyneHt
3aXBaTHIBAET ¥ aHAJM3HUPYET 3ar0JIOBKU M COAEPIKMMOE ITAKETOB 3aIUIICHHOTO COSJMHEHHUS C TOMOIIBIO
ananmusatopa Wireshark, uccnenys nporecc ycranosku SSH-ceccun.
8 |MexcereBbie 3kpansl. Iptables. UFW.
CryneHT pa3BopaduBaeT BUpTyaiabHyI0 MamiHy ¢ OC Linux u ycraHaBimmBaeT yTuinTH iptables 1 UFW
(Uncomplicated Firewall). CTyneHT HacTpanBaeT mpaBmiia MeKCETEBOTO PKpaHa, MPEJOCTABIISI JOCTYIT
TOJBKO JUTs cepBrcoB SSH n nginx, U 3ampeImaeT CeTeBON TOCTYH I BCEX OCTAIbHBIX CIIYXO.
4.3. CamocrosiTenbHas paboTa 00y4arOIuXCs.
No .
Bun camocrosiTensHO#M paboThI
/1
1 |H3yueHue peKOMEHJOBaHHOM JIUTEPATYPHI.
2 |[logroroBka k 1abopaTOpHBIM paboTaMm.
3 |IToaroroBka K MpakTHYECKUM paboTaMm.
4 | IloarotoBka K MpOMEKYTOYHOW aTTECTALIUH.
5 | IloxroroBka K TEKyIIeMYy KOHTPOJIIO.

5. IlepeueHp wu3NaHMM, KOTOpPHIE PEKOMEHAYETCS MCIIONb30BATh IIPHU

OCBOCHUHU JUCIUIUIMHBI (MOIYJIA).

li\/@n bubnuorpaduueckoe onucanue Mecto nocryna

1 | Cksoprosa, T. U. KomnsrorepHsie kommyHuKaruu 1 | https://e.lanbook.com/book/163825
ceTu : yueOHO-MeToauueckoe nmocodue / T. U. (nara obpautenus: 08.04.2025)
CkBopuioBa. — Mocksa : PTY MUPDA, 2020. — 223
¢. — Tekcr : AneKTpOHHBIN

2 Pakutus, P. 10. KomnerotepHbie ceTh : yueOHOE https://e.lanbook.com/book/139182
noco6ue / P. YO. Paxutun, E. B. MockaneHnko. — (mata obpamenus: 08.04.2025)
bapnayn : Ant['TIV, 2019. — 340 c. — ISBN 978-5-
.88210-942-3. — TekcT : 27€KTPOHHBIH

3 ['enp0yx, C. C. Cetrt DBM u TeneKOMMYHHUKAIIHH. https://e.lanbook.com/book/206585

ApxuTeKkTypa M opranusanus : yueoHoe nocooue / C. | (1ara odpamenus: 08.04.2025)




C. I'enb0yx. — Cankr-IlerepOypr : Jlans, 2022. —
208 c. — ISBN 978-5-8114-3474-9. — Texkcr :

AJIEKTPOHHBIN

4 | Ceru 1 TeIEKOMMYHUKAINY : y4eOHUK U MPaKkTUKyM | https://urait.ru/bcode/560392 (nara
a1 By30B / mox penakimeii K. E. Camyitnosa, . A. | oOpamenus: 08.04.2025)
[[Tamumosa, M. C. Kyns6oBa. — 2-e u3j., nepepad. u
non. — Mocksa : M3narensctBo FOpaiit, 2025. —
464 c. — (Bwicmee o6pazosanne). — ISBN 978-5-
534-17315-4. — TeKcT : 3JIeKTPOHHBIN

5 | Kyry3os, O. 1. UadokommyHuKamoHHbIe cuctembl | https://e.lanbook.com/book/242858
¥ ceTH : yuebnuk s By3oB / O. . Kyrysos, T. M. (nara obpamenus: 08.04.2025)
Tarapaukosa, B. B. [lexanoBckuii. — 3-¢ u3., cTep.
— Camnkr-IletepOypr : Jlanp, 2022. — 244 c. —
ISBN 978-5-507-44763-3. — TekcT : 37E€KTPOHHBIN

6 | Yp6anosuy, II. I1. KomnsroTepHsle cetu : yueOGHOE JlaHb : 2NIeKTPOHHO-OHOIHOTeYHAs
noco6ue / IT. T1. Yp6aunosuu, JI. M. PoManenko. — cucrema. — URL:
Bouorna : Ungpa-Umskerepust, 2022. — 460 c. — https://e.lanbook.com/book/281867

ISBN 978-5-9729-0962-9. — Tekcr : oiekTponpii | (AaTa obpatenis: 25.06.2026)
7 CeTH U TeIEKOMMYHUKAIIMY : YUeOHUK 1 IpakTHKyM | OOpasosatenbhas miarhpopma

1715 cpeHero npoeccuoHaIbHOro 006pa3oBaHus / Opaiir [caiit]. — URL:

non penakuueii K. E. CamyitnoBa, U. A. lllanumoBa, https://urait.ru/bcode/475704 (nata
obpamenus: 25.06.2026)

M. C. Kynsa6osa. — Mocksa : U3parensctBo HKOpaiiT,
2021. — 363 c. — (ITpodeccuonansHOE
obpazoBanue). — ISBN 978-5-9916-0480-2. —

Tekcr : 37eKTpOHHBIN

6. IlepedeHp COBpeMEHHBIX MNPOQPECCHOHANBHBIX 0a3 JaHHBIX U
MH()OPMAIIMOHHBIX CHPABOYHBIX CHCTEM, KOTOpPHIE MOTYT HCIOJb30BaThCS MPHU
OCBOCHUU JUCUUIUIUHBI (MOYJIA).

ApxuB cnemudukanuii RFC (Request for Comments) — odunmanbHbIit
penosutopuii  crannaptoB MWutepuera (IETF), Bkimoudaronmii  KitoueBbie
nokymentel RFC 791, RFC 793, RFC 8200, RFC 8446, RFC 9000 (URL:
https://www.rfc-editor.org/).

Python Software Foundation — odunmansaas gokymenramus Python 3 mo
pabote C COKETaMu u CBIPBIM TpapuKoM (URL:
https://docs.python.org/3/library/socket.html).

Oracle — noxymenrarus Java Platform, Standard Edition (Java SE) 17,
MOAYJIb java.net (URL:
https://docs.oracle.com/en/java/javase/17/docs/api/java.net/java/net/package-
summary.html).



Wireshark Foundation — opurnansaoe pykoBoactBo Wireshark User’s Guide
1o 3axBaTy 151 aHAIU3y ITIAKETOB (URL:
https://www.wireshark.org/docs/wsug_html_chunked/).

Cisco Networking Academy — noxymenramms Packet Tracer Help and
Support o AMYJISIAN CETEBBIX TOIOJIOTUI (URL:
https://www.cisco.com/c/en/us/products/sw/sectors/education/netacad/packet-
tracer.html).

'K «Actpa» — odunmanbnHas nokymeHtanust Astra Linux Special Edition,
PYKOBOJICTBO aJIMUHHCTPATOpPA MO HACTPOHKE CETEBbIX MHTEP(PEICOB U TyHHENEH
(URL.: https://astralinux.ru/support/documentation/).

7. IlepeuyeHb  JUIEH3UOHHOTO U  CBOOOAHO  PaCIPOCTPAHSIEMOTO
MpOrpaMMHOr0 OO€CTeUYeHUs, B TOM YHCJIE OTEUECTBEHHOI'O MPOU3BOJICTRA,
HEO0OXOIMMOTO JIJI1 OCBOCHUS JUCIUTLIMHBI (MOIYJIs).

Omneparnmonnbie cucteMbl — Astra Linux Special Edition / ALT Linux / PE]]
OC.

Oducubie naketsl — P7-Oduc / MoitOduc (17151 moaroToBKM MHKEHEPHBIX
otuetoB U npe3enTanuii mo 'OCT).

Cpena paspabotkum wu wuHTepuperaropel — Python 3.10+, Anaconda
Distribution, VS Code Community Edition (oddnaiin-sepcun), Intelli] IDEA
Community Edition.

[Tnatdopmer ucnonnenuss — Java Development Kit (JDK) 17 (OpenJDK /
Liberica JDK).

CereBoe MopenupoBanue u anHanm3 — Cisco Packet Tracer, Wireshark,
tcpdump, yrunuTsl iproute2 u nftables.

WHCTpyMEHTBI Harpy304HOTO TECTHPOBAaHUS W Myisauuu — tc/netem, curl,
iperf3.

8. OmmcaHue MaTepUaJbHO-TEXHUYECKOM ©0a3bl, HEOOXOIUMOM IS
OCYIIIECTBIICHUSI 00pa30BaTEIILHOTO Mpoliecca Mo IUCIHUILTHHE (MOIYIIIO).

YueOHble ayIUTOPUU ISl MPOBEACHUS YYEOHBIX 3aHATHM, OCHAILCHHbBIC
KOMITBIOTEPHON TEXHUKOW M HaOOpaMH IEMOHCTPAIIMOHHOTO 000PY10BaHUSI.

JIist ipakTUYecKuX W J1abOpaTOPHBIX 3aHATUN — HAIMYME TEPCOHATBHBIX
KOMITBIOTEPOB BBIYMCIIUTEIIBHOTO KJIAcca.

9. ®opma MPOMEKYTOUHOM ATTECTALINU:

DK3aMeH B 6 ceMmecTpe.



10. OueHouHbIE MaTEPHUAIIBI.

OHCHO‘IHLIE? MaTCpuaiibl, IPUMCHACMBIC IIPpU ITPOBCACHUU HpOMG)KYTO‘-IHOﬁ

aTTECTaIlui, pa3padaThIBAIOTCA B COOTBETCTBHUH C JIOKAJIHHBIM HOPMATHBHBIM
aktom PYT (MUUT).



ABTODBI:

CorJiacoBaHo:

3aBenytromuii kadenpoit ITYTII

[Ipencenarens yueOHO-METOAUYECKOM
KOMUCCHUU

I1.A. BoiikoB

B.E. HyroBuu

H.A. AunpusiHoBa



