MHUHHUCTEPCTBO TPAHCIIOPTA POCCUICKOM ®EJEPALIIA

OEJEPAJTBHOE 'OCYJAPCTBEHHOE ABTOHOMHOE OBPA30OBATEJIBHOE
YYPEXXJIEHUE BBICIHIEI'O OBPA3OBAHMUSA

«POCCHUUCKHNHA YHUBEPCUTET TPAHCIIOPTA»
(PYT (MUUT)

/

N

Paboyast mporpamma JUCHUILIMHBI (MOJTYJIs),
KaK KOMIIOHEHT 00pa30BaTeIbHON POTrpaMMbl
6a30BOro BbICIIEr0 00Pa30BaHMs
0 HaNPaBJICHHIO IOATOTOBKU
09.03.02 MHpOpMaLIMOHHBIE CUCTEMBI U TEXHOJIOTHH,
yTBepKJIeHHOU nepBbIM npopekropom GPI'AOY BO
PYT (MUUT) Tumonunsm B.C.

\

J

PABOYASI MPOI'PAMMA JUCHMITJIMHBI (MOJIYJIST)

CeTeBble TEXHOJOTHMH U IPOTOKOJIbI

Hanpagnenue noarotoBku:

Hamnpapneanocts (mpoduib):

®opma 00yUeHUsI:

09.03.02

NHdopmanmoHHble  CUCTEMBI

TCXHOJIOTHH

n

TexHonoruun HCKYCCTBCHHOI'O HMHTCIIJICKTA B

TPAHCIOPTHBIX CUCTEMAX

Oynag

( PaGouas mporpaMma JUCIUIIINHEL (MOTYJIs) B BUJIE
3JIEKTPOHHOTO JIOKYMEHTa BBITPYKEHa U3 eIMHON
KOPHOPATHBHOM HH(OPMAIMOHHOI CHCTEMBI YIIPABICHHS
YHHMBEPCUTETOM M COOTBETCTBYET OPUTHHAITY
-

J

Ipocrast »aeKTpoHHAs MOAMHCH, BelganHas PIAOY BO PYT
(MHUT)
ID moamucu: 5665
Hoamucan:  3aBexyromwuii kadeapoit HyroBuu Beponnka

EBrenneBHa

Jlara: 01.09.2026




1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

JucrunmHa «CeTeBble TEXHOJIOTUH U MPOTOKOJIBD (POPMHUPYET Y Oy ayITUX
pa3pabOTUYMKOB MPOrPaAMMHOTO OOecleueHus TIyOOKOe CHUCTEMHOE MOHMMAaHHE
OPUHIIMIIOB (PYHKIIMOHUPOBAHMSI KOMIIBIOTEPHBIX CETEH M CTeKa IPOTOKOJIOB
TCP/IP. B ycnoBusix MaccoBOro mepexojia HHAYCTPUH Ha MHUKPOCEPBUCHBIC
APXUTEKTYPhI M OTCUECTBEHHYIO MH(PPACTPYKTYPY PHIHOK HCHBITHIBAET OCTPBIM
NeUIAT WHKEHEPOB, CIIOCOOHBIX HE MPOCTO HMCIOJIB30BaTh BHICOKOYPOBHEBBIC
CETeBbIE OMONMOTEKH, HO U MPOEKTUPOBATH OTKA30YCTONYHMBBIC PACTIPEICTICHHBIC
CUCTEMBI, aHAJIM3UPOBATh CETEBON TpaPUK W HACTpPAMBaTh KPUNITOTpadUUECKHE
TyHHenu. CTyIeHTbl Ha TMPAaKTUKE OCBaMBAIOT HU3KOYPOBHEBOE CETEBOE
IpPOrpaMMHUPOBAHUE C  HCIOJB30BAHUEM  CBIPBIX  COKETOB, JMYJHPYIOT
KOPIHOPATUBHBIE TOMOJOTUU W TPOBOJAT (DOpEH3UK-ayIuT namioB Tpaduka. B
pe3yJibTaTe M3y4YeHUs AUCIUIUIMHBI OOYYaIOIIMIiCS MMOJy4aeT KOMIICTCHIIUH,
HEOOXOJIUMBIC ISl CO3/IaHUSl MPOU3BOJMUTEIBHBIX CETEBBIX MPUIIOKEHUH,
JIMAarHOCTUKHM y3KHUX MECT B KaHajaxX CBSI3U M oOecreueHusi MHPOpMaIMOHHOM
0€30IacHOCTH Mepe/laBaeMbIX TAHHBIX Ha BceX ypoBHAX Mozenu OSI.

[{enpr0 OCBOCHMS NUCUUILIUHBI ABJISETCS (POPMUPOBAHHUE Yy OO0YUYAIOIIUXCS
CHUCTEMHBIX TEOPETUYECKUX 3HAHUN U NPAKTUYECKUX HWHKECHEPHBIX HABBIKOB B
00JIaCTU apXHUTEKTYphl KOMIIBIOTEPHBIX ceTell, cteka mpoTtokosioB TCP/IP wu
HU3KOYPOBHEBOTO  CETEBOIO0  MPOTPAMMUPOBAHUS,  HEOOXOAUMBIX  JUIS
MPOEKTUPOBAHUS,  pa3padOTKM W JKCIUTyaTallud  OTKa30yCTOMYHUBBIX
pacnpeaeeHHbIX TPOTPAMMHBIX MPOIYKTOB.

JIns mOCTW)KEHUs TMOCTABJICHHOM WLENW B paMKaxX IUCIUILIAHBI PEIIACTCS
KOMIUJIEKC ~3aJlay, HalpaBleHHbIX Ha (OPMUPOBAHUE Y OOYHAIOIIUXCS
CIIOCOOHOCTH: AHaNMM3UPOBaTh (PU3MUECKHE M JIOTUUECKUE TPOIECCHl Mepeaadyn
JAHHBIX B TPOBOAHBIX U OECHPOBOAHBIX Cpelax, MPOCKTHPOBATH CETEBbIC
TOIOJIOTUM C IPUMEHEHHEM TEXHOJOIMM BUPTYAIM3ALUU W MAapIIPyTHU3aLNH,
pa3pabarbiBaTh KJIMEHT-CEPBEPHBIC MPHUIIOKEHUS C MCIOJIB30BAHUEM COKETHOTO
uHtepdeiica M CHIPBIX TMAKETOB, a TaKKe HacTpauBaTh M ayJAUpOBaTh
KpunTorpaduueckrue TpPOTOKOJIbI 3alUTh MHPOPMAIIUU U BUPTYyaJIbHbIC YaCTHBIC
CETH B CpPEJIC OTEUYECTBEHHBIX ONEPALIMOHHBIX CUCTEM.

2. [Inanupyemble pe3yabTaThl 00yUeHUS MO0 AUCHUILTHHE (MOAYIIIO).

[lepeyenr GopMHpPYyEMBIX pe3ylbTaTOB OCBOEHHUS  00pa3oBaTEIbHOM
porpamMmsbl (KOMIIETEHIIUI) B pe3ysbTaTe 00yUYeHuUs M0 AUCUMIUTUHE (MOIYIIO):

IIK-1 - CnocoGeH npoeKTUPOBATh APXUTEKTYPY IPOrPaMMHBIX MPOAYKTOB U
U(POBBIX CEPBUCOB HA OCHOBE COBPEMEHHBIX METOI0JIOTUI TPOESKTUPOBAHNUS;



IK-2 - CnocobeH pa3pabaThiBaTh MPOrpaMMHbBIE TPOTYKTHI C TPUMEHEHHEM
Pa3IMYHBIX A3BIKOB, TEXHOJOTHYCCKUX CTEKOB U IIAT(HOPMEHHBIX PEIICHHIA;

IIK-12 - Cnoocoben obecrneunBath WHGOPMAIMOHHYIO 0€30MMacHOCTh
MPOrPaMMHBIX TPOIYKTOB M 0O0padaThIBAGMBIX JIAHHBIX HA BCEX JTalmax HX
’KM3HCHHOTO IUKJIA.

OO0yueHue 1Mo JUCIUILTHHE (MOJTYIIIO ) TIPEJIIToIaraeT, 9YTo 10 ero pe3yJbTaTaM
oOyyarormuiicst Oyier:

3HaTh:

- KOHLIENITYaJbHbIE€ OCHOBBI TOCTPOEHUS KOMITBIOTEPHBIX CETEH, ITAJOHHBIE
mozaenu OSI u crtexk mnporokonoB TCP/IP, mpuHUMIBI WHKANCYISILUA |
MYJIbTUIIEKCUPOBAHUS JaHHBIX;

- (huzmyeckue cpebl nepeaayd JaHHBIX, METOJbI KOJUPOBAHUS CUTHAJIOB,
XapaKTEPUCTUKU TMPOIYCKHOW CIIOCOOHOCTH U 3aJ€p>KeK B IMPOBOJHBIX H
OecrpoOBOAHBIX KaHAaX CBSI3H;

- APXUTEKTYpy KaHAJIBHOIO YPOBHS, METOMBI JIOCTYINA K CPEAe, CTPYKTYpPY
kaznpoB Ethernet u Wi-Fi, Mmexanu3mbl 00HapyXKeHUS] 1 KOPPEKIIMH OIIHOOK;

- MPUHIMIBI KOMMYTAIIUU B JIOKAJIBHBIX CETSIX, TEXHOJIOTUU BUPTYAIbHBIX
nokanbHbIX cered (VLAN), MpoTOKOJBI CBSI3YIONIIETO JepeBa M arperanuu
KAaHAJIOB;

- ApXHUTEKTYPY CETEBOro YpoBHS U npoTokoina IPv4, cTtpykTypy 3aroioBKOB,
MeXaHU3MbI (hparMeHTaINH, MPUHIUIIEI OeckiiaccoBol aapecanuu (CIDR);

- BCIIOMOTaTEJIbHBIE MPOTOKOJBI CETEBOTO YPOBHS, BKIIIOYAs MEXAHHU3MBI
pa3penieHust aapecoB, AMHAMUYECKON KOH(Urypaluu y370B U JUArHOCTUKHU
CBA3HOCTH;

- apxuTekTypy npotokona I[Pv6, pacmmpeHue mnpocTpaHCTBa aapecoB,
IPOTOKOJT OOHAPYKEHUSI COCENIe M MEXaHU3Mbl ABTOMATHYECKOW KOH(PUTYpaIHH
0e3 COXpaHEHHUS COCTOSHHUS;

- ITOPUTMBI W TPOTOKOJIBI JIUHAMUYECKOW MAapLIPYTH3alHUH, METPUKHU
BHYTPEHHHUX IUTIO30B U MIPUHIUITBI MEKIOMEHHON MapUIpyTU3allUH;

- apXUTEKTYpPy TPAHCIOPTHOI'O YPOBHS, KOHIEIMIIMIO COKETOB, MPUHIIUIIBI
paboThI HEHAJIe)KHOTO IPOTOKOIA aaTarpaMm u MEXaHU3MBbI
MYJIbTUIIIICKCUPOBAHUS;

- MEXaHU3MBbI 00CCTICUCHHS HAJIC)KHON JOCTABKH, AJITOPUTMBI CKOJIB3SIIIETO
OKHA, YIpaBJCHHE TMEeperpy3kamMu W MpeaoTBpameHue 3¢p¢deKkra MeIIeHHOTO
crapta B npotokone TCP;

- TEXHOJIOTUU TPAHCIISIUU CETEBBIX aJIPECOB, METOJIBI 00X0/1a OTpaHUYECHUIA
NAT u apXUTEKTypy MEXKCETEBBIX IKPAHOB C ITYOOKON MHCTIEKIIMEHN TTaKEeTOB;



- IIPUHLMIBI pabOThl CUCTEMBI IOMEHHBIX UMEH, UEPApXUsl CEPBEPOB, THUIIbI
PECYPCHBIX 3aITUCEH U 3BOJIOIUS IPOTOKOJIOB MpuKIaaHoro yposHs or HTTP/1.1
no WebSocket;

- KpuntorpauyecKue OCHOBBI  3alUIIEHHOTO OOMEHa JaHHBIMHU,
UHPPACTPYKTYpa OTKPBITBIX KIOUEH, HU(POBBIE CEPTUPHUKATHI U APXUTEKTYpPa
nporokoisia TLS 1.3;

- TEXHOJIOTMM BUPTYaJbHBIX YACTHBIX CETEH, NPUHIMUIIBI TYHHEIUPOBAHMS
Tpaduka, apXUTEKTYpy NPOTOKOJIOB IPsec U coBpeMEHHBIX KpUNTOrpadhuyecKux
TYHHEJIEH;

- apxutektypy npotokoia QUIC u crangapra HTTP/3, mpeumymiectsa
MyJbTUILIEKCUpOBaHHs oBepx UDP n MexaHu3Mbl O0pBOBI ¢ TOTEPEN MTAKETOB;

- KOHLIECTIIMK MPOTrPaMMHO-OIPEACISIEMBIX CETEH, pa3leleHUe MIOCKOCTEN
yHOpaBJICHUS U JaHHBIX, TEXHOJOTHUH BUPTYaAJIM3alUN CETEBBIX (QYHKIIHIA;

- TIATTEPHBI CETEBOI0 B3aMMOJACHCTBUSA B MUKPOCEPBHUCHBIX apXHUTEKTYypax,
koHenuust Service Mesh u npuHOunbEl obecriedyeHHs] HaAOJII01aeMOCTH
pacipeieeHHbIX CUCTEM.

Ymersb:

- YMETh MPOEKTUPOBATH U AIMYJIMPOBAThH CETEBBIE TOMOJIOTMHU C CErMEHTALNEH
VLAN u cratudeckoit MapiipyTtusanueit mpu nomoiiu cpessl Cisco Packet Tracer
B YCJIOBUSAX HEOOXOJUMOCTU H3OJSIUM IIHPOKOBEIIATENbHBIX JIOMEHOB H
NpeAOTBPAILCHUS KOMMYTAI[MOHHBIX METEIb;

- YMETh JUAarHOCTUPOBATh IPOLECCH] JMHAMUYECKON apecaly U IPOBEPKH
CBA3HOCTH Ha CETEBOM YPOBHE MpH MOMOIIM aHanu3zaTopa Tpadguka Wireshark B
yCIOBHSIX PaOOThl € 3alIyMJIEHHBIM 3(UPOM U HEOOXOJUMOCTH (PUIbTpaLuU
mupokoBemarenbHbix ARP- 1 DHCP-3ampocos;

- YMETh pa3padaThiBaTh CETEBbIC YTUIIMTHI HA 0a3€ HEHAIEKHOTO TPAHCIIOPTA
npu momomu s3bika Python u cwipeix cokeToB (raw sockets) B ycCJoOBHSIX
OTCYTCTBUS TapaHTUH JOCTaBKH U HEOOXOIUMOCTH CAMOCTOSITEIFHON 00paboTKH
noreps UDP-nakeToB;

- YMETb pEAM30BbIBATH MHOTONOTOYHBIE CEPBEPHBIE MPUIOKEHUS C
rapaHTUPOBAHHOM JOCTaBKOM mpu mnomomu si3bika  Python, anroputmos
CKOJIB3SIIIIEr0 OKHAa M CUCTEMHBIX BBI30BOB €poll B ycCrnoBUAX HEOOXOIUMOCTU
oOecreueHns HeOJIOKUPYIOIIETO BBOAA-BBIBOJIA AJI THICSY OJJHOBpeMeHHbIX TCP-
COCJIMHCHHUM;

- yMEeTh HACTpaWBaTh M aHAJIM3UPOBATH KPUNTOTpaduuecKue MpoIeayphl
YCTAaHOBKH COCTMHEHMUSI MPUKIIATHOTO YPOBHS mpu oMoty Java 17 u Wireshark B
ycinoBusix pas3BepThiBaHus cooctBeHHoro HTTPS-cepBepa u ayaura oOmena
ceprudukaramu TLS 1.3;



- YMETb KOH(QUIYpUpPOBaTh 3alUIIECHHbIE CETEBbIE€ TYHHENIU IS
MHKaICyIauuu Tpaduka npu nomoiy nporokonos [Psec u WireGuard B ycrnoBusix
HeoOxoaumocT o0xona orpannyeHud NAT M aHanM3a WHKANCYIUPYOIIUX
3aroyiopkoB ESP/AH;

- yYMETh IPOBOAMTH CPABHUTENIBHBI aHAJIW3 MPOU3BOAUTEIHLHOCTU
COBPEMEHHBIX TPAHCHOPTHBIX MPOTOKOJOB IPU IOMOIIM YTWINUT 3MYJISLUU
CETEeBBIX MOTEPh B ycioBusx tectupoanus ctekoB HTTP/2 u HTTP/3 (QUIC) Ha
KaHajax ¢ BBICOKUM JKUTTEPOM M 3a€pKKaAMU;

- YMETb BBITIOJIHATh KOMIUIEKCHBIN (POPEH3UK-ayAUT aHOMAJIHHOT'O CETEBOTO
tpapuka npu momorn Wireshark u HEX-penaktopoB B ycrioBusix aHamm3a
samymieHHbIXx ~ PCAP-maMmoB Ui JOKadW3alMMl  CKPBITBIX  OIIMOOK
KOH(UTYpaluy MPOTOKOJIOB U CJIEI0B CETEBBIX aTakK.

Baagern:

- HaBbIKaMH I0OANTOBOI0 aHaJIM3a CETEBBIX JaMIIOB U IPUMEHEHUS CIOKHBIX
¢bunbTpoB B aHanmuzarope Tpaduka Wireshark mns nmoxanuzanuu anHomanuii u
OIIMOOK KOH(UTYypaLIUH TPOTOKOJIOB;

- IpyUeMaMH HaMKMCAHKUS MHOTOIIOTOYHOTO CETEBOro KojJa Ha si3blkax Python
u Java 17 ¢ ucnonb3oBaHWEM HEOJOKUPYIOIIETO BBOJIA-BBIBOJA W aJITOPUTMOB
YIPABJICHHS] IOTOKOM JAHHBIX;

- METOJIaMU SMYJIALIMA M TECTUPOBAaHUSl CETEBBIX MH(PACTPYKTYp B cpelne
Cisco Packet Tracer ¢ nactpoiikoii VLAN, cratuyeckodl U JHHAMHYECKOU
MapuIpyTH3aluH;

- HaBbIKaMH KOH(UTYpUPOBaHUS 3alIMILEHHBIX CETEBBIX TYHHEJEH 1 aHaIu3a
kpunrorpadpuueckux pykonoxkatuid TLS 1.3 B OKpyXEHHMH OTE€YECTBEHHBIX
OTIEpaIlMOHHBIX CUCTEM ceMelicTBa Linux.

3. O6beM AUCITUTIIUHBI (MOTYJIs).
3.1. O6m1as Tpy10€MKOCTh AUCIUTLIAHBI (MOMYJIs).

OO0mast TPyIOEMKOCTh AUCIUIUIMHBI (MOIyJis) coctaBisieT 4 3.e. (144
aKaJeMHYECKUX Jaca(oB).

3.2. O6bem guctuIuMHBl (MOAyJsl) B (opMe KOHTAaKTHOW paboThI
oOydaronmxcss € MEJAarorM4YecCKUMH  padOTHUKaAMU U (WIKM)  JHIAMH,
MIPUBJIEKAEMBIMH K pean3aiui 00pa3oBaTeIbHON MpOorpaMMbl Ha MHBIX YCIIOBHSIX,
IIPU MTPOBEICHUH YICOHBIX 3aHATHH:

KonuuectBo yacos

Tum yueOHBIX 3aHATHI
Bcero | Cemectp Ne6

KonrakTHas paboTa Ipu npoBeileHUN y4eOHBIX 3aHATHH (BCEro): 80 80




B Tom uucie:

3aHATUA JTEKLIUOHHOTO TUIIA 32 32

3aHATHSI CEMUHAPCKOTO TUTIA 48 48

3.3. O06beM auCHUIUIMHBL (MOIyYJiA) B (OpMEe CaMOCTOSITENIbHOM padOThI
oOyyarommxcsi, a Takke B (opMe KOHTAKTHOH pabOThl OOydYaroOlmIUXCs C
neAarornyecKuMu pabOTHUKAMU U (WJIH) JIMIIAMU, IPUBJIEKAEMbBIMH K peaTn3aliu
oOpa3oBaTeNpbHOM MpOrpaMMbl HA HWHBIX YCIOBUSIX, TMPU MNPOBEACHUU
MIPOMEKYTOYHOM aTTECTAIIMU COCTaBIIAET 64 akaJleMHUYECKUX yaca (OB).

3.4. ITpu oOy4eHuu o UHAUBUAYATLHOMY Y4€OHOMY ILJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM O0Y4YE€HHH, 00BEM JTHUCHMUILUIMHBI (MOJYJIsI) MOXKET OBITh peaIn30BaH
HOJHOCTBIO B (hOpME CaMOCTOATEIbHON pabOThl 00yJaromuxcs, a Takxke B popme
KOHTaKTHOW padOThl OOy4YaIOMIMXCA C MEJAaroruuecKuMu pabOTHUKAMHU U (WJIN)
JUIAMH, TIPUBIIEKaEMbIMH K peau3allii 00pa30BaTeIbHON MPOrpaMMbl HAa MUHBIX
YCIIOBUSIX, TP MPOBEICHUU TPOMEXKYTOUHOM aTTECTAIIHH.

4. ConeprkaHue JUCIUTUIUHBI (MOIYJIA).

4.1. 3aHITHA JTEKOIUOHHOTO THUIIA.

/ TemaTuka NTEKIIMOHHBIX 3aHATUM / KPATKOE COEPKaHNE
n/n

1 OCHOBEBI OopraHnu3an KOMIIBIOTCPHBIX CETeH. KHaCCI/I(I)I/IKaI_[I/IH ceteid. Tomnomoruu

KOMITBIOTCPHBIX ceTell.

PaccmarpuBaembie BOIPOCHL:

- IIOHATHE O KOMITHIOTEPHOU CETH;

- 00001IeHHAS CTPYKTYpa M KOMIIOHCHTHI KOMITBIOTEPHBIX CETEH;
- OpraHU3alMOHHAs CTPYKTYpa KOMIBIOTEPHBIX CETeH;

- Knaccu(ukanus cetu (JOKaJbHBIC, TOPOACKHE, TII00ATBHEIC CETH);
- apxuTeKTypHbIe Moaenu (peer-to-peer, client-server);

- KOHIICTIIIMS KOMMYTAIIUH MMAKETOB U KaHAJIbHBIX IETCH;

- MPOBOJIHBIC U OCCIIPOBOIHBIC CETH;

- IIOHATHE 0a30BOM U HAJIOXKECHHOMU CETEN;

- MOHATHE (PU3MUECKON M JIOTHYECKON apXUTEKTYPHI;

- 9BOJIIOIUS APXUTEKTYPbI ceTH VHTEepHET.

2 |CranmapThl KOMIBIOTEPHBIX ceTeld. KOoHIenIws ypOBHEBBIX IPOTOKOJIOB. DTaTOHHAS

MoO/JieIb B3aUMOJIEHCTBHUS OTKPBITHIX cucTeM. MoJenb u ctek npoTtokoiaos TCP/IP.
PaCCManHBaGMLIC BOIPOCHI:

- CCTCBBIC MTPOTOKOJIbI U CTAHAAPTHI;

- CTCKH CCTCBBIX IPOTOKOJIOB,

- TIOHSTHE MPOTOKOJIA, HHTep(delica u cepBuca;

- IIOHATHUE MHKAIICYJIALNU U JCKAICYJIAINN

- PpOJIb 3ar0JIOBKOB 1 KOHTPOJIBHBIX CYMM Ha KaXI0M YPOBHE.

- OSI/ISO crek;




/o

Temaruka NTEKIIMOHHBIX 3aHATHH / KpaTKOE COJEpIKaHUE

- TCP/IP crek;
- poib IP B mocTpoeHUr COBPEMEHHBIX YHHU(PHUIIMPOBAHHBIX MYJIBTHCEPBUCHBIX CETCH.

®usnyeckuil ypopeHb. KonpoBanue u MyabTUILNIEKCUPOBAHUE TAHHBIX.
PaccmarpuBaembie BOIIPOCHL:

- cpeibl epeAayy JaHHBIX U UX XapaKTepUCTUKU;

- IOHATHE MPOIYCKHOM CIIOCOOHOCTH, 3aIePKKH U [DKUTTEPA;

- METO/IbI KOJUPOBAaHMS IH(POBBIX CUTHAIOB U CIICKTPAJIbHBIIN aHAIIN3;

- MyJIbTUILIEKCHPOBAHUE JAHHBIX.

KananbHblil ypOBEHbB.

PaccmarpuBaembie BOIIPOCHL:

- 3aJ]a4M pelIaeMble KaHaJIbHBIM YPOBHEM;

- IpUHIMIBI GOPMHUPOBAHMS KAIPOB;

- IPUHIMIBI YIPABICHUS IOTOKOM;

- MexaHu3Mbl o0HapyxeHus: (CRC) u ucnpasieHus ommnooK;
- crangaptel IEEE 802.

- nogyposenb LLC;

- nogyposenb MAC;

TexHomornu JIOKaITbHBIX BEIIHUCIUTEIBHBIX CETEH.
PaccmaTtpuBaeMble BOIIPOCHI:

- 0COOEHHOCTH apXUTEKTYpHI ceTeil ctannapra IEEE 802.3;
- cTpykTypa Kazapa Ethernet;

- MAC-anpecarus (ctpykrypa 48/64 6ur)

- METOJI TocTyma K pasnensemoit cpeae CSMA/CD,;

- 0COOEHHOCTH apXHUTEKTYpHI ceteii cranmapta 802.11 (Wi-Fi);
- (bopmar kampa Wi-Fi;

- MeTOo[ ocTyma K pasznemsiemoit cpexe CSMA/CA,;

- cepsucel Wi-Fi;

- npotokon ARP.

KommyTupyewmsiii Ethernet. BupryanbHas nokanbHas KOMIIBIOTEPHAs CETh.
PaccmarpuBaembie BOIPOCHL:

- kommyTupyemsiii Ethernet;

- IPUHLUIIBI paboTHI KOMMyTaTopa 1 Tabnuia MAC-anpecos;

- cerMeHTaIus cere, broadcast domain;

- rexHoJiorust VLAN u cranaapt rerupoBanus 802.1Q;

- MPOTOKOI cBszytomiero aepesa (STP) u mpenoTepamieHne nerens;

- arperanus kananoB (LACP) mist moBBIIeHHS 0TKAa30yCTOHIHBOCTH.

CereBoil ypOBEHb.

PaccmarpuBaembie BOIPOCHL:

- 3a]]a4M pelIaeMble CETEBbIM YPOBHEM;

- 0COOEHHOCTH a/Ipecallii Ha CETEBOM yYpPOBHE;

- 00bEeIUHEHHE CETEH;

- MapUIpyTH3alys B 00be IMHEHHOH ceTn;

- IPUHIMNIBI pabOTHl MAPIIPYTU3aTOPOB IIPH MEKCETEBOM B3aMMOJICHCTBHH;

- TMHAMHUYECcKasi MapHIPyTH3ALHsl, allTOPUTMBI BEKTOpA PACCTOSIHUS M COCTOSIHUS KaHAJIOB;
- MEXJIOMEHHAsl MapIIpyTH3ALN;

- 0COOEHHOCTH Tepelauyl IaKeTOB Ha CETEBOM M KaHAJILHOM YPOBHSIX.

[IpoTokon [Pv4. BcioMorarenbHble TPOTOKOJIBI CETEBOIO YPOBHSL.
PaccmarpuBaemble BOIPOCHL:

- popmar makera [Pv4;

- IPv4-anpecanus;

- MEXaHU3MBbI pparMeHTaInN U COOPKH MTaKeTOB;




/o

TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

- obecrieueHne KadecTBa 00CTYKUBAHUS TIPH MCIIONB30BaHUA [Pv4.

- 0OCOOCHHOCTH MAapIIPYTH3AIUHU TIPU UCIIOIB30BAHUY MPOTOKONa [Pv4;
- mpotokox ICMP u THIBI TUATHOCTHYECKUX COOOIICHUH;

- TUHaMUYecKas KoH(urypamus y3noB yepe3 nporokoa DHCP.

[IpoTtokon IPv6. [IpoTtokon ICMPv6.

PaccmaTpuBaemble BOIIPOCHI:

- popmar makera [Pv6;

- IPv6-anmpecars;

- 0COOEHHOCTH MapIIPyTHU3aLMHU TIPH HCIIOIb30BaHNH IIPOTOKOIa [PVO;
- mpoToko1 oOHapyxkeHusa cocerneit (NDP) u aBTokoHbHUTYparms;

- [Pv6 nepexoHbIe MEXaHU3MBI.

10

Tpauncnoptabiii ypoBeHb. [IpoTtokon UDP. ITporokon TCP.
PaccmarpuBaembie BOIIPOCHL:

- 3a/1a4¥ pellaeMble TPAHCTIOPTHBIM YPOBHEM;

- KOHLIETIHS TOPTOB U COKETOB B OIICPAIMOHHBIX CHCTEMAaX;

- coketsl bepkim (API BSD Sockets);

- npotokon UDP;

- npotokona TCP;

- ITOPUTMBI CKOJIB3SIIIETO OKHA U TTOITBEPKACHHUS;

- ynpasieHue coenuHenruem B TCP;

- ynpasieHue neperpyskoit B TCP;

- yIpaBlIeHHe IIOTOKOM M ONTHMHU3anus npoussoautensHoctd TCP;
- npotoxon SCTP.

11

Tpancismnus ceteBbix aapecoB (NAT). MexceTeBbie SKpaHbI.
PaccmaTprBaeMble BOTIPOCH:

- 3agauu pemaemblie NAT;

- tumel NAT;

- mpuHIUTHBL paboTel NAT;

- IpeuMyIecTBa u HegoctaTku NAT;

- 3a/1a4H PEIIacMBble MEXKCETEBBIMH SKPaHAMHU;

- APXUTEKTypa MEKCETEBBIX IKPaHOB U (QUIBTPALHS IAKETOB;

- IPUHIMIBI pabOTHl MEXKCETEBBIX SKPAHOB.

12

[TpuknanHoil ypoBeHb. YpoBeHb NpezacTaBieHus. CeaHcoBbIN ypoBeHb. Ciiyk06a UMEH

nomeHoB DNS.

PaccmarprBaeMbie BOTIPOCHI:

- 33JIa4H pelraeMble PUKIATHBIM YPOBHEM;

- 33JIa4H pelraeMble YPOBHEM IIPEICTABICHIS,

- 337144 pelIaeMble CEaHCOBBIM YPOBHEM;

- IpUMEPHI POTOKOJIOB MPHUKJIATHOTO YPOBHSI, YPOBHS TPEJICTABICHUS U CEAHCOBOTO YPOBHS;
- IPUHIIUIIBI B3aUMOICHCTBHUS MPOTOKOJIOB MPUKJIATHOTO YPOBHS ¢ CETEBBIMH MTPHUIOKCHHSIMU.
- ciyk0a nmeH qomeHoB DNS.

- 3a71a9u pemaembie ciryx00it DNS;

- chcTeMa JOMeHHBIX nMeH DNS;

- Tunbl 3anuceit DNS;

- HTEPATUBHBIN U PEKYPCUBHBIN PEXKHUM pa3peIICHUs JOMECHHBIX UMEH.

13

3aluIeHHbIe ceTeBble MPOoTOKOoIbI. [IpoTokon TLS.
PaccmarpuBaemble BOIPOCHL:

- 3aJ]a4H, pelacMple P UCIIOIb30BAHNH 3aLIMIIEHHBIX CETEBBIX MPOTOKOJIOB;
- mmdposanne B TLS/SSL;

- IIENOCTHOCTH AaHHbIX B TLS/SSL;

- THPPACTPYKTYypa OTKPBITHIX KITIOUEH U CEpTUPHUKATEI,
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- IPUHOUTBI paboTHI mpoTokoia TLS;

- ycTaHoBKa coefuHenus B TLS;

- ocobenHocTH paboThl mpoTtokoia TLS 1.3;

- obecrieueHne «COBEPIICHHOM MpsAaMoii cekpeTHocTn» (perfect forward secrecy) B KOMIBTEPHBIX CETSIX.
14 |[Ipotoxon HTTP. IIporokon QUIC.

PaccmarpuBaeMble BONIPOCHI:

- 3a7a4u pemaemsle npotokoaoMm HTTP;

- nmpuHOUTIE! pyHKIHoHUpoBanus HTTP;

- moctossHHOE coequnenne B HTTP;

- xommpoBanue B HTTP;

- nporoxon HTTPS.

- ocobenHocTH paboTsl mporokona HTTP/2;

- apxutektypa QUIC nosepx UDP u MynbTuruiekcupoBaHue IOTOKOB;
- ocobenHnoctu paboTsl mporokoiaa HTTP/3.

15 BI/IpTyaJ'ILHBIe YaCTHBIC CE€THU U TYHHCIIMPOBAHUC. O,Z[HOpaHI‘OBBIC CCTU.
PaccmaTprBaeMble BOTIPOCH:
- KOHLETINS WHKAICYJISIINHU U OBEPIICHHBIX CeTEH;
- apxXuTeKTypa kKomiuiekca mpotokonoB [Psec (AH, ESP, IKE);
- coBpeMeHHbIe pemeHns Ha 6a3ze WireGuard u Noise Protocol,
- ClleHapUH UCTob30Banus VPN 1s yianeHHoro qocTyia u site-to-site;
- IPSIMOE B3aMMO/ICHCTBHE KIINEHTOB;
- npuHUMNBl GpyHKunonuposanus BitTorrent;
- IOCTOMHCTBA U HejpocTaTku P2P.
16 |ApxuTekTypa 00JauyHBIX CETel U MUKPOCEPBUCOB
PaccmaTprBaeMble BOTIPOCH:
- koHuenuuu SDN U paznenenue mioCKOCTeH ynpaBaeHus;
- BupTyam3anus ceteBbix GyHknmil (NFV);
- matTepHH! Service Mesh (Sidecar proxy);
- HaOJII0JAEMOCTh U TPEHCHHT B paclipeieIeHHbIX CHCTEMaXx.
4.2. 3aHATHS CEMUHAPCKOTO THUIIA.
JlaGopatopHbie pabOThI
Ne
i HanmenoBaHue 1a60paTopHBIX paboT / KpaTKoe coepikaHue

1 OCHOBEBI OopraHnu3an KOMIIBIOTCPHBIX ceTelt. Pa3pa60TI<a TOMOJIOTHH CETH HEOOIBIIIOrO
IPEIITPUITHSL.

CryzneHT n3ydaeT oOLIHe IPUHIMITE TTOCTPOSHHUS KOMITBIOTEPHBIX ceTeid. CTyIeHT pa3pabaThiBaeT
TOIIOJIOTHUIO ceTH HeboubIIoro npeanpustus B mporpamme Cisco Packet Tracer, uccnenyst coctaB ceT 1
OCHOBHOE ceTeBoe 000py10BaHNEe, HEOOXOIMMOE ISt €€ ()yHKIIMOHHPOBAHHSI.

2 |DTajoHHAs MOJIEh B3aUMOJICHCTBUS OTKPHITHIX cucTteM. Ctek mpoTokosioB TCP/IP.
CryIeHT n3ydaeT MPHUHIUIEI TIOCTPOeHHs ceTei Ha ocHoBe cteka TCP/IP u mpuHIMITEI pabOTHI CETEBOTO
obopynoBanus. CTyI€HT 3HAKOMHUTCS C apXUTEKTypoi cTeka nmpoTokonoB TCP/IP ¢ ucnons3oBannem
amyisitopa Packet Tracer. CTyieHT CTPOHT CETh € HCHOJIb30BAHUEM MapIlIpyTH3aTOPOB, KOMMYTAaTOPOB U
OKOHEYHOTO 000PYIOBaHMSI, aHATM3UPYET COCTaB MakeToB Ha cooTBeTcTBUE MojeisiM OSI u TCP/IP, a
TaK)Xe UCCIIeyeT 0COOCHHOCTH MPOXOXKIeHus Tpaduka ¢ momonipio Wireshark.

3 |®Pusnueckuil ypoBeHb. M3ydeHHe 2JIEMEHTOB KaOSIIbHON CHCTEMBI.

CTyIeHT u3ydaeT yCTPOUCTBO BOJIOKOHHO-ONTHYeCKoTo Kadens u Butor mapsl UTP. CtyneHT ocBanBaet
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TexHUKY 00xkuma kabenst UTP B coorBercTBrum co cranmaptamu EIA/TIA-568A wmu EIA/TIA-568B.
CTyZeHT mojy4aeT HaBbIKH pacyeTa KabenbHOH CeTH.

KananeHblil ypoBeHb. Anipecainusi KaHajabHOro ypoBHs. MAC-aapeca.
CTy)leHT CO34acT NpsAMOC MOAKIIFOYCHUEC TUIIA KKOMIIBIOTCP-KOMIIBIOTEP» . CTy)IeHT IMPOBOAUT aHAJIU3
cereBoro Tpaduka rnpu nomoiny nporpammel Wireshark u neransHo uccnenyer cTpykTypy kaapa Ethernet.

Kananbnsiii ypoBens. Texnonorus Ethernet.

CryneHT n3ydaeT o0mre IpUHINITE padoTH JOKaJIbHEIX ceTell Ethernet u morydaeT HaBBIKH
TECTHPOBAaHUS pabOTOCIIOCOOHOCTH M TMATHOCTHUKH CETH, HCIIOJIb3Ys BOSMOXKHOCTH NMPOTOK0JIOB ARP 1
ICMP. CryneHT co3maeT ceTh 10 TeXHOJIOTHH Kilaccrmdeckoro Ethernet ¢ mcmons3oBaHreM KOHIIEHTPATOPA,
a 3aTeM CeTh 110 TeXHOIOoruu KoMmytupyemoro Ethernet ¢ ncrionszoBannem kommyratopa. CTyieHT
BBISIBJICT KOHIENTYaJIbHbIC OTINYUS B pab0oTe 000pyI0BaHMS M aHAIH3UPYET QYHKIIMOHUPOBAHHE
npoTokosa ARP.

KananeHsiii ypoBens. Texnomorust Wi-Fi.

CryzneHT n3ydaeT NPHHIMITEI paOOTHI TOKaIbHEIX ceTelt Wi-Fi 1 ocBanBaeT METOIbI ANArHOCTHKA
6ecnipoBoHBIX ceTeil. CTyneHT co3maeT OecripoBoIHYyIO ceTh B pexxnme Ad-Hoc n uccnenyer
0COOCHHOCTH €€ paboThl. 3aTeM CTYICHT CO3/1a€T CETh B MH(PPACTPYKTYPHOM PEKHME HA OCHOBE TOUKH
nmoctyma. B 3akimodeHne CTyIeHT aHaIn3upyeT cTpyKTypy kKaapa 802.11 u ocobernoctn MAC-anpecarnyn
B TIOCTPOCHHBIX CETSX.

Kananbnsiii ypoenb. Cermentanus cetu. STP. VLAN 802.1Q.

CTyZaeHT n3ydaeT MPHUHIMITBI CErMEHTAIMH JIOKaJBHOW CETH U OCBaMBaeT PEIleHHE 3a/1a4 PH TIOMOIIN
npotokoisia 802.1Q. CryaeHT co3aaet ceth Ethernet Ha OCHOBE KOMMYTaTOPOB C METICOOpa3HOI
TOIOJIOTHEH U n3yyaeT npuHIuI padotsl npotokosioB STP, RSTP u MSTP. CtyaeHT cerMeHTHpYET CeTh C
nomouipio 802.1Q Ha 1Be VLAN Ha ocHOBE NOPTOB [J1s yCTpaHeHUs neTenb. CTyIeHT UCCIIENYET
MOBEJICHHE CETH B cliydae oOphIBa KaHaja CBS3H.

CereBoii yposens. [Pv4. DHCP.

CryneHT n3zydaeT NpUHIUNIE paboThl npoTokonoB [Pv4 u DHCP. CtyneHt co3maer ABe ceTH co
CTaTUYECKUMU aJIpecaMHy, COSAMHEHHBIE MapIIPyTH3aTOPOM, aHAJIM3UPYET 3ar0JIOBKHU MAKETOB U
uccieayeT 0COOEHHOCTH POXOXKICHUS TpaduKa. 3aTeM CTYJeHT MOTUUIMPYET CeTh TaK, 4ToOb! IP-
azpeca Ha3HaYaIMCh aBToMaTtndecku ciryx60it DHCP. Crynent usyuaer pabory DHCP u ananusupyet
B3anMoJieiicTBue nmpotokoyia ARP ¢ mmpokoBemarenbHbpIM TpahUKOM PU MEKCETEBOM OOMEHE.

CereBoil yposeHb. IPv4. CtaTnueckas MapIpyTU3amus.

CTyZ[GHT nzyydact pa60Ty IMIPOTOKOJIa IPu HNPUHIUIIBI MCIKCETCBOT'O B3aI/IMOI[€I\/‘ICTBI/I$[ B COCTAaBHEBIX CETAX.
CTyZ[GHT CO34a€T TPU CETU U O6LGJII/IH$IGT HX C HOMOILIBIO TPEX MApIIPYyTU3aTOPOB, BbICTpanBas
KOJIBIICBYIO TOIIOJIOTHUIO. CTy,Z[eHT HACTpanBacT CTATUYCCKUEC MApIIPYThl MEXKAY MOACCTAMU U UCCIIEAYCT
TaOIHUIIEI MAPIIPYTH3aUKK Ha 00opyaoBaHun. CTYICHT aHATHU3UPYET MAPIIPYTHI C IIOMOIIBIO YTHIUTHI
Traceroute ¥ MPOBOAUT SKCHEPUMEHTHI 10 MIEPEHANPABICHUIO Tpa(uKa M0 Pa3HBIM My TIM.
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CereBoil yposensb. IPv4. Jlnunamudeckass MapuipyTH3aLusl.

CryneHt yriy6sseT noHnManue paboTsl TpoTokoia [P i MpUHIIMIOB AMHAMHYECKON MapIIpyTH3AIHH.
CTyAeHT co3/1aeT CETh U3 YEThIPEX MAPIIPYTU3ATOPOB U IIECTH MOJICETEH, HACTpanuBas JMHAMHUYECKYIO
MapuIpyTH3anuio Ha ocHoBe rpoTtokoia OSPF. Crynent ananusupyer paboTocrocoOHOCTh CETH C
IIOMOIIBIO Traceroute. CTyZ{eHT MPpOBOAUT SKCHCPUMCHT IO UMUTAILIUN O6pBIBa MapuipyTa 1 ucCiieayeT
Mpo1ecc aBTOMaTu4€CKOro rnepeCcTpocHusd Ta6J'H/III MapipyTu3aluu.

11

CereBoii ypoBeHs. [Pv6.

CTyzAeHT co3aaeT ceTh ¢ UCIoJIb30BaHueM [Pv6-aapecaruy, B KOTOPO agpeca Ha3HAYArOTCS
aBromarnuecku DHCPv6-cepBepoM. CTyIeHT cO3/1aeT BTOPYIO CE€Th, B KOTopoi IPv6-aapeca Ha3HadatoTCS
aBToMaTH4yecku ¢ moMoInbko npomenypbl SLAAC. CTyaeHT qTuarHocTupyeT paboToCcrnocoOHOCTh 00enX
ceTeit, ncnonb3ys cpenctsa npotokona ICMPV6 (ping6, traceroute6), yrumty tcpdump 1 aHaTU3aTOP
Wireshark.

12

TpancnoptHbiil ypoBeHb. TCP u UDP. IIporpaMmHBIi aHAIN3 COCTOSTHUNA COKETOB.
CTyZlGHT MOJYy4acT HaBbIKU HHC’I‘pyMeHTaJ’IBHOﬁ OTJIaIKHU CETCBBIX HpHJ’IO)KCHI/Iﬁ U IOHUMaHUsA
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MexaHu3MoB Oydepmsanun aapa OC. CtyaeHT pazpabaThIBaeT KIMCHT-CEPBEPHBIA KO, SMYIUPYIOIIHI
pas3iMyHbIe CLIEHApUH YCTAHOBKHU M pa3pbiBa coeAnHEeHUH. CTyI€HT NPOBOIUT aHAIN3 PabOThI MPOTOKOJIOB
TCP u UDP, ocymiecTBiisisi MOHUTOPUHT ouepeseii coketoB (Recv-Q/Send-Q) ¢ ucmonp30BaHUEM yTUIIAT
Netstat u ss. CTyA€HT BBISBISIET OIIMOKH, MpUBOsIIKe K yreukam aeckpunropos (CLOSE WAIT), u
tectupyet onuun coketoB (SO REUSEADDR, SO KEEPALIVE) nnst obecniedenust
oTkazoycroitunBoctu I10.

13

TpancnioptHslil ypoBeHsb. [IpoTokon NAT.

CTyneHT ocBanBaeT NIPUHIMUITEI TPAHCISIIUK CETEBBIX aapecoB, n3ydas TUIbl NAT 1 MeXaHH3MBI HX
paboTel. CTYAEHT COo31aeT CeTH, COSHHEHHbIE MapIIPyTU3aTOPOM, X HacTpauBaeT ctatudeckuid NAT s
BHYTpeHHUX web-cepBepoB. 3areM ctyaeHT HacTpamBaeT PAT (mackapanuar) u npodpoc moptoB. CTyneHT
aHanu3upyer Tabnuny Tpancasanuu agpecoB NAT Ha MapipyTusarope, HaOIonas 3a MPOLECCOM
npeoOpa3oBaHUs alPECcoB.

14

[Tpuknaguoit ypoBens. Ciyx6a umen qomenoB DNS. ITporokon HTTP.

CTyIIeHT ucClieyeT 0COOCHHOCTH PabOThl CEPBEPHBIX CITYKO mpukiaaHoro yposHs cteka TCP/IP.
CryzneHT co3aeT ceTh ¢ web-cepBepaMu B HacTpanBaeT ciryk0y DNS mist obecriedenus goctymna 1o
nIoMeHHBIM nMeHaM B amyiaTope Cisco Packet Tracer. CtyneHT aHanm3upyet cocta u cTpykrypy HTTP-
3aIpOCOB 1 OTBETOB, (POPMHUPYEMBIX B IPOIIECCE B3aNMOACHCTBIS KIMEHTA U CepBepa.

15

3amuiiennsie ceTeBbie mpoTokossl. SSH. HTTPS.

CTyZeHT HacTpauBaeT XOCTHHT Web-CTpaHHMIbI ¢ UCIIONb30BaHUEM nginx-cepsepa u nporokona HTTPS na
BUpTyassHO# Mammae ¢ OC Linux, npumensis camonoanucanublie ceprudukarsl X.509. CryneHnt
aHaIM3UpPYET 3aroJ0BKU U CTPYKTYpPY NAKETOB MPU YCTaHOBJICHHUH 3aLUIIICHHOTO COCMHEHNUS U Tiepeaye
JIAaHHBIX C MMOMOIIIBI0 aHamu3aTopa Wireshark.

16

MexceTeBbie OKpPaHBbI.

Cryznent coznaet B amysitope Cisco Packet Tracer cets ¢ MmapmpyTnzatopoM u web-cepsepamu. CTyaeHT
HacTpanBaeT Ha MapIIPyTH3aTOPe CIUCKU KOHTpous noctyna (ACL) Takum 06pa3om, 4ToOBI JOCTYI BO
BHEIITHIOIO CETh HMEIH TOJIBKO Web-cepBepsl (MCKIIIOUNTEIBHO K BeO-CITyk0aM) 1 KOMIBIOTEP
aJIMUHUCTPATOPA, B TO BPEMsI KaK PSIOBBIC ITOJIH30BATEIHN JINIICHBI JOCTYTIA.

[IpakTrueckue 3aHATHS
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[Iporpamma Cisco Packet Tracer mist sMmynsiuuu ceTu.

CryneHT n3ydaeT OCHOBHBIE KOMITOHEHTHI nporpammsl Cisco Packet Tracer u pesxumsl ee paGOTHI.
CTyZ[GHT uccienyer Ha60p AOCTYIHBIX B ITPOTrpaMM€ HHCTPYMCHTOB, BKJIHOYast TUIIbI COC,I[HHeHHﬁ, MOACIN
CETEBOI'O U OKOHEYHOTI'O O60pyI[OBaHI/I$[.

I/I3yquI/Ie MMpOrpaMMHBIX CPEACTB TCCTUPOBAHUA U ONIPCACIICHUS ITAapaMCTPOB HaCTpOﬁKH
B KOMIIBFOTCPHBIX CCTAX.

CTy}:[eHT N3y4acT U NPUMCHICT Ha MPAKTUKEC KOMAaHbl AMarHOCTHUKH U OMNPCACIICHUA MapaMETpOB
HACTPOMKHU CeTH, Takue Kak ipconfig, ifconfig, ip, ping, traceroute, tracert u netsh. CTyaeHT ocBanBaet
0a30BbIC MPUHIINUITEI 3aXBaTa U aHAJIHM3a CETEBOTO TpaduKa ¢ IOMOIIbI0 porpammbl Wireshark.

OcHoBHBIE KOMaH/IbI onieparnorHHon cucteMsl Cisco 10S.

CryIeHT n3ydaeT OCHOBHBIC KOMaH/IbI onepannonHoi cucteMsl Cisco 10S. CtyneHT ocBanBaeT KOMaHIbI
MOJIH30BATEECKOTO W MPUBUICTHPOBAHHOTO PEXKUMOB, IPUMEHSS HX IS 0a30BO¥ KOHPUTypaIu U
JIMaTHOCTHKHU CETEBBIX YCTPOUCTB.

Co3nanue BupTyanabHOi MammHbl B VirtualBox. IPv4. DHCP.

CryzaeHt ocBanBaeT paboTy ¢ cucTeMoi BupTyanm3anuu VirtualBox u co3naet BUPTyaIbHYIO MaITUHY C
OC Linux. CTyzneHT nepektoyaeT HACTPOUKH CETH BUPTYaTbHON MAIITHHEI B PEKUM «CETEBOM MOCT» U
HacTpaMBaeT aBToMaTudeckoe nonxyuyenue IP-agpeca no nporoxory DHCP. CtyaenT ananusupyer
npouecc oomeHa DHCP-3anpocamu 1 oTBeTaMu, 3aXBaThIBast ceTeBod Tpaduk ¢ nomouipro Wireshark.
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S5 |AHanu3 CeTeBbIX MOAKIIOUEHUN U TOPTOB.
Crynent usyuaeT yruianthl Netstat u ss (Socket Statistics) 1 mpuMeHsIeT UX JJis1 aHaIH3a PaboThI
npoTokoioB TpaHcniopTHoro ypoBHs TCP u UDP. CtyaeHT uccienyeT COCTOSHUE CETEBBIX MOAKITIOUEHUN
Y OTKPBITHIX TIOPTOB, a TAKXKE OCBaMUBaeT yTWINTHI nslookup, route u ip route AJIst TMATHOCTHKH
MapIIpyTH3alUU U Pa3pelIeHust JOMEHHBIX NMEH.
6 [Beb-cepBep Apache HTTP. Ilporokon HTTP. ITpo6poc mopTos.
CryneHT HacTpamBaeT XOCTHHT web-cTpanuirs! ¢ ucnons3oBanneM Apache HTTP Server Ha BUpTyanbHOM
mammHe ¢ OC Linux B cpene VirtualBox. CTyaeHT KOHQUTYpHPYET CeTeBbIe HACTPOWKH BUPTYaIbHON
MaIlIMHBI C UCTIONb30BaHueM pexkuMa NAT n HacTpanBaeT mpoOpoc MOPTOB AT 00ECIIEUCHNUS TOCTyTIa K
web-cepBepy 13 BHEIITHEH CETH.
7 |3amumenHsie cereBbie mpoTokoasl. SSH. HTTPS.
Cryznent HactpauBaet 6e3onacHslii SSH-noctyn k BupryansHoit Mamusae ¢ OC Linux. CryneHt
3aXBaThIBACT ¥ aHAJM3HUPYET 3ar0JIOBKU M COAEPIKMMOE ITAKETOB 3alUIICHHOTO COSMHEHHUS C IOMOIIIBIO
ananmusatopa Wireshark, uccnenys npomecc ycranosku SSH-ceccun.
8 |MexcereBble 3kpansl. Iptables. UFW.
CryneHT pa3BopaduBaeT BUpTyanbHyI0 MamuHy ¢ OC Linux u ycraHaBmuBaeT yTwinTH iptables u UFW
(Uncomplicated Firewall). CTyneHT HacTpanBaeT mpaBmiia MEKCETEBOTO SKPaHa, MPEIOCTABIISISI JOCTYII
TOJBKO JUTs cepBrcoB SSH u nginx, u 3amperaeT CeTeBOi JOCTYI IS BCEX OCTAIBHBIX CITYKO.
4.3. CamocrosiTenbHas padoTa 00y4daroIMuXCs.
No .
Bun camocrosiTennsHOM paboThI
/1
1 |M3yueHue peKOMEHI0BAaHHOM JIUTEPATYPHI.
2 |[logroroBka k 1abopaTOpHBIM paboTaMm.
3 ([ToarotoBka K MpakTUYECKUM paboTaMm.
4 | IloarotoBka K MpOMEKYTOYHOW aTTECTALIUU.
5 | IloxroroBka K TEKyIeMy KOHTPOJIIO.

5. Ilepeuenr wu3maHuii, KOTOpPHIE PEKOMEHIYETCS WCIOIB30BaTh MPHU

OCBOCHUU JUCHUIUIUHBI (MOAYJIA).
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464 c. — (Bwicmee o6pazosanne). — ISBN 978-5-
534-17315-4. — TeKcT : IIeKTPOHHBIN
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nox penakiueit K. E. Camyiinosa, W. A. Illanumosa, https://urait.ru/bcode/475704 (nata
J. C. Kynsa6osa. — Mocksa : UznatensctBo IOpaiir, obpamenms: 25.06.2026)
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6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH(OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOpPHIE MOTYT HCIOJB30BATHCS MPH
OCBOCHHUH JUCHUIUIUHBI (MOIYJIA).

ApxuB cnemudukanuii RFC (Request for Comments) — odunmanbHbli
penosutopuii  ctangaptoB HWutepuera (IETF), Bxiatouaromwuii — Kiro4eBbIe
nokymentsl RFC 791, RFC 793, RFC 8200, RFC 8446, RFC 9000 (URL:
https://www.rfc-editor.org/).

Python Software Foundation — odurnmansHas gokymeHrtanus Python 3 mo
pabote c COKETaMHU 151 CBIPBIM TpaduKoM (URL:
https://docs.python.org/3/library/socket.html).

Oracle — noxymenranus Java Platform, Standard Edition (Java SE) 17,
MOYJIb java.net (URL:
https://docs.oracle.com/en/java/javase/17/docs/api/java.net/java/net/package-
summary.html).



Wireshark Foundation — opurnansaoe pykoBoacteo Wireshark User’s Guide
o 3axBary U aHaIU3y MIAKETOB (URL:
https://www.wireshark.org/docs/wsug_html_chunked/).

Cisco Networking Academy — nmoxymentamms Packet Tracer Help and
Support 10 OMYJIALAN CETEBBIX TOIOJIOTUI (URL:
https://www.cisco.com/c/en/us/products/swi/sectors/education/netacad/packet-
tracer.html).

I'K «Actpa» — odunmanbHas nokyMmeHTtarus Astra Linux Special Edition,
PYKOBOJICTBO aIMUHUCTPATOPa IO HACTPOHKE CETEBBIX MHTEP(HEHCOB U TyHHENEH
(URL.: https://astralinux.ru/support/documentation/).

7. llepedyeHb  JHUIIEH3UOHHOTO U  CBOOOJHO  PaCHpPOCTPAHSIEMOIO
IpPOrpaMMHOr0 OOecCreYeHusi, B TOM YHCIE€ OTEUYECTBEHHOrO IPOU3BOJICTBA,
HEO0OXOAUMOTrO JIJIsl OCBOCHMSI TUCIUTUTUHBI (MOYJIs).

Omnepanuonnsie cucteMbl — Astra Linux Special Edition / ALT Linux / PEJ]
OC.

Oducubie naketsl — P7-Ocduc / MoitOduc (a1 moaroToBKM MHXEHEPHBIX
otuetoB u npe3eHTaruit mo 'OCT).

Cpena paspabotkun u wuHTepnperatopel — Python 3.10+, Anaconda
Distribution, VS Code Community Edition (oddnaiin-sepcun), IntelliJ IDEA
Community Edition.

[Tnardopmel ucnonaenus — Java Development Kit (JDK) 17 (OpenJDK /
Liberica JDK).

CereBoe MomenupoBanue u anamm3 — Cisco Packet Tracer, Wireshark,
tcpdump, ytunutsl iproute2 u nftables.

WHCTpYMEHTBI Harpy304HOI0 TECTHPOBaHMS M sMyJisiuu — tc/netem, curl,
iperf3.

8. OmnucaHue MarepuaJIbHO-TEXHUYECKOM 0a3bl, HEOOXOAUMOM it
OCYILIECTBJICHUSI 00pa30BaTEILHOIO Mpollecca Mo JUCHUILUTHHE (MOIYJIIO).

VY4eOHble ayIUTOpUU [JIsl MPOBENEHUs Y4YEOHBIX 3aHATUH, OCHAILlEHHBIE
KOMIIBIOTEPHON TEXHUKON U HA0OpaMu IEMOHCTPALMOHHOTO 000PY10BaHUSI.

Jlnst mpakTUyYecKuX M J1a0OpaTOpPHBIX 3aHATUN — HAIM4YME MEePCOHATBHBIX
KOMITBIOTEPOB BBIUHCINUTEIBHOTO KJIACCa.

9. ®opMa NpoMeKyTOUHOU aTTECTAIUU:

DK3aMeH B 6 cemecTpe.



10. OueHouHble MaTEpHUAIBI.

OreHOYHBIE MaTepUANIbl, TPUMEHSIEMBIE TIPU MTPOBEACHUH TPOMEKYTOUHOM
aTTecTanuu, pa3pabaThIBalOTCS B COOTBETCTBUU C JIOKAJIBHBIM HOPMATHBHBIM
aktom PYT (MUUT).



ABTOpBI:

CoracoBaHo:

3asenyromuii kadenpoit [ITYTII

[Ipencenarens yueOHO-METOUUECKOM
KOMHUCCHUHU

I1.A. Boiixos

B.E. HytoBuu

H.A. AunpusinoBa



