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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[{enbro ocBOeHUS yueOHOU TUCIUTUINHBI «CeTeBbIE TEXHOJIOTHHU U CHCTEMHOE
aIMUHUCTPUPOBAHKE» sIBIsieTCS (OpMHUpOBaHUE y OOyYarOIUXCS 3HAHUK O
MPUHIIAIIAX PaOOThl CETEBBIX TEXHOJOTHUM, apXUTEKTYyphl CETEH, MPOTOKOJIOB U
METO/IOB MEepeayu JaHHBIX.

3amauyamMy TUCIUTUIMHEI SBJISIOTS:

- U3yYEHUE OCHOB CETEBBIX TEXHOJIOTHUH;

- HACTPOWKA ¥ aIMAHUCTPUPOBAHUE CETEBBIX YCTPOMCTB;

- YIIPaBJICHUE CETEBBIMU MPOTOKOJIAMHU.

2. [Inanupyemsble pe3yJIbTaThl 00y4YeHHUs 10 AUCIUIUIMHE (MOIYJIIO).

[lepeuenp GopmMuUpyeMBIX pe3yJbTAaTOB OCBOCHUS 00pa3oBaTEIbHOU
porpamMmsbl (KOMIIETEHLIUI) B pe3ybTaTe 00yUeHuUs 10 AUCHMILTUHE (MOYIIO):

IIK-3 - CnocoGeH MmpoBOAUTh aJIMHHUCTPUPOBAHUE CETEBOM IOJACHUCTEMBI
MH()POKOMMYHHUKAITMOHHON CUCTEMBl OpPTraHU3alIuH.

OOGyueHwue 1o JUCUUIUIUHE (MOAYJII0) MPENOaraeT, YTo Mo €ro pe3yJibTaTam
oOyyaromuiicst 0yier:

3HaTh:
- IPUHIINIIBI TOCTPOCHHMS, (PYHKIIMOHUPOBAHMS U DKCILTyaTalluH CETeH CBS3H,
OCHOBHBIE CETEBBIC IMMPOTOKOJIBI U TEXHOJIOTHH.

YMmeTh:
- HCTOJIb30BaTh TEOPUIO TMOCTPOEHUS M  aHaIM3a COBPEMEHHBIX
MH(}OPMAIIMOHHBIX CETeH MpU AAMUHUCTPUPOBAHUU CETEN U CUCTEM CBA3H.

Baanernb:

- HaBBIKAM aIMUHUCTPUPOBAHMUS U KOH(PUTYpUPOBAHUS
TEJICKOMMYHUKAIIMOHHBIX CUCTEM, MHCTPYMEHTAMM IOMCKAa HEUCIIPABHOCTEH B
CHCTEMAaX CBS3H.

3. O0beM TUCHUTUTUHBI (MOJTYJIS).
3.1. Obmas Tpy10eMKOCTh JUCITUTUTHHBI (MOTYIIS).

OO0mast TPyIOEMKOCTh AMCIUIUIMHBI (MOIyJisA) coctaBiser 9 3.e. (324
aKaJIeMUYECKUX Jaca(oB).

3.2. O6bem paucuMmuidHbl (MoOayisi) B (opMe KOHTAKTHOW paboThI
oOydarolmuxcs € MeJarorn4eckuMu  paboTHHUKamMu M (WIKM)  JIMIAMH,



IPUBJIEKAEMBIMH K pean3alnun 00pa3oBaTeIbHON MporpaMmbl Ha UHBIX YCIOBHSX,
IIPU NPOBEJCHUHN YUE€OHBIX 3aHATHIL:

KonugectBo uacos
Tun y4eOHBIX 3aHSTHIA Cemectp
Bceero
Ne3 | Ne4
KonrtaktHas paboTa mpu npoBeieHIH yUeOHBIX 3aHATHH (BCETO): 176 80 96
B ToMm uncne:
3aHATHUS JICKIHOHHOTO THIIA 16 16 0
3aHATHS CEMHHAPCKOTO THIIA 160 | 64 96

3.3. O06bemM mucCHUIUIMHBI (MOIYJisA) B (OpME CaMOCTOSITEIIBHONW padOThI
oOydJarommxcsi, a Takke B (opMe KOHTAKTHOW pabOTHl OOyYarommxcsi C
MearoruIecKuMU pabOTHUKAMHK U (WJTH) JTUIIaMH, TIPUBJICKAEMBIMH K peaTU3aIliH
oOpa3oBaTeNpHON TporpaMMbl HAa HWHBIX YCIOBHUSX, TMPU MPOBEICHUU
IPOMEKYTOUHOM aTTecTauu cocrapisieT 148 akagemuyeckux vaca (0OB).

3.4. ITpu oOy4eHunu 1o HHAUBUAYATLHOMY YUYEOHOMY ILJIaHY, B TOM YHCIIE IPU
YCKOPEHHOM O0y4e€HHH, 00bEM NUCIUIUIMHBI (MOYs1) MOXKET OBITh peain30BaH
MOJIHOCTBIO B (POPME CaMOCTOSTENBHOU padOThl 00yUaIoOIUXCs, a TAKKe B (hopme
KOHTAKTHOM PabOThl 00YUYarOUIUXCSl C MEJarorMueCKUMU paOOTHUKAMU U (UJIN)
JUIAMH, TIPUBIIEKAEMBIMH K peain3aliii 00pa30oBaTEIbHOM MPOrpaMMbl Ha MHBIX
YCJIOBUSIX, TIPU MPOBEACHUH MPOMEKYTOYHOM aTTeCTallUU.

4. ConeprxaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3a”HATHA TEKIIMOHHOTO THUIIA.

/ Temaruka JI€KIIUOHHBIX 3aHATHH / KpaTKO€ COACPIKAHUC
/11

1 |KomnbloTepHble cetu

PaccmaTprBaemble BOIIPOCHI:

- IPUHIMIBI paboTHI ceTel M NX Kinaccu(UKanus;

- apxurekTypa cereil: monenu OSI u TCP/IP;

- OCHOBHBIE KOMITIOHEHTHI CETeBOW MH(PPACTPYKTYpPbI (MapIIPyTHU3aTOPBI, KOMMYTATOPBI, TOYKH JJOCTyIa U
T.1.);

- 001IMe CBEIEHHSI O KOMIIBIOTEPHBIX CETSX;

- MOJCJIN CETEH CBS3MH.

2 |CereBoe 000pynOBaHUE

PaccmaTprBaemble BOIIPOCHL:

- ocHoBHBIe potokossl (IP, TCP, UDP, HTTP, FTP, DNS u np.);
- IPUHIMNBI paboTHI IIPOTOKOJIOB U X POJIb B Mepeaye JaHHbIX;
- HAaCTPOMKa M ynpaBJeHHE MPOTOKOJIAMH B CETEBBIX YCTPOICTBAX;
- TUIIBI CETEBOTO 000py/J0BaHuUs, QYHKIIUH U IPUMEHEHHE.




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KPaTKOE COJIEpKAHNE

KananbHblil ypoBeHb niepeaun

PaccmarpuBaembie BOIIPOCHL:

- IIpoLIeCChl KOH(UTYpauU MapIIPYTH3aTOPOB U KOMMYTAaTOPOB;

- HacTpoiika VLAN u nojcereii;

- ynIpaBJeHue ajipecanueil (craTnyeckas u tuHamuueckas [P-anpecanus);
- agpecalys KaHanbHOTo ypoBHs. TexHonorus Ethernet.

4 |IupoxoBeuiaTeIbHbIE JOMEHBI
PaccmaTpuBaemble BOTIPOCHI:
- pa3zieNieHne MIMPOKOBEIATEIBHOTO TOMEHA;
- agpecarys yCTPOHCTB U3 Pa3HbIX MIMPOKOBEIIATEIbHBIX JOMEHOB,;
- azipeca npoTokona MHTepHeTa.
5 |Hcnonb3oBanue MACu IPanpecarun.
PaccmaTtpuBaeMble BOIIPOCHI:
- IPOTOKOJ comnocTaBieHus agpecoB ARP;
- CBSI3b IIMPOKOBEUIATENBHBIX JIOMEHOB € TIOMOIIBIO YCTPOICTBA MapIIpyTH3aTOPA.
6 |OmpenencHue MOICETH
PaccmaTprBaemble BOTIPOCHI:
- IOHATHE IIUTI03a 1T0 yMOIYAHHMIO;
- YIIpaBJICHUE CETEBBIMH YCTPOMCTBAMH CETH CBSI3H: MapIIPyTU3aTOPaMH, KOMMYTaTOPaMH.
7 CereBbie OIICPAaIOHHBIC CUCTCMEI.
PaccmaTtpuBaeMble BOIIPOCHI:
- oHsiTHe paboyell KOHPUTYpaLUK ¥ CTAPTOBOI KOH(UTYpalMU YCTPOICTRa;
- TEXHOJIOTHH YJAJICHHOTO JOCTYIA K CETEBBIM yCTPONUCTBAM.
8 |YmpasisieMble KOMMYTaTOPBI BTOPOTO YPOBHS
PaccmaTprBaemble BOTIPOCHI:
- IOHATHE CKOPOCTH MOPTa U THIA COSANHEHUS: MTOJHBIH AyIIIeKC, MOIYAyIUIEKC, CHMIUIEKC. ABTO
COTIJIacOBaHUE IOPTOB.
9 COBpeMeHHBIC TCHACHI MU B CCTCBBIX TCXHOJOIUAX
PaccmarpuBaembie BOIPOCHL:
- Bupryanu3anus cereBbix QyHkimid (NFV) u nporpammHuo-onpenensemsie cet (SDN);
- akTyanpHBIe TexHoyoruu, Takue kak loT (MuTepHeT Bemeir) u 5G;
- OyayIee CeTeBBIX TEXHOJIOTHI U MX BIMSHUE HA OM3HEC-TIPOIIECCHI.
10 |TexHuYeckas JOKyMEHTAIUS
PaccmaTprBaemble BOIIPOCHI:
- IPUHIMIBI pa3pabOTKU TEXHUYECKOM JOKYMEHTAIUH JUIs CeTeil;
- BeJIcHHE y4yeTa KOH(pUrypanuii 1 n3MEHEHHI B CETEBOU HHPPACTPYKTYPE;
- MOJI'OTOBKA OTYETOB O BHIMOJIHEHHBIX pa00TaxX U aHAJIM3€ NPOU3BOIUTEILHOCTH.
4.2. 3aHATHS CEMUHAPCKOTO THUIIA.
JlabopaTopHbie pabOThHI
Ne
i HanmenoBanue 1a60paTopHBIX paboT / KpaTKoe coepikaHue
1 |HUccnenoBanue CTaTUYECKON MapuIIpyTH3AIIMU B CETSAX CBS3H C MAKETHOM Mepenadeit

nanabiX Ha ocHoBe Mikrotik RouterOS
PaccmarprBaeMbie BOTIPOCHI:

- moxcetu [Pv4, knaccoBas u 6eckiaccoBasi aJpecars;
- OCHOBBI paboTsl ¢ uaTepdeiicom [0 GNS3;




HaunmenoBanue 1a60paTopHBIX paboT / KpaTKoe copepikaHue

/1
- mo0aBieHNE YCTPONUCTB B MOJIENb CETH;
- HACTPOMKA yCTPOMCTB CETH;
- KOH(UTypauus craTH4ecKoi MapupyTHU3aLnH;
- MHAWBUAYaAJIbHOC 3a/1aHNC BLI6I/IpaeTCH COTJIACHO METOANYCCKUM YKa3aHUAM K J'Ia60paTOpHI>IM 3aHATHUAM.
2 |Kondwurypanys TeXHOJIOTHH BUPTYaTbHBIX JOoKaIbHBIX ceTelt (VLAN)

PaccmarprBaeMbIe BOIIPOCHL:

- HACTPOIiKa HAYaJIbHEIX APAMETPOB MOJIEIH CETH;
- aHAJIM3 CETEeBHIX MaKeToB IpH nmomommu Wireshark;
- HACTpOIiKa access IOPTOB MapIIPYTH3ATOPA;

- HacTpoiika trunk-mopToB MapIIpyTH3aTOpA.

Konduryparmus nporokonos nuHamudeckoit mapuipytuszanuu RIP u OSPF
PaccmarpuBaembie BOIIPOCHL:

- HACTPOIiKa HauaJIbHBIX IAPAMETPOB MOJEIH CETH;

- HacTpoiiKa MPOTOKOJIa AuHaMHUeckoi MapiipyTuzanuu RIP B RouterOS;

- HACTPOMKa MPOTOKOJIa AMHaMH4YecKoil MapimpyTtuzanuu OSPF.

HccnenoBanne TEXHOIOTHI YIAJIECHHOTO JOCTYIIA K YCTPOMCTBAM CETH CBSI3U
PaccmartprBaeMbie BOTIPOCHI:

- HaCTPO¥Ka HAYaIbHBIX ITAPAMETPOB MOICIIH CETH;

- HacTpoiixa DHCP;

- noaxmoyenue o SSH u Telnet;

- HacTpoiixa NAT.

HpaKTI/ILIGCKI/IC 3aHATHUA

Temaruka MPakKTUYECKUX 3aHITHI/KPATKOE COJIEpIKaHUE

Ilepenaya maHHBIX B CETSIX CBA3U
PaccmarpuBaembie BOIPOCHL:
- IBOMYHOE MPEICTaBICHHE HHPOPMAIIUH.

Crpyxkrypa Ethernet kagpa.

PaccmarpuBaembie BOIPOCHL:

- JIOKaJIbHas CCTh CBA3HU,

- IIPOTOKOJIBI M CTAHAAPTHI PU3UIecKoro ypoBHs Monemu OSI.

Tewma 3. TexHOJIOTHS 3alUTHI TOPTOB KOMMYTATOPA.
PaCCManI/IBaeMBIe BOIPOCHI:

- Tunbl atak MA Canpecos;

- Port Security, «mnkue» MACanpeca.

@yHKIMM ceTeBOro yposHs Mmoaenu OSI
PaccmarpuBaemble BOIPOCHL:

- OCHOBBI MapuipyTusanuu, aJilrOpuTMbl IOUCKA KpaTqaﬁmero myTH;
- JOMCHHBIC UMCHA.

TpancnoptHbil ypoBeHb Moaenn OSI
PaccMaTprBaemble BOIIPOCHI:
- npotoxoisl UDPu TCP, pasnuune u npruMeHeHne NPOTOKOJOB. [IoHsATHE ceTeBOro mopTa.

[IpoTokonb! TuHAMHYECKON KOH(UTYpallUU CETEBBIX YCTPOMCTB

PaccmarpuBaembie BOIPOCHL:

- IPOTOKOJIBI TUHAMUYECKOH KOH(PUTYpaIiu ceTeBbIX ycrpoiicts: BootP, DHCP. Obnactu anpecos, Bpems
apenzsl, poias DHCP cepsepa, IPv6.

BupryanbsHble TOKaIbHbIE CETH
PaCCMa’IpI/IBaCMLIC BOIIPOCHI:




/ TemaTuka MpakTHYECKUX 3aHATUI/KpAaTKOE CoJlepKaHHE
n/n

- co3manue u KoHpurypuposarnue SVI-uarepdeticos;
- Ilepesiada JJAaHHBIX MEXAY BUPTYaIbHBIMH JIOKAJIbHBIMU CETSIMU.
8 |Crucku KOHTpOIIS A0CTyna

PaccmarpuBaembie BOIIPOCHL:
- GiiokupoBKka Tpaduka [P-moacery, moacTaHOBOYHBIE CETEBBIE MACKH, PACIIMPEHHBIC CIUCKH KOHTPOJIS

JOCTyma.
9 |TexHONOTUA TPAHKOBBIX COCTUHEHUN KOMMYTAaTOPOB

PaccmaTpuBaemble BOTIPOCHI:
- IPUHONT pabOTHI TPAHKOB BUPTYAIBHOM MOACETH;

- IIPOTOKOJI DTPans aBTOMaTHYECKOT'O COTIaCOBaHUS TPaHKOB;

- MHKAIICYJIAIU TPaHKOBBIX COCIUHCHUM.

4.3. CamocrosiTenbHas paboTa 00y4YaroIMuXCs.

Bun camocTosiTennbHOM paboThI

1 HOIIFOTOBKa K IIPAKTHUYCCKUM 3aHATHUAM

[ToaroroBka k 1a60paTOpHBIM paboTam

3 [PaboTa c JIeKIMOHHBIM MaTEPHATIOM, JINTEPATYPOH, CAMOCTOSITEIIPHOE H3YUCHUE
pa3nenoB (Tem) TUCUUTUTAHBI(MOTYIIS)

IToaroToBKa K MPOMEXKYTOYHOM aTTECTALIMH.

IToaroroBka k TCKYLIEMY KOHTPOJIIO.

5. IlepeueHb wu3MaHMI, KOTOpPBIE PEKOMEHAYETCS MCIOJIb30BATh IIPH
OCBOCHMH TUCUUILTUHBI (MOIYJIS).

No
wn bubnuorpaduyeckoe onucanue Mecrto noctymna
1 bussies, A. A. CeTu cBs3u U cUcTeMbl KomMmyTanuu : | https://e.lanbook.com/book/118257

yueOHoe mocodue / A. A. buszses, K. A. Kypatos. —
Hosocubupck : HI'TY, 2016. — 84 c. — ISBN 978-
5-7782-2935-8.

2 Aprtiomenko, B. B. Komnbstotepubie cetu u https://e.lanbook.com/book/152244
TEJIEKOMMYHHUKAINH : y4eOHO-METOAMYECKOE
nocobue / B. B. Aptiomenko, A. B. Hukynun. —
HoBocubupck : HI'TY, 2020. — 72 c¢. — ISBN 978-
5-7782-4104-6.

3 | Pakurun, P. 1O. KommbrorepHsie cetn : yueOHOE https://e.lanbook.com/book/139182
nocobue / P. YO. Pakutun, E. B. Mockanenko. —
bapnayn : Ant['TIV, 2019. — 340 c. — ISBN 978-5-
.88210-942-3.




6. IlepedueHb COBpPEMEHHBIX MNPOQPECCHOHANBHBIX 0a3 JNaHHBIX U
WH()OPMAITMOHHBIX CIIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIOJB30BAaThCS IPHU
OCBOCHUU JUCHUIUIUHBI (MOIYJIS).

Nudopmanmonnsii  mopran  Hayunas  snmekTpoHHas — OuOnmoTeka
eLIBRARY.RU (www.elibrary.ru);

Enunas xomnekmus mmudpoBbix oOpa3zoBatenbHbIX pecypcoB (http://window,
edu.ru);

Hayuno-texaunueckas oubnuoreka PYT (MUUNT) (http/library.miit.ru);

[TouckoBbie cucTeMbl «SHOEKC» I JOCTyNa K TEMaTHUYECKUM
MH(POPMALIMOHHBIM PecypcaM;

DONeKTpOHHO-OMOIMoTeUHass  cucrema  u3narenbctBa  «Jlanby — —
http://e.lanbook.com/;

DJIeKTPOHHO-0MOIHoTeuHas cructeMa ibooks.ru — http://ibooks.ru/;

DJ1eKTpOHHO-0MOIHoTeuHas cucreMa «Y MIL» — http://www.umczdt.ru/;

DnekTpoHHO-OMOIMOTeUHass  cuctema  «Intermediay  —  http://www
Intermediapublishing.ru/;

DnekTpoHHo-0nbmoTeyHas cucrema «BOOK. .ru» — http://www.book.ru/;

DIJIEKTPOHHO-OUOIMOTEYHAS cucrema «ZNANIUM.COM» —
http://www.znanium.com/

7. IlepeuyeHb  JUIEH3UOHHOTO W  CBOOOAHO  PACIPOCTPAHSIEMOTO
MPOTpaMMHOr0 OOECIeUYeHUs, B TOM YHCJIE OTEUECTBEHHOI'O IPOM3BOJICTBA,
HEO0OXOIMMOTO JIJIs1 OCBOCHUS JUCIUTIIIUHBI (MOIYJIs).

1. Microsoft Internet Explorer (wnm npyroii Opaysep);
2. OnepanuonHas cuctema Microsoft Windows;
3. Microsoft Office.

8. Ommcanme MaTepHATBHO-TEXHUYECKOW 0a3bl, HEOOXOIUMON IS
OCYILIECTBJICHUSI 00pa30BaTEILHOIO Mpoliecca Mo TUCIUILUIMHE (MOIYJIIO).

st mpoBeneHUsT ayIWTOPHBIX 3aHATHH W CaMOCTOSITEIBHONW PabOThI
Tpedyercs:

1. PabGouee w™Mecto mpemojaBarensi C TMEPCOHATBHBIM KOMIIBIOTEPOM,
noakirouéHHbIM K ceTu INTERNET.

2. CrneuvaJM3vpoBaHHAs JIEKUWOHHAs AyJIWTOPUS C  MYJIbTUMEINA
armnapaTypou U IpoeKTOPOM.

3. KommbrotepHsiii kiacc. Paboune mecta CTYJE€HTOB B KOMIBIOTEPHOM
kiacce, noakiarouéHubie kK cetu INTERNET

4. JIns npoBeIeHUs] IPAKTUYECKUX 3aHATUI: KOMIIBIOTEPHBIN KJIacC



9. ®opma MPOMEKYTOUYHOU ATTECTALINU:

3aueT B 3 cemecTpe.
DK3aMeH B 4 ceMecTpe.

10. OueHouHbIE MaTEPHUAIIBI.

OneHoYHbIE MaTepUabl, IPUMEHSIEMbIE MIPU MPOBEACHUH MPOMEKYTOUHOM
aTTecTanuu, pa3pabaThIBalOTCS B COOTBETCTBUU C JIOKAJIBHBIM HOPMATHBHBIM
aktom PYT (MUUT).
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