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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

LensmMmu ocBoeHus Yy4yeOHOM AMCHMUILUIUHBI «TeleKOMMYHHKAIIMOHHOE
0o0OpyJIOBaHME 3allMIIECHHBIX CETEH» SBIAIOTCS OO0y4YeHUE MPUHILIUIAM
NOCTPOCHUS M OJKCIUTyaTallMM pPAa3JIMYHBIX TEIEKOMMYHUKALMOHHBIX CETeH WU
CUCTEM 3a CUET U3YUYECHHS] COBPEMEHHBIX TEIEKOMMYHUKAIIMOHHBIX TEXHOJOTUN U
TEXHUYECKUX CPEACTB. A TakkKe NPHOOPETEHHE CTYAECHTAMH HEOOXOAMMOro
oObeMa 3HaHuM B 001acTu oOecrieyeHus: 0€30MaCHOCTU TEIEKOMMYHUKAIIMOHHBIX
CeTell U CUCTEM, apXUTEKTYpbl OECIIPOBOIHBIX CETEH, CTAHIAPTOB U MEXaHU3MOB
3aIlUThI, UCTIOJIB3YEMBIX JJISl 3alIUThl UHMOOPMAIIMU B TEJICKOMMYHUKAIIMOHHBIX
CEeTSIX U CUCTEMaX.

CryneHThl JOJKHBI HAyYUTHCS HCIIONB30BATh COYETAHUE PaA3IUYHBIX
TEXHOJIOT U, TPOTOKOJIOB U T€JIEKOMMYHHUKALIMOHHOTO 000PYIOBaHHU.

OCHOBHBIMM 33JJa4aMH TUCLUTUIAHBI SIBISIOTCA:

- O3HAKOMJICHME€  OCHOBHBIMHM  BHUJAMU  TEJIEKOMMYHUKAIIMOHHOTO
000Opy10BaHUS;

- paccMOTpeHHE MPOTOKOJIOB B3aMMOJEHUCTBUS TEICKOMMYHHUKAIIMOHHOTO
000pyI0BaHUS;

- U3y4eHue 0COOEHHOCTEN rcnoib30Banus nmpotokosa OSPF;

- U3y4eHue 0COOCHHOCTEN HCcoIb30BaHus mpoTtokosia BGP;

- W3y4YeHHE OCHOBHBIX MPHUHIIMIIOB M MOAXOAOB K 3amuTe WHpopManuu B
Pa3HOTUITHBIX TEJIEKOMMYHHUKAIIMOHHBIX CETSIX U CUCTEMaX.

2. [Inanupyemble pe3ysbTaTbl 00y4YeHHUs 10 AUCIUIUIMHE (MOAYJIIO).

[Tepeuerr GopMHUpyeMBIX PE3ylabTaTOB OCBOCHHS  0Opa30BaTEIHHOU
nporpaMmMbl (KOMIETEHIMI) B pe3yJibTaTe 00y4eHUsI 110 AUCHUILIMHE (MOYJIIO):

IIK-1 - CnocoOGHOCTh aHANMM3UPOBATh M OIEHHWBATh 3alIMIIICHHOCTH
MIPOrpaMMHO-AIIAPATHRIX CPEICTB 3ANIUTHI HH(DOPMAITUY;

IK-7 - CnocoObHOCTh BBIOMpATh W TPHUMEHSATH TEXHUYECKHE CPECTBA
3alUThl  MHGOpMalMK, obecneurBaTh HUX (YHKUMOHUPOBAHHUE, MPOBOAUTH
BOCCTaHOBJICHHE U 3aMEHY OTKA3aBILIHUX KOMIIOHEHTOB.

OOyuyeHwue 1Mo JUCHMILIHHE (MOIYJI0) IIPEIIIoJIaraet, 4To 110 €ro pe3yJabTaTam
oOyuarommmiics Oyier:

3HaTh:

-BUJIBI TEJICKOMMYHHUKAIIMOHHBIX CETEH CBS3H;

-OCHOBHBIE yTpo3bl 0€30MacHOCTH HH(POPMAIINH B TEJICKOMMYHHUKAITMOHHBIX
CETSX CBSI3U;



-METO/ABl M aIrOpUTMBI oOecredeHus Oe30MmacHOCTH HWHGOpPMaLUUd B
TEJIEKOMMYHUKAIMOHHBIX CETSIX CBS3H;

-OCHOBHBIE ITAPAMETPHI KAHAJIOB TEJIEKOMMYHHMKAIIMOHHBIX CETEN CBSI3H;

- TEXHUYECKUE KOHILIETIUU IIOCTPOCHUSA pa3IMYHbIX
TEJIEKOMMYHUKAILIUOHHBIX CETEU CBA3H;

-CIIOCOOBI  OpraHU3alliy KaHajloOB, JOCTYNOB B TEJIEKOMMYHHKAIIMOHHBIX
CETAX CBS3U.

YMmeThb:

-pacCUMTBIBAaTh W  BHIOMpPATh OCHOBHBIE IMAapaMeTPhl  ammapaTypsl
TEJICKOMMYHHUKAIIMOHHON CBSI3M, MCXOJd M3 TpeOOBaHWU K KadyecTBY KaHaa,
AKCIUTYaTUPOBATh 000PYI0BAHHE TEIICKOMMYHHUKAIITMOHHBIX CETEH;

-OCYIIECTBIIATh BBIOOP 000PYAOBaHUS U MPOTPAMMHOTO OOECTICUCHUS IS
MTOCTPOCHMS 3AIMUIICHHBIX TEICKOMMYHHUKAIIMOHHBIX CETCH CBSI3H;

-  MHTETPHPOBATh TEICKOMMYHHKAIIMOHHBIC CETH CBSI3HM B CETEBYIO
UHOPACTPYKTYPY TPEANPHUATHS, YUUTHIBAS BCE AaCIEKThI OOCCICUCHHS ¢
0Ee30ITaCHOCTH;

-OCYIIECTBJISTh MOHUTOPHHT TEJICKOMMYHHUKAIIMOHHBIX CETEH.

Baanern:

-HaBbIKAMHU pacueTa M BbIOOpa OCHOBHBIX IIapaMETPOB almaparypbl
TEJIEKOMMYHUKALIMOHHOM CBSI3HM, HCXO/s1 U3 TpeOOBaHUI K KaUeCTBY KaHaJa;

-HaBBIKAMU IKCILTyaTallMii 000pYy 0BAHMS TEIEKOMMYHHUKAIMOHHBIX CETEM;

- HaBbIKAaMHU BbIOOpa 00OPYIOBaHHA M MPOrPaMMHOIO OOECHEYEeHHS IS
MOCTPOEHUS 3AIIMIIEHHBIX TEIEKOMMYHUKAMOHHBIX CETEN CBA3H;

-HaBbIKAMHU HHTETPAlMU TEJIEKOMMYHHUKAIIMOHHBIX CETEH CBSI3M B CETEBYIO
UHQPACTPYKTYpPy MNPEANPUSATHS, YUYUTHIBAsS BCE aCMEKThl OOECHEUYECHHS ee
0e301acHOCTH; MPUHIIMIIAMA MOHUTOPHUHTA TEIEKOMMYHUKAIIMOHHBIX CETEH.

3. O6beM TUCITUTIIUHBI (MOTYJIs).
3.1. O6mas Tpy10€MKOCTh AUCIUILIUHBI (MOIYJIs).

OO6masi TPyHOEMKOCTh AUCHUIUIMHBL (MoayJsi) coctaBiser S5 3.e. (180
akaJeMHUYeCKUX yaca(oB).

3.2. O0bem pgucuUIUIMHBL (MOAYJsl) B (opMe KOHTAKTHOM paboThI
oOyJarmuxcst C  IeJarorM4eckuMu  paboTHUKaMU ®W  (WIM)  JIUIIAMH,
IPUBJIEKAEMBIMH K peaiu3aluu o0pa3oBaTesIbHOM MporpaMmbl Ha UHBIX YCIOBHSIX,
IIPU MPOBEJCHUHN YUE€OHBIX 3aHITHI:

Tum yaeOHbIX 3aHATHH | KommgectBo gacoB




Bcero | Cemectp Ne9

KonTtaxtHas paboTa rmpu npoBeIeHIH yUeOHBIX 3aHATHH (BCEro): 64 64
B tom uucae:

3aHATHSA JIEKIIMOHHOI'O THIIA 32 32
3aHATUSA CEMUHAPCKOro TUIA 32 32

3.3. O0beM auCHUIUIMHBL (MOAyJisd) B (opmMe caMOCTOSTENbHONW padOThI
oOyyaromuxcs, a Takke B (QopMe KOHTAKTHOM pabOThl O0O0ydYaroIuxcs ¢
nearoruueckuMu paboTHUKAMHK U (M) JTUI[AMU, TIPUBJICKAEMBIMH K peau3aiiu
oOpa3oBaTeIbHOM TpOrpaMMbl Ha HWHBIX YCIOBHUSIX, TIPU TPOBEICHUU
MPOMEKYTOUHOM aTTecTanuu coctapisier 116 akagemuueckux daca (0B).

3.4. ITpu oOy4yeHnH N0 MHAUBUAYAIBHOMY YYEOHOMY IUJIaHy, B TOM YHCIIE IIPU
YCKOPEHHOM O0y4Y€HHUH, 00BEM TUCIUIUIMHBI (MOJYJIs1) MOXKET ObITh peaan30BaH
MOJIHOCTBIO B (DOPME CaMOCTOSITENIbHOM paboThl oOyJarouuxcs, a Takke B hopme
KOHTaKTHOW paOoThl 00yyarolmuxcs ¢ NeAarorndyecKuMu pabOTHUKAMU U (WUJIN)
JUILIAMH, TIPUBJIEKAaEMbIMH K peaju3aluu 00pa30BaTeIbHON MPOrpaMMbl HA UHBIX
YCIIOBHSIX, IPU MPOBEAECHUYU IPOMEKYTOYHOM aTTECTALINH.

4. ConepxkaHue JUCHUTUIAHBI (MOIYJIA).

4.1. 3ausaTus JIEKIIUOHHOTO THIIA.

TemaTuka JIEKIIMOHHBIX 3aHATUN / KpaTKO€ COACPIKAaHUC

1 |BBenmeHue B TEIEKOMMYHHKAIIMOHHOE 00OPYIOBAHHE 3aIIUIIICHHBIX CETEeH

Copeprkanue yaeOHOTO MaTepraa;

- OmpeneneHre 3aMAIICHHON ceTr niepeaayn qaHabx (3CITI)

- Knmaccudukanus TeekoMMyHUKAITMOHHOTO 000PYIOBaHU 10 Ha3HAYCHUIO M YpoBHIM Mosenn OS]

- OcHOBHEIE TpeOOBaHU K 000pYIOBAHUIO 3aIIUIICHHBIX CeTeH (HaIe)KHOCTh, OTKA30yCTOHYNBOCTb,
0€301acHOCTb, YIPaBIIsIEeMOCTh )

- HopmaTuBHO-1IpaBoBas 6a3a P® B o0nacti npuMeHeHus cepTuuimpoBanHoro odopyaosanus (PCTOK,
DdCB, MuHOOOPOHBI)

- JKuzneHHbI KT 060pyIOBaHMS 3AIIUIIIEHHBIX CETeH: 3aKyIKa, yCTaHOBKA, HACTPOHKA, SKCIUTyaTallus,
YTHIU3AIHSA

2 |ApXUTEKTYypa 3alUIICHHBIX CeTel U MeCTO 000PYJOBaHUS B CTPYKTYpE

CopeprkaHue y9eOHOTO MaTepraa;

- Tononoruu 3alMIIEHHBIX ceTel (3Be3/a, KOJIbLO, sS;YeHCcTast, HepapXudeckas)

- YPOBHM 3alLUIICHHON CETU: IEPUMETP, CETMEHTALMSL, PO, JOCTYII

- demunurapuzoBanHas 30Ha (DMZ): Ha3HaueHHE U UCTIONIb3yeMOe 000pyAOBaHUE

- Pacnipenenerne ¢pyHKINI MEXITYy CETEBBIMH YCTPOUCTBAMH (MapIIPyTHU3AIH, KOMMYTALUs, MEKCETEBOE
SKpaHHPOBaHHE, OOHAPYKEHHUE BTOPKEHHIA)

- [IpuHIIMTBI pe3epBHPOBaHUS 000PYAOBAaHHS (AKTHBHBII-aKTUBHBIN, aKTHBHBIN-TTACCUBHBIN )




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

Monenu yrpo3 u TpeboBaHus K TEIEKOMMYHUKAIMOHHOMY 000pY10BaHHUIO

Conepxanue y4eOHOTO MaTeprana;

- OcHOBHBIE YTpo3bl i1 TeIeKOMMyHUKanuoHHoro obopynosanus (HC/I, nepexsat Tpaduka, moameHa

YCTpOiicTBa, aTaku Ha MPOTOKOJIBI, 0TKa3 B 0OCITYKUBAHUH)

- Mopenp HapyIIuTess JUis 3alUIIeHHBIX ceTell (BHEIHUI 1 BHYTPEHHUI)

- TpeboBanus k 000pyAOBaHMIO MO KiaccaM 3aruiineHHocTH (o mpukazam OCTOK Poccun)
- Kpurepuu Bbi6Opa 060py10BaHHMs IS CETEH C pa3InuHBIM YPOBHEM KOH(UICHINAIBHOCTH
- lokyMeHTHpOBaHE TPeOOBAaHUN K 000PYOBAaHUIO B TEXHHYECKOM 33aHIU

Knaccudukanus u ceprudukamnms TeIeKOMMYHUKAIIMOHHOTO 000PYI0BaHHUS 110
TpeOOBaHUAM OE30MACHOCTH

Conepxanue y4eOHOTO MaTepuaa;

- Knmaccr! 3amuimeHHOCTH 000py10BaHUS (OT MATOTO JIO MIEPBOTO)

- Cucremsl ceptuduranuu PCTIK Poccun u @Ch Poccuun

- Drarmsl cepTUdUKANUN 000PYAOBAHMS IS 3AIIUIICHHBIX CEeTCH

- CeptudurmpoBanHoe vs. HeCepTUPHUIUPOBAHHOE 000PYAOBaHHUE: PUCKU M OTPAHUICHUS
- Peectp ceptuduiimpoBaHHOTO TEIEKOMMYHHKAIIMOHHOTO 000pynoBaHus B PO

ammmennpie KomMmyTaTopbl (L2/L3): apxuTtektypa v GyHKIIMKU O€301IaCHOCTH

Conepxanue y4eOHOTO MaTepuaa;

- [IpuHIMOB pabOTHl KOMMYTATOPOB B 3AIIUIICHHBIX CETAX

- Oynkimu 6e3omacuoct KommyTtatopoB: VLAN, ACL (Access Control Lists), 802.1X (Port-Based
Authentication)

- amura ot arak Ha KaHansHOM ypoBHe (MAC-flooding, ARP-spoofing, STP-araku)

- ®ynxmun DHCP Snooping, Dynamic ARP Inspection (DAL), IP Source Guard

- Hactpoiika moptoB 6e3omacHoctu (Port Security, MAC-aapecanusi, orpaandenne ancia MAC)

3anunieHHbIe MapUIPyTH3ATOPBI: TPOTOKOJIBI TUHAMUYECKONW MapIIpyTHU3allid B
3aIUIIEHHOM HCIIOJTHEHUN

Copeprxanue yueOHOTO MaTepuaa:

- Hasnauenue MapupyTn3aTopoB B 3alIUIIEHHBIX CETAX

- [Iporokonsr nuraMngeckoit mapuipytusauuu (OSPF, BGP, RIP) u ux ysa3sumocTn

- 3amuMTa NpoTOKOJIOB MapiipyTu3aiuu: ayrentTudukanus (MDS, SHA), dunbsTpanus MapuipyTo
- Buptyansusie mapmpytuzatopsl (VRF) mist nzomsannu Tpaduka B 0THOM yCTpOcTBE

- [Ipumeps! 3amumeHHbIx MapuipyTuzatopos (Cisco, Juniper, oteuectBenHble - Dnrekc, BYJIAT)

MexceteBbie dkpanbl (MD) HoBoro nokosiaeHust (NGFW)

Cogneprxanue yueOHOTO MaTepuana:
- Knnaccudukanms mexcereBbix 3kpaHoB (makeTHble GuibTpbl, stateful, NGFW)

- Oynkumnu NGFW: nncniektipoBanue Tpaduka Ha npukiagHom yposHe (DPI), oOHapyskeHne BTop:keHHI

(IDS/IPS), dbunpTpanus IpHIOKECHHUI

- Ynpaenenue noiaurukamu 6ezonacuoct Ha NGFW (mpasuiia allow/deny/nat)

- Tommomoruu BritoueHnss MO (TpaHCTIOPTHBIN PEXUM, MOCT, TILT03)

- [Ipumepst ceprudummpoBanaeix NGFW B PO (UserGate, ViPNet Coordinator, Check Point)

YerpoiictBa VPN-1LTI030B U KpUIITOMaPILPYTU3aTOPbI

Coneprxanue y4eOHOTO MaTrepuaa;
- Haznauenne VPN-1111030B 1151 OpraHu3alivy 3al{UIIeHHbIX KaHAJIOB CBSI3U
- Kpunromapupytu3aTopsl: HHTETPUPOBaHHOE PELICHUE MapIIpyTU3alMU U MH(pPOBAHUS




TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

/T
- Peanmmzanus mporokonos [Psec u TLS B ammapaTHBIX KPUITOIILTIO3aX
- Yopasiernune kirogamu 1 ceptaduraramu Ha VPN-ycTpoiicTBax
- OteuectBennsle penienus: ViPNet, «kKontunent», «Kpunrollpoy», «cMAPLIPYT»
9 |Cuctemsl oOHapyxeHus BTopxkeHuit (IDS) nis 3amuineHHbIx ceTeit

Cogneprkanue yueOHOTO MaTepuaa:

- Knaccudukanus IDS: cereBbie (NIDS), xocrosbie (HIDS), rubpunnbie

- Apxutektypa IDS: ceHcopbl, KOHCOIb YIIpaBleHHs, 6a3a CHTHATYD

- MeTozp!l 00HapyKEHHUS: CHTHATYPHBIN aHaIH3, TOBEACHUECKUI aHAN3 (aHOMAJINH), 0OHApY )KeHUE
Stateful

- Pazmenienue cencopos IDS B cetu (Ha rpanune, B cermenTax, B DMZ)

- OteuectBeHHbIe cucTeMbl IDS: «Aprycy», «Pydnkon», Positive Technologies (PT Network Attack
Discovery)

10

Cucremsl penoTBpaieHus Brop>xkeHuid (IPS) u ux nnTerpanus B cetb

Conepxanue y4eOHOTO MaTepuaa;

- Ormrame IPS ot IDS: akTHBHOE GIIOKMpOBaHKE aTak

- Tommomorun Bxitouernns IPS (inline vs. passive)

- Oynknnu [PS: GrokupoBka makeToB, cOpOC CoeaNHEHNH, M3MEHEHHE TTpaBmiI MO
- Hactpoiika monutuk IPS: 9yBCTBUTENEHOCTD, OCNBIC CIIMCKH, HCKITIOYCHUS

- [IpoGnema noxxHBIX cpabaTeiBanuii (false positives) 1 MeTObI €€ CHIKEHUS

11

Amnanuzaropsl Tpaduka u cuctemsl ceteBoii pa3enku (Network Visibility)

Conepxanue y4eOHOT0 MaTepuaa;

- Hasnauenue cuctem rimy6okoro ananusa tpapuka (DPI, Deep Packet Inspection)
- [Ipotokonsr Mmorutopunra: NetFlow, sFlow, IPFIX, SNMP

- OGopynoBaHue 1151 3axBarta 1 aHanmu3a Tpaduka (cereBbie TAP-b1, SPAN-m0pTHI)
- CucTeMBI CEeTEBOM pa3BeKH JJ1sl OOHAPYKEHHST aHOMAJIMI U aTak

- [Ipumepsr: Zabbix, PRTG, DPI-koM0aiiHbI OTEYECTBEHHOTO TPOM3BOACTBA

12

Kpunrorpaduueckue nuto3sl 1 anmnapaTabie Moyu 6ezonacuoctu (HSM)

Conepxanue y4eOHOT0 MaTepuaa;

- Anmapatnbie Moaysiu 6e3onacHoct (HSM): HazHaueHue, apxXUTEKTypa, cepTudUKaIms

- ®ynkuuu HSM: reHepalius v 3alMICHHOE XpaHCHUE KITFIOUCH, anmapaTHoe nmudpoBaHue, yCKOPEHHE
KpUIITOOnEepanui

- Kpunrrorpaduaeckue mutro3s! uIst 3aIUTH KAHATIOB CBA3H MEXLy CETMEHTAMH CETH

- Crannaptel B3aumoseiictsust ¢ HSM: PKCS#11, KMIP, Microsoft CNG

- OreuectBennsle HSM: «Kpunrtollpo HSM», «Kontuaent-All», «Akkopa»

13

O6opynoBaHue IS U30JSIIMH CETMEHTOB CETH (CETEBbIC TUOIbI, OTHOHATPABICHHBIC
[IUTIO3bI )

Copeprkanue yaeOHOTO MaTepraa;

- [lpuniun padotsl cereBoro auona (data diode): anmapartHast rapaHTHsT OJHOHAIPABICHHON Iepeaayn
- [Ipumenenne B ACY TII u ceTax ¢ BEICOKAME TPeOOBaHUSMH O€30MaCHOCTH

- OHOHAaMpaBJIeHHBIC IUTI03bI C (PYHKIUEH IPOTOKOIBHON TPAaHCIISLIUH

- [Ipumepsr: Waterfall, Owl Cyber Defense, oreuectBennsie paspadborku (HTL] «IIporeii»)

- CpaBHeHue ¢ TpaguLMOHHBIMU MO u VPN

14

becnipoBogHoe 060opynoBanue 3amuineHHbIx ceteit (Wi-Fi, Bluetooth, cotoBast cBsi3b)

Copeprxkanue yaeOHOTO MaTepraa;




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- Yrpo3sl [t 6eclipOBOJHBIX CETMEHTOB 3alIUIICHHBIX CeTeil

- 3amumiennsie Toukn goctyna Wi-Fi: momnepxxka WPA3-Enterprise, 802.1X, RADIUS

- Konrposrepsr 6ecipoBoubix cereit (WLC) n monutnky 6e30macHOCTH

- O6opynoBanue Juist oOHapyKeHus OecripoBoaHBIX BropkeHuit (WIDS/WIPS)

- O6opynoBanue 3anmiieHHoi cotoBoii cesizu (LTE/SG ¢ kpuntorpaduyaeckoit 3ammToi)

15

OO6opynoBaHue AJIsl CO3JaHUA 3ALIUIICHHBIX KAaHAJIOB C UCTIOIb30BAHUEM KBAaHTOBOTO
pacnpenenenus kiouert (QKD)

Copeprkanue yaeOHOTO MaTepraa;

- [Ipuanmne! kBanTOBOTO pacnpeneneHus kimouei (QKD) B TenekoMMyHHKannOHHOM 000pYAOBaHUT
- Ycrpoiictea QKD: nprueMHUKH U IepeJaTINKH Ha OCHOBE (DOTOHOB, OJIOKH COTJIACOBAHMSI KITFOUCH

- Narerpanust QKD ¢ knaccuuecknmu VPN-nmmo3amu (THOpHAHBIE pETICHNS)

- Orpannuenust QKD-o0opynoBanus (1a1bHOCTb, CKOPOCTh, CTOMMOCTB )

- [Ipumepsr QKD-o60pynosanus: ID Quantique (LLBeitnapust), QRate (Poccust)

16

CucteMsbl ynpaBieHus: 1 MOHUTOpUHTa 6e3onacHocT obopynosanus (SIEM, SOAR,
OpKECTparus)

Copeprxkanue yaeOHOTO MaTepraa;

- LleHTpann30BaHHOE YIPaBICHUE TEICKOMMYHHUKAIMOHHBIM 000PYJOBAaHHEM B 3aIUIICHHON CETH

- I[Iporoxomnsr yrpasnenus: SNMPv3 (tmudposanue u ayreatudukamms), NETCONF, RESTCONF, SSH
- Coop u ananu3 JioroB obopynoanus B SIEM-cuctemax

- ABTOMaTu3anus pearupoBanus Ha HHIKIEHTH yepe3 SOAR (Security Orchestration, Automation and
Response)

- OpkecTpanusi CeTeBbIX MOJUTUK O0€30MacHOCTH (3aKPBITHE TOPTOB, H30JISIHUS YCTPOHCTBA)

- OreuectBennbie peieHus: MaxPatrol SIEM, Kubepoeszomnacuocts Positive Technologies, ViPNet
Coordinator SIEM

4.2. 3aHATHS CEMUHAPCKOTO TUIIA.

JlaGopatopHbie paOOThI

n/m

HaumenoBanue mabopatopHbIx paboT / KpaTKoe coepKaHue

HccnenoBanue npoieccoB MpeodpazoBaHus aHAIOTOBOTO cUrHaa B IU(GpoByIo hopmy
(MKM)

B pe3ysbrarte BBIIOIHEHUS paOOTHI CTYICHT U3YYHUT MPOIECCHI MPEOOPa30BaHUs HEMPEPHIBHOTO CUTHANA C
OTPaHUYECHHBIM CTIEKTpoM B curHail KM (uMITy1eCHO-KO10Bast MOIYJIAINA), BKIIOYAs! STAIbI
JTUCKPETU3aIIK 110 BpeMeHH (TeopeMa KoTenpHnKkoBa), KBAaHTOBAHS [0 YPOBHIO (IIar KBAHTOBAHMUS, IITyM
KBaHTOBaHMS) U KOJAUPOBAHUS, @ TAK)KE IMOJrOTOBHUT OTUYET C aHATM30M 3aBUCHMOCTH Ka4ecTBa
BOCCTAHOBJICHHOT'O CUTHAJIA OT YaCTOThI JUCKPETH3ALNH U PA3PsAAHOCTH KBAHTOBAHUSL.

HccnenoBanue 3alueHHON0 KOMMYTaTopa U MexaHu3MoB cermenTtanuu cetu (VLAN)

B pesynbrate BINOIHEHHUS PAOOTHI CTYACHT U3YUHT apXUTEKTYPY 3aLIHUIIEHHOT0 KOMMYTaTopa, MPOLECCH
HACTPOMKH BUPTYaNIbHBIX JIOKaNbHBIX ceTeil (VLAN) s u3onsuuu Tpaduka, MexaHH3Mbl TOPTOBOM
oe3omacHocTu (Port Security, orpanndenue koianuectBa MAC-aapecoB), a TaKKe MOATOTOBUT OTYET C
BBIBOIaMHu O posii VLAN B obecrieueHnu 6€301MacHOCTH CETMEHTOB CETH.

HccnenoBanue 3allMIIEHHOIO MaplIpyTU3aTOpa U MPOTOKOJIOB JUHAMHYECKON
MapIIpyTU3aLUU C ayTeHTUUKauen




n/n

HanmenoBanwue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue

B pesynbrate BEITOTHEHHS PaOOTHI CTYAEHT U3YUYHT MPOLECCH HACTPOHKH 3aIIHUIIIEHHOTO
MapIIpyTH3aTopa, KOHPUTypaIuy IPOTOKOIIOB JuHaMn4eckoi Mapmpyruzanuu OSPF/BGP ¢
BKJIIIOUeHHOW ayTeHTH(uKanmeit (MDS, SHA), Mmexanu3msl GpruiibTpauyu MapuipyToB ¥ CO3IaHUS
BUpPTYyaNbHBIX MapipyTu3aTopoB (VRF), a Takke IOATOTOBUT OTYET C aHAIN30M YSA3BUMOCTEH
MIPOTOKOJIOB MapIIPyTU3aLUU U METOJOB UX 3aIUTHI.

UccnenoBanue mexceTeBOro skpana HoBoro nokosienust (NGFW) u nmonutux
NPUKIAJAHON PUIbTpanu

B pesynbrate BEIITOTHEHHS PaOOTHI CTYAEHT U3YUHT MPOLIECCH HACTPOHKH MEXCETEBOIO 3KPaHa HOBOTO
TIOKOJICHHS, CO3/IaHMs TTOJINTHK Oe30MmacHOCTH Ha ocHoBe npuioxenuit (DPI - riryOokwuit ananus nmakeTos),
MexaHu3Mbl HHCHeKTupoBaHust SSL/TLS-Tpadurka i 6J0KHPOBKH HEXKENATENbHBIX CEPBHCOB, a TAKKE
MOJATOTOBUT OTYET C PEKOMEHIAIMSAMH 10 TIOCTPOCHHUIO IMTOTUTUK (QUIBTPALINH ISl 3aIIUIIEHHON CETH
MpEeIIpUATHS.

UccnenoBanne VPN-nutro3a u Hactpoiiku 3amumnieHroro kanaia (IPsec/IKE)

B pesynbrare BHIIOIHEHUS pabOTHI CTYIEHT U3YUUT MPOLIECCH OpPTraHU3alliy 3allUIIEHHOI0 KaHala CBS3H
¢ ucrons3oBanreM VPN-muio3a, HacTpoiiku mpoTokonoB [Psec B pesxxume Tynnrens (ESP, AH),
MexaHn3Mbl oomera kirouamu IKEvI/IKEv2 ¢ ayTerTrndukanue o cepTaudukaraM u mpeaBapuTeIbHOMY
KJIFOUY, @ TAKXKe TIOATOTOBUT OTYET C aHAITM30M I1apaMeTpOB O€30IIaCHOCTH M IPOU3BOAUTENEHOCTH VPN-
COCTUHCHUSL.

HccnenoBanue cucreMsl oOHapysxeHust Bropxkenuii (IDS) u ananuza curnatyp atax

B PE3YIbTATE BBINTOJTHCHUA pa60T1)1 CTYACHT U3YUYHT IMPOLECCHI pa3BEPThIBaAaHUA CETEBOI CHCTEMBI
obHapyxenus Bropxenuit (NIDS), HacTpoiiku cUrHaTyp A7l BBISIBJICHUS N3BECTHBIX aTaK (CKaHUPOBaHHE
noptoB, SQL-MHBEKIUH, MONBITKY ITepenoiHeHus Oydepa), MexaHU3Mbl cOOpa U aHaK3a Tpauka ¢
ucnonp3oBanueM SPAN-mopra mmn ceteBoro TAP-a, a Takke IMOATOTOBHUT OTYET C BBIIBICHHBIMHU
aHOMAIHMSAMH M PeKOMEHIAIMsIMH TI0 HacTpoiike IDS.

HccnenoBanue cuctemsl npenorepamienus BTopxkenuit (IPS) u pexxuMoB akTHBHOM
OJIOKMPOBKH

B pesynbTate BhIMOMHEHHS pabOThI CTYICHT U3YYHUT Mpoliecchl BKmoueHus IPS B pa3pris kaHana (inline),
HACTPOMKH MOJIMTHK aBTOMATHYECKOH OJIOKHPOBKH MOJ03PUTEIBHBIX MAKETOB U cOpOCa COCTMHEHHH,
MEXaHU3MBI 3aIIIUTHI OT JIOKHBIX cpadaThIBaHUi (O€JIbIe CITUCKHU, NCKIFOUCHHS), @ TAKXKE MTOJTOTOBUT OTUYECT
¢ oteHKoi ApdexTuBHOCTH IPS MpH pa3mUIHBIX THTIAX CETEBBIX aTak.

Hccnenosanue anmnapatHoro Moy 6ezonacHoctd (HSM) nnst renepanyu u XpaHeHUs!
KpUNTOrpaguyeckux Kirouei

B pe3ynbrate BRIIOIHEHUS paOOTHI CTYICHT U3YYUT MPOIECCH MHUIMATH3AIMY allllapaTHOrO MOTYJIS
6e3onacHoct (HSM), reHepauyy aCHMMETPUYHBIX KJIOYEBBIX Map BHYTPH 3aILUIIEHHON
Kpuntorpaguiyeckoii cpe/ibl, BHIMOIHEHUs! ONepauii IUGPOBaHUS 1 HJIEKTPOHHOH MOJIUCH 0€3 BBIIPY3KH
3aKPBITOTO KJII0YA, & TAKXKE TOJITOTOBUT OTYET C aHaM30M posit HSM B co3ganuu JJOBepeHHOM
uHppactpykTypsl PKI.

Uccnenoanue cereBoro auona (data diode) mist omHOHaNpaBIeHHON TTepeaavn TaHHbBIX

B pesynbrate BRINOIHEHUS paOOTHI CTYIEHT U3YYUT MPOIECCH HACTPOWKH CETEBOTO TUO/A,
00eCTICUNBAIOIIIETO AIMAPaTHYIO TAPAHTHIO OJHOHAIIPABICHHOHN TIepeiayn JaHHBIX, MEXaHU3MBI
MPOTOKOJILHOM TPAHCIIAIUK U GUIBTpaIliy, TpuMeHenne nuoaa s 3anmtel ACY TII u cereii ¢
MOBBIIICHHBIMU TPEOOBAHUAMH K O€30MMACHOCTH, & TAK)KE IMOJATOTOBHUT OTYET C BHIBOJIAMH O CIIEHAPHSIX
WCTIOJIb30BaHMS AM0]1a BMECTO TPAAUIMOHHBIX MEXKCETEBBIX 3KPAHOB.




n/n

HanmenoBanwue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue
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Uccnenoanue cereBoro auona (data diode) mist omHOHaNpaBIeHHON TTepeaadn JaHHbBIX

B pesynbraTe BeIITOTHEHHS PaOOTHI CTYAEHT U3YUHT IPOIIECCH HACTPOHKH CETEBOTO ANOAA,
o0ecrieunBaroIero anmapaTHylo TapaHTHIO OHOHATPABICHHON Nepeayn JaHHBIX, MEXaHH3MBI
MIPOTOKOJIEHON TPAHCISIIMY U GHIbTpaLuy, TpuMeHenue auona st 3amutel ACY TII u cereii ¢
MOBBIIICHHBIMH TPEOOBaHUSIMH K 0€30IIaCHOCTH, a TAK)KE MOATOTOBUT OTYET C BBIBOJIAMU O CLIEHAPHSIX
HCIOJIb30BaHUS U0 BMECTO TPAAULIMOHHBIX MEKCETEBBIX SKPAHOB.

11

HccnenoBanne 000py10BaHUs AJIS 3aILUTHI KAHAJIOB ¢ KBAHTOBBIM paclpe/ieIeHueEM
kiroueit (QKD)

B pesynbTaTe BBITOMHEHHS padOThl CTYJCHT U3YYHUT IPOLECCH paboThl 000pyI0BaHHUS KBAHTOBOTO
pactipenenenus kirouer (QKD), BKiTtouast reHepanuio 1 repeiady 0JUHOYHBIX ()OTOHOB, COTJIACOBAHHUE
6a3 (mpotokon BB84), onenky xBantoBoii 6utooii ommboku (QBER) u hopmupoBanne punamsHOrO
CEKPETHOTO KIJII0Ya, a TAKKe ITOJrOTOBUT OTYET C BEIBOJAMH O IPaKTHYEeCKUX orpanndeHusx QKD
(mambHOCTB, CKOPOCTH) U €r0 HHTETPAIlNHU C KiaccuueckuMu VPN-1mto3amu.

12

HccnenoBanue cucteMsl coopa u ananusa jgoros (SIEM) s TeneKkoMMyHHKAIIMOHHOTO
000py1oBaHUSA

B pesynbraTe BEITOTHEHHUS PaOOTHI CTYACHT U3YUHT MPOIECCH TOAKIIOUCHNUS TEIEKOMMYHHKAMOHHOTO
o0opynoBaHus (KOMMYTaTopbl, MapipyTuzaTopsl, M) k SIEM-cucreme, HACTPOHKH IIPOTOKOJIOB cOopa
noroB (Syslog, SNMP, NetFlow), HamicaHust paBuil KOPPEISALUH AJ1sl 0OHApYKEHHUsI aHOMaJIbHOU
AKTHBHOCTH, @ TAK)Ke MOJITOTOBHUT OTUET C JaniOopIoM COOBITHI 6€30IT1aCHOCTH U BBISIBICHHBIMU
MHIUACHTAMH.

13

Uccnenoanue nporokosa SNMPv3 1is 3a1IUIIIEHHOTO YIIPaBIEHUS CETEBBIM
000py10BaHHEM

B pesynbrate BITOTHEHHS PaOOTHI CTYAEHT U3YUHT MPOIIECCH HACTPOHKH MpoTokona SNMPv3 Ha
ceTeBOM 000pyaoBaHNH, KoOHpUTrypauun ayreHTudukannn (HMAC-MD5/HMAC-SHA) u mudpoBanus
(DES/AES) nns 3ammThl KaHaIa yIpaBlIeHNs, MEXaHU3MBI pasrpaHndeHus gocrymna no MIB-nepesy
(View-Based Access Control), a Tak:ke HOATOTOBUT OTYET C aHAIU30M ys3Bumocteir SNMPv1/v2c u
npeumyiectsaMmu SNMPv3.

14

HccnenoBaHue 0TKa30yCTOMYMBOTO 000pYJOBaHHS U TPOTOKOJIOB PE3€PBUPOBAHHUS
(VRRP, LACP, STP)

B pesynbTaTe BBITOMHEHHS paOOThl CTYJCHT U3YYUT IPOLECCHl HACTPOHKH MPOTOKOJIOB
0TKa30yCTOMYMBOCTH Ha TEJIEKOMMYHHKallMOHHOM o0opynoBanun: VRRP (peszepBupoBanue muio3a),
LACP (arperanus xananos), RSTP/MSTP (npenorsparieHue nereib B CETH), MEXaHH3MBI
ABTOMATHYECKOT0 MEPEKITIOYESHUsSI ITPU OTKa3€e y3Jia WM KaHaIa, a TAKXKe IMOATOTOBUT OTYET C OLIEHKOM
BpPEMEHH BOCCTAHOBJICHHS CBSI3H MPU PA3JIMUHBIX CLIEHAPHSX OTKA30B.

15

HccnenoBanune o6opyaoBanus [uisl riryookoro aHanmm3a tpaduka (DPI) u BeisiBICHUS
aHOMAaJINU

B pe3ynbrate BbIOIHEHHS PAOOTHI CTYACHT U3YUHT MPOIIECCHl HACTPONKH 000PYA0BaHUS IIyOOKOTO
ananm3a maketoB (DPI), Mmexann3Mbl pactio3HaBaHus IPOTOKOIIOB Mpukiagaoro yposas (HTTP, HTTPS,
DNS, FTP, BitTorrent), BEISIBICHUS aHOMATHH (aHOMAJIBHBIH 00beM TpaduKa, IOJJO3PUTEIHHEIC UMEHA
XOCTOB), 8 TAKXKE MOATOTOBHUT OTYET C MPUMEPaMU OOHAPYKEHHS CKPBITHIX KAHAIOB IePEeIavd JAHHBIX U
BPEIOHOCHOH aKTUBHOCTH.

16

HccnenoBanue KOMIUIEKCHOTO CTEH/A 3alIMIIIEHHON ceTu (MapuipyTusarop - MO -
KoMMyTaTop - IPS)




n/n

HanmenoBanwue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue

B pesynbraTe BEITOTHEHHUS PAOOTHI CTYAEHT U3YUHT MPOLIECCH COOPKH M HACTPOMKH KOMIUIEKCHOTO
CTEH/a 3aIUIICHHON CEeTH, BKJIIOYAIOIIET0 3aINIIEHHBIH MapIIpyTH3aTOp, MEXXCETEBOH 3KpaH,
KOMMYTaTOp ¥ CHCTeMY IIpeAoTBpaiieHus Brop>kernii (IPS), Mexann3Mel ckBo3HOW (uibTpanuu Tpadurka
n m3ossiuy cerMeHToB (DMZ, BHYTpeHHSS CeTh, TOCTEBOI CETMEHT), a TAK)KE MOJTOTOBUT OTYET C
MPOBEPKOH pabOTOCIIOCOOHOCTH BCEX 3BEHBEB 3aIIUTHI U MOJCIMPOBAHNEM HECKOJIBKUX THUIIOB aTak.

4.3. CamocrosiTenbHas paboTa 00y4darOImXCs.

/11

Bua camocrosiTebHOM paboThI

Pabora ¢ JICKHMOHHBIM MAaTCPUAJIOM

[ToaroroBka k 1a6OpPaTOPHBIM paboTaM

HO,Z[FOTOBKa K HpOMGX(YTOqHOﬁ aTrecranuu.

W N

IloaroroBka k TCKYIIEMY KOHTPOJIIO.

5. HepequB HBJIaHHﬁ, KOTOPBIC PCKOMCHAYCTCA HCIIOJIB30BATH IIPpU

OCBOCHHMH JTUCLUILTUHBI (MOIYJIs).

Ne
o/
o

bubnuorpaduueckoe
Mecto nocryna
OTHCaHue
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6. IlepedueHp cOBpeMEHHBIX NPOPECCHOHANBHBIX ©0a3 JaHHBIX W
WH(OPMAIIMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPbIE€ MOTYT HCHOJb30BAThCS MPHU
OCBOEHUHU JTUCIUIUIUHBI (MOJTYJIST).

CoBpeMeHHbIe TNpodeccuoHanbHble 0a3bl AAHHBIX U HH(OPMaLMOHHbIE
CIPaBOYHbIE CUCTEMBI HE TPEOYIOTCSI.

7. llepeyeHb  JMIEH3UOHHOTO ©  CBOOOJHO  PaCHPOCTPAHSIEMOIO
MpPOrpaMMHOTO OOECIICUYeHUsI, B TOM YHCJIE OTEUECTBEHHOI'O MPOU3BOJICTBA,
HEO0OXOIMMOTrO /111 OCBOCHHSI TUCIUILIIUHBI (MOIYJIs).

* Microsoft Windows
* Microsoft Office .

8. OmnucaHue MaTepuaJIbHO-TEXHUYECKOM 0a3bl, HEOOXOAMMOUN it
OCYIIIECTBJIEHUSI 00pa30BaTEIBLHOrO Mpoliecca Mo JUCIUIUIMHE (MOIYJIIO).

Jist mpoBeleHUs ayJIUTOPHBIX 3aHITHH W CaMOCTOSITENIbBHOW paboOThI
TPEOYIOTCS:

 PabGouee Mecto mpenogaBareniss € TEPCOHATBHBIM KOMIIBIOTEPOM,
noAKII0YEHHBIM K ceTsiM INTERNET

« Cnenuanu3vpoBaHHAasl JICKIIMOHHAs ~ ayJAUTOpUs C  MYJbTUMEAUa
arrnapaTypou U UHTEPAKTUBHOM JOCKOM.

» KomnbrorepHslii kiacc ¢ KoHIuIMOHEpoM. Paboune mecra CTyJIEHTOB B
KOMITBIOTEPHOM KJ1acce, noAKIIYEHHbIE K ceTsiM INTERNET

Jlns mpoBeaeHust 1abOpaTOPHBIX PadoT:

* KOMIIBIOTEPHBIN KJIACC; KOHAULMOHEP; KOMIIBIOTEPHI C MUHHUMAaJIbHBIMU
TpedoBanusimu — Pentium 4, O3Y 4 I'b, HDD 100 I'b, USB 2.0.

* B cityuae npoBeieHUY 3aHATUN C MPUMEHEHHUEM 3JIEKTPOHHOTO 00y4eHUS U
JTUCTAHIIMOHHBIX ~ 00pa3oBaTEIbHBIX  TEXHOJOTUM  HEOOXOJUMO  HaJudyue
KOMIIBIOTEPHOW TE€XHMKH, U1l OPraHU3alUuy KOJUIEKTUBHBIX U UHIAWBUIAYAIbHBIX
dbopM OOIIEHUS TeNarorn4eckKux pabOTHUKOB CO CTYJIEHTaMH, IMOCPEICTBOM
HCIIOJIB3YEMBIX CPEJICTB KOMMYHHKALIUH.

JlomyckaeTcst 3aMeHa 000pyI0BaHUS €T0 BUPTYaTbHBIMH aHAJIOTAMH.

9. ®opma NpOMEKYTOUYHOM aTTECTALIUM:

3adeT B 9 cemecTtpe.

10. OuieHOUHBIE MAaTEpUAIBI.



OueHoYHbIE MaTepUalIbl, IPUMEHSIEMbIE MPU MPOBEIACHUHN MPOMEKYTOUHON
aTTecTaluy, pa3padaThIBAIOTCA B COOTBETCTBUU C JIOKAJIbHBIM HOPMAaTHUBHBIM
aktom PYT (MUUT).
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