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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

Hucuunnuna «TexHudeckass AokyMeHTauus» Qopmupyer y Oymymux
UHKEHEPOB-NPOTPAMMHUCTOB KPUTUYECKUA BAXKHYIO KOoMMeTeHluto B obnactu IT
Law u Compliance Engineering — crnocoOHOCTh oOecrneunBaTh COOTBETCTBUE
pa3zpabaThiBaeMbIX IPOrPaMMHBIX POTyKTOB HOPMAaTUBHO-TIPABOBBIM
TpeboBanusiM Poccuiickoil @Penepaunu M MEXKIYyHApPOAHBIM CTaHaapTaM. B
YCJIOBHSIX TOTAJIBHOIO HMIIOPTO3aMEIICHUSI M YKECTOUYEHUS PEryJISITOPHOrO
KOHTpoJis1 co ctopoHbl Pockomuanzopa 1 @CTOK pbIHOK HCHBITBIBAET OCTPBIM
ACPUIUT CHEIUAINCTOB, CIMOCOOHBIX BBICTYIATh CBS3YIOUIMM 3BEHOM MEXIY
pa3paboTyuKaMH, IOPUCTaMH W HaA30pHBIMU opraHamu. CTyIEHThI OCBOSIT
metonoioruu Privacy Impact Assessment, HayyaTcsi MPOBOAUTH IPABOBOM ayauT
UH(OPMAITMOHHBIX CHUCTEM IMEPCOHANIBHBIX JaHHBIX, (OPMUPOBATH MATPHUIIBI
pPEryJsiTOPHOTO  COOTBETCTBUSI W  pa3pabarbiBaTh makeTsl compliance-
JOKYMEHTAIMU JJi1 IPOXOKJEHUS BHEIIHUX NpoBepok. [IpakTmueckas dvacTb
JUCUUIUIMHBI TOCTPOEHA BOKPYT CKBO3HOT'O Kelca MO MOATOTOBKE MOJHOTO MaKeTa
IOPUANYECKA BBIBEPEHHOW JOKYMEHTAIMUA JJIs1 MOJECIBbHOW TPAHCIIOPTHOM
MH(POPMAIITMOHHON CHUCTEMbI, paloTamomeil ¢ OMOMETPUYECKMMM JaHHBIMU H
reoJIoKaIei. BIMyCKHUK MoJTydaeT YHUKaIbHYO0 creranu3aiuio Compliance-
aHAJIUTUKA, CIIOCOOHOTO TpaHCIupoBaTh TpeboBanus 152-D3 u oTpacieBbIX
NpuKa3oB MUHTpaHCa B KOHKPETHBIE TEXHMYECKUE OTPAaHWYECHUS, MNOJIUTHKU
00pabOTKM TaHHBIX U PETJIAMEHTHI pearupOBaHMs HA MHIIUICHTBHI.

[{enpt0 OCBOEHMS TMCUHUILIMHBI ABISETCS (POPMUPOBAHUE Yy OOYUYaIOIIMXCS
CUCTEMHBIX 3HAHUN U MPAKTUUYECKUX YMEHHUI B 001aCTH IPABOBOro o0ecreyeHus
pa3pabOTKH MPOrpaMMHOIO OO€cleYeHHsl, METOJOB ayJauTa COOTBETCTBUS
UH(OPMAITMOHHBIX CHUCTEM HOPMATHBHBIM TpeOOBaHUAM U  Pa3pabOTKH
TEXHUYECKON JOKYMEHTAIMH, OOECHeurBaOIIel JIErMTUMHOCTh JKCIUTyaTalllu
NT-npoaykToB B KOHTYpE KPUTHYECKOW WHOOPMAIIMOHHOW HWHOPACTPYKTYPHI
TPAHCIIOPTHOM OTPACIIN.

JInst TOCTM>KEHMsI TOCTaBJIEHHOM 1€ B paMKax JUCUUIUIMHBI PEIIaeTcs
KOMILUIEKC 3a/lay, HampaBJ€HHbIX Ha (OPMUpPOBAHUE Yy O0OyHaroUXCs
CIIOCOOHOCTH: MPOBOJUTH MPABOBOM ayJUT MHPOPMAIIMOHHBIX CUCTEM U OLICHKY
BIUSHUSA Ha KOH(DHUICHIMATBLHOCTh, (HOPMUPOBATH MATPHIIBI PETYIATOPHOTO
COOTBETCTBUS C TPACCUPYEMOCTBIO TPEOOBAHUN OT HOPM 3aKOHA /10 TEXHUYECKUX
KOHTpoOJIeH, pa3pabarbiBath [lonmmTukm 0OpabOTKM NEPCOHAIBHBIX JAaHHBIX H
perjiaMeHTbl pearupoBaHUs HAa HMHIMJICHTHI YTEUYKU JTAHHBIX B COOTBETCTBUU C
TpeboBaHusIMU POCKOMHaJ30pa, COCTaBIATH MPOrpaMMbl BHYTPEHHEIrO ayauTa
WH(QOPMAIIMOHHBIX CHCTEM TEPCOHAJBHBIX JAaHHBIX W TOTOBUTHh IAKEThI
JOKYMEHTAIIUU JIJIs1 IPOXO0KICHUS BHEIIHUX PETYISATOPHBIX MPOBEPOK, TPUMEHSITh



CHeUaIn3upPOBaAHHBIM UHCTPYMEHTapui Compliance-ananutuka TUTSI
BepU(DHUKAITUN COOTBETCTBUS PEATU30BAHHBIX TEXHUYECKUX PEIICHUH 3asBICHHBIM
IOPUIUICCKAM TPEOOBAHHSIM.

2. [Inanupyembie pe3ynbTaTbl 00yYEHHS M0 TUCHUILIMHE (MOIYJIIO).

[lepeuenr ¢GopMUpyeMbIX pe3yJbTaTOB OCBOCHHUS  0Opa30BaTEIbHOMN
porpamMmsbl (KOMIIETEHLIUI) B pE3yJIbTaTe 00yUYEHUs [0 AUCUMILTMHE (MOLYIIIO):

IIK-13 - CnocobeH obecniedynBaTh COOTBETCTBHE MPOTPAMMHBIX MTPOJTYKTOB
HOPMATHBHO-TIPABOBBIM TPeOOBAHMSIM B cpepe MHPOPMAITMOHHBIX TEXHOJIOTHH.

OOGy4eHwue Mo JUCUUIUIUHE (MOAYJII0) MPENOaraeT, YTo Mo €ro pe3yJibTaTam
oOyyaromuiicst 0yier:

3HaTth:

- HOPMAaTUBHO-TIPaBOBYIO 0a3y 00pabOTKU NEPCOHANBHBIX JTAaHHBIX B P®D
(152-®3, noazakonnsie akTel, TpeboBanus PCTIK u PockomHan3opa) u 6a3oBbie
PUHITUIIBI MEKIYyHApoaHbIX cTanaapToB (GDPR);

- xoHuenuuio Privacy Impact Assessment (PIA) u mMeTomonoruu oneHku
PUCKOB KOH(DHUACHIIMATBLHOCTY ITPU BHEPEHUU HOBBIX MH(OPMAIMOHHBIX CUCTEM;

- kjaccuukauoo HUHPOPMAIMOHHBIX CHUCTEM MEPCOHAJBHBIX JTaHHBIX
(UCITAH) 1 ypOBHHM 3allIMIIIECHHOCTH B COOTBETCTBUU C OTPACICBBIMU MPHUKa3aMU
PEryJsiTOPOB;

- TpaBOBbIE OCOOCHHOCTH OOpaOOTKM OHMOMETPUYECKUX JIaHHBIX H
TeOJIOKAIlMY B MHTEJUICKTYaJIbHBIX TPAHCIIOPTHBIX cucTteMax (TpedoBanus KUU u
MuHTpaHnca);

- mpuHinbel Privacy-by-Design u Privacy-by-Default kax o0si3aTenbHbie
OTpAaHUYCHMSI HA JTamax MPOEKTUPOBAHUS APXUTEKTYpbl MNPOTPAMMHOTO
oOecrcUeHuS,

- QpPXUTEKTypHbIE TMATTEpHBI  OOecreueHuss KOH(PUACHIIMATBLHOCTH
(MackupoBaHue, IICEBIOHUMHU3AIMS, TOKEHU3AlMsI) M MOJEIN yIpaBJICHUS
noctynom (RBAC, ABAC);

- ctanmaptel npoektupoBanus Oe3omacHbix REST API u cnenuduxarutio
OpenAPI kak UHCTpYMEHT (OPMATTLHOTO OMHCAHUS KOHTPAKTOB;

- Merogosoruto Data Flow Diagram (DFD) nns aynura mHOTOKOB
NEPCOHANBHBIX JaHHBIX U KOHUENUi0 Abuse Cases /Uisi MOJEIUPOBAHUS YIPO3;

- CTPYKTYpY U coaepkanue Ilonmutuku oOpabOTKM MEPCOHAIBHBIX JTaHHBIX
(TpeboBanmus cr. 18.1 152-®D3) u periaMeHTOB pearMpoBaHUsS Ha WHIUCHTHI
YTEUKH JIAHHBIX;



- METOJIOJIOTHIO pa3paboTku mporpamm BHyTpeHHero ayauta MCIIx u
MOATOTOBKH MAaKETa JOKYMEHTOB JJIsl PETYISTOPHBIX TPOBEPOK.

Ymersb:

- TPOBOAWUTH MPABOBOHM ayauT HMH(MOPMAIMOHHBIX CHCTEM MPH IMOMOIIU
metogosorun Privacy Impact Assessment mpu ycIOoBMM aHaiu3a IOTOKOB
IIEPCOHAJIBHBIX JaHHBIX B TpaHcHOpTHBIX UC;

- (opMHUpPOBATh MATPHUIy PETrYIATOPHOIO COOTBETCTBHSI IPU IMOMOILU
METOJI0B TPACCUPYEMOCTH TPeOOBAaHUH MPU YCIOBUM ManmnuHra crarei 152-d3 u
GDPR nHa TexHuueckue KOHTpol;

- pa3pabatbiBath [lonuTrky 06pabOTKH MEPCOHATBHBIX JAHHBIX MPU MTOMOIIU
mab6oHoB PockoMHa30pa mpu yCIIOBUU COOTBETCTBUS TpeboBanmsM cT. 18.1 152-
®3;

- COCTABJISITh PETJIAMEHTHI pEarpOBaHNs HA HHIIUJICHTHI YTEUKHU JaHHBIX IIPH
nomomu merogoioruu Data Breach Response npu ycinoBun cob6ioieHIsl CpOKOB
YBEIIOMJICHUS PETYJIATOPA;

- pa3pabaThiBaTh nporpaMmmbl BHyTpeHHero ayauta WMCIIIn npu nmomormum
tpeboBannii @OCTOK mnpu ycinoBUM TOATOTOBKM CHCTEMBI K BHEIIHUM
PErYJIATOPHBIM ITPOBEPKAM;

- COCTaBJIATh AHAJIUTUYECKUE 3allUCKU O PUCKAX HECOOTBETCTBUS IIpU
IOMOIIIM METOJIOB risk assessment Mpu yCIOBUU MPUOPUTU3ALNN HAPYIIEHUN 1O
TSYKECTH MOCIIECACTBUM.

Baaners:

- HaBbIKAaMM pabOThl CO CHEUUATU3UPOBAHHBIM HMHCTPYMEHTapHEM
Compliance-ananmTika sl ayiuTa CyIIECTBYIOMUX UHPOPMAIIMOHHBIX CHCTEM;

- METOJaMHM  aBTOMAaTU3WPOBAaHHOW  BepU(UKAIMM  TPACCHUPYEMOCTH
TpeOOBAHMIA B pEISIIMOHHBIX 0a3ax IaHHBIX;

- IIpUEMaMU  HOPMOKOHTPOJS M  CTPYKTYpUPOBAHUS IOPUANYECKHUX
JOKYMEHTOB B CpeZIle OT€UE€CTBEHHBIX O(PUCHBIX MAKETOB;

- HaBBIKAMHU aHaJM3a MOJEJIBHBIX JIOTOB JOCTyNa JUIsl JIOKAJIM3ALHH
MHUUJEHTOB U (POpMUPOBaHUS (DOPEHZUK-OTUETOB.

3. O0beM TUCHUTUTUHBI (MOJTYJIS).
3.1. Ob6mas Tpy10eMKOCTh JUCITUTUTHHBI (MOTYIIS).

OO6mast TPYJIOEMKOCTh AMCIUILIUHBI (Momynsi) coctaBiasier 3 3.e. (108
aKaJIeMUYECKUX yaca(oB).



3.2. O0bem gucuMIUIMHBI (MOnyssi) B ¢GopMe KOHTAaKTHOM pPabOThI
oOydJarommxcss ¢ MEJarorTHYeCKUMH  padOTHHKaMU W (WIKM)  JHUIAMH,
MIPUBJICKAEMBIMHU K peanu3aiiui 00pa3oBaTeIbHON MMPOTpaMMbl Ha HHBIX YCIOBHUSX,
P MIPOBEJICHUHN YUCOHBIX 3aHITHI:

KomnuectBo yacos

Tun y4eOHBIX 3aHTHIA
Bcero | Cemectp Ne6

KonrtaktHas paboTa mpu npoBeieHIH yUeOHBIX 3aHATHH (BCETO): 48 48
B Tom uucne:

3aHATHS JIEKIIMOHHOTO TUIIA 16 16
3aHATUS CEMUHAPCKOTO THIA 32 32

3.3. O6peM aucHUIUIMHBL (MOAYJs) B (hOpMeE CaMOCTOSITENBHOM pPabOTHI
oOyyarommxcsi, a Takke B (QopMe KOHTAKTHONM pabOThl OOydYaroOmUXCsA C
neAarornyecKuMu pabOTHUKAaMU U (WUJIH) JIMIIAMH, TIPUBIIEKAEMbBIMH K peaTn3aIiu
oOpa3oBaTeNbHOM MporpaMmbl Ha HWHBIX YCIOBUSIX, TIpPU NPOBEACHUU
IPOMEXKYTOUHOM aTTecTaluy cocTaBisgeT 60 akageMHuecKux Jaca (oB).

3.4. ITpu oOy4eHHH 0 MHAUBUAYAJIbHOMY YUYEOHOMY IIJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM O0y4€HHH, 00bEM NUCIUIUIMHBI (MOIYs1) MOXKET OBITh peain30BaH
MOJIHOCTBIO B (POPME CaMOCTOSITENIBHON padOThl 00yYaroIuxcs, a Takxke B popme
KOHTAaKTHOM pabOThl 00YUYaIONIUXCSl C MEJAarornyeCKuMU pabOTHUKaMU U (UJIH)
JUIaMH, TPUBJIEKAEMbIMH K pealiu3alii 00pa30BaTeIbHON MPOrpaMMbl Ha MHBIX
YCIJIOBHSIX, IPH ITPOBEAEHUH IPOMEXYTOYHOM aTTECTALINN.

4. ConeprxaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3a"HATHA TEKIIMOHHOTO THUIIA.

Temaruka JEKIIUOHHBIX 3aHATHH / KpaTKO€ COACPIKAHUC

1 |HopmatuBHo-npaBoBoii ¢pyHaament IT-kommiaenca B PO

PaccmaTpuBaemble BOIIPOCHI:

- HOPMaTHBHO-TIpaBoBas 0a3a 00pabOTKU MepPCOHATBHBIX AaHHBIX B PO (152-D3, moi3akoHHbBIE aKThI,
tpeboBanuss PCTIOK u Pockomuanzopa);

- TIpaBoBas KiIaccu(UKaIUs MePCOHATLHBIX JaHHBIX (00IIHe, CriealbHbIe, ONOMETPHIECKHE, NHBIE);

- 0a30BBIC MPUHIUIB MEXAyHapoIHBIX cTaHaapToB (GDPR) n ux BiusHue Ha 3xcrioptHBe U T-TIpOTyKTHI.
2 |Cnemuduka tpancnopTtHbix MC u kpuTHueckoi HHPOPMALMOHHON HHPPACTPYKTYPHI
PaccmarpuBaembie BOIPOCHL:

- IPaBOBbIE OCHOBBI 00PaOOTKH I'€0JIOKALMH U TEJIEMETPUH B TPAHCIIOPTHBIX CHCTEMaX;

- TpeboBaHus K KpuTHueckoit nHpopmannonHoit nudpactpykrype (KUU) B TpanciopTHO# oTpaciy;
- oTpacJieBble pHUKa3bl MUHTpaHca U UX BIMsHUE Ha apxutektypy UC.

3 [Meronomorus Privacy Impact Assessment (PIA)

PaccmarpuBaembie BOIPOCHL:




/o

TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

- konnenus Privacy Impact Assessment (PIA) u sTanel mpoBenieHNs OLICHKH;
- Metozonorust Data Mapping /Uit HHBEHTapU3aluy MOTOKOB IEPCOHANIBHBIX JIAaHHBIX;
- MOJICTMPOBAHKE YTPpo3 KOH(PHUICHIMAIBHOCTH 1 KoHuenus Abuse Cases.

OHGHKa PUCKOB U MaTpHlla COOTBETCTBUA

PaccmarpuBaembie BOIIPOCHL:

- METOJIBI OLIEHKHU pUCKOB (risk assessment) v mpuHOpPHUTH3AIUA HAPYIICHUIT;
- MaTpuIa Tpaccupyemoctr TpeboBanuii (RTM) kak HHCTPYMEHT ayAnTa;
- (hopMHpOBaHKE MAaTPHUIIBI PETYIITOPHOTO COOTBETCTBUSI.

[Momurtuka o6padbotku [1/1H 1 yBeTOMIICHHS pETYIISITOpA

PaccmarpuBaembie BOIIPOCHL:

- CTpYKTypa u conepkanue [lomurnkn 00paboTKH NepcoHAIbHBIX AaHHBIX (TpeboBanus cT. 18.1 152-03);
- yBenomieHus PockoMHanzopa 00 00paboTKe IepCOHANBHBIX JAHHBIX U U3MEHEHUSIX B 00paboTKe;

- cornareHus ¢ 00paboTYNKaMU NePCOHANIBHBIX JaHHBIX M TPAHCIPaHUYHAS [epeiada JaHHBIX.

PermameHnTs1 pearupoBaHus Ha HHIUACHTDBI

PaccmaTpuBaemble BOTIPOCHI:

- peTyIaMeHThl pearnpoBaHus Ha HHIMACHTHI yTeukn AaHHbIX (Data Breach Response);
- CPOKH U TOPSIIOK YBEIOMIICHHS PETYIIITOpa U CyOBhEKTOB NEPCOHANBHBIX JaHHBIX;

- aHaNM3 CyJCOHBIX MPELEIECHTOB 1 ITPpadoB 3a HAPYIICHHUS.

Opranuzanus BHyTpeHHero ayauta UCIIIx

PaccmaTtpuBaeMble BOIIPOCHI:

- METO/I0JIOTHs pa3paboTku nporpamMM BHyTpeHnHero ayanta UCI1/Ix;

- COCTaBJICHUE YEK-THUCTOB AJIA IPOBEPKH PeaTU3aluy TEXHUUECKUX KOHTPOJIeH;
- TOKyMEHTHPOBAaHHUE PE3yJIbTATOB ayANTa U IJIAHOB YCTPAHEHHS HapyIICHHUH.

IToaroroBka K peryJsiTOpHbIM IPOBEPKAM

PaccmaTprBaemble BOTIPOCHI:

- IIOATOTOBKA MaKeTa JOKYMEHTOB I PETYIATOPHBIX poBepok (Pockomuanzop, ®CTIK);
- TUIIOBBIE HAPYIIECHHUS U PEKOMEHAINH 110 UX YCTPAHEHUIO;

- 3ammTa compliance-peieHni nepes pyKoBOJCTBOM U ayJUTOPAMHU.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlaGopatopHbie pabOThI

HaunmenoBaHue 1a60paTopHBIX paboT / KpaTKoe coepikaHue

KJ'IaCCI/I(l)I/IKaI_II/IH I/IH(I)OpMaI_II/IOHHBIX CUCTEM NICPCOHAJIBHBIX JaHHBIX

CTyIeHT aHATM3UpYyeT MPeAOCTaBICHHYIO On3Hec-Moaenb TpancnoptHoit C u uneHTuUIpyer
KaTeropuu oopadaThIBaeMBIX MEPCOHANBHEIX JaHHBIX. Ha ocHoBe Tpebopannit @®CTIK u IlocTaHoBICeHUS
[IpaBurenscTBa PO o0ywaromuiics onpenenser akTyallbHbIe YTPO3bl U YCTAHABIUBACT TPeOyeMBbIi
YPOBEHB 3alIUIICHHOCTH CHCTEMBI. Pe3yibraToM paboThl siBisieTcs 3anonHeHHbIi nacmopt MCIT/IH ¢
000CHOBaHHMEM KJiacca 3allHUIEHHOCTH.

Asromaru3zanus GopmupoBanus nacnopra UCIx

CryzneHT 3arpyxaeT peecTp mojei 0a3bl JaHHBIX B CIEIUATN3UPOBAHHBIN KaIbKyJIATOP Ha O6a3e
AJIEKTPOHHBIX TaOIHII C 3aMUTHIME Makpocamu. OOydaromuiics mapaMeTpusyeT (opMyJiIsl B COOTBETCTBHU
¢ xputepusmu [Ipukaza @CTIK Ne 21 mast aBTromaTiueckoro pacdyera ypoBHs 3amumeHHocTd UCTIAH.
Htorom paboTsl sIBIAETCSA CTEHEPUPOBAHHBIN IIPOEKTHBIN JOKYMEHT C 00OCHOBAaHUEM KJIACCA CUCTEMBI U
nepe4yHeM 0043aTeNIbHbIX MEp 3aIlUThI.

Onenka BausiHUS Ha KoH(puaeHHanbHoCTh (PIA)
CTyZaeHT IPOBOAUT CTPYKTYPHPOBAHHBIN aHAIIN3 IIOTOKOB OMOMETPHYECKNX M I'€0JIOKAIIMOHHBIX JJAHHBIX B
mozensHoN C. O6y9aronuiics BEISBISET YI3BUMOCTH 1 OLIEHUBAET MOTEHINAIBHBINA yIiepo s
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HaumeHnoBanue 1abopaTopHbIX paboT / KpaTKOE CoJepKaHne

CyOBEKTOB JJaHHBIX IIPU PEATHU3ALIH PA3INIHBIX CIICHApUEB 370ynoTpediaeHus. torom 3auaTus
CTaHOBUTCA aHATUTHYeCKU oT4eT PIA ¢ peecTpoM BBISBICHHBIX PUCKOB U NMJIAHOM UX MUTHTAIUH.

MopaenupoBaHue MOTOKOB AaHHBIX U peecTpa puckoB B CAIIP

CTy)leHT MPUMCEHACT CPEAY CUCTEMHOTO MOJACITIMPOBAHUA UIA BU3yaIU3allu MapIiipyToOB IBUKCHUA
MECPCOHAIBHBIX JAaHHBIX MCKAY KOMIIOHCHTAMU MO[[eﬂLHOﬁ TpaHCHOpTHOﬁ ncC. 06}7‘{3}0111?1171(35[
HACTpPaWBaeT aTPHOYTHI TOTOKOB U CBSI3BIBACT BBIBICHHBIE Y3JIBI IIEPEIaUH C sTYCHKaAMH MaTPHUIIBI PUCKOB
B TaOJIMYHOM mponeccope. PeSyHLTaTOM ABJIAETCA MHTEPAKTUBHAA AUarpaMMa U KOJIMIECTBEHHAs OLICHKa
ymep0Oa s mpuioxeHus K otaery PIA.

Marpuua peryisiTopHOro COOTBETCTBUS U TPACCUPYEMOCTD

Cryznent nekommno3upyet cratbi 152-M3 u oTpacieBble npuka3bl MUHTpaHCa Ha KOHKPETHBIE
TEXHHUYECKUE U OpraHn3aliioHHble KOHTposH. OOyyaroniuicsi CTpOUT MaTpHILy TPACCUPYEMOCTH,
CBSI3BIBAIOLIYI0 HOPMAaTHBHBIE TPEOOBAHUsI C 3JIeMEHTaMH On3Hec-TpolieccoB. PesynbratoM sBisieTcs
TalnMIa MarnmuHra, ToToBast I Iepeady pa3paboTynKaM B KaUecTBE J)KECTKUX OTPaHUYEHHH.

Aynaut TpaccupyeMoctu TpeboBanuil B pesiuonHbix CYB/]

CTyIeHT MoIKIIoYaeTes K CYyIIeCTBYOMISH 0a3e TaHHBIX Yepe3 YHUBepcalbHbIH SQL-KITMEHT 1 BBITIONHSCT
3aIpOChl K CHCTEMHBIM KaTajoraM JUIs M3BJICYEHHS METaIaHHBIX O Tabanax u cBs3sax. OOydaromuiics
COIOCTABISIET (PAaKTHUECKYIO CTPYKTYPY XPaHCHHUS JaHHBIX C pa3paO0TaHHONW MaTpUIEH COOTBETCTBHS IS
BBISIBJICHUS MOJIEH, HE NMEIOIINX IOPUANIECKOr0 000CHOBAaHUS. MITOTOM SIBIISIETCSI OTYET O PACXOXKICHUIX
MEX[y 3asBJICHHBIMU TPeOOBaHUAMU U PEATH30BAHHON CXEeMOM TaHHBIX.

Pa3zpabotka [TonuTrku 06pabOTKH EPCOHATBLHBIX JaHHBIX

CryneHt ¢popmynupyet myoaudnyro [TomuTuky 00paboTKH MepcoHaIbHBIX JAHHBIX B CTPOIOM
COOTBETCTBHH C TpeOoBaHusiMU cTaTbu 18.1 dexepanpHoro 3akoHa. OOyyarommuiics papadarsiBaeT
1abI0HbI coryiacuii Ha 00pabOTKY AaHHBIX JUIS PA3IMYHBIX CIIEHAPHEB B3aUMOJICHCTBHSI C MACCAKUPAMH.
HTOroBblit JOKYMEHT TOTOBHUTCS K MyOIUKAIHK Ha O(HUIMATEHOM MMOPTAJe MOAEILHOIO TPAHCIIOPTHOTO
MPEANPUITHS.

HopMOKOHTPOIB ¥ CTPYKTYPUPOBAHKE FOPUIAUUECKUX JOKYMEHTOB

CTyZeHT pa3BopauMBaeT CTPOTrUe KOPIIOPATHBHbIE IA0JIOHBI B CPEIe OTEUECTBEHHOT0 0(UCHOTO MaKkeTa
Juist BepcTku [lomutnky 00paboTKH NepCOHaNbHBIX AaHHBIX. OOyUarolHiicss HaCTpanBaeT
ABTOMATHYECKYIO T€HEPAIIMIO OTJIABICHUS, IEPEKPECTHBIX CCHUIOK Ha CTaThH 152-MD3 1 npUMeHsIeT CTUIH
HOPMOKOHTPOJIS K TaOJIUIIaM U MIPUIIOKEHUAM. Pe3yIbpTaToM SBIAETCS JOKYMEHT, IPOLIEAITHHA
aBTOMATHUYECKYIO POBEPKY Ha cooTBeTcTBUE TpeboBaHusaM ECII]] u roTOBBIN K My OIuKanuy.

[IpoexkTupoBaHue MaTpUIIbl JOCTYIAa U TPEOOBAHUN K MACKHPOBAHHUIO

Cryznent ¢popmupyet mMarpuiry poiesoro gocryna (RBAC) amnst nepcoHana TpaHCIIOPTHON KOMITAHHUH C
YYeTOM NPUHIUIIA MUHUMAIBHBIX TpUBHIIeruid. OOydaromuiics: onpenesseT nepedeHs moiei 6aspl
JTAHHBIX, TTOJUIEXKAIINX 0053aTEIbHOMY MAaCKUPOBAHHIO WIIM TICEBJIOHUMM3AINHN TIPH BBITPY3KE OTYETOB.
PesynbraToMm sBisieTcs crienuduKaiys TpeOoBaHHi K MocUcTeMe 0€30MIaCHOCTH ISl Tepeaadn
aJMUHHUCTpaTopaM 0a3 JaHHBIX.
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ITpoBepka MEXaHU3MOB MacCKMpOBaHMs JaHHBIX B cymiecTByromei CYDB/]

CTyZeHT aHaIU3UPYeT CYLECTBYIOLINE PEICTaBICHUS U (YHKINY Oa3bl NJaHHBIX I BBIABICHUS
NPUMEHEHHBIX MEXaHU3MOB [ICEBIOHUMU3ALUY I€PCOHAIBHBIX JaHHbIX. OOydarouuiics BHIIOIHSAET
tectoBble SELECT-3ampochl OT IMEHH pa3iIudHbIX posiel [yl Beprudukayuy GpakTHIecKoro
MaCKUPOBaHUs OMOMETPUYECKUX U NACIIOPTHBIX JaHHBIX. Pe3ynbTaToM sIBIS€TCS aKT IPOBEPKU
COOTBETCTBHS PEAIU30BaHHBIX MEXaHU3MOB TPpeOoBaHUAM, CHOPMYIUPOBAHHBIM Ha IIPAKTHYECKOM
3aHATHU.

11

OI_ICHKE[ PUCKOB TpaHCFpaHHqHOﬁ nepeaadyn JaHHbIX

CTyAeHT aHATM3UPYET MapIIPyThHI epeaadr TEIEMETPUN U BBISIBIISICT IOPUCIUKIINH, Yepe3 KOTOPhIE
OCYIIECTBIISIETCS TPAH3UT JaHHBIX. OOyUaronuiicst pa3padbaTbiBacT MPOEKTHI JOMOJIHUTEIBHBIX
COTJIAIIEHUH ¢ HHOCTPAHHBIMH 1 OT€YECTBEHHBIMHU O0JIAYHBIMHU MTpOBakepaMu. ITOrOM CTaHOBUTCS MaKeT
IOPUINYECKUX U TEXHHYCCKUX OTPAaHHYCHUH JIJIsI HACTPOWKH CETEBOI MHPPACTPYKTYPHL.




/o

HaumeHnoBanue 1abopaTopHbIX paboT / KpaTKOE CoJepKaHne
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AyIII/IT OTKPBITHIX UCTOYHUKOB Ha NPCAMCET JIOKAJIU3alluU JaHHbIX

CTyZaeHT ucrosb3yeT MyOIMUHbIE PEECTPBI PEryJIsITOPOB U 06a3kl reosokauy [P-axpecos aist mpoBepku
(haKTHYECKOTO MECTOIOJIOKEHHUS CEPBEPOB MOJIENBHBIX 00JIaYHBIX MpoBaiaepoB. OOyyaronuics ceepser
MOJTyYeHHBIE CETEBbIE KOOP/MHATHI C IEPEYHEM CTpaH, 00eCIeYHBAIOIINX aIeKBAaTHYIO 3aIUTy MPaB
CyOBEKTOB NEPCOHANIBHBIX TaHHBIX. Pe3ybTaToM sBIISETCS aKT ayAnTa JIOKaJIU3aluK JaHHBIX U CIIHCOK
MPOBaiiIepoB, TPEOYIOMINX 3aMEHBI.

13

PermamenT pearupoBaHus Ha UHUUICHTBI YTEUKH TAHHBIX

CTyIeHT MpOoeKTHPYET MOIIATOBEIA aTOPUTM JISHCTBHI TIepCOHANIA TIPH 0OHAPYKeHNH (akTa
HECaHKIIMOHUPOBAHHOTO JAOCTYyIa K 0a3e JaHHBIX maccaxxupos. OOyyaromuiicss paccyuThBaeT
HOPMAaTHBHBIE CPOKHU yBEIOMIIEHHsI PockOMHan30pa U CyOBEKTOB HaHHBIX C yYETOM BBIXOIHBIX THEH.
Pe3ynbTaToM sIBIIS€TCS YTBEPKICHHBIA BHYTPEHHUH PETJIAaMEHT U Ma0IOHBI SKCTPEHHBIX YBEIOMIICHHH.

14

Ananmuz MOZCIIBHBIX JIOI'OB AOCTYIIA JJIA JIOKaJIN3allui HHIIUJICHTA

CryIeHT 3arpy’kaeT peJoCTaBICHHBIN JaMIl JOrOB aBTOPU3ALUH B CPey aHAJIN3a AaHHBIX U IPUMEHSIET
(GUIBTPHI IS BBISIBICHHUSI aHOMAJIBHBIX CECCHI M MacCOBBIX BBITPY30k nH(popmanuu. O0yvaromuics
(hopMHpYET XPOHOJIOTHIO COOBITHIT M BEIYUCIISIET 00BEM CKOMIPOMETHPOBAHHBIX 3aIMCEH AT 3aMI0THEHHS
m1abJI0Ha HKCTPEHHOTO yBeJOMIICHHS. VIToroM siBisieTcss GOpEeH3UK-0TUET, CIy KaIni (haKTOIOTHIeCKOi
6a30i1 47151 perilaMeHTa pearupoBaHHsL.
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[Iporpamma BHyTpenHero aynuta UCIIn

CTyZEHT COCTaBIsIET KOMIUIEKCHBIN YEeK-JIMCT JUIsl IIPOBE/ICHHS TNIAHOBOI BHYTPEHHEH MPOBEPKH CUCTEMBI
Ha cOOTBeTCTBHE 3asBiieHHOM [TonmnTrke. O0yuatomuiicss pa3padaTbiBacT KPUTEPHH IPHEMKH U ILKAITY
OLICHKH 3pEJIOCTH MPOILIECCOB 3aIUThI JaHHBIX. VITOrOBBIA JOKYMEHT CIY)KUT TEXHHYECKUM 3aJaHUEM JIJIst
City>k0b1 HH(POPMAITUOHHON 0€30IaCHOCTH MPEATIPHUATHS.
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ABTOMaTH3aIMs IPOBEPKU KOH(PUTYpaLHil CKPUNITAMU ayIUTa

CryIeHT 3aycKaeT ClieUalIu3upOBaHHbII CKPUINT ayJUTa, KOTOPBIN CUUTHIBAET METaJaHHbIE HACTPOEK
OTICPAIIMOHHON CUCTEMBI M 0a3bl JAHHBIX JIOKATbHONH MOJENBHOH cpeabl. OOydarommiics COMoCTaBIseT
BBITPYXCHHBIE TAPAMETPHI C TyHKTAMHU pa3paOd0TaHHOTO HAa NPAKTHIECKOM 3aHATHH YEK-JIHCTA U
KJIacCHU(UIMPYET BBISBICHHbIE OTKJIOHEHUS. Pe3ynbTaToM sBIIsIeTCS aBTOMATHIECKH CTeHEPHUPOBAHHbIN
IIPOTOKOJI PACXOKACHUN JUIs IIJIaHA YCTPAHEHUS HAPYILLIECHUN.

4.3. CamocrosiTenpHas padoTa 00ydarOIuXCs.

o/

Bun camocrositensHO# paboTh

N3ydeHne pekOMEHI0BaHHOM JINTEPATYPBI.

[ToaroroBka k 1abopaTopHbIM paboTam.

[ToaroroBka k IpOMEKYyTOYHOMN aTTECTALIMH.

& ow| N

IToaroroBka K TeKyIiemMy KOHTPOJIIO.

5. Ilepedenr wu3maHWi, KOTOPbIE PEKOMEHAYETCS HCIOIb30BaTh MpHU

OCBOEHUU JUCUUIUIAHBI (MOAYJIA).

Ne
y bubnuorpaduueckoe onucanue Mecro nocryna
n/m
1 [Terpenko, B. W. 3amuTta nepcoHalbHBIX TaHHBIX B Jlanb : 31eKTPOHHO-OMOIMOTEYHAS

MH(OPMAIMOHHBIX cucTeMax. [IpakTukyM : yaebnoe | cucrema. — URL:
nocobue st CIIO / B. 1. Ilerpenko, U. B.




Mangapuna. — 4-e uza., crep. — Cankr-IlerepOypr :
Jlanp, 2026. — 108 c. — ISBN 978-5-507-54557-5.
— Texcr : 351eKTpOHHBIN

https://e.lanbook.com/book/509353
(mata obpamenus: 19.06.2026)

Ko3zsips, H. C. Ayaut nadopmManinoHHOM
6e3omacHocTH : yueOHuk 11 By30B / H. C. Ko3sips.
— Mockaa : U3natensctBo FOpaiit, 2025. — 36 ¢. —

(Briciiee oopazoBanue). — ISBN 978-5-534-20647-
0. — Tekcr : 27EKTPOHHBIH

Ob6pasoBatenpHas maThopma
IOpaiir [caiiT]. — URL.:
https://urait.ru/bcode/581505 (narta
obpamenus: 19.06.2026)

WNudopmanroHHoe MpaBo : yY4eOHHK 7151 BY30B / 1O
penakuueit H. H. KoBaneBoii. — Mocksa :
N3narensctBo KOpaiit, 2020. — 353 ¢. — (Bricmiee

obpazopanue). — ISBN 978-5-534-13786-6. —
TeKCT : ANeKTPOHHBIN

O6pa3oBaTenbHas mIaThopma
Opaiir [caiiT]. — URL:
https://urait.ru/bcode/466887 (mara
obpamenus: 19.06.2026)

Hmutpuk, H. A. IIpaBoBas undopmaTuka : yueOHUK /
H. A. Imutpuk. — Mocksa : Infotropic Media, 2022.
— 172 ¢. — ISBN 978-5-9998-0399-3. — TekcrT :

AIEKTPOHHBIN

JlaHb : 3IEeKTPOHHO-OMOINOTCUHAS
cuctema. — URL:
https://e.lanbook.com/book/388058
(mara ooparmenus: 19.06.2026)

Makcypos, A. A. IOpuandeckast TEXHOJIOTUS
obecrnieueHns 6€30MacHOCTH U 3allUTHI
MEPCOHABHBIX TaHHBIX B ceTu MHTepHeT :
moHorpadus / A. A. MakcypoB. — Mocksa :
ITpocmekT, 2025. — 220 ¢. — ISBN 978-5-392-
42697-3. — TexcT : 2IeKTPOHHBIN

Jlanb : 3IeKTPOHHO-OMOTMOTEYHAS
cuctema. — URL:
https://e.lanbook.com/book/504173
(marta obpamenns: 19.06.2026)

6. IlepeueHp COBpPEMEHHBIX

npo¢eCCUOHATIBHBIX

0a3 [Ja”HHBIX "

WH(OPMAITMOHHBIX CIIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIOJB30BAaThCS MPHU
OCBOCHHUU JUCHUIUIUHBI (MOIYJIA).
®denepanbhbiil 3akoH 0T 27.07.2006 No 152-D3 «O nepcoHaIbHBIX JAaHHBIX)
(c U3MEHEHUSIMH U TOTOJHEeHUsAMH ). — TekcT : anekrpoHHslii / ®CTIK Poccun. —
URL: https://fstec.ru/dokumenty/vse-dokumenty/zakony/federalnyj-zakon-ot-27-
Iyulya-2006-g-n-152-fz (nara oopamenus: 05.06.2026).
[Tpukaz ®CTIK Poccuu ot 18.02.2013 Ne 21 «O6 yrBepxkaenuu CocraBa u
COJICp’)KaHMSl OPTraHU3aALMOHHBIX M TEXHUYECKHMX MeEp IO 00eCIeUYeHUo
0€30MacHOCTH MEPCOHANBHBIX JAHHBIX MPU WX 00paboTKe B MH(POPMAIMOHHBIX
CUCTEMaX MEePCOHATBHBIX JaHHBIX». — TeKCT : anekTpoHHbI // ®CTIK Poccuu. —
URL:  https://fstec.ru/dokumenty/vse-dokumenty/prikazy/prikaz-fstek-rossii-ot-
18-fevralya-2013-g-n-21 (mata oopamienus: 05.06.2026).
['OCT 34.602-2020. UudopmanrionHsie TexHoI0ruu. KoMIeke craniapToB
HAa aBTOMATU3UPOBAHHBIE CHUCTEMbl. TeXHMYECKOE 3aJaHue Ha CO3J/IaHHE
aBTOMATH3UPOBAHHOU cUCTEeMbI. — TekcT : anmekTponHblid // Koncynbsrantlhitoc. —

URL: https://docs.cntd.ru/document/1200181804 (naTta obparmenus: 05.06.2026).



I'OCT 19.402-78. Enunast cuctema nporpaMMHOM JoKyMeHTauu. Onucanue
nporpammebl. TpeGoBaHuUs K comepkaHuio M 0hOpPMIICHHIO. — TEeKCT : 3JIeKTPOHHBIN
/I KoncynprantlImroc. — URL: https://docs.cntd.ru/document/1200006924 (nata
obpaienus: 05.06.2026).

General Data Protection Regulation (GDPR) — O61muii perjiaMeHT 1o 3aIiuTe
nanubeix EBpomnetickoro Corosza. — Teker : anektponHnbiit / GDPR Info. — URL:
https://gdpr-info.eu/ (naTta ooparenus: 05.06.2026).

Privacy Impact Assessment (PIA) Methodology — Metonoaorust OneHKH
BIUSHUS Ha KOHQUACHIMATBHOCTh. — TekcT : anektpoHHbdt // CNIL. — URL:
https://www.cnil.fr/en/privacy-impact-assessment-pia (marta oOpareHus:
05.06.2026).

NIST Privacy Framework — PykoBOACTBO 1O YHpPaBICHHUIO PHUCKAMH
koH(uneHuuanpHocT. — Texker :  oamekrponnbii  //  NIST. — URL:
https://www.nist.gov/privacy-framework (nara oopamienus: 05.06.2026).

Pockomuanzop — OduimanbHblii opTan JUisi ONepaTopoB MEPCOHATBHBIX
naHHeIX. — Tekcr @  3nektpoHHsld  //  Pockomuamzop. —  URL:
https://rkn.gov.ru/personal-data/ (mata oopamienus: 05.06.2026).

7. llepedyeHb  JHUIIEH3UOHHOTO U  CBOOOJHO  PaCIpPOCTPAHSIEMOIO
IPOrpaMMHOTO OOECHeYeHus, B TOM YHCJIE€ OTEUYECTBEHHOIO IPOU3BOJICTBA,
HEO0OXOAUMOTO JIJISl OCBOCHUSI IUCUUTLTUHBI (MOYJIs).

Omnepanuonnsie cucteMbl — Astra Linux Special Edition / ALT Linux / PEJ]
OC.

Oducueie nmakersl — P7-Oduc / MoitOduc (ans moaroroBku compliance-
JIOKyMEHTAIIUH 1 HOPMOKOHTPOJIS).

Cpena paspabotku u ananmsza — Anaconda Distribution, Jupyter Notebook,
VS Code Community Edition (oddumaitn-Bepcun).

TexHonoruueckuii crek ananusa ganHbix (Open Source / PO) — Python 3.10+,
Pandas, NumPy, Matplotlib.

CYB/J u xnuentsl — PostgreSQL / Postgres Pro (8 peectpe 110 P®), DBeaver
/ pgAdmin (7151 9TEHUS METATAHHBIX U ayUTA).

Cuctempl moxenupoBanusi — Draw.o / PlantUML (myst moctpoenus
auarpamMM MoTokoB JaHHbIX DFD).

8. OmnucaHue MarepuaJbHO-TEXHUYECKOM 0a3bl, HEOOXOAUMOM s
OCYILIECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo JUCIUILUIMHE (MOIYJIIO).

YyebHble aymUTOpUM JUIsl TPOBEACHUS YUYEOHBIX 3aHSATHN, OCHAIEHHBIC
KOMITHIOTEPHOU TEXHUKON 1 HaOOpamMu JI€MOHCTPAIMOHHOTO 000PY/T0BaHMSI.



I[JISI na6opaTopHI>1x 3aHATUM — HaJIW4ue INEPCOHATIBHBIX KOMIIBIOTCPOB
BBIYHCJIINTCIBHOI'O KJIacca.

9. ®opma MPOMEKYTOUYHOU ATTECTALINU:

3aueT B 6 cemecTpe.

10. OueHouHbIE MaTEPHUAIIBI.

OneHoYHbIE MaTepUalibl, TPUMEHSIEMbIE TIPU TIPOBEICHUN MPOMEKYTOUHOU
aTTecTanuu, pa3pabaThIBalOTCS B COOTBETCTBUU C JIOKAJIBHBIM HOPMATHBHBIM
aktoM PYT (MUUT).
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