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1. O6mue cBeaeHus O JUCHUIUIMHE (MOTYJIE).

JluciuiuiiHa TMOCBAIIEHA M3YYEHUIO TEXHUYECKOW 3amuThl WH(OpMauu.
[ensimu ocBoeHus1 y4eOHON MUCHMIUIMHBI « TexHHuYeckas 3aiutra UHGOpMaIun)
SBIISIIOTCA (POPMUPOBAHUE KOMITETEHIIMH TI0 OCHOBHBIM pa3fiesiaM TeOPETUYECKUX U
OPAKTHUECKUX OCHOB OpraHM3alld CPEJCTB 3alllUThl HH(POpMAIUH, JaTb
HEOOXO/JMMbIE HABBIKM 110 HCIOJIb30BAaHUIO CPEACTB 3allUThl HH(OpMALUU B
KOMITBIOTEPHBIX CHUCTEMAaxX W OBJAJACHHUIO METOJaMHU PEHICHHS COOTBETCTBYIOIIMX
3azay.

JluciuruiiHa npegHa3HayeHa I TOJy4YeHUsS 3HaHUW, HEOOXOIMMBIX IS
pelieHusl CIeAyomux NpodecCHOHaIbHBIX 3a1ad (B COOTBETCTBUU C BHUAAMHU
JEeSITEILHOCTH):

[IpoekTHO-TeXHOIOTHYECKas NeITETbHOCTb!

- COOp W aHanu3 UCXOMHBIX JIAHHBIX JISl MPOEKTUPOBAHUS CHUCTEM 3aIUTHI
uH(popMaIuu, onpeesieHre TpeOOBaHUM, CPaBHUTEIBHBIA aHAIN3 TOJICUCTEM I10
noka3aTtessiM HH(PpOpMallMOHHOW 0€30MacHOCTH;

- IlpoBeneHne MPOEKTHBIX PACYETOB HIIEMEHTOB CHUCTEM OOECreueHus
TEXHUYECKOU 3aIIUThl HH()OpMAITHH;

-  Yyactue B pa3pabOTKE TEXHOJOTHYECKOW M  AKCIUTyaTallMOHHOM
JIOKyMEHTAITUH;

- IlpoBeneHune mpeaBapUTENBHOTO TEXHUKO-DKOHOMUYECKOTO 00OCHOBAaHUSA
MIPOEKTHBIX PACUETOB

OpranuzaimoHHO-yIpaBICHUECKas ACSITEIbHOCTD:

- OcyuiecTBieHHE OPTraHU3allMOHHO-TIPABOBOTO OOECHEYEHUs TEXHUYECKOU
3aIUThl 00BbEKTa HH(OPMATU3ALINH;

- Opranmzanusi paboOThl MalbIX KOJUIGKTHBOB HCIOJHUTENEH C Y4eTOM
TpeOOBaHMIA 3aIUTHI HH()OPMAITUH;

- CoBepIIeHCTBOBAaHHE CHCTEMBI YIPABICHUS TEXHUUYECKOH  3alluThI
uHdopmaIuy;

- N3yuyenue u 060011eHIE ONbITa pabOTHI APYTUX YUPEKIACHHUM, OpraHUu3aIIHii
U TIPEanpusaTUil B 00J1acTU TOBBIMICHUS 3()()EKTUBHOCTH 3alUTHl MHGOPMAIMHN U
COXpPAaHEHMS TOCYJAPCTBEHHOW U IPYTUX BUJIOB TAMHBI,

- Kontpons sddexTuBHOCTH peanu3aiui MOJUTHKH TEXHUYECKOW 3alliThI
uHpopmanuu

DKCTepUMEHTAIbHO-TEXHUYECKasl IeATETHHOCTh:

- COop u aHAMM3 UCXOAHBIX JAHHBIX JIJISi MPOSKTUPOBAHUS CUCTEM 00pabOTKH
U aHanu3a MHGOpPMAIMU C YY€TOM HEOOXOJUMOCTU €€ 3aIIUThl B COOTBETCTBUU C
TpeboBaHUsIMU O€30MacHOCTH HH(POPMAIINK;

- Yyactue B MPOEKTUPOBAHUM CHUCTEM, KOMIUIEKCOB CPEJICTB U TEXHOJIOTUH



o0paboTku W 3ammTbl WH(pOpMaIMK, B pa3pabOTKEe TEXHOJIOTHYECKON U
IKCIUTYaTaI[MOHHON TOKyMEHTAIINN;

- Yyactue B MPOCKTHPOBAHWH CHUCTEM, KOMIUIEKCOB CPEJICTB M TEXHOJOTHH
o0paboTkn W 3amuThl HHPOPMAIMK, B Ppa3pabOTKe TEXHOJOTHUYECKON W
AKCIUTyaTallMOHHON JOKYMEHTALIUU.

OKcIuTyaTallnOHHAas! 1A TEIbHOCTb:

- YCTaHOBKA, HACTPOIKa, SKCIUTyaTalus U MOjAepKaHue B pab0TOCIOCOOHOM
COCTOSSHUA KOMIIOHCHTOB CHCTEMBI OOCCICUYCHHMS] TEXHMYECKOW  3aIUThI
UH(POPMAITUHU C YIETOM YCTAaHOBJICHHBIX TPEOOBaHMIA,

- AIMUHHCTPUPOBAHUE MOACUCTEM TEXHUYCCKOW 3allUThl 00BEKTA, y9acThue B
NPOBEJCHUM  aTTeCTallud OOBEKTOB  HWHGOpPMATHU3alMA TO  TPeOOBaHUAM
6e3omacHOCTH HH(POPMAITUY U ayTUTE aBTOMATU3UPOBAHHBIX CHCTEM.

2. [Inanupyembie pe3ybTaThl 00YUEHUS MO TUCHUTLTHHE (MOJIYIIIO).

[lepeuenp ¢GopMUpyeMBIX pPE3yJbTaTOB OCBOCHHUS  0Opa30BaTEIbHOMN
porpamMmsbl (KOMIIETEHIIU) B pe3ysbTaTe 00y4eHUs 10 AUCLUILUINHE (MOIYIIO):

OIIK-9 - Choocoben TpHUMEHSTh CpencTBa KpUOTOrpaduyeckol u
TEXHUYECKON 3amuThl WHGOPMAIMHM JJIs pEelIeHHus 3a7ad npodeccruoHaIbHOM
JESTEIbHOCTH ;

OIIK-10 - CriocoOeH B KayecTBE TEXHUYECKOTO CIEIUAIUCTa MPUHUMATh
ydqactue B  (GOPMHUPOBAHMM TMOJMTUKH WHOOPMAIIMOHHOW  OE€30MacHOCTH,
OpPraHM30BHIBATh W TOJJIEPKUBATH BHITIOJHEHHE KOMILUIEKCA MEp MO 00eCTeueHHUo
UHPOPMAIMOHHON 0€30MacHOCTH, YIPAaBIATh MPOIECCOM HX pealu3aliil  Ha
00BEKTE 3aIUTHI ;

IK-1 - crnocoOHOCTBIO BBHITIOJHATH Pa0OTHl MO YCTAHOBKE, HACTPOUKE U
OOCITY)KMBAaHUIO TMPOTPAMMHBIX, TPOTPAMMHO-ANIMAPATHRIX (B TOM  YHCIIE
KpUnTorpaduuecknx) U TEXHUUECKUX CPEICTB 3alTUThl UHPOPMAITUH .

OO6ydeHue 1O AUCHUIUIMHE (MOJYJIO) TpeArnojiaraer, 4Yro T0 €ro
pe3yabTataMm oOyJaromuics OyeT:

3HaTh:

- KOHIIEIIHIO HHKCHEPHO-TEXHUYCSCKOM 3aIUThl HH()OPMAIIHNH;

- HOPMATHUBHO-TIPABOBBIC JOKYMEHTHI OOecreueHus HWH(POPMAIIHOHHOM
0e301acCHOCTH;

- TEXHHYECKHE KaHaJIbl yTEUKH WHPOPMAITUH;

- (hu3UYECKHE MPUHIIMITBI YTSYKH HHPOPMAIUH 110 TEXHUICCKUM KaHaIaM;

- METOJIbl OOHAPYKEHHUS W 3alUThl HHPOPMAIIMK B TEXHUYECKMX KaHajaX OT
ee YTCUKH.



Ymersb:

- IPUMEHSITh METO/Ibl HH)KEHEPHO-TEXHUYECKON 3aIUThl HH(OPMAIIUH;

- aHAIM3WPOBATh BO3MOXKHBIC VSI3BHMBIE MeECTa TEXHHYECKOW 3allUThI
uHpopMarnuy;

- MPOBOJIUTH MPEABAPUTEILHBIN COOP TaHHBIX O TEXHHYECKUX YI3BUMOCTSIX;

- TPOEKTHPOBATH CHCTEMBI 3aIUTHI M TPOBOIUTH AHAIN3 PHUCKOB YTCUKHU
nH(OPMAITUHU TI0 TEXHUYECKUM KaHaJIaM.

Baanernb:

- HaBBIKAMH PaOOTHI C TMPOTPAMMHBIM OOECIIEUCHHEM IO OIICHKH PHCKOB
yTeUKd HHGOpPMALUM MO TEXHHUYECKUM KaHaJlaM M IIporpaMMHO-anapaTHBIMU
KOMIUIEKCAMH 10 BBISIBJICHUIO KaHAJIOB YTEUKH HH(GOPMAIIHH.

3. O6beM AUCIUTLIUHBI (MOTYJIS).
3.1. O6mas Tpy10eMKOCTb TUCITUTIIMHBI (MOTYJIS).

OO6mass TPyAOEMKOCTh JUCHMIUIMHBI (MoOnynsi) coctaBisier 4 3.e. (144
akaJeMHYeCKHX Jaca(oB).

3.2. O6bem pgucHUIUIMHBL (MOAYJsl) B (QopMe KOHTAKTHOM pabOThI
oOydarommxcss ¢ MEJarorMYeCKUMH  padOTHUKaAMU U (WIM)  JIHIAMH,
MPUBJIEKAEMbIMHU K peau3aiii 00pa3oBaTeIbHON MPOTpaMMbI Ha MHBIX YCIIOBUSX,
P MIPOBEJICHUHN yUCOHBIX 3aHITHI:

KommaectBo yacos

Tun yueOHBIX 3aHATHI
Bcero | Cemectp Ne6

KonrtaktHas paboTa mpu npoBeIeHIH yUeOHBIX 3aHATHH (BCETO): 64 64
B Tom umncne:

3aHATHS JEKIIMOHHOTO THIIA 32 32
3aHATHSA CEMUHAPCKOTO TUIA 32 32

3.3. O0beM AUCHUIUIMHBI (MOIYJis) B (opMe CaMOCTOSTEIbHON paboThI
oOydJarommxcs, a Takke B (QopMe KOHTAKTHOM pabOThl OOYyYarolmUXCs C
MeJarornaecKuMy paboTHUKaMH U (WUIH) JTMIIaMU, TIPUBJICKAEMBIMHU K peaTu3aiin
oOpa3oBaTeIbHOM  MpPOTpaMMBI  HA  WHBIX  YCIOBHSX, TIPH  TMPOBEIACHUHU
IPOMEKYTOUHOM aTTecTaruu cocTaBiseT 80 akageMHIecKux Jaca (oB).

3.4. IIpu oOy4eHnn MO UHIMBHUIYATHPHOMY Y4€OHOMY TUIaHY, B TOM YHCJIE TIPU
YCKOPEHHOM OO0y4YeHHUU, 00beM NHUCIMIUIMHBI (MOJIYJISI) MOXET OBITh peajnu30BaH
MOJIHOCTHIO B (DOPME CaMOCTOSITEIbHON pabOThl 00yJaronuxcsi, a Takke B Gopme
KOHTaKTHOW pabOThl OOyYaromuxcsl C TeIaroruuyecKuMu paboTHUKAMH W (WIIH)
JUIAMU, TIPUBJICKAEMBIMHM K pealu3aliy 00pa30BaTEIIBHONW MPOTrpaMMbl Ha WHBIX



YCIIOBUAX, IIPU IMTPOBCACHUN HpOMe)KYTOqHOﬁ arTecraluu.

4. ConeprkaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3aHATHA TEKIIMOHHOTO THUIIA.

Temaruka JIEKIIMOHHBIX 3aHATHH / KpaTKOE COJIEpKaHUE

1 |BBeneHue B TEXHHUYECKYIO 3alIUTY HH(OPMAIIH
Cozaepxanue yueOHOro MaTepuaa:

- Beenenue.

- Undopmanus. n 3ammra JaHHBIX.

- KonpuaennmansHocTh MHGOpMALIIH.

- HenocTHOCTH MHpOPMALIHK.

- JlocTyIHOCTE HH(pOpPMAaLHH.

- CiryxeOHast mTHQOpMAITHSL.

- JInuHble TaHHbIC.

- CocynapcTBeHHBIE CTPYKTYPHI, OTBEUAOIIUE 32 3aIIUTY JaHHBIX.

- OmpeneneHne Ciry>keOHOM TaiHBI.

- 3akoHozaTenbcTBO PO B 061acT MHYOPMALMOHHOH 6€3011acHOCTH.
- UndopmannonHas 6€30macHOCTh KOMMEPUYECKOI CTPYKTYPBHI.
-TunoBo# HabOp NOIKHOCTEH, CBSI3aHHBIX C 3aLUTON JJAHHBIX Ha MPEANPUSTHH.
- Mex1yHapoIHbIe CTaHAaPTU3UPYIOIINE OpraHU3aluH.

- Cranpaptel PO B o6sacti nHPOpMaAMOHHON 6€30I1aCHOCTH.

2 |Yrpo3sl nHGOPMAITMOHHOH 0€301acHOCTH

Conepxkanue yueOHOTo MaTepuana:

- [Ipuponia BOSHUKHOBEHHS yTIPO3.

- Knaccudukamnus yrpo3 1o npegHaMepeHHOCTH NPOSIBICHUSL.

- Kinaccudukanus mo HCTOUHUKY yrpO3Bl.

- Knaccudukarus no creneHu Bo3eiicTBis Ha MHGOPMALIMOHHYIO CUCTEMY.

- Ilo ciocobam nocryna k pecypcam HHGPOPMAIIHOHHOW CHCTEMBI.

- Yrpo3sl 6e30macHoCcTH HHYOPMAIIMOHHON CHCTEMBI.

- MeTtoapl NpoTUBOJEHCTBUS HECAHKITMOHUPOBAHHOMY JIOCTYIY, ceTeBoi pa3Beake 1 DOS-aTakam.

3  |[TomuTrka 6e30macHOCTH

ConeprxaHre yueOHOTO MaTepHana;

- CTpyKTypa MOJUTHKH O€30TTaCHOCTH.

- Ba30Ba$[ ITOJIUTHUKA 6630HaCHOCTI/I.

- Cnenuann3upoBaHHbIE TTOJTUTHKU 0€30MIaCHOCTH.

4  |Kpuntorpaduueckas 3amura

ConepxaHue yaeOHOTO MaTepHuaa;

- Knaccudukarus kpunrorpadhuueckux airopuTMoB.
- OCHOBHBIE OIIPE/ICIICHHS.

- Hasnauenue mudposaHus.

- [IpuHUMOBI KpUNTOrpadUIecKOro 3aKphITHs HHpOpMALIHH.
- [IpocTeie MeTOABI MN(pPOBAHUSL.

- Tabmuma Bmxuaepa.

- [lIudpoBaHme C OTKPHITHIM U 3aKPHITHIM KIIOYAMH.
- OCHOBHBIE BUJIbI ATAK Ha KPUITOAJITOPUTMBI.

- CHMMETpUYHbIE KPUITOAITOPUTMBI.

- Anroputm DES.




/o

TemaTuka JIGKLIMOHHBIX 3aHATUN / KPaTKOE CO/IepIKaHue

- Anroputm 3DES.

- Anroput™ AES.

- Bonpocs! cTOHKOCTH KPUIITOAITOPUTMOB. TIPO0JIeMa pacrpeelICHUs! KITIoUei.

- JlocToMHCTBa ¥ HEJOCTATKY CUMMETPUYHOTO IIH(POBaHUS.

- ACUMMETPHYHBIE KPUIITOAJITOPUTMBI.

- AnroputMm RSA.

- Anroputm duddu-Xommana.

- DNeKTpOHHO-N(POBAs MOAIIHCE.

- locTOMHCTBa ¥ HEAOCTATKH ACHMMETPHYHOTO MN(POBAHUS U 00JIaCTh €r0 MPUMEHEHHS.

3amuTa OT HECAaHKIIMOHUPOBAHHOT'O 10CTYIIA

ConepxkaHue yueOHOro Marepuaa:

- AyTeHTU(]HKaIMs, aBTOPH3ALUS U a]MUHICTPUPOBaHKE ACHCTBUI OIb30BaTENCH.
- OCHOBHBIE IPUHIUIIBI CUCTEMBI AAA.

- Meronas! ayrenTudukanuu: napoiu, PIN n uomerpudeckue JaHHbIe.
- ABTOopum3anus. Accounting.

- CepBep AAA.

- OunpTpanys Tpaduka.

- Cnucku gocryna.

- Mncnexnus Tpaduka.

- TpaguuHOHHBIA MEXCETEBOM KPAH.

3ammuTa HHGOPMALIMH B TI100aTbHOM CETH
Conepxanue yueOHOro Marepuana:

- 3amuTa http-tpaduka.

- XapakTepHble yIpO3bl.

- SamuineHHbIH npoToko httpd.

- Hudpossie cepTrduKaThL.

- BupTyanbHas yactHas cets.

Kitaccudukanus n o0miast XxapakTepUCTUKA TEXHUISCKUX CPEJICTB JOOBIBAHUS
uHpOpMaLuu

ConepxaHue yaeOHOTO MaTepHuaa;

- CHEL[I/IaHI)HI)Ie TEXHUYCCKUE CPEACTBA.

- OCHOBHBIE TAKTHKO-TEXHHUYECKUE NAapaMeTphl CPECTB HHPOPMAMOHHON Pa3BEIKH.

- TexHomornueckas KiacCupuKanus crnenuaibHeix Texunaeckux cpeacts (CTC).

Ha3nauenue u pyHK1IMM BUJOB pa3BeIKU

Conepxkanue yueOHOro MaTepuaa:

- OCHOBHBIE TIOHSTHSL.

- XapaKkTepHuCTHKa pa3Be/IbIBATEILHON AEATEIHHOCTH.

- ®opMBI pa3BeapIBaTENFHON HHAOPMAIIHH.

- Kanans! pactipoctpanerns HHGOpMaLIUH.

- CtpykTypa pa3BenbiBaTenbHbIX ciiyx0 ObiBiIero Coserckoro Coro3a.
- Ctpykrypa KI'b CCCP.

- CTpyKTypa ciyObl BHEITHEH pa3BeIKH.

Crerncmyx6s1 CIIA

ConepxaHue yueOHOro Marepuaa:

- PasBenpiBatensHOE coodmecto CIIA. IIPY (CIA). PYMO (DIA) AHB (NSA). HYBKP (NRO). 5P
(FBI).

10

OnTuueckas pa3BCKa
ConepxaHue yaeOHOTO MaTepHraa;
- OnTrueckue KaHaibl yTeUdKd HH(pOpMAII.
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TemaTuka JIGKLIMOHHBIX 3aHATUN / KPaTKOE CO/IepIKaHue

- [IpuHIUOBI ONTUYECKOH pa3BEeNKHU.

- TexHu4eckue XapakTepUCTUKHU CPEJICTB ONTUYECKON pa3BEIKH.

- O0ume XapakTepUCTHKH YEJI0BEYECKOTO Tia3a.

- XapaKTepUCTHKNA OOBEKTHBOB.

- XapaKTepUCTHKH BU3YaJIbHO-ONTHYECKHUX MTPUOOPOB.

- XapakTepuCTHKH (OTO- U KHHOAMIIAPATOB.

- TexHn4eckue XapaKTEpPUCTUKHU CPEACTB TEIEBU3NOHHON Pa3BEAKH .
- XapakTepUCTUKH MPHOOPOB HOYHOTO BUACHHUS.

- XapaKTepHUCTHKH TEIUIOBH30POB.

11

PaguosnexTpoHHas pa3Beaka
ConepxkaHue yueOHOro Marepuaa:
- O0urast XapaKTepUCTHKA PaAHOIIEKTPOHHOHN Pa3BeIKH.

- OCOGCHHOCTI/I, [CJICBOC HA3HAYCHNUEC, UICTOUYHUKU U TEXHUYCCKUE CPEACTBA.

- [leneBoe Ha3HAUYEHUE.
- UcToyHukwu.
- TexHnueckue cpencTBa paiuodJeKTPOHHOMN pa3BeIKH.

12

[epexBar nnpopmanuu nocie 2000 roga
CoxnepxaHue yaeOGHOro MaTepuara:

- [IpoGemsl mepexBaTa HHPOPMAIIHH.

- O6opyI0BaHKE CUCTEM IepexBaTa HHHOPMALIUH.

- PapnosnexTpoHHbBIe KaHAIBI YTEYKH HHPOPMAILIUH.
- OCHOBHBIE MTOKA3aTEIH.

13

I/I3quaTeJII/I QJICKTPOMArduTHBIX noJjien

ConeprxaHne yueOHOTO MaTepHaa;

- OCHOBHBIC TIOHSATHSL.

- AHTCHHEL.

- Cniy4aifHble U3J1y4aTemu.

- DNEeKTpUYECKUH TUTIOJIb.

- MarsuTHBINA TUIOIb.

- CpaBHHUTENBHBIN aHAIN3 TTOJEH INEKTPUIECKOTO U MATHUTHOTO JIUIIOJIA.
- Kpatkast popMynupoBka pe3yibTaTOB CPAaBHUTEIBHOTO aHAIN3A.

14

AKYCTI/I‘IGCKaSI pa3BClKa

ConeprxaHre yueOHOTO MaTepHaa;

- AKycTHYecKIe KaHaIIbl YTeYKH HH(OPMAIIHH.

- O0mas xapaKTepHUCTHKA.

- [IpsiMoii akycTHyecKuil KaHal.

- Bubpoaxycruueckuii kaHa .

- ONTHUKO-aKyCTHYECKUN KaHaJl.

- DNEeKTPOaKyCTHUECKUN KaHaJ.

- TexHUYeCKne cpeiCTBA aKyCTHIECKON pa3BEIKH.
- OYHKIUH TEXHUYECKUX CPE/ICTB.

15

MuxkpohoHbI
ConepxkaHue yueOHOro Marepuaa:
- [IpuHIMND neficTBUS MUKPO(OHOB.

- [IpuHIMD nefcTBHS Ciy4aliHBIX 3JeKTPOaKyCTHYECKUX Mpeodpa3oBaTelieH.

- XapaKTepuCTUKa U3BECTHBIX TEXHUYECKHUX CPEJICTB.

- Crioco0sl ¥ cpesicTBa 100bIBaHUS MHOOPMALIMH O PAJANOAKTUBHBIX BEIIECTBAX.

- Joctyn x naop™Mariy 63 HapyIIeHUS ToCy1apCTBEHHOH TPAHUIIBI M TPOHUKHOBEHHS HAa O0BEKT 3aIIUTHI.

Oco0ble cnydyan yTedkd HH(opMauu




TemaTuka JIGKLIMOHHBIX 3aHATUN / KPaTKOE CO/IepIKaHue

n/m
Copneprxanue yueOHOTO MaTepHaa;
- JoObiBanue nHpopmauu 6e3 HPU3NIECKOT0 MPOHUKHOBEHUH B KOHTPOJIHPYEMYIO 30HY.
- ﬂOCTyH K UCTOYHHUKaM I/IH(bOpMaIII/II/I 0e3 HapylmeHus rocyz[apCTBeHHoﬁ TpaHUIbI.
- KoMmiekcHoe UCIoab30BaHIE TEXHUYECKUX CpCACTB pa3BCAKU.
4.2. 3aHATHS CEMUHAPCKOTO TUNA.
JlaGopatopHbie pabOThI
Ne
/ HaunmenoBaHue 1a00paTopHBIX paboT / KpaTKOe CoepKaHue
n/n
1 |BBexenue B mH(pOpMaMOHHYIO Oe30macHOCTh. CTaHAapTHl M OpraHU3alny, paboTarolye B

obnactu nH)OPMAIMOHHOK OE30MMACHOCTH

B pe3ynprarte BRINOTHEHUS Ta00paTOPHOI pabOTHI CTYICHT MOIYYHUT MPAKTHISCKHE HABBIKM TIOMCKA
HOpPMAaTHUBHOW MH(OpPMAIIH B TT00AEHON ceTH, pabOTHl ¢ HOPMATUBHBIMU akTaMu B chepe Vb, HaBBIKH
BBISIBJICHUA U YUCTA HH(bOpMaHI/IOHHLIX AKTHUBOB 3aH.IPIH.[aeMOI>i OpraHu3anuu.

Yrpo3sl nHPOpMAITMOHHOKW 0€30MMacHOCTH

B pesynbrate BhINONHEHUS 1a00paTOpHOI pabOTHI CTYACHT MOMYYUT HABBIKH CO3J]aHUS CIIHCKA
MH(OPMALMOHHBIX aKTUBOB, OTIPEJIENICHUs aKTyaJbHBIX YTP03 HHPOPMAIMOHHOM 6€3011aCHOCTH,
Ki1accu(UKaMyM UCTOYHUKOB YIPO3 U 3allMIIaeMoil HHPOpMaIMU B COOTBETCTBHH C CYLIECTBYIOIIEH
HOpPMAaTHUBHOU 0a30ii.

[Tomutuka 6e3omacHoCTH. Pa3paboTka MoMTUKH O€30TTaCHOCTH
B pe3ynpraTte BRIIOTHEHUS Ta00paTOPHOI pabOTHI CTYICHT MOTYYHUT MPAKTHUSCKHE HABBIKHM Pa3padOTKH
MOJUTAKHA MHPOPMAITHOHHON 0€30IaCHOCTH MPEAIIPHATHS.

Kpunrorpaduueckas 3amura. [lludposanue u pacmmdpoBaHre TaHHBIX

B pesynbraTe BHIMONHEHHS Ja00pAaTOPHOM pabOThI CTYIACHT IMPHUOOPETACT HABBIKK PAOOTHI C 0a30BBIMHU
KpUNTOrpahUIeCKUMHU aJITOPUTMAMHK U COBEPIICHCTBYET CBOM HABBIKH MPOrPAMMHPOBAHUS Ha SI3bIKAX
BBICOKOTO YPOBHSI.

N3yuenune obopynoBanus creHa «CucTeMbl KOHTPOJIS U YIIPABICHUS TOCTYIIOM
B pesynbTate BRINIOTHEHHS 1a00PAaTOPHOH pabOTHI CTYJEHT H3y4aeT COCTaB JJabopaToOpHOTro 000pyIOBaHMS,
TEXHHUKY 0€30I1aCHOCTH NPH paboTe ¢ HUM U TOTOBUTCS K BBITIOJIHEHUIO MTOCIIEAYIOINX JIAO0paTOPHBIX padorT.

Usyuenne untepdeiica cesazu Dallas Touch Memory (iButton)
B pesynprarte BRINOIHEHUS T1a60paTOPHOI paboThI CTYIEHT MPHOOPETaeT HaBBIKU PAOOTHI C HOPMAaTHBHOM U
TEXHUYECKOH TOKYMEHTAIMEH U MMOArOTOBKE K pabote uuTepdeiica cBs3u iButton.

Kontpons noctymna ¢ nmomomibsto cunteiBarens iButton u kontponepa CKY ]l B aBToHOMHOM

pexume

B pesynbTate BeITIOIHEHHS TA0OPATOPHOM pabOTHI CTYIEHT IPUOOPETAET HAaBBIKK KOHTPOJIS JIOCTYIA B
TIOMEIIEHUE C TIOMOIIBIO CUNTHIBaTelIs iButton, BKiIIoYas mporpaMMUpOBaHue KIItoYel 1 BejieHne 0a3bl
JTAHHBIX TI0JIb30BATEIICH.

N3zyuenue untepdeiica cesazu Wiegand
B pesynprarte BRIIOTHEHHUS 1aOOpaTOPHOI paboThI CTyIEHT MPHOOPETAaeT HAaBBIKK PAOOTHI C HOPMAaTHBHOM H
TEXHUUYECKOH TOKyMEHTAIMeH U TIOATOTOBKe K pabore nHTepdeiica csa3u Wiegand.

N3zyuenne RFID-TexHOM0rMM U CTaHAAPTOB KapT J0CTYIA

B PE3YIbTATC BBINIOJHCHUSA Ha60paTOpHOfI pa6OTI)I CTYACHT HpHoﬁpeTaeT HaBbIKHU HCIIOJIb30BaHUA
HOpMaTHBHOﬁ JAOKYMCHTAIWU - CTAHAAPTOB HA KAPThI JOCTYIIAd U BBINOJHACT NOATOTOBKY K pa60Te ¢ RFID-
000pyIOBaHUEM.




/o

HaunmeHnoBanue 1ab0paTopHBIX paboT / KpaTKoe CoziepKaHue

10

Kountpois noctyna ¢ nomomibto RFID-cuuteiBaTens u kontposiepa CKY /[ B aBToHOMHOM
pexume

B pe3ynbTaTe BBINOIHEHHS 1TA0OPATOPHOM paboTHI CTYJEHT MPUOOPETaeT HABBIKK KOHTPOJIS IOCTYIA B
MOMCIICHUE C TOMOIIBIO CUUTBIBATEIIAA KapT AOCTYIIa 11O RFID-TGXHOJ’IOFI/II/I, BKJIIOYas ONporpaMMupoOBaHUuC
KapT U BEACHUC 6a3bl JaHHBIX MOJIb30BAaTENCH.

11

Kountpoibs noctyna ¢ nomoieto kouTposiepa CKVY /] B cereBoM pexxrme
B pesynpraTte BRIIOIHEHUS Ta00paTOPHOI paboTHI CTYyASHT MproOpeTaeT HaBBIKA KOHTPOJIS JOCTYIIA B
TIOMEIIEHUE B CETEBOM pekuMe padboTsl KoHTpoimiepa CKY /1.

12

I/I3yquHe TCXHOJIOI'MH CUUTBIBAHUA 6I/IOM€TpI/I‘-I€CKI/IX JaHHBIX

B pesynbTate BhIOIHEHHS 1a00PAaTOPHON paboThl CTYJEHT MPHOOPETAET HABBIKU C TEXHUYECKON
JOKyMEHTaIMeH, U3y4aeT cocTaB 000pyI0BaHMsI CUNTHIBAHUS OMOMETPUYECKUX JaHHBIX U TOTOBUTCS K €ro
UCIIOJIB30BaHMUIO.

13

KOH(bI/IprI/IPOBaHI/IC 6I/IOMeTpI/I‘leCKOFO CUUTBIBATC/IsI B ABTOHOMHOM PCXKHUME

B pesynbTaTe BRIIOTHEHHS TAOOPATOPHOI pabOTHI CTYIEHT MPUOOPETAET HABBIKK KOHTPOJIS IOCTYIA B
MOMEIIEHUE WK K padod4eMy MECTY C TIOMOIIBIO aHAJIN3a ero OMOMETPUYECKUX JaHHBIX — OTIIEYATKOB
HasbIa.

14

YcTaHOBKa YCTpONCTBA KOHTPOJIS JOCTYIA K KOMITbIoTepy «Co00Iiby»
B pesynbraTe BhIMONHEHUs 1a00paTOPHOI pabOThI CTYJEHT U3y4aeT ycTpoiicTBo «Co00ibY, TEXHUKY
0e30macHOCTH IpH paboTe ¢ HUM M yCTaHABIUBAET €r0 Ha KOMIIBIOTED.

15

33.H_II/ITa OT HCCAHKIIUOHUPOBAHHOI'O JOCTYIIa

B pesynbraTe BHIMONHEHHS Ja00paTOPHOM pabOThI CTYACHT MOIYYUT 0Aa30BbIC HABBIKH 3aIUTHI HHGOPMAIIUU
ot HC/I: obecnieueHne 6€30MacHOCTH IEPCOHAIBHOTO KOMITBIOTEPA CPECTBAMHU ONCPAIIIOHHON CHCTEMEI U C
noMo1so USB-kirouei.

16

3amuTa HHPOPMAIUH B IIIO0ATLHOMN ceTH
B PE3YIbTATC BBINIOJTHECHUSA na60paT0pH0f/'I pa6OTbI CTYACHT NOJYUUT HABBIKU 0€e30IacHOI0 UCIIOIL30BaHMUS
cetu Internet.

4.3. CamocrosiTenbHas paboTa 00y4aroIuXCs.

o/

Bun camocrositensHoOM paboTh

Pabora ¢ 1eKIIMOHHBIM MaTepHaIoM

[ToarotoBka k 1abopaTopHbIM paboTam

Beinonnenue kypcoBoi paboThl.

IToaroroBka k HpOMe)KYTO‘-IHOI\/’I aTTeCTaluu.

gl B W N -

[ToaroroBka Kk TEKymeMmy KOHTPOJIIO.

4.4. ITpumepHbIN IEpeUeHb TEM KYPCOBBIX padOT
1. Metoasl U TEXHUYECKHE CPEACTBA CheMa KOH(DHUICHIIMAILHOW pEeUeBOU

uH(OpMAIUH C UCTIOIH30BAHNEM BTOPUYHBIX TIEPEU3TydaTeIei.

2. VYcnoBuss W CyOBEKTHUBHBIC (PAKTOPHI, CIOCOOCTBYIOIIUE YTECUKH

nHpOpMau 1O TEXHUYECKUM KaHajgaM, METOJBI M CIOCOOBI IPOTHBOJACHCTBUS



yTeuke nH(OpMAaLIHH.

3. VYcioBus u CcyObeKTHUBHbIE (PAKTOpPbBI, CIOCOOCTBYIOIIME YTEUYKU
uHGOpMaIlMU MO0 TEXHUYECKHM KaHajaM, METOJbl U CIOCOOBI MPOTHUBOACUCTBUSA
yTeuke nH(OpMaIIHH.

4. VYcnoBus u CyOBeKTUBHBIE (DaKTOpPbI, CIIOCOOCTBYIOIIME YTCUKHU
uH(pOpMaIUU MO TEXHUYECKUM KaHajgaMm, METOAbl M CIOCOOBbl MPOTHUBOJEHCTBUSA
yTeuke HHGOpMAIIHH.

5. Texuuyeckue cCpelncTBa KOHTPOJS, OOHApyKEHUS, YHUYTOXKEHUE
3aKJIaIHBIX YCTPOUCTB, B CTA00TOYHBIX JIMHUSIX CBSI3U, OPSAI0K TpoBeaeHus 3[1M.

6. MogenupoBanue BepOaJbHOTO OOBEKTAa 3alllUThI, TAE€ BEAYTCS
KOH(UICHIIMAIIFHBIE TIEPErOBOPHI, BOZMOXKHBIX YIpo3 0e30macHOCTH HH(pOopManuu
JUIS  aKyCTHUECKUX KaHAJOB yTeUkd HUHPOpManuu, pa3paboTka METOIOB U
TEXHUUYECKUE CPEJICTB 3AIUTH HHPOPMAITHH.

7. Ilopsmok MpoBeNEHUs AaTTECTAMOHHBIX HCHBITAHUNW TO TpeOOBaHUSIM
6e3omnacHoCcTH MH(POpPMAIIMK HA TPUMEPE BepOaTbHOT0 00bheKTa HH(OPMATH3ALIUH.

8. Texnuueckue cpencrsa KOHTPousd 3((HEKTUBHOCTH 3alMThl UH(pOpManuu
Ha IpUMepe BepOanbHOro 00beKTa HH(OPMaTU3ALUH.

9. Tlopsnok mnpoBeneHUS ATTECTAIIMOHHBIX HCIBITAHUN 1O TpeOOBaHUSIM
0e3omnacHocTH UHGOPMAIIMU Ha PUMEPE BEpOAIbHOTO 00BbEeKTa MH(DOPMATU3ALIUH.

5. IlepeueHp wu3NaHWM, KOTOpPBIE PEKOMEHAYETCS MCIIOIb30BATh IIPH
OCBOCHUU JUCHUIUIUHBI (MOIYJIA).

ggn bubnuorpaduueckoe onucanue Mecto noctyna
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6. IlepeueHb COBpEeMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIIOJIL30BAThCS IIPH
OCBOCHUHU JUCHIUIUIMHBI (MOIYJIA).

CoBpemenHble TpodeccHoHaIbHbIe 0a3bl JaHHBIX W HWHGOPMAIMOHHBIE
CIIPaBOYHBIC CUCTEMBI HE TPEOYIOTCHI.

7.  llepeueHb CBOOOJIHO

nporpaMmMHOI 0 O6€CH€‘ICHI/I${, B TOM YHCJIC OTCUYUCCTBCHHOI'O IIPOM3BOJICTBA,

JULEH3UOHHOTO | pacrnpocTpaHsieMOoro

HEO0OXOMMOTO JIJIS1 OCBOCHMSI TIUCIUTUTUHBI (MOYJIs).

Jlns mpoBeAcHUS 3aHATUM 10 JUCHUIUIMHE HeoOxoaumo Hammume [10
Microsoft Office

8. OmnucaHue MaTepuagbHO-TEXHUYECKOM 0a3bl, HEOOXOAUMOM it

OCYILECTBJICHUSI 00pa30BaTEILHOTO Mpoliecca Mo TUCIUILTHHE (MOIYIIIO).

JIist  mpoBeACHUS AYJUTOPHBIX 3aHATHH M CaMOCTOSITEIbHOW palOoThI
TpeOyroTCs:

- pabouee
noakirou€HHbIM K ceTsiM INTERNET

MCCTO IHpfnoaaBarCiida C MNCPCOHAJIBHBIM  KOMIIBIOTEPOM,
- CIICHHUAJIM3UPOBAHHAA JICKOIUOHHAA ayAUTOPHA C MYJIbTUMCIUA annapaTypofI

Y UHTEPAKTUBHOM JOCKOW;



-KommbroTepHslii kiacc ¢ KoHAMLMOHEpoM. Paboume mecta CTyIEHTOB B
KOMITBIOTEPHOM Kiiacce, NoAkItou€HHbIE K ceTaM INTERNET

J{nst mpoBeAeHUsI TPAKTUYECKUX 3aHSATHM:

- KOMITBIOTEPHBIN KJIACC; KOHAUIIUOHED;

- KOMITBIOTEPHI ¢ MUHUMAJIEHBIMU TPEOOBaHUSIMH.

B ciyuae mpoBeneHun 3aHATHN C MPUMEHEHHUEM AJIEKTPOHHOTO OOyYCHHS U
JTUCTAHITMOHHBIX ~ OOpa30BATENbHBIX  TEXHOJOTMH  HEOOXOAMMO  HAJIW4YWE
KOMITBIOTEPHOW TEXHUKH, Uil OPTaHWU3AlHUM KOJUIEKTUBHBIX M WHIWBUIYATbHBIX
dbopMm o0OIIEHHS TEeAaroruyeckux pabOTHUKOB CO CTYACHTAMH, IOCPEICTBOM
HCIOJIB3YEMBIX CPEJICTB KOMMYHUKAIIUH.

JlonmyckaeTtcs 3aMeHa 000py/10BaHUs €ro BUPTYaJIbHBIMH aHAJIOTaMH.

9. ®opma MpOMEKYTOUHOM aTTECTALNU:

KypcoBas pabota B 6 cemecTpe.
DK3aMeH B 6 cemecTpe.

10. OueHOUHBIE MAaTEpHUAIIBI.

OI.[GHO‘IHI:IG MaTcpuaibl, IIPUMCHACMBIC IIPHU IIPOBCACHHUU HpOMG)KYTO‘-IHOfI

arrecraium, p33pa6aTBIBaIOTC5I B COOTBCTCTBHH C JIOKAJIBbHBIM HOPMATHBHBIM aKTOM
PYT (MUUT).
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