MHUHHUCTEPCTBO TPAHCIIOPTA POCCUICKOM ®EJEPALIIN

OEJIEPAJTBHOE 'OCYJAPCTBEHHOE ABTOHOMHOE OBPA30OBATEJIBHOE
YYPEXJIEHUE BBICIHIEI'O OBPA3OBAHMSA

«POCCHUUCKHNHA YHUBEPCUTET TPAHCIIOPTA»

(PYT

(MUAUT)

/

-

PaGouast mporpaMma JUCIUIIINHEL (MOILYIIS),
KaK KOMIIOHEHT 00pa30BaTeIbHON HPOrPaMMBbI
BBICIIIEr0 0OPa30BaHMU - IIPOrpaMMbl OakagaBpuara
0 HaNpPaBJICHHIO IOATOTOBKI
10.03.01 MudopmannoHHas 6€30MacHOCTb,
YTBEPKIEHHOM nepBbIM npopexkropoM PYT (MUNT)
Tumonunsim B.C.

\

J

PABOYASI MPOIPAMMA JUCLMITJIMHBI (MOIY.JI5D)

Texnuyeckas 3amura uHGopManuu

HaHpaBJIeHI/Ie IIOATOTOBKH.:

HamnpapnerHocts (mpoduiib):

®opma oOyueHus:

10.03.01 Nudopmarmonnas 6e30macHOCTb

be3omnacHocTh KOMIIBIOTCPHBIX CUCTCM

OyHag

( PaGoyast mporpamma JUCHIUIIIMHBI (MOJYJIs) B BUJIE h
AJIEKTPOHHOTO JOKYMEHTA BBITPYKEHA U3 €MHOM
KOPHOPaTUBHOM HH(OPMAIIMOHHON CUCTEMBI YIPABIICHUS
YHUBEPCUTETOM M COOTBETCTBYET OPUTHHAITY
G J

ITpocrast aaeKTpoHHas NOANHCH, BblganHas PYT (MUUT)
ID moamucu: 4196

IMoxmucan: 3aBenyromuii kadenpoit XKenenkos bopuc
Brnagumuposuu

Jata: 12.06.2024




1. O6mue cBeaeHus O JUCHUIUIMHE (MOTYJIE).

JluciuiuiiHa TMOCBAIIEHA M3YYEHUIO TEXHUYECKOW 3amuThl WH(OpMauu.
[ensimu ocBoeHus1 y4eOHON MUCHMIUIMHBI « TexHHuYeckas 3aiutra UHGOpMaIun)
SBIISIIOTCA (POPMUPOBAHUE KOMITETEHIIMH TI0 OCHOBHBIM pa3fiesiaM TeOPETUYECKUX U
OPAKTHUECKUX OCHOB OpraHM3alld CPEJCTB 3alllUThl HH(POpMAIUH, JaTb
HEOOXO/JMMbIE HABBIKM 110 HCIOJIb30BAaHUIO CPEACTB 3allUThl HH(OpMALUU B
KOMITBIOTEPHBIX CHUCTEMAaxX W OBJAJACHHUIO METOJaMHU PEHICHHS COOTBETCTBYIOIIMX
3azay.

JluciuruiiHa npegHa3HayeHa I TOJy4YeHUsS 3HaHUW, HEOOXOIMMBIX IS
pelieHusl CIeAyomux NpodecCHOHaIbHBIX 3a1ad (B COOTBETCTBUU C BHUAAMHU
JEeSITEILHOCTH):

[IpoekTHO-TeXHOIOTHYECKas NeITETbHOCTb!

- COOp W aHanu3 UCXOMHBIX JIAHHBIX JISl MPOEKTUPOBAHUS CHUCTEM 3aIUTHI
uH(popMaIuu, onpeesieHre TpeOOBaHUM, CPaBHUTEIBHBIA aHAIN3 TOJICUCTEM I10
noka3aTtessiM HH(PpOpMallMOHHOW 0€30MacHOCTH;

- IlpoBeneHne MPOEKTHBIX PACYETOB HIIEMEHTOB CHUCTEM OOECreueHus
TEXHUYECKOU 3aIIUThl HH()OpMAITHH;

-  Yyactue B pa3pabOTKE TEXHOJOTHYECKOW M  AKCIUTyaTallMOHHOM
JIOKyMEHTAITUH;

- IlpoBeneHune mpeaBapUTENBHOTO TEXHUKO-DKOHOMUYECKOTO 00OCHOBAaHUSA
MIPOEKTHBIX PACUETOB

OpranuzaimoHHO-yIpaBICHUECKas ACSITEIbHOCTD:

- OcyuiecTBieHHE OPTraHU3allMOHHO-TIPABOBOTO OOECHEYEHUs TEXHUYECKOU
3aIUThl 00BbEKTa HH(OPMATU3ALINH;

- Opranmzanusi paboOThl MalbIX KOJUIGKTHBOB HCIOJHUTENEH C Y4eTOM
TpeOOBaHMIA 3aIUTHI HH()OPMAITUH;

- CoBepIIeHCTBOBAaHHE CHCTEMBI YIPABICHUS TEXHUUYECKOH  3alluThI
uHdopmaIuy;

- N3yuyenue u 060011eHIE ONbITa pabOTHI APYTUX YUPEKIACHHUM, OpraHUu3aIIHii
U TIPEanpusaTUil B 00J1acTU TOBBIMICHUS 3()()EKTUBHOCTH 3alUTHl MHGOPMAIMHN U
COXpPAaHEHMS TOCYJAPCTBEHHOW U IPYTUX BUJIOB TAMHBI,

- Kontpons sddexTuBHOCTH peanu3aiui MOJUTHKH TEXHUYECKOW 3alliThI
uHpopmanuu

DKCTepUMEHTAIbHO-TEXHUYECKasl IeATETHHOCTh:

- COop u aHAMM3 UCXOAHBIX JAHHBIX JIJISi MPOSKTUPOBAHUS CUCTEM 00pabOTKH
U aHanu3a MHGOpPMAIMU C YY€TOM HEOOXOJUMOCTU €€ 3aIIUThl B COOTBETCTBUU C
TpeboBaHUsIMU O€30MacHOCTH HH(POPMAIINK;

- Yyactue B MPOEKTUPOBAHUM CHUCTEM, KOMIUIEKCOB CPEJICTB U TEXHOJIOTUH



o0paboTku W 3ammTbl WH(pOpMaIMK, B pa3pabOTKEe TEXHOJIOTHYECKON U
IKCIUTYaTaI[MOHHON TOKyMEHTAIINN;

- Yyactue B MPOCKTHPOBAHWH CHUCTEM, KOMIUIEKCOB CPEJICTB M TEXHOJOTHH
o0paboTkn W 3amuThl HHPOPMAIMK, B Ppa3pabOTKe TEXHOJOTHUYECKON W
AKCIUTyaTallMOHHON JOKYMEHTALIUU.

OKcIuTyaTallnOHHAas! 1A TEIbHOCTb:

- YCTaHOBKA, HACTPOIKa, SKCIUTyaTalus U MOjAepKaHue B pab0TOCIOCOOHOM
COCTOSSHUA KOMIIOHCHTOB CHCTEMBI OOCCICUYCHHMS] TEXHMYECKOW  3aIUThI
UH(POPMAITUHU C YIETOM YCTAaHOBJICHHBIX TPEOOBaHMIA,

- AIMUHHCTPUPOBAHUE MOACUCTEM TEXHUYCCKOW 3allUThl 00BEKTA, y9acThue B
NPOBEJCHUM  aTTeCTallud OOBEKTOB  HWHGOpPMATHU3alMA TO  TPeOOBaHUAM
6e3omacHOCTH HH(POPMAITUY U ayTUTE aBTOMATU3UPOBAHHBIX CHCTEM.

2. [Inanupyembie pe3ybTaThl 00YUEHUS MO TUCHUTLTHHE (MOJIYIIIO).

[lepeuenp ¢GopMUpyeMBIX pPE3yJbTaTOB OCBOCHHUS  0Opa30BaTEIbHOMN
porpamMmsbl (KOMIIETEHIIU) B pe3ysbTaTe 00y4eHUs 10 AUCLUILUINHE (MOIYIIO):

OIIK-9 - Choocoben TpHUMEHSTh CpencTBa KpUOTOrpaduyeckol u
TEXHUYECKON 3alMThl MHPOpMALUU s peleHus 3afad MpodeccroHaTbHOU
JESTEIBHOCTH ;

OIIK-10 - CrnocobeH B KayecTBE TEXHUYECKOrO CIEHUaINCTa MPUHUMATH
ydyacTue B  (OPMUPOBAHMU TOJUTUKHM HMHPOPMAILMOHHOM  0€30MacHOCTH,
OpPraHM30BHIBATh W TOJJIEPKUBATH BHITIOJHEHHE KOMILUIEKCA MEp MO 00eCTeueHHUo
UHPOPMAIMOHHON 0€30MacHOCTH, YIPAaBIATh MPOIECCOM HX pealu3aliil  Ha
00BEKTE 3aIUTHI ;

OIIK-12 - Cnoco0GeH mNpOBOAUTH IOATOTOBKY MCXOIHBIX JAHHBIX IS
IPOEKTUPOBAHUS MOJICUCTEM, CPEACTB 00ECNeUeHHs 3alluThl HHPOPMALUU U IS
TEXHUKO-I3KOHOMUYECKOTO 0OOCHOBAHMS COOTBETCTBYIOLUX NMPOEKTHBIX PEIICHUH ;

IIK-1 - crnocoOHOCTBIO BBHITIOJHATH Pa0OTHl MO YCTAHOBKE, HACTPOUKE U
OOCITYy)XHBaHUIO MPOTPAMMHBIX, MPOrPaMMHO-AMMapaTHBIX (B TOM  YHUCIE
KpUNTOTpaUuecKnX) U TEXHUYECKUX CPEICTB 3aIUThl HH()OPMAIUH .

OO6ydeHue 1O AWCHUIUIMHE (MOJYJIO) Tpeiarnoiaraer, 4Yro IO €ro
pe3yabpTaTam o0yvatrouuiicst Oyner:

3HaTh:

- KOHIISTIIINIO HHKEHEPHO-TEXHUYSCKOM 3aIUThl HH()OPMAIIHH;

- HOPMAaTHUBHO-TIPABOBBIC JIOKYMEHTHI ~OOecredeHUs WHOOPMAIMOHHON
0e301acHOCTH;

- TEXHUYCCKHE KaHAJIbl YTeUKHU WH(POpMAInu;



- (hu3MUecKue MPUHIMIIBI YTEUKH HHPOPMAIUH 110 TEXHUYECKUM KaHaJIaM;
- METOJIbl OOHAPYKEHUS U 3alIUThl HTHPOPMAIMU B TEXHUYECKMX KaHajgax OT
€€ YTECUKHU.

Ymersb:

- IPUMEHSITh METO/Ibl MH)KEHEPHO-TEXHUYECKON 3aIUThl HH(OPMAIIUH;

- aHAJIM3MPOBATh BO3MOXKHBIC YSI3BHMbBIE MECTa TEXHHUYECKOW 3allUThI
uHbOpMaIny;

- IPOBOAMTD MPEABAPUTENBHBIN COOp JAHHBIX O TEXHUYECKUX YSI3BUMOCTSIX;

- MPOEKTUPOBATh CHCTEMBI 3aIUTHl U MPOBOIUTH AHAJIN3 PHUCKOB YTEUKU
UH(POPMALIUU TI0 TEXHHUECKUM KaHaJlaM.

Baaners:

- HaBBIKAMHU PaOOTHI C MPOrPAMMHBIM OOECIIEUEHHEM IO OIIEHKH PHUCKOB
yTeuku HHGOpPMALUM MO TEXHUYECKUM KaHallaM M IIpOrpaMMHO-amnmnapaTHBIMU
KOMILUIEKCAMH MO BBISIBJICHUIO KAaHAJIOB YTEUKH UH(GOPMAIIUH.

3. O0beM AUCIUILIUHBI (MOIYJIs).
3.1. O6mias Tpy10eMKOCTb JTUCIUIUIUHBI (MOYJIA).

OO6miast TpyAOEMKOCTh JUCHUMIUIMHBI (MOIyJisa) cocTtaBiaser 4 3.e. (144
aKaJeMU4YecKux yaca(oB).

3.2. O6bem guctuIUIMHBL (MOAYJsl) B (QopMe KOHTAKTHOM pabOThI
oOyJarommxcsi C  MeJarorM4ecKuMu  paboTHUKaMU ©W  (WIM)  JIMIIAMH,
MIPUBJICKAEMBIMHU K peau3aiii 00pa30BaTEIbHON MPOTPAMMBbI Ha UHBIX YCIIOBHSIX,
IIPU MIPOBEJICHUHN yUEeOHBIX 3aHITHI:

KommaectBo yacos

Tun yaeOHBIX 3aHITHI
Bcero | Cemectp Ne6

KonTtakTHas paboTa mpu npoBeieHNH yUeOHBIX 3aHATHH (BCET0): 64 64
B tom uucne:

3aHATHSA JIEKIHOHHOTO THIIA 32 32
3aHATHSI CEMUHAPCKOTO THIIA 32 32

3.3. O0peM pucuMIUIMHBI (MOAYJsl) B (opMe camMoOCTOSATEIbHOM padOThI
oOyyarommxcsi, a Takke B (opMe KOHTAKTHOM pabOThl OO0ydaroIuxcs ¢
NeAarorndecKuMu pabOTHUKAMH U (WJIH) JIMIIAMH, TTPUBJICKAEMBIMU K pealli3aliu
oOpa3oBaTeNbHOM  NpPOrpaMMbl HAa  HHBIX  YCJIOBMSIX, IPU  IPOBEICHUU
MIPOMEKYTOUYHOM arrecTanuu coctapisier 80 akageMuueckux yaca (OB).

3.4. Ilpu oOydeHun 1Mo UHIMBUIYaTbHOMY y4€OHOMY IIaHy, B TOM YHCIIE TIpU



YCKOPEHHOM OO0y4YeHHUH, 00bEeM NHUCIMIUIMHBI (MOIYJISI) MOXET OBITh peaan30BaH
MOJTHOCTBIO B (POpME CaMOCTOSITETbHOM paboThl 0OyJarolmuXcs, a Takke B opme
KOHTAKTHOM paboThl OOyYaIOMIUXCA C TEJarornuyeCKUMHU paOOTHHKaMH U (WJIH)
JIMIIAMH, TIPUBIIEKAEMBIMHU K pean3aliii 00pa3oBaTeIbHON MpOTrpaMMbl Ha MHBIX
YCIIOBHSIX, TIPH MPOBEJCHUN TIPOMEKYTOUHOM aTTECTAIIHH.

4. ConeprxaHue JUCHUTUIAHBI (MOIYJIA).

4.1. 3aHsaTus JISKIIUOHHOTO THUIIA.

/ Tematuka JICKIIMOHHBIX 3aHATUH / KpaTKO€ COACPKaHUC
/11

1 |BBenenue B TEXHMUYECKYIO 3alIUTY HH(POPMAIIUU
Conepxanue yueOHOTo MaTepuana:

- Beenenue.

- Undopmanns. n 3ammra JaHHBIX.

- KonpunennmansHOCTh HHPOPMALIHH.

- HenmocTHOCTS MHpOPMALIHN.

- HoctynHocTh nH(pOpManum.

- CiyxeOHast nHpopMmanus.

- JIuuHble naHHBIE.

- 'ocymapcTBeHHBIE CTPYKTYPBI, OTBEYAIOIIUE 32 3aLIUTY JTaHHbIX.

- Ompenenenue ciry>keOHOM TalHBI.

- 3akoHOmaTembCTBO PD B 00MacTit ”HPOPMATMOHHOW OE30MaCHOCTH.
- UndopmannonHas 6€30MacHOCTh KOMMEPUYECKOH CTPYKTYPBHI.
-TunoBoit HabOp NOIKHOCTEH, CBS3aHHBIX C 3aLUTON TaHHBIX Ha NMPEANPHSATHH.
- MextyHapoIHbIe CTaHAAPTU3UPYIOIINE OpraHN3alnH.

- Crangaptel PO B obmacta mHPOpPMAaIMOHHOW 6€30aCHOCTH.

2 |Yrpo3sl uHGOPMAIMOHHOM 06e30MacHOCTH

ConepxaHue yaeOHOTO MaTepHuaa;

- [Ipupoja BO3HUKHOBEHMSI YIPO3.

- Knaccuduxarnus yrpo3 o nperHaMepeHHOCTH MIPOSIBICHUSL.

- Knnaccudukamms no nCTOUHUKY YTPO3BI.

- Knnaccudumkamnus no creneHu Bo3eiicTBIS Ha HHGOPMAMOHHYIO CHCTEMY.

- Ilo ciocobam nocrymna k pecypcam HHGOPMAITHOHHOH CHCTEMBI.

- Yrpo3s! 6e3onacHoCTH HHPOPMAMOHHOM CHCTEMBI.

- Meroap! NpoTUBOAEHCTBUS HECAHKIIMOHUPOBAHHOMY JOCTYIY, ceTeBoi pa3Beake 1 DOS-atakam.

3 |[TonuTuka 6€30MacHOCTH

ConepxaHue yaeOHOTO MaTepHuaa;

- CTpyKTypa MONUTHKH 0€30MMaCHOCTH.

- basoBas nonuTHKa 0€30aCHOCTH.

- Crienuann3upoBaHHbIe IOJUTHKHA O€30MACHOCTH.

4  |Kpunrorpaduueckas 3aiiura

ConepxkaHue yueOHOro Marepuaa:

- Knaccudukamus kpunrorpaduueckux anropuTMoB.

- OCHOBHBIE OTIPE/ICIICHUSI.

- Haznauenue mmmdposanus.

- [IpuHIIMOB! KpUNITOrpadUIECKOro 3aKPHITHS HH(POPMAIIHH.

- [IpocTsie MeTo I MG POBAHUS.
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TemaTuka JIGKLIMOHHBIX 3aHATUN / KPaTKOE CO/IepIKaHue

- Tabmma Bmxuaepa.

- llludpoBanme C OTKPHITHIM U 3aKPBITHIM KIIOYaMH.

- OCHOBHBIE BUJIBI aTAK Ha KPUITOAITOPUTMBI.

- CHMMETpUYHBIE KPUITOAITOPUTMEL.

- AnroputM DES.

- Anroputm 3DES.

- Anroputm AES.

- Bompocs!l CTOMKOCTH KPUITOAITOPUTMOB. IIpoOIeMa pacIpeeieHus K04 eil.
- locTOMHCTBa M HEAOCTATKH CUMMETPHUYHOTO MH(POBAHNS.

- ACUMMETPHUYHBIE KPUITOAITOPUTMBI.

- Anroputm RSA.

- AnroputM duddu-Xommana.

- DJIEeKTPOHHO-IIU(POBast TOIHUCH.

- locToMHCTBa M HEJOCTATKH ACHMMETPUYHOTO MIN(POBaHKSI U 001aCTh €ro NPUMEHEHHSI.

3aIHI/ITa OT HCCAHKIIMOHUPOBAHHOI'O JOCTYIIa

ConeprxaHne yueOHOTO MaTepHaa;

- AyTeHTH(UKANNS, aBTOPU3AIU U aIMAHUCTPHPOBAHUE IEHCTBHI ONB30BaTENCH.
- OCHOBHBIE IPUHIMIBI CUCTEMBI AAA.

- Metons! ayTerTuduKanun: napoiu, PIN n Onomerprdeckre TaHHBIC.
- ABTopu3arus. Accounting.

- CepBep AAA.

- @unbTparus Tpaduka.

- Cniucku gocTymna.

- Uucnekius tpaduka.

- TpanuuMOHHBIN MEXKCETEBOM IKpaH.

3amuTa HHPOPMAIUH B III00ATLHOMN ceTH
CoxnepxaHue yaeGHOro MaTepuaa:

- 3amuTa http-Tpaduka.

- XapakTepHbIe yrpo3bl.

- SamumeHHsI# mpoToko httpd.

- Hudpossie cepruduxats.

- BupryanbHas yacTHas ceTb.

Knaccugukarus u o0mias xapakTepuCTHKa TEXHUYECKUX CPEJICTB TOOBIBAHUS
uHpOpMaLUu

ConeprxaHre yueOHOTO MaTepHana;

- CHCHI/I&HBHBIe TEXHUYCCKHUEC CPCACTBA.

- OCHOBHBIE TAaKTUKO-TEXHUICCKUE napamMeTpbl CPEeACTB I/IHq)OpMaLIHOHHOﬁ pa3BEaKH.

- TexHOMOTHYECKAs KJIACCU(PHUKANNS CIIENHANBHBIX TexHnIeckux cpencts (CTC).

Ha3nauenue n GyHKINU BUIOB pa3BEIKU

ConepxaHue yaeOHOTO MaTepHuaa;

- OCHOBHBIE IOHATHS.

- XapakTepucTHKa pa3BellbIBaTENILHOMN €A TENbHOCTH.

- ®opMBI pa3BeAbIBaTENbLHON HHOOPMALIUH.

- Kanans! pacripoctpaHeHust ”HPOpManum.

- CTpyKTypa pa3BeqpIBaTebHbIX ciyx0 ObiBiIero Coserckoro Coro3a.
- Ctpykrypa KI'b CCCP.

- CTpyKTypa ci1y>kObl BHEITHEW pa3Be/IKH.

Creucnyx6s1 CIITA
ConepxaHue yaeOHOTO MaTepHraa;
- PazBenriBatensHoe coobmiecto CIIIA. IIPY (CIA). PYMO (DIA) AHB (NSA). HYBKP (NRO). ©®BP




/o

TemaTuka JIGKLIMOHHBIX 3aHATUN / KPaTKOE CO/IepIKaHue

(FBI).

10

OnTtnueckas Ppa3BCaKa

CozepxaHue yueOHOro MaTepuaa:

- OnTuyeckre KaHajbl YTeYKH HH(HOPMALIIH.

- [IpuHIUIBI ONTUYECKON Pa3BENKHU.

- TexHUYECKHE XapaKTEPUCTUKHU CPEJICTB ONTHYECKON pa3BEIKH.
- O0mue xapaKTepUCTHKH YeJIOBEUECKOTO Tiiasa.

- XapaKTepUCTHKH OOBEKTHBOB.

- XapakTepUCTHKH BU3YaJIbHO-ONTHYECKHUX ITPUOOPOB.

- XapakTepUCTHKH (OTO- N KHHOAMIIAPATOB.

- TexHu4eckue XapakTepUCTHKHU CPEJICTB TEIEBU3UOHHOM pa3BeaKH .
- XapakTepuCTHKH PHOOPOB HOYHOTO BU/ICHHUS.

- XapaKTepUCTUKHU TEIIOBU30POB.

11

Pa,I[I/IOSHGKTpOHHaH pa3BClKa

ConeprxaHne yueOHOTO MaTepHaa;

- O0mas xapaKTepHUCTHKA PaIlO3JICKTPOHHON pa3BeIKH.

- OcobeHHOCTH, TIeTIeBOe Ha3HAUCHHE, HCTOYHUKH U TEXHUYECKIE CPEICTBA.
- [leneBoe Ha3HaUEHUE.

- UctouHmkn.

- Texauueckue cpencTBa paiuodIeKTPOHHON Pa3BEIKH.

12

[TepexBaT unpopmaruu nocie 2000 roxa
ConepxaHue yueOHOTo MaTepHuaa;

- [IpoGnems! nepexBata nHGOpPMALKH.

- O6opynoBaHUe CUCTEM TIepexBaTa HHPOPMAIIHH.

- PagmosnekTpoHHbBIE KaHAIBI YTEUKH HH()OPMAIIHH.
- OCHOBHEIE IOKa3aTEIIH.

13

W3nyyaTenn 371€KTpOMarHUTHBIX MOJIEH

ConepxaHue yaeOHOTO MaTepHuaa;

- OCHOBHBIE MTOHSTHSL.

- AHTEHHBI.

- CnyJaifHple H3JIyqaTesu.

- DNeKTPUIEeCKUN TUTIONb.

- MarduTHbIi JUIIOJIb.

- CpaBHUTEIBHBIHN aHAIN3 TOJICH IIEKTPHICCKOTO H MAaTHUTHOTO JTUTIOJNS.
- Kpatkas ¢popmynupoBka pe3ynbTaToB CPaBHUTEIHHOTO aHAIN3A.

14

AKycThueckasi pa3Beka

ConepxaHue yaeOHOTO MaTepHuaa;

- AKyCTHYECKHE KaHaJIbl YTEYKU HH(OPMAIIHH.

- O0mas xapakTepucTUKa.

- [IpsiMol akycTHYEeCKUI KaHaIl.

- Bubpoaxycruueckuii kaHa .

- ONTHUKO-aKyCTHYECKUN KaHaJl.

- DIEKTPOAKyCTHUCCKUH KaHAI.

- TexHUYeCKHE CPEICTBA AKYCTHYSCKOU Pa3BEIKH.
- OyHKIUY TEXHHYECKUX CPEACTB.

15

MuxkpodoHsI

ConepxaHue yaeOHOTO MaTepHraa;

- [IpuHIMn nefcTBUS MUKPO(POHOB.

- [IpuHIMn neficTBHA CITydailHBIX 3JEKTPOAKYCTHUECKUX IPeoOpa3oBaTeeH.
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TemaTuka JIGKLIMOHHBIX 3aHATUN / KPaTKOE CO/IepIKaHue

- XapakTepHCTHKA U3BECTHBIX TEXHUUECKUX CPEACTB.
- Crioco0bl 1 cpesicTBa 100bIBaHHS MHYOPMALIMH O PAJANOAKTUBHBIX BELIECTBAX.
- Hocryn x uHpOpManuy 0e3 HapyIeHUs TOCyIapCTBEHHOW TPaHUIIBI M TPOHUKHOBEHHS Ha 0OBEKT 3aIUTHI.

16

OcoOple ciyyan yTeukd HHGOpMAIII

CopeprkaHue y4eOHOro MaTepHaa:

- Jo6rBanne nHpOpMannu 6e3 GU3NIeCKOTo MPOHUKHOBEHUH B KOHTPOJIHPYEMYIO 30HY.
- locTyn x ucToyHMKaM HHpopManu 6e3 HapyIIeHHUs TOCy JapCTBEHHON TPaHHUIIBL.

- KommekcHoe Mcnons30BaHNe TEXHUYECKUX CPEACTB PA3BEIIKH.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlaGopatopHbie pabOThI

n/o

HanmenoBanue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue

BBenenue B I/IH(I)OpMaL[I/IOHHYIO 0€30I1aCHOCTb. CTaH,Z[apTBI H OpraHu3anuu, pa60Ta101uHe B

obsacty nHPOpPMAITMOHHOM 0€30IMaCHOCTH

B pesynbraTe BhIMoNHEHUs 1a00paTOPHOM pabOThI CTYJEHT HOTYYUT NPaKTHUECKUE HABBIKH ITOUCKA
HOPMaTHBHOW MH(pOPMAIMHU B INI00aJIBHOM CeTH, pabOThl C HOpMAaTUBHBIMU akTamu B chepe b, HaBbikn
BBIABIICHUS U ydeTa HHGOPMALMOHHBIX aKTHBOB 3aI[MIIIAeMOM OpraHU3aluy.

Yrpo3bl HHPOPMAIIMOHHOW 0€30aCHOCTH

B PE3YIbTATC BBINIOJTHCHUA na60paT0pH01‘/'I pa6OTBI CTYACHT NOJYYUT HABbIKU CO3AaHUSA CIIMCKaA
WHPOPMAINOHHBIX aKTHBOB, OTIPE/ICIICHHUS aKTYaIbHBIX YTPO3 HHPOPMAMOHHONW 6€30acHOCTH,
KJ'IaCCI/Iq)I/IKaL[I/II/I HUCTOYHHUKOB YIpO3 U SaHlHLHaeMOﬁ I/IH(bOpMaL[I/II/I B COOTBCTCTBHUH C CyH.[eCTByIOHICﬁ
HOPMaTHBHOM 0a30ii.

ITonuTHKa 6€30IaCHOCTH. Pa3pa60TI<a MOJINTUKHU 0€3011aCHOCTH
B pesynbrarte BRIIOTHEHUS Ta60paTOPHOIT pabOThI CTYCHT MOTYYHUT MPAKTHUECKHE HABBIKH Pa3pabOTKH
MOJIMTHKHA MHOOPMALIMOHHOM 0€30MacHOCTH MPEATIPUSATHS.

Kpunrorpaduueckas 3amuta. [lndpposanue u pacmmdpoBanme JaHHBIX

B pe3ynprarte BRIIOTHEHUS Ta00paTOPHOH pabOTHI CTYCHT MproOpeTaeT HaBBIKH PaOOTHI ¢ 0a30BBIMHU
KpI/Il'ITOI"pa(l)I/I‘IeCKI/IMI/I aJIropuTMaMi U COBEPIHICHCTBYCT CBOW HABLIKU IIPOTPAMMUPOBAHHNS HA A3bIKAX
BBICOKOI'O YPOBHHI.

I/I3y‘leHI/IC O60py,Z[OBaHI/I$I CTCHOAa «CucreMsl KOHTPOJIA U YIIPABJIICHUA JOCTYIIOM)
B pesynbrare BeIMOTHEHNS Ta00PaTOPHOI pabOThI CTYICHT U3y4aeT COCTaB J1abopaTOPHOTO 00OPYI0BAHHSI,
TEXHUKY 0€30MaCHOCTH MPH PA0OTE ¢ HUM U TOTOBUTCS K BBIMTOJHEHHIO MOCICIYIONIHX JIAOOPATOPHBIX PabOT.

Nzyuenue untepdeiica ca3u Dallas Touch Memory (iButton)
B pe3ynprarte BRIOTHEHUS 1a00OPaTOPHOH paboTHI CTYIEHT MPHOOPETAeT HABBIKH PA0OTHI C HOPMAaTHBHOH H
TEXHUYECKOH TOKYMEHTAIEH U IIOATOTOBKE K pabote mHTepdeiica cBs3u iButton.

KonTtpoinb noctymna ¢ momombio cantbiBarens iButton u koatponepa CKVY /] B aBToHOMHOM

pexume

B pesynprarte BeIIOTHEHUS Ta60paTOPHOI pabOTHI CTYASHT MPHOOpETaeT HaBBIKA KOHTPOJIS JOCTYIIA B
MOMEIIIeHHE ¢ TIOMOIIBIO CUYUTHIBaTeNs iButton, BKiItO4Yast mporpaMMHUpOBaHUE KITI0UeH U BeJIeHHe 0a3bl
JTAHHBIX MOJH30BATECIICH.

Nzyuenue untepdeiica cBsazu Wiegand
B pesynbTaTe BBIIOIHEHHS J1TA0OPATOPHOM pabOTHI CTYJEHT MPUOOPETAET HAaBBIKK PadOTHI ¢ HOPMaTHBHOM 1
TEXHUYECKOH JOKYMEHTalKeH 1 MoJIroToBKe K pabore nHTEepdeiica csizn Wiegand.




HaunmeHnoBanue 1ab0paToOpHBIX paboT / KpaTKOE CoepKaHue

Nzyuenue RFID-TexHonoruu u crangapToB KapT JOCTYIIa

B PE3YIbTATC BBINIOJIHCHUSA na60paTopH017I pa6OTI)I CTYACHT npn06peTaeT HaBBbIKH HCIIOJIb30BaHUA
HOpMaTHBHOﬁ JOKYMCHTAIWUU - CTAHAAPTOB HA KaPThl JOCTYIIA U BBINIOJHACT NOATOTOBKY K pa60Te ¢ RFID-
000pyIOBaHUCM.

10

KonTtpone noctyna ¢ nomomnisto RFID-cunthiBaTens u kontposiepa CKY /[ B aBTOHOMHOM

pexuMe

B pesynbTate BRINIOTHEHHS TAa0OPATOPHOI pabOTHI CTYIEHT MPHOOPETAET HABBIKM KOHTPOJIS IOCTYIA B
MIOMEILEHUE C IOMOLIBIO CYUTHIBATEINS KapT AocTyna no RFID-rexHonoruu, BKitoyas mporpaMMHUpOBaHKe
KapT ¥ BeleHHE 0a3bl JaHHBIX MOIb30BATENCH.

11

KonTpone noctyna ¢ nomomnisto kouTposiepa CKY /I B cereBom pexnme
B pesynbTate BBINOIHEHUS 1TA00PATOPHOM pabOTHI CTYJCHT MPUOOPETaeT HABBIKK KOHTPOJIS IOCTYIA B
MIOMEIIEHUE B CETEBOM pexxuMe paboTsl kKoHTposepa CKY /L.

12

I/I3y‘IeHI/IC TCXHOJIOI'MH CUUTBIBAHMA 6I/IOMeTpI/I‘leCKI/IX JaHHBIX

B pesynbTate BeITOTHEHHS Ta00pAaTOPHOH pabOTHl CTYJEHT MPHOOPETAET HABBIKK C TEXHUIECKOH
JOKyMEHTAIMeH, U3ydaeT cOCcTaB 000PyIOBAHMSI CUNTHIBAHUS OMOMETPHUYECKHUX JAaHHBIX U TOTOBUTCS K €T0
HCTIOJIb30BAHMIO.

13

KondurypupoBanrne 6HOMETPHUECKOTO CYUTHIBATENSI B ABTOHOMHOM PEXKUME

B pesynbraTe BhINONIHEHHS 1a00paTOPHOM pabOThI CTYACHT MPHOOpETaeT HABBIKM KOHTPOJIA AOCTYIIA B
MOMEICHUE WK K pado4YeMy MECTY C TIOMOIIBIO aHaJIu3a ero OMOMETPUYECKHX JaHHBIX — OTIIEYaTKOB
HanbLa.

14

YcraHoBka YCTpOﬁCTBa KOHTPOJIAA AOCTYIIa K KOMIIBIOTCPY «Co0001B»
B pesynbTaTe BRITOTHEHHS Ta00PATOPHOI pabOTHI CTYJEHT H3ydaeT YCTPOoHcTBO «Co00ib», TEXHUKY
6e30macHOCTH MpH paboTe C HUM M YCTAaHABIMBAET €T0 HA KOMITBIOTED.

15

3aHII/ITa OT HCCAHKITMOHHWPOBAHHOI'O JOCTYyIIa

B pe3ynbTaTe BBINOIHEHUS JTa00PAaTOPHOU pabOThI CTYJCHT HOJNYYUT Oa30BbIe HABBIKH 3aLIUThl HH)OPMAIIUH
ot HC/I: obecrnieuenne 6€30MacHOCTH IIEPCOHAIIBHOTO KOMITBIOTEPA CPEICTBAMHU ONEPAI[IOHHON CUCTEMBI U C
nomorsio USB-kmoueil.

16

3amura nHPOpPMALIMH B TI100aTbHON CeTH
B pesynbrare BeIMOTHEHHUS 1a00paTOPHON pabOThI CTYACHT MOJYyYUT HABBIKH 0€30MaCHOTO UCTIOIB30BaHUS
cetH Internet.

4.3. CamocrosiTenbHas padoTa 00y4Jarommuxcs.

/o

Bun camocrositensHOM paboTh

Pabora ¢ JICKIIMOHHBIM MaTCpUAJIOM

[ToaroToBka k 1a00paTOpPHBIM paboTaM

Brimonnenune kypcoBoit paboThI.

IToaroToBKa K MPOMEXKYTOYHOM aTTECTALMH.

gl b W N

IIoarororka k TCKYIIEMY KOHTPOJIIO.

4.4. IIpumepHbIN IEpEUEHb TEM KYPCOBBIX pabOT




1. MeTtonsl M TEXHHYECKHE CPEACTBA CheMa KOH(PUACHLIUAIHHOW peueBOit
UH(pOpPMAaIIMK C UCIIOJIb30BAHUEM BTOPUYHBIX IEpEeU3IyyaTeieH.

2. VYcnoBus U CyOBEKTUBHbIE (DAaKTOpbI, CIIOCOOCTBYIOIIME YTEUKH
uHpOpMallMU MO TEXHUYECKUM KaHajaM, METOJbl U CIIOCOOBI MPOTUBOAECUCTBUSA
yTeuke nH(pOpMaIIHH.

3. VYcnoBus # CyOBEKTHBHBIE (DAKTOPBI, CIOCOOCTBYIOIIME YTEUKH
uHGOpMAIlMU 1O TEXHUYECKHM KaHajaM, METOJIbl U CIIOCOOBI MPOTHUBOACUCTBUSA
yTeuke nH(pOpMaIIHH.

4. VYcnoBus U CyOBEKTUBHBIE (PAaKTOpbI, CIIOCOOCTBYIOIIME YTEUKH
uHpOpMallMU MO TEXHUYECKUM KaHajlaM, METOJbl U CIOCOOBI MPOTUBOAEHUCTBUS
yTeuKe HH()OPMALIUH.

5. TexHuueckue cCpencTBa KOHTPOJsS, OOHApYXEHHUS, YHUYTOXEHUE
3aKJIaIHBIX YCTPOUCTB, B CTA00TOUYHBIX JIMHUSIX CBSI3U, OPSAI0K npoBeneHus 311M.

6. MopaenupoBanue BepOaTbHOrO OOBEKTa 3allUTHI, THA€  BEAYTCS
KOH(DHIEHIIMATIbHBIE MTEPErOBOPHI, BO3MOXKHBIX yTpo3 0€30MaCHOCTU WH(OpMaluu
JUIS aKyCTMUECKHUX KaHAJOB yTeUKH HHPopManuu, pa3paboTka METOIO0B U
TEXHUUYECKUE CPEJICTB 3AIUThI HHPOPMAIIHIH.

7. Ilopsmok mpoBeneHUsT aTTECTALMOHHBIX HCHBITAHUM MO TPeOOBaHUSIM
0e3omnacHocTH UHGOPMAIIMU HAa IPUMEPE BEpOATHbHOTO 00bEeKTa HH(POPMATH3ALINH.

8. TexHuueckue cpenactBa KOHTPOJs 3P(HEKTUBHOCTH 3alIUThl MH(DOpMaALUU
Ha IpUMepe BepOanbHOro 00beKTa HH(OPMaTU3ALUH.

9. Tlopsnok mnpoBeneHUs aTTECTALMOHHBIX HCIHBITAHUM MO TPEeOOBAHUSIM
6e3omacHoCTH HH(OPMAIIMK HA TTPUMEPE BepOaIbHOTr0 00BEKTa MH(DOPMATU3AIINH.

5. IlepeueHp wu3NaHMM, KOTOPBIE PEKOMEHAYETCS MCIIOIb30BATh IIPH
OCBOCHUU JUCUUIUIUHBI (MOYJIA).
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6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIIOJIL30BAThCS TIPH
OCBOCHUU JUCHUIUIUHBI (MOIYJIA).

CoBpemenHble TpodeccuoHanbHble 0a3bl JaHHBIX W HWHGOPMAIMOHHBIE
CIIPaBOYHBIC CUCTEMBI HE TPEOYIOTCHI.

7. llepedueHb  JHUIIEH3UOHHOTO U  CBOOOJHO  PaACHpPOCTPAHSIEMOTO
MpOrpaMMHOT0 OO€CTeUYeHUs, B TOM YHCJIE OTEUECTBEHHOI'O MPOU3BOJICTRA,

HEO0OXOMMOTO JIJIS1 OCBOCHUSI TIUCIUTUTUHBI (MOYJIs).

Jlns mpoBeAcHUS 3aHATHM 10 JUCHHUIUIMHE HeoOxoaumo Hammume [10
Microsoft Office

8. OmnucaHue MaTepuaJIbHO-TEXHUYECKOM 0a3bl, HEOOXOIUMOM IS

OCYIIECTBJICHHUSI 00pa30BaTEIHLHOTO MPOIecca MO AUCIUTUTHHE (MOIYIIIO).

JUist  mpoBeACHUS AYJUTOPHBIX 3aHATHH H  CaMOCTOSITEIbHONW palOoThI



TpeOyroTCsI:

- pabodee MeCTO TMpenojaBaTesi C IEPCOHAIBHBIM  KOMIIBIOTEPOM,
noakirou€HHbIM K ceTsiM INTERNET

- CIEUMAIM3UPOBaHHAA JICKIIMOHHAS ayIUTOPUA C MYJIbTUMEINA annapaTypoi
Y HHTEPAKTUBHOM JOCKOW;

-KomnproTepHbIil Kinacc ¢ KOHAUUMOHEpOM. Paboume mecta CTYIEHTOB B
KOMITBIOTEPHOM KJ1acce, noAkrouéHHbIe K ceTsiM INTERNET

JIns mpoBeAeHUs MPAKTUYECKUX 3aHATHN:

- KOMITBIOTEPHBIN KJIACC; KOHAUIIMOHED;

- KOMITBIOTEPHI C MUHUMAJIbHBIMU TPEOOBaHUSMH.

B ciyuyae npoBeeHUN 3aHATUNA C MPUMEHEHUEM AJIEKTPOHHOTO OOyYeHHs U
JUCTAHIIMOHHBIX  00pa30oBaTEeNbHBIX  TEXHOJOTHMM  HEOOXOAMMO  Haau4due
KOMITBIOTEPHOW TEXHHUKHU, JJII OpPraHu3alii KOJUIEKTHMBHBIX W WHAMBUAYaJbHBIX
dbopm o0OIEHHs TEAAaroruyeckux pabOTHUKOB CO CTYJAEHTaMH, IOCPEICTBOM
WCIIOJIb3YEMBIX CPEACTB KOMMYHUKALIUH.

JlomyckaeTcsi 3aMeHa 000py/10BaHMsI €r0 BUPTYaJbHbIMU aHAJIOTAMHU.

9. ®opma MPOMEKYTOUHOM ATTECTALINU:

KypcoBas pabota B 6 cemecTpe.
DK3aMeH B 6 cemecTpe.

10. OueHouHbIE MaTEpHUAIBI.

OueHouyHblE MaTepualbl, IPUMEHSAEMbBIE NPHU MPOBEACHUU IPOMEKYTOUYHON

arTeCcranuu, paBpa6aTBIBaIOTC5{ B COOTBCTCTBUU C JIOKAJIbHbBIM HOpMaTI/IBHBIM AKTOM
PYT (MUUT).
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