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1. OOue cBeaeHus 0 JUCHUILIMHE (MOTYJIE).

JlucumniauHa IMOCBAIIEHA W3YYEHHIO TEXHMUYECKOHM 3alliuThl MHGOpMAalUu.
Henstmu ocBoeHust yueOHOM AuCHUILTNHBI « TexHuueckas 3ammra uHopMaum»
ABIISIOTCS (POPMUPOBAHNE KOMIIETEHIIUHU 10 OCHOBHBIM pa3jiejiaM TeOPETHUECKUX
U TPAKTUYECKUX OCHOB OpraHHM3alMi CPEACTB 3alUThl HH(POpPMAIUH, IaTbh
HEOOXOJMMBbIE HABBIKM IO HCIOJIb30BAHUIO CPEACTB 3alUThl MHPOpPMAIUU B
KOMIBIOTEPHBIX CUCTEMAaX U OBJIAJCHUIO METOJAMU PELIEHUSI COOTBETCTBYIOIUX
3ajad.

JlucumniuuHa npeaHa3HadeHa s MOJIyYEHHUs 3HaHWM, HEOOXOIMMBIX IS
pEelIeHMs CIEeIYIONIUX 3a1au:

- COOp ¥ aHAJIW3 UCXOAHBIX JAHHBIX JJISl IPOEKTUPOBAHUS CHCTEM 3alllMThI
uH(pOpMaInH, ONpeeeHne TpeOOBaHM, CPAaBHUTEIBHBIA aHAU3 TIOJCUCTEM 10
noka3zaTessiM HH(QOPMALIMOHHON O€30MacHOCTH;

- IlpoBeneHHe MNPOEKTHBIX PACUETOB 3JIEMEHTOB CHUCTEM OOECICYEHMUSI
TEXHUYECKOM 3aIUThl HUH(OpMALINY;

- VYuactue B pa3pabOTKE TEXHOJOTMUECKOM M 3KCIUIyaTallMOHHOU
JOKYMEHTAIIH;

- [IpoBeaeHue npeABapUTEILHOIO TEXHUKO-3KOHOMUYECKOI0 00OCHOBaHUS
MIPOEKTHBIX PACUETOB

- OcyllecTBlIEHHE OPraHU3alMOHHO-TIPABOBOTO 00€CTIEUEHUs TEXHUYECKOU
3a1UThl 00BEKTa HHPOPMATU3ALIUY;

- Opranuzanus padoTbl MajbIX KOJUIEKTUBOB HCIOJHHUTENCH C y4eToM
TpeOOBaHMIA 3aIUTHI HH(OPMAITUH;

- COBEpILICHCTBOBAHUE CHUCTEMbl YIPABIEHUS TEXHUYECKOM 3aIUThI
uH(popmanuu;

- 3yuenue u 0000111eH1Ee OTbITa pa0OTHI APYTUX YUPEKICHUN, OPraHU3aALUN
Y OpeInpUsTUd B 00J1aCTH MOBBIIIEHUS 3P(EKTUBHOCTH 3aIUTHI HHPOPMALUU U
COXPAHEHUs TOCYIapCTBEHHOM U IPYTUX BUJOB TalHBI,

- Kontpospb 3ppexTuBHOCTH peann3anui NOJUTHKHA TEXHUYECKON 3alllUuThl
uHbopMaIuu

- COop 1 aHanM3 UCXOAHBIX JAHHBIX JJI NPOEKTUPOBAHUS CUCTEM 00pabOTKH
Y aHaJIn3a MH(pOpMaALUMU C y4eTOM HEOOXOJUMOCTH €€ 3aIUThl B COOTBETCTBHH C
TpeOoBaHUSIMU 0€30MACHOCTU MH(DOpMALUY;

- Yyactue B MPOEKTUPOBAHUM CHCTEM, KOMILUIEKCOB CPEICTB M TEXHOJIOTUI
00paboOTKM ¥ 3amuThl HHPOPMAIMM, B pa3pabOTKE TEXHOJOTHMYECKOW U
HKCILUTYyaTallMOHHOM TOKYMEHTAIIUH;



- YyacTtue B MPOEKTUPOBAHUU CHUCTEM, KOMILJIEKCOB CPEJCTB M TEXHOJIOTHI
00paboTkM M 3ammThl HHGOpPMAIMHU, B pa3pabOTKEe TEXHOJOTHMYECKOH U
AKCILTYaTaIlMOHHON TOKYMEHTAIIHH.

- yCTaHOBKA, HACTPOWKA, IKCIUTyaTaIl¥sl U MOJIep KaHne B pab0TOCTIOCOOHOM
COCTOSTHUM KOMIIOHEHTOB CHCTEMBbI OOECIECYCHHs] TEXHHYECKOW  3aIlUTHI
nH(}OpMAIUHU C YYETOM YCTAaHOBJICHHBIX TPEOOBAHUIA;

- /IMUHUCTPUPOBAHUE MOJICUCTEM TEXHHUECKOH 3aIIUThl 00BEKTA, yYaCTHE B
MPOBEJCHUHN aTTeCTalli O0O0BEeKTOB HWHPOpMATHU3allMd 1O TpeOOBaHUSIM
0e3o0macHOCTH HH()OPMAIIUY U Ay TUTE aBTOMATU3UPOBAHHBIX CUCTEM.

2. [InanupyemMblie pe3yabTaThl 00y4YeHHUS MO JUCHUILUIMHE (MOJIYIIIO).

[Tepeyerr GopMHpPYEeMBIX pe3ylIbTaTOB OCBOCHHSI  0Opa3oBaTEIHLHOU
porpamMmbl (KOMIIETEHIIUM) B pe3ysibTaTe 00yUeHHUS 10 AUCIUIUIUHE (MOIYIIIO):

OIIK-9 - CroocoOeH NpPUMEHSTh CpeACTBAa KpuUNTOrpaduueckol u
TEXHUYECKOW 3aluThl UHGOPMAIMU ISl pelleHus 3a1ad mnpodeccuoHambHOM
JESATETBHOCTH ;

OIIK-10 - CnocobeH B KadecTBe TEXHHUYECKOTO CHEIHAIUCTa MPUHUMATH
ydyactue B (DOPMUPOBAHMM TIOJUTUKH HMHGOPMAIIMOHHONW  0€30IacHOCTH,
OpraHU30BbIBATH U MOJJIEPKUBATH BHITIOJIHEHHE KOMILIEKCA MEP M0 00eCIIeUeHUI0
UH(GOPMAITMOHHONW O€30IMMaCHOCTH, YMPAaBIATH MPOILECCOM HX pean3aluy Ha
00BEKTE 3aIUTHI ;

OIIK-12 - CnocobeH MpOBOAWTH MOATOTOBKY HWCXOJHBIX MaHHBIX JIJIS
MIPOCKTUPOBAHMSI TTOACUCTEM, CPEICTB 00ECTICUCHHSI ATl HHPOPMAITUU U JJISI
TEXHUKO-2KOHOMHYECKOTO 000CHOBAHHS COOTBETCTBYIOIINX MPOSKTHBIX PEIICHHUM

IIK-1 - cnocoOHOCTHIO BBIMOJHATH PabOTHI MO yCTAHOBKE, HACTPOWKE U
OOCITY’>KMBAaHUIO TIPOTPAMMHBIX, MPOTPAMMHO-ANMNapaTHBIX (B TOM 4YHUCIE
KpUnTorpaduuecKknx) U TEXHUYECKUX CPEICTB 3alIUThI HH(DOpMAIuy .

OOGy4eHue Mo JUCUUIUIUHE (MOAYJIIO) MPEANOJaraeT, 4YTo Mo €ro pe3yibTaTam
oOyyaromuiicst Oyier:

3HaTh:

- KOHIICTIINIO MHXCHEPHO-TEXHUYECKOM 3aIUThI HH()OPMAIUH;

- HOPMATHBHO-TIPABOBBIC JOKYMEHTBHI oOecredeHuss WHHOPMAIMOHHON
0e30I1aCHOCTH;

- TEXHHUYECKHE KaHaJIbl yTeUKH HH(POPMAIIUH;

- (hu3MYecKKe MPUHIIMITBI YTEYKH HHPOPMAITUH 110 TEXHUYSCKUM KaHaJIaM;



- METO/IbI OOHAPY>KEHUS U 3aIUTHI MH(OPMALIMY B TEXHUYECKUX KaHAJIax OT
ee yTEeUKHU.

Ymerb:

- IPUMEHSTh METO/Ibl MH)KEHEPHO-TEXHUYECKON 3aIIUThl HHPOPMAIINY;

- aHaTU3UPOBATh BO3MOXHBIC YSI3BUMBIE MECTa TEXHHUUECKOW 3allUThI
uH(pOpMaIny;

- IPOBOJUTH MPEABAPUTEIBHBIN COOp JaHHBIX O TEXHUUECKUX YSI3BUMOCTSIX;

- MPOEKTUPOBATH CHUCTEMBI 3AIIUTH M MPOBOJIUTH AHAIM3 PHUCKOB YTEUKHU
MH(QOPMALINHU 0 TEXHHYECKUM KaHaJaM.

Baanersn:

- HaBbIKaMHM PAOOTHI C MPOTPaMMHBIM O0OECIIEUEHHUEM IO OLIEHKH PHUCKOB
yTE€YKU HHPOpMAIMU MO TEXHUYECKUM KaHajiaM M MPOTrpaMMHO-aIIapaTHBIMU
KOMIUIEKCAMHU 10 BBISIBJICHUIO KaHAJIOB YTEUKH MH(GOpMAIIUH;

- HaBbIKAMU OpTaHU3aIMU KOHTPOJIS JOCTyNa K MH(OOPMAIIMOHHBIM aKTUBaM
C TIOMOIIIBIO TEXHOJIOTUU CMapT-KapT;

- HaBBIKAMHU HACTPOWKH, AJAMUHHUCTPUPOBAHUSA U HCIIOJIB30BAHHUS CHUCTEMBI
OMOMETpUYECKOM ayTeHTU(PUKAIIUY TTOJIb30BATENCH;

- HAaBBIKAMH YCTAHOBKM M JKCIUTyaTalluy CUCTEMBI YIIPABJIEHUS TOCTYIIOM K
CpPEACTBAaM BBIYMCIIUTEIBLHOM TEXHUKHU C MOMOIIBIO CIEIUATM3UPOBAHHBIX IUIAT U
BJIEKTPOHHBIX KITFOYEH.

3. O0beM AUCIUTLIUHBI (MOIYJIs).
3.1. O6mias Tpy10eMKOCTb JTUCIUIUIMHBI (MOIYJIA).

OO6masi TPyJIOEMKOCTh AUCIHUILIUHBI (Monaynsi) coctaBisier 4 3.e. (144
aKaJeMHYEeCKUX vaca(oB).

3.2. O06bem gucruIUIMHBL (MOAYJsl) B (QopMe KOHTAKTHOM pabOThI
oOydJarommxcss ¢  MeNarorMYeCKUMH  padOTHUKaAMU U (WIKM)  JIHUIAMH,
MIPUBJICKAEMBIMHU K peau3aiiy 00pa30BaTEIbHON MPOTPAMMbI Ha MHBIX YCIIOBHUSX,
TIPY MIPOBEJICHUHN yUCOHBIX 3aHITHI:

KommaecTBo yacos

Tun yaeOHBIX 3aHIATHI
Bcero | Cemectp Ne6

KonrtakTHas paboTa mpu npoBeieHIH yIeOHBIX 3aHATHH (BCETO): 64 64

B ToMm uucne:

3aHATUA JEKIIMOHHOTO TUIIA 32 32

3aHATUS CEMUHAPCKOTO THIA 32 32




3.3. O6peM aucHUIIMHBL (MOAYJs) B (hopMe CamMOCTOSITENBHOM pPabOTHI
oOyyarommxcsi, a Takke B (opMe KOHTAKTHOH pabOThl OOydYArOUIUXCS C
He1arornyeckKuMu padOTHUKAMU U (HJTN) JIMLIaMU, IPUBJIEKAEMBIMU K pean3alnuu
o0pa3oBaTeNbHOW MPOrpaMMbl HAa HHBIX YCIOBHUSIX, NpPU MPOBEACHUU
MIPOMEKYTOUHOM aTTecTalu coctapiisieT 80 akaeMHUUecKuX yaca (OB).

3.4. ITpu oOy4eHn¥ 10 MHAUBUAYATLHOMY YICOHOMY IIJIaHy, B TOM YHCIIC IPU
YCKOPEHHOM 00y4YeHUH, 00BEM JUCITUTUTHHBI (MOIYIISI) MOXKET OBITh PeaIn30BaH
MOJIHOCTBIO B (DOpME CaMOCTOSITENIbHON paboThl 00yJarouxcs, a Takke B hopme
KOHTAKTHON pabOThl 00YYarOIMIMXCs C MeAarorndyecKuMU paOOTHUKAMHU U (WUJIH)
JUIAMH, TIPUBIIEKAEMBIMH K peain3allii 00pa30oBaTeIbHOM MPOrpaMMbl Ha MHBIX
YCJIOBHSIX, TIPH MPOBEICHUN TTPOMEKYTOUHOM aTTECTAIIHH.

4. ConeprkaHue JUCHUTUIMHBI (MOIYJIA).

4.1. 3aHITHA JTEKOIUOHHOTO THUIIA.

/ TemaTnka JEKIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAHUC
/11

1 |BBeneHue B TEXHUYECKYIO 3aIIUTY UH(DOpMALIUH
ConeprxaHne yueOHOTO MaTepHana;

- Beenenue.

- Uadopmanus. u 3aniira JTaHHBIX.

- KonpuneHnnmansHOCTh HHPOPMALIUH.

- HenocTHOCTE MHpOpMALINH.

- HoctynHocTh nH(pOpManum.

- CityxeOHast HHQOpPMAITHSL.

- JIuuHble naHHBIE.

- l'ocymapcTBeHHBIE CTPYKTYPHI, OTBEYAIOIIUE 32 3ALIUTY JTaHHbIX.

- Ompenenenue ciryxeOHON TalHBI.

- 3akoHOmaTeNmbCTBO P® B 00MacTH MHPOPMAIMOHHOW OE30MTACHOCTH.
- Uadopmanmonnas 6e30macHOCTb KOMMEPYECKOH CTPYKTYPHI.
-TumoBoit HAOOP JOPKHOCTEH, CBA3aHHBIX C 3AIMUTON TaHHBIX HA MPEIIPUSTHH.
- MexxmyHapoaHbIe CTaHIAPTUIUPYIOIINE OPTaHH3aINH.

- Crangaptel PO B o6mactu mHPOpPMAaMOHHOW 6€30aCHOCTH.

2  |Yrpo3sl HHDOPMALIMOHHON OE30MaCHOCTH

ConepxaHue yaeOHOTO MaTepHraa;

- [Ipupoja BO3HUKHOBEHMSI YIPO3.

- Knaccudukamus yrpo3 no npegHaMepeHHOCTH HPOSBICHUSL.

- Knnaccudukanus no HCTOYHUKY YTPO3BI.

- Knnaccudukamus no creneHu Bo3eiicTBIS Ha MHGOPMALMOHHYIO CUCTEMY.

- [1o ciocobam nocrymna k pecypcam HHPOPMAITHOHHOH CHCTEMBI.

- Yrpo3s! 6e30macHOCTH HHPOPMAMOHHOM CHCTEMBI.

- MeTozs! NpoTUBOACICTBUSL HECAHKIIMOHUPOBAHHOMY JOCTYILY, ceTeBol pa3zBeake 1 DOS-aTakam.

3 |[ToauTHka Oe30macHOCTH
ConepxaHue yaeOHOTO MaTepHraa;




TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

- CTpyKTypa MONMUTHKH O€301TacHOCTH.
- bazoBas nonmTHKa 6€30MaCHOCTH.
- Crieninanu3upoBaHHbIe TOJINTHKHA O€301aCHOCTH.

Kpunrorpadudaeckas 3amura

Conepxanue yueOHOro Marepuaa:

- Kimaccudukanms xpunrorpaduaecKux alropuTMOB.

- OCHOBHEIE OTIpEeNIEICHUSI.

- Haznauenue mmmdposanus.

- [IpuHIMOBI KpUNTOrpadUIECKOro 3aKPHITHSI HHPOpMALIUH.
- [IpocTsie MeTOABI N(POBAHMSL.

- Tabmuia Buxuaepa.

- llludpoBanme C OTKPHITHIM U 3aKPBITHIM KIIOYaMH.

- OCHOBHBIE BUJIBI aTaK Ha KPUITOAJITOPUTMBI.

- CHMMETpUYHBIE KPUITOAITOPUTMEL.

- Anroputm DES.

- Anroputm 3DES.

- Anroputm AES.

- Bompocs! cTOHKOCTH KPHIITOAITOPUTMOB. IIPOOIIeMa pacipeaeIeH s KII0UeH.
- locTOMHCTBa ¥ HEAOCTATKH CUMMETPHUYHOTO MH(POBAHNS.
- ACUMMETPHYHBIE KPUITOAITOPHUTMBI.

- AnroputMm RSA.

- Anroput™ duddu-Xosamana.

- DIIeKTPOHHO-IU(POBAs MOANHUCH.

- locTOMHCTBa M HEJOCTATKH ACUMMETPHYHOTO MIN(PPOBAHKS U 00JIaCTh €ro NPUMEHEHHSI.

33.H_II/ITa OT HCCAHKIIMOHUPOBAHHOI'O JOCTYIIa

Conepxanue yaeOHOro MaTepuana:

- AyTeHTH(UKAIHS, aBTOPH3ALS U AIMUHICTPUPOBAHKE ACHCTBUI MOIb30BaTENEH.
- OCHOBHbIE IPUHIMIBI CUCTEMBI AAA.

- Metons! ayTerTuduKanun: napoiu, PIN n OnoMmerprdeckue 1aHHBIE.
- ABropmu3anus. Accounting.

- CepBep AAA.

- @unbTpaius Tpaduka.

- Cniucku JocTyma.

- Mucnexnust Tpaduka.

- TpanuuMOHHBIN MEXKCETEBOM IKpaH.

3amura uHGOpPMaIMH B TII00aTEHON CETH
CoznepxaHue yueOGHOro MaTepuara:

- 3amuTa http-tpaduka.

- XapakTepHbIe yrpo3bl.

- SamuineHHbId mpoToko httpd.

- Hudpossie cepruduxats.

- BupryanbHas yacTHas ceTb.

KJIaCCI/I(bI/IKaI_[I/IH u 06111351 XapaKTCPUCTHKA TEXHUYCCKUX CPCICTB I[O6BIB3.HI/IH
uH(popMalun

ConepxaHue yueOHOro Marepuaa:

- CrienManpHble TEXHUYECKUE CPEACTRA.

- OCHOBHBIE TAKTUKO-TEXHUYECKHE NapaMeTphl CPeJICTB MH()OPMAITMOHHON pa3BEaKH.

- TexHonorudeckas knaccuduranus crenuaibHbXx Texaudeckux cpenacts (CTC).

Ha3nauenue u GyHKIMU BUI0B Pa3BEIKU
ConepxaHue yaeOHOTO MaTepHraa;
- OCHOBHBIE MTOHSTHS.




TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

n/m
- XapakTepuCcTHKa pa3BebIBaTENbHOMN e TENbHOCTH.
- ®opMBI pa3BeAbIBaTENbHON HHOOPMALIUH.
- Kanans! pacripoctpaHeHust nHGpoOpManum.
- CTpyKTypa pa3BeabIBaTenbHbIX ciyx0 ObiBiIero Coserckoro Coro3sa.
- Ctpykrypa KI'b CCCP.
- CTpyKTypa ci1y>KObl BHEITHEH pa3Be/IKU.
9 |Coeucmyx0s1 CILIA
Copneprxanue yueOHOTO MaTepHaa:
- PaszBenwiBatensHOE coobmectso CHIA. IIPY (CIA). PYMO (DIA) AHB (NSA). HYBKP (NRO). ®bP
(FBI).
10 |Onruueckas pa3Beaka
ConepxaHue yueOHOro MaTepuaa;
- OnTHYeCKUE KaHaJbl YTCUKA UH(DOPMAITUH.
- [IpyHIMIIBI ONITUYECKOW pa3BEAKHU.
- TeXHUYECKUE XapaKTEPUCTUKHU CPECTB ONTUYECKON Pa3BEIKH.
- O0uIre XapaKTepUCTHKH YEIOBEYECKOTO TI1a3a.
- XapakTepuCTHKHA OOBEKTHBOB.
- XapakTepUCTHKH BU3YalIbHO-ONTHYECKUX TPUOOPOB.
- XapakTepuCTHKH (OTO- U KHHOAIITAPATOB.
- TexHnueckue XapakKTEpUCTUKU CPEICTB TEJIEBU3HOHHOU Pa3BEIKH .
- XapaKTepI/ICTI/IKI/I HpI/I60pOB HOYHOI'O BUACHUS.
- XapaKkTepUCTHKH TEIIOBU30POB.
11 |PammnosnekTpoHHas pa3BeaKa
Conepixanue y4eOHOT0 Marepuana:
- OO11ast XapaKTePUCTHKA PAAHOIIEKTPOHHON Pa3BeIKH.
- OcobeHHOCTH, Ie/IeBOe HA3HAYCHUE, HCTOYHUKH M TEXHUYECKHE CPE/ICTBA.
- LleneBoe Ha3HaUYCHUE.
- Ucrounuku.
- TexHUYeCKHE CPEACTBA PAJMOIICKTPOHHON pa3BeIKH.
12 |[IepexBat unpopmarmu nocie 2000 roxa
ConepxaHue yaeOHOTO MaTepHana;
- [Ipo6niemsl mepexBaTa HHGOPMAIHH.
- O6opy/I0BaHKE CUCTEM MepexBaTa HHHOPMAIIUH.
- PajinosnekTpoHHbBIE KaHABI YTEYKH HHPOpMAIIUH.
- OCHOBHBIE TIOKA3aTEIH.
13 |M3myuarenu 2IeKTPOMArHUTHBIX MOJICH
ConepxaHue yaeOHOTO MaTepHuaa;
- OCHOBHBIE MTOHSTHSI.
- AHTEHHBI.
- CiryuaiiHbple H3mydaTeiy.
- DNEeKTPUIECKUH TUTTOJTb.
- MaruuTHBINA TUIIONE.
- CpaBHUTENbHBIN aHAIIN3 MTOJIEH 3JIEKTPUYECKOT0 M MArHUTHOT'O JTUITOJIS.
- Kpatkas ¢popmynupoBka pe3ynbTaToOB CPaBHUTEILHOTO aHATH3A.
14 |Akyctuueckas pa3Beqka

ConepxaHue yaeOHOTO MaTepuaa:
- AKycTHYeCKHe KaHaJIbl YTEIKH HH(OPMAIHH.
- OOmIas xapakTepucTHKA.




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

- [IpsiMoil akycTHYeCKUI KaHal.

- Bubpoakycruyeckuii kaHai .

- ONTHKO-aKyCTUYECKUH KaHaJl.

- DJIEKTPOaKyCTHUECKUH KaHaI.

- TexHnueckue cpecTBa aKyCTUUECKON Pa3BEIKU.
- OyHKIUU TEXHUYECKUX CPE/ICTB.

15

MuxkpohoHbl

Copneprxanue yueOHOTO MaTepHaa:

- [IpuHIMn neificTBrUsA MEKPOQOHOB.

- [IpuHIMD neificTBHSA CITydaiiHBIX 3JIEKTPOAKYCTHUECKIX IPeoOpa3oBaTeeH.

- XapaKkTepuCTUKa U3BECTHBIX TEXHUYECKUX CPEJICTB.

- Crioco0bl ¥ cpesicTBa 100bIBaHKs MHYOPMALIUK O PAAMOAKTUBHBIX BELIECTBAX.

- Hocryn k uHpOpManuy 0e3 HapyIeHUs TOCyIapCTBEHHOW TPaHULIBI U TPOHUKHOBEHHS Ha 00BEKT
3aIUTEHL.

16

Oco0ble ciydyan yTedku HH(opMauu

ConeprxaHue yueOHOTO MaTepHana;

- Jo6rBanme nHPOpManuu 6e3 GPU3NIESCKOTO MPOHNKHOBEHIH B KOHTPOJIHPYEMYIO 30HY.
- JocTym k ucTouHNKaM nHpopMarmu 0e3 HapyIIeHHs TOCYJapCTBCHHON TPaHUIIEI.

- KommiekcHoe UCImoab30BaHNe TEXHUISCKUX CpCACTB PA3BCAKH.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlabopaTopHbie paboThI

/o

HanmenoBanue mabopaTopHbIX padboT / KpaTKoe coepiKaHue

Beenenue B nHpopManmonnyro 6e3omnacHoctb. CTaHIapThl U OpraHU3aIu,
paboTaronire B 061acTi UHPOPMAIIMOHHOM 0€30MacHOCTH

B pesynprarte BRIIOIHEHUS 1a60paTOPHOI pabOThI CTYACHT MOTYYHUT IPAKTHUECKHE HABBIKM IIOMCKA
HOpMAaTHUBHOW MH(OpPMAINH B TT00AEHON ceTH, pabOTHl ¢ HOPMAaTUBHBIMU akTaMu B chepe Vb, HaBBIKH
BBISIBJICHUA U YUCTaA HH(bOpMaLIHOHHLIX AKTHUBOB SaIHI/IHlaGMOﬁ OpraHu3anuu.

Yrpo3sl nuHpOpMaAITMOHHOM 0€30MacHOCTH

B PE3YIbTATC BBINIOJTHCHUSA na60paT0pH0f/'I pa6OTbI CTYACHT MOJYYUT HABbIKM CO3JIaHHS CIIMCKaA
MH(OPMALMOHHBIX aKTUBOB, OIIPEJIENICHNs aKTyaJIbHBIX YTPo3 HHPOPMAIMOHHOMN 6€3011aCHOCTH,
Ki1accu(UKalMyM HCTOYHUKOB YIPO3 U 3allMIIaeMoil HHpOpMaIMK B COOTBETCTBHH C CYLIECTBYIOIIEH
HOpPMAaTHUBHOMN 0a30il.

ITonuTHKa 6€30I1aCHOCTH. Pa3pa60TKa MOJINTHKH O€30IaCHOCTH
B pesynbTate BeIIOTHEHHS 1a00PATOPHOH pabOTHl CTYEHT MOMYYHT MPAKTHUECKUE HABBIKM pPa3padoTKH
MOJINTHKY MH(HOPMALIMOHHONW 0€301aCHOCTH MTPEATIPUSATHS.

Kpunrorpaduueckas 3amura. llnpposanue u pacumdpoBanme JaHHBIX

B pesynbTate BBINOIHEHHS TA0OPATOPHOI pabOTHI CTYJEHT MPUOOPETAET HABBIKK PA0OTHI ¢ 6a30BBIMU
KpUNTOrpaMIeCKUMHU aJTOPUTMaMH U COBEPIIIEHCTBYET CBOM HAaBBIKHM NMMPOTPAaMMHPOBAHUS Ha SI3BIKAX
BBICOKOT'O YPOBHH.

I/I3yquI/Ie 060py;[013aHH;1 CTCHOAa «CucreMsl KOHTPOJIA U YIIPABJIICHUA JOCTYIIOM»

B pesynbrare BeIMOTHEHHS Ta00PaTOPHOH pabOTHI CTYACHT U3ydaeT COCTaB J1abopaToOpHOTO
000py10BaHMsL, TEXHUKY 0€30I1aCHOCTH MK paboTe ¢ HUM M TOTOBHUTCS K BHIITOJIHEHHIO MOCIIETYFOLTHX
Ja00paTOPHBIX PadOT.




HaumeHnoBanue 1a00paTopHbIX paboT / KpAaTKOE COJIEpKAHUE

Uzyuenune untepdeiica csazu Dallas Touch Memory (iButton)
B pesynbTate BhIOIHEHHS 1a00PATOPHON pabOoThl CTYJEHT MPHOOPETaeT HAaBBIKK PabOTh ¢ HOPMATHBHOM
Y TEXHHMYECKOH JOKYMEHTAIMEH U MoJIr0TOBKe K paboTe nHTepdelica cBsa3u iButton.

KoHTposb noctymna ¢ momombio cuuteiBaress iButton u kontponepa CKY/] B

ABTOHOMHOM PEKHUME

B pesynprarte BRIIOIHEHUS Ta00paTOPHOI paboTHI CTYyASHT MproOpeTaeT HaBBIKH KOHTPOJIS JOCTYIIA B
MOMeEIIEHHE ¢ TIOMOIIBIO CYUTHIBaTeNs iButton, BKiIFOYast MporpaMMHUpOBaHUE KITIOUEH U BeeHHE 0a3bl
JIAHHBIX MOJIb30BaTENEH.

Wzyuenune nnrepdeiica csazu Wiegand
B pesynbTate BHIOIHEHHS 1a00paTOPHON paboThl CTYJEHT NPHOOPETaeT HaBBIKK PabOThl C HOPMATHBHON
Y TEXHUYECKOHN TOKYMEHTAIUEH U MOATOTOBKE K paboTe uHTepdeiica cs3zu Wiegand.

N3yuenne RFID-TexHon0ruM ¥ CTaHIAPTOB KapT JOCTYyNa

B pesynbrate BbINONIHEHUS 1a00paTOpHON pabOThI CTYICHT MPUOOpPETaeT HABBIKK UCTIOIB30BaHUS
HOPMAaTHBHOM JOKYMEHTAIMH - CTAHAAPTOB Ha KapThl JOCTYIIA U BBIIOJIHSACT IOArOTOBKY K paboTe ¢
RFID-o60opynoBanmeM.

10

KonTponas nocryna ¢ nomoupsto RFID-cuntsiBaTens u kontponepa CKY/l B

ABTOHOMHOM PCIKHUME

B pesynbraTe BhINONHEHHS 1a00OPATOPHOM pabOTHI CTYJCHT MPUOOPETAET HABBIKM KOHTPOJIS IOCTYIA B
MIOMEILEHUE C IIOMOLLBIO CYUTHIBATEINS KapT fAocTyna 1o RFID-rexHonoruy, BKIroyas IporpaMMHUpOBaHKe
KapT U BeJleHHne 0a3bl TaHHBIX M0Jb30BaTEINEH.

11

Kontpoibs nocryna ¢ nomousto konTposiepa CKVY /I B cereBoM pexume
B pesynbTaTe BRIIOTHEHHS TA0OPATOPHOM pabOTHI CTYIEHT MPHOOPETAeT HAaBBIKM KOHTPOJIS IOCTYIA B
TIOMEIICHUE B CETEBOM pekuMe padboTsl KoHTpoimiepa CKY /1.

12

I/I?,y‘-IeHI/IC TEXHOJIOI'MHU CUUTBhIBAHUA 6I/IOMCTpI/Iq€CKI/IX JaHHBIX

B pesynbTate BeIOTHEHHS 1a00paTOPHOH paboThl CTYJEHT NPHOOPETAeT HAaBBIKK C TEXHUIECKOH
JIOKyYMEHTAIeH, H3y4JaeT COCTaB 000pyI0BaHUS CUUTHIBAHHUS OMOMETPHUCCKUX JAHHBIX U TOTOBUTCA K €T0
HCIIOJIB30BaHHIO.

13

KOH(bHprHpOBaHHe 6I/IOMeTpI/I‘leCKOFO CUUTBIBATCIIA B aBTOHOMHOM PCKUME

B pesynprarte BRINOIHEHUS T1a60paTOPHOIT pabOThI CTYASHT MPHOOPETaeT HaBBIKU KOHTPOJIS JOCTYIIA B
MOMEIIEHNE WK K padodyeMy MECTY C TIOMOIIBIO aHaJIN3a ero OMOMETPUYECKHUX JaHHBIX — OTIIEYATKOB
nasba.

14

YcTaHoBKa yCTpOHCTBA KOHTPOJIA JOCTYIA K KOMITbIOTepy «Co00Ib»
B pesynbTate BIMTOIHEHHS JTA00PATOPHOM pabOThl CTYICHT H3ydaeT YCTpoicTBO «Co00IIb», TEXHUKY
06€30MacHOCTH NP paboTe C HUM U yCTaHABIUBAET €T0 Ha KOMIIBIOTED.

15

BaIHI/ITa OT HCCAHKITMOHUPOBAHHOI'O JOCTYIIa

B pesysbTate BHIIOIHEHUS J1a00PaTOPHOI pabOThI CTYICHT MOJYYUT Oa30BbIC HABBIKH 3AIUTHI
nHpopmanmu ot HCJI: obecnieuenne 6€30MacHOCTH MEPCOHATBHOTO KOMITBIOTEPA CPEACTBAMHU
OTepallMOHHO cucTeMbl U ¢ omoibio USB-kiroyeil.

16

3amuTa nHGOPMALMH B TII00aTBEHON CETH
B PE3YIbTATC BBINIOJTHCHUSA na60paT0pH0171 pa6OTI)I CTYACHT NOJYUYUT HAaBbIKH 6C3OHaCHOFO HCIIOJIB30BAaHUA
cetH Internet.

4.3. CamocrosiTenbHas paboTa 00y4Jarommuxcs.




Ne Bun camocrosiTensHO#M paboThI
n/m

1 |Pabota c JIeKIIMOHHBIM MaTEepUATIOM

2 |l[logroroBka Kk 1abopaTopHBIM paboTam

3 | BrimonHeHne KypcoBoil paboTHI.

4 | IloarotoBka K NpOMEKYTOYHOW aTTECTALIUU.

5 | [loaroroBka K TeKylemy KOHTPOJIIO.

4.4. IlpumepHbIil IepeYeHb TEM KYpCOBBIX paboT

1. MeToabl U TEXHUYECKHE CPEACTBA CheMa KOH(PUIACHIIMAIBHOU peueBOM
uH(pOpMAIUH C UCTIOJIb30BAHNEM BTOPUYHBIX NIEpEeU3TydaTeseil.

2. VYcnoBusi U CyObeKTHUBHbIE (DaKTOPbI, CIOCOOCTBYIOUIUE YTEUKH
uH(pOPMAIUHU 110 TEXHUYECKUM KaHajaM, METOJbl U CIOCOOBI MPOTUBOICHCTBUS
yTeuke uHpopMaIuu.

3. VYcnoBus u CyOBeKTHBHBIE (AKTOpPbI, CHOCOOCTBYIOIIUE YTE€UKH
MH(}OpMaAIUU 10 TEXHUYECKUM KaHajaM, METOAbl U CIOCOOBI MPOTUBOJAEHCTBUS
yTeuke HHGOPMAIIHUH.

4. VYcnoBus u CyObEKTHUBHBIE (DAKTOPbI, CIIOCOOCTBYIOIIUE YTE€UKU
uH(pOpMAIUHU 110 TEXHUYECKUM KaHajaM, METOJbl U CIOCOOBI MPOTUBOICHCTBUS
yTeuke HHGOPMAIIHUH.

5. TexHuueckue CpeACTBa KOHTPOJS, OOHAPYXEHUs, YHHUYTOXXCHHE
3aKJIaJIHBIX YCTPOUCTB, B CJIA00TOYHBIX JIMHUSX CBSI3U, MOPAIOK TpoBeAcHus 31IM.

6. MopenupoBanue BepOAIBHOTO O0BEKTA 3alllUThl, TJI€ BEIyTCSA
KOH(UICHIIUATIbHBIE TIEPETOBOPHI, BO3MOXHBIX YTP0o3 0€30MacHOCTH HHGOPMAITUH
JUIST aKyCTUYECKHUX KaHAJIOB YTeYku HHopMaiuu, pa3zpaboTka METOJIOB H
TEXHUYECKUE CPEJICTB 3aIIUTHl HHPOPMAIIHH.

7. Tlopsimox MpOBEJEHUS ATTECTAIIMOHHBIX HMCIBITAHUM TIO TPeOOBaHUAM
0e301acHOCTH HH(POpMAILIMK Ha TpUMeEpe BEpOAIbHOTO 00BheKTa MHPOpMaTH3ALIIH.

8. Texnuueckue cpeacta KOHTPOoIIs A3((PEKTUBHOCTH 3alUThl HHPOpPMaLUU
Ha npuMepe BepOaIbHOTO 00beKTa HH(POPMATU3ALIUH.

9. Tlopsaok MpoOBEeNCHUS ATTECTAIMOHHBIX HCIBITAHUM 1O TpeOOBaHUSIM
6e3onacHocTH HHGOPMAIINH HA PUMEPE BepOaIbHOr0 00beKTa MH(POPMATU3AIINH.

5. IlepeueHp wu3AaHUN, KOTOpPBIE PEKOMEHIYETCS WCIOJIb30BaTh IIPU
OCBOCHMH TUCUHUILITUHBI (MOIYJIS).
Ne

/1

bubnnorpaduueckoe onucanue Mecro nocryna
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6. IlepeueHb COBpEMEHHBIX TMPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIIOJIL30BATHCS TIPH
OCBOEHUU JUCHUILUIUHBI (MOYJIA).

CoBpemenHble MpodecCUOHANIbHBIE 0a3bl JaHHBIX W HWHGOPMALMOHHBIC
CIIPaBOYHBIE CUCTEMBI HE TPEOYIOTCS.



7. llepedyeHb  JMUIIEH3UOHHOTO U  CBOOOJHO  PacCHpOCTPaHSIEMOIo
POrpaMMHOr0 OOecredeHusi, B TOM YHCIE€ OTEYECTBEHHOrO IPOU3BOJICTBA,
HEO0OXOAUMOTO JIJIsl OCBOCHMSI TIUCUUTLTUHBI (MOYJIs).

- OC Windows
- Microsoft Office
- UnTepner-6payzep (Yandex u ap.)

8. Omnucanue MaTepUasIbHO-TEXHUYECKOW 0a3bl, HEOOXOAMMOW st
OCYILECTBJICHUSI 00pa30BaTEIbLHOrO Mpoliecca Mo TUCIUILUINHE (MOIYIIIO).

VYyeOHass ayauTopust [Uisl TpPOBEIEHUS Y4EOHBIX 3aHATUN (3aHATUH
JIEKIMOHHOT'O TUIA, IPAKTUYECKUX 3aHATUN):

- KOMIBIOTEp  IpenojaBaTens, paboyue  CTaHIMM  CTYICHTOB,
MYJBTUMEAUNHOE 000pYyI0BaHHE, JOCKA.

Ayauropus NOAKIOUEHA K ceTn «HTepHeT».

9. ®opma MPOMEKYTOUHON aTTECTAITIH:

KypcoBas pabota B 6 cemectpe.
DK3aMeH B 6 cemecTpe.

10. OueHouHbIE MaTEpHUAIIBI.

OueHOYHbIE MaTepUalIbl, TPUMEHSIEMBIE TIPU MPOBEICHUH MTPOMEKYTOUHON
aTTeCTallui, pa3padaThIBAIOTCA B COOTBETCTBUHU C JIOKAJIHHBIM HOPMATHBHBIM
aktom PYT (MUUT).



ABTODBI:

JIOIEHT, K.H. KadeIphl
«BBIMUCIUTEIbHBIE CHCTEMEBI, CETH U

nH(popmaImorHas 6€30MacHOCTbY SA.M. l'onnoBckui
CornacoBaHo:
3asenyrommuii kadhenporr BCCullb b.B. Xenenkon

[Ipencenarens yueOHO-METOAUYECKOM
KOMUCCHUH H.A. AugpusiHoBa



