MHUHHUCTEPCTBO TPAHCIIOPTA POCCUICKOM ®EJEPALIIN

OEJIEPAJTBHOE 'OCYJAPCTBEHHOE ABTOHOMHOE OBPA30OBATEJIBHOE
YYPEXJIEHUE BBICIHIEI'O OBPA3OBAHMSA

«POCCHUUCKHNHA YHUBEPCUTET TPAHCIIOPTA»

(PYT (MAUT)

/ PaGouast mporpaMma JUCIUIIINHEL (MOILYIIS),
KaK KOMIIOHEHT 00pa30BaTeIbHON HPOrPaMMBbI
©a30BOro BBICIIErO 0OPa30BAHMS
0 HaNpaBJICHHIO IOATOTOBKU
10.03.01 MudpopmannoHHas 6€30MacHOCTb,
YTBEPKIEHHOM nepBbIM npopexkropoM PYT (MUMT)
Tumonunsim B.C.

N

\

J

PABOYASI MPOIPAMMA JUCLMITJIMHBI (MOIY.JI5D)

Texnuyeckas 3amura uHGopManuu

HaHpaBJICHHG IIOATOTOBKH.

Hamnpasnennocts (mpodub):

®opma 00ydeHus:

10.03.01 UudopmanmonHasi 6€30macHOCTb

be3onacHocTh KOMIIBIOTCPHBIX CUCTCM

OyHag

PaGouas nmporpaMma JUCIUIIINHEL (MOTYJIS) B BUIE
3JIEKTPOHHOTO JIOKYMEHTA BBITPYKEHA U3 €IUHOM
KOPIIOPATHBHOW MH()OPMAIIIOHHOM CHCTEMBI yIPaBICHUS
YHHBEPCUTETOM U COOTBETCTBYET OPHIUHAILY

~

IIpocTas snexTpoHHas moanucs, Beltannas PYT (MUUT)
ID moamucu: 4196
Moanucan: 3aBenyrouwii kadenpoit XKenenkos bopuc
Brnagumuposuu
Jata: 02.06.2026




1. OGuue cBeneHust 0 TUCIUIUIMHE (MOAYIE).

JlucuuninHa MOCBSIIEHa W3YYEHUI0 TEXHUYECKOW 3alMThl MHGOPMALIHH.
Henstmu ocBoeHust yueObHOM AuCUUILINHBL « TexHudeckas 3ammra uHGOpMaLum»
ABIISIOTCS (POPMUPOBAHNE KOMIIETEHIIUHU 10 OCHOBHBIM pa3jiejiaM TeOPETHUECKUX
U TPAKTUYECKUX OCHOB OpPTaHU3allMU CPEACTB 3alluThl WHGPOpMAIUH, IaTh
HEOOXO/IUMbIE HAaBBIKM IO HCIIOJIb30BAHUIO CPEACTB 3alllUThl MH(POpMALUU B
KOMITBIOTEPHBIX CHCTEMAaX U OBJIAJICHUIO METOJAMHU PEIICHUS] COOTBETCTBYIOIIUX
3azay.

JucuuninHa npeAaHazHayeHa JUIs MOJIy4eHHUsS 3HaHWM, HEOOXOIUMBIX IS
pEelIeHMs CIEeIYIONIUX 3a1au:

- COop ¥ aHaNW3 UCXOJHBIX JAHHBIX AJISl MPOCKTUPOBAHUS CUCTEM 3alllUTHI
uH(popmanuu, onpeaeeHne TpeOOBaHUN, CPABHUTENbHBIA aHAIN3 MOJICUCTEM IO
noka3zaTessiM HH(QOPMALIMOHHON O€30MacHOCTH;

- IlpoBeneHHe MNPOEKTHBIX PACUETOB 3JIEMEHTOB CHUCTEM OOECICYEHMUSI
TEXHUYECKOM 3aIUThl HUH(OpMALINY;

- VYuactue B pa3pabOTKE TEXHOJOTMUECKOM M 3KCIUIyaTallMOHHOU
JOKYMEHTAIINH;

- [IpoBeaeHue npeABapUTEILHOIO TEXHUKO-3KOHOMUYECKOI0 00OCHOBaHUS
MIPOEKTHBIX PAcUeTOB

- OcyllecTBIIeHHE OPraHU3alMOHHO-TIPABOBOTO 00€CTIEUEHUsI TEXHUYECKOU
3aIUThl 00BEKTa HH(DOPMATU3AIINH;

- Opranuzainus paboTbl MajbIX KOJUIJIEKTUBOB HCIOJHHUTENCH C y4eToM
TpeOOBaHMIA 3aIUTHI HH(OPMAITUH;

- CoOBepIICHCTBOBAaHUE CHUCTEMBbI YMPABICHUS TEXHUYECKOW 3aIIUTHI
uH(popmanuu;

- 3yuenue u 0000111eH1Ee OTbITa pa0OTHI APYTUX YUPEKICHUN, OPraHU3aALUN
Y OpeInpUsTUd B 00J1aCTH MOBBIIIEHUS 3P(EKTUBHOCTH 3aIUTHI HHPOPMALUU U
COXPAHEHUs TOCYIapCTBEHHOM U IPYTUX BUJOB TalHBI,

- Kontpospb 3ppexTuBHOCTH peann3anui NOJUTHKHA TEXHUYECKON 3alllUuThl
uHbopMaIuu

- CO0p 1 aHATN3 UCXOIHBIX TAHHBIX JIJI TPOCKTUPOBAHUSI CUCTEM 00pabOTKHI
U aHanu3a uHGOPMAIMHU C YYETOM HEOOXOAMMOCTH €€ 3alllUThl B COOTBETCTBUU C
TpeOoBaHUSIMU 0€30MACHOCTU MH(DOpMALUY;

- Yyactue B MPOEKTUPOBAHUM CHCTEM, KOMILUIEKCOB CPEICTB M TEXHOJIOTUI
00paboOTKM ¥ 3amuThl HHPOPMAIMM, B pa3pabOTKE TEXHOJOTHMYECKOW U
HKCILUTYyaTallMOHHOM TOKYMEHTAIIUH;



- YyacTtue B MPOEKTUPOBAHUH CHUCTEM, KOMILJIEKCOB CPEICTB M TEXHOJIOTH
00paboTkK U 3ammThl HHGOpPMALUM, B pa3pabOTKE TEXHOJIOTHYECKOU W
AKCILTYaTaIlMOHHON TOKYMEHTAIIHH.

- yCTaHOBKA, HACTPOWKA, IKCIUTyaTaIl¥sl U MOJIep KaHne B pab0TOCTIOCOOHOM
COCTOSTHUM KOMIIOHEHTOB CHCTEMBbI OOECIECYCHHs] TEXHHYECKOW  3aIlUTHI
MH(GOpPMALIUU C YIETOM YCTaHOBJICHHBIX TPeOOBaHMIA;

- /IMUHUCTPUPOBAHUE MOACUCTEM TEXHUUECKOH 3aIIUThl 00BEKTa, y4acTUe B
MPOBEJCHUHN aTTeCTalli O0O0BEeKTOB HWHPOpMATHU3allMd 1O TpeOOBaHUSIM
0e3o0macHOCTH HH()OPMAIIUY U Ay TUTE aBTOMATU3UPOBAHHBIX CUCTEM.

2. [Inanupyemblie pe3ynbTaThl 00yYeHHS IO JUCHUILIMHE (MOIYIIIO).

[lepeuenp (GopMUpPyEMBIX pe3yJbTAaTOB OCBOCHHS 00pa3oBaTElbHOU
porpamMmbl (KOMIIETEHIIUM) B pe3ysibTaTe 00yUeHHUS 10 AUCIUIUIUHE (MOIYIIIO):

OIIK-7 - CnocobeH pa3pabaThiBaTh MOJUTUKU OE30MACHOCTH, TMOJUTUKU
VOPaBJICHUS JOCTYNIOM H HWH(POPMAIMOHHBIMH TIOTOKAMH B KOMITBIOTEPHBIX
CUCTEMAX C YYETOM yrpo3 0e30MacHOCTH UHPOPMALIMKA U TPEOOBAHUII 1O 3aIIUTE
uH(popmanuu;

IIK-1 - cnocoOHOCTBIO BBIMOJHATH PabOTHl MO YCTAHOBKE, HACTPOIKE U
OoOCITY’>KMBaHUIO TPOTPAMMHBIX, MPOTPAMMHO-ANMNapaTHBIX (B TOM 4YHUCIE
KpUMNTorpadUuecKknx) ¥ TEXHUYECKUX CPEJICTB 3alIUThl HH(DOpMAIUY;

ITK-3 - cmocoOHOCTHIO aIMUHUCTPUPOBATH MOACUCTEMBI HH(DOPMAITMOHHON
0e301macHOCTH O0OBEKTA 3al[UTEL.

OOGyueHue Mo JUCUUIUIUHE (MOIYJIIO) MPENOaraeT, YTo Mo €ro pe3ybTaTam
oOyyJarommuiicst Oyier:

3HaTh:

- KOHIISTIIINIO MHKCHEPHO-TEXHUYECKOM 3alUThl HH()OPMAIINH;

- HOPMATHBHO-TIPAaBOBBIC JOKYMEHTHI oOOecreueHus WHOOPMaIMOHHON
0e30I1aCHOCTH;

- TEXHUYCCKHE KaHAJIbl YTeUYKH HHPOPMAIINH;

- (pusnyeckre MPUHITUIIEI YTEUKH WH(DOPMAITUU TI0 TEXHUYCCKUM KaHaJIaM;

- METOJIbI OOHAPYKEHUS U 3aIUTH HHPOPMAIIMK B TEXHUYECKHX KaHAJIax OT
€€ YTCUKH.

Ymern:

- IPUMEHSTh METO/Ibl HHKEHEPHO-TEXHUYECKOM 3allUThl HH(OpMaLUU;

- aHAJIM3UPOBATh BO3MOXKHBIE YSA3BUMbBIE MECTa TEXHUYECKON 3alllUThI
uH(popMaIuy;



- IPOBOJUTH MPEABAPUTEIbHBIN COOp JaHHBIX O TEXHUYECKUX YSI3BUMOCTSIX;
- IIPOCKTUPOBATH CUCTEMBI 3alUTHI U MPOBOAUTH AHAIU3 PUCKOB YTCUKHU
MH(POpPMAIIMU 110 TEXHUYECKUM KaHaJlaM.

Baanersn:

- HaBbBIKAMHU PAOOTHI ¢ MPOTPAMMHBIM OOECIEYEHUEM IO OLEHKU PUCKOB
yTeUKHd WH(POPMAIMHA 0 TEXHUYECKUM KaHajaM M IPOrpaMMHO-amnmapaTHBIMU
KOMIUIEKCAMHU 10 BBISIBJICHUIO KAHAJIOB YTEUKHU UH(GOpMAIIUH;

- HaBBIKAMH OPTaHMU3AIIMU KOHTPOJIS TOCTYIa K HH(POPMAITMOHHBIM aKTHBAM
C IOMOIIIBIO TEXHOJIOTUH CMapT-KapT;

- HaBBIKAMU HACTPOMKH, aJIMUHUCTPUPOBAHUSA M HCIOJIb30BAHUS CHUCTEMBI
OMOMETPUYECKOM ayTeHTU(PUKALIUY TTOJIb30BATENCH;

- HABBIKAMH YCTAHOBKH W 3KCIUTyaTallM CUCTEMBI YIIPABICHUS JOCTYIIOM K
CpEACTBAaM BBIYMCIIUTEIBHON TEXHUKHU C IMOMOIIBIO CIIECIUATU3UPOBAHHBIX IIJIAT U
BJIEKTPOHHBIX KITFOYEH.

3. O6beM AUCIUTIIUHBI (MOIYJIs).
3.1. O0mas TpyA0€MKOCTb JUCHUIUIUHBI (MOIYJIA).

OO0mast TPyIOEMKOCTh AUCIHUIUIMHBI (MOJIyJsA) coctaBisieT 4 3.e. (144
aKaJIeMHUYECKHUX yaca(oB).

3.2. O6bem guctuIUIMHBL (MOAYJsl) B (QopMe KOHTAKTHOM pabOThI
oOyJarommxcsi C  MeJarorM4ecKuMu  paboTHUKaMU U (WIM)  JIMIIAMH,
MIPUBJICKAEMBIMHU K peau3aiii 00pa30BaTEIbHON MPOTPAaMMbI Ha MHBIX YCIIOBHSIX,
IIPY MIPOBEJICHUHN YUCSOHBIX 3aHITHI:

KommaectBo yacos

Tun yaeOHBIX 3aHITHI
Bcero | Cemectp Ne6

KonTtakTHas paboTa mpu npoBeieHNH yUeOHBIX 3aHATHH (BCET0): 64 64
B tom uucne:

3aHATHSA JIEKIHOHHOTO THIIA 32 32
3aHATHSI CEMUHAPCKOTO THIIA 32 32

3.3. O6bemM auCHMIUIMHBI (MOAYJsl) B (opMe caMOCTOATENbHOU pPabOThI
oOyyarommxcsi, a Takke B (opMe KOHTAKTHOH pabOThl OOydYArOUIUXCS C
NeJarornyeCKuMu pabOTHUKAMU U (WJIH) JTUIIAMH, IPUBJICKAEMBIMH K PeaIU3alliU
oOpa3oBaTrenpHON TpOrpaMMbl HAa HWHBIX YCJIOBUSX, TPH MPOBEICHUU
MIPOMEXYTOUHOM arTecTanuu coctapisieT 80 akageMuueckux vaca (OB).

3.4. Ilpu 0O0y4yeHnu o MHANBUAYAIBHOMY Y4€OHOMY IIJIaHY, B TOM YHCIIE [IPU
YCKOPEHHOM 00Yy4YeHUH, 00BEM JUCIUIUIMHBI (MOYJISI) MOXKET ObITh pealin30BaH




MOJIHOCTHIO B (POpPME CaMOCTOSITENFHOM pabOThl 00yUaIOUINXCSA, @ TaKXKe B opme

KOHTAKTHON pabOThl 00YyYarOIIMXCs C MEAarorndyecKuMU paOOTHUKAMHU M (WJIH)

JIMLaMH, IPUBJICKACMBIMHA K PCAJIN3allnH O6pa3OBaTGHBHOﬁ IIporpaMmMbl Ha MHBIX

YCIIOBHAX, IIPHU ITPOBCACHUU HpOMC}KYTOqHOfI aTTcCTaluu.

4. ConeprkaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3aHATHA TEKIIMOHHOTO THUIIA.

/o

Tematuka JICKIIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAHUC

BBeI[eHI/IC B TCXHUYCCKYIO 3alllUTY HHQ)OpMaHI/II/I
ConepxaHue yueOHOro Marepuana:

- BBenenue.

- Undopmanns. n 3ammra JaHHBIX.

- KonpunennmansHOCTh HHPOPMALIHH.

- HenmocTHOCTS MHpOPMALIHN.

- HoctynHoCcTh MHpOpManny.

- CiyxeOHast nHpopMmanus.

- JIuuHble naHHBIE.

- l'ocynapcTBeHHBIE CTPYKTYpPBI, OTBEYAIOIIHE 32 3alIUTY JaHHbIX.

- Ompenenenue ciry>keOHOM TaHHBI.

- 3akoHozaTenbcTBO PO B 061acTH MHDOPMALIMOHHOMH 0€3011aCHOCTH.
- UndopmannonHas 6€30MacHOCTh KOMMEPUYECKOH CTPYKTYPBHI.
-TunoBoit HabOp NOIKHOCTEH, CBS3aHHBIX C 3aLIMTON JaHHBIX HA MIPEATIPUATHH.
- MextyHapoIHble CTaHAAPTU3UPYIOIINE OpraHN3aluH.

- Crangaptel PO B obmacTi ”HPOPMAIMOHHOW O€30MaCHOCTH.

Yrpo3bl uHPOPMAIIMOHHOM 0€30MaCHOCTH

CopepxaHue yaeOHOTO MaTepHuaa;

- [Ipupoja BO3HUKHOBEHMSI YIPO3.

- Knaccuduxanus yrpo3 o nperHaMepeHHOCTH MIPOSIBICHUSI.

- Kimaccudukanus mo HCTOYHUKY yrpoO3BI.

- Knaccudukamnus no creneHu Bo3eiicTBUs Ha HHPOPMAMOHHYIO CUCTEMY.

- Ilo ciocobam nocrymna k pecypcam HHGPOPMAITHOHHOH CHCTEMBI.

- Yrpo3s! 6e30onacHOCTH HHPOPMAMOHHOM CHCTEMBI.

- Meroap! NpoTUBOAEHCTBUS HECAHKIIMOHUPOBAHHOMY JIOCTYIY, ceTeBoi pa3Beake 1 DOS-atakam.

ITonuTuka 6€301aCHOCTH

ConepxaHue yaeOHOTO MaTepHuana;

- CTpyKTypa MONUTHKH O€301TaCHOCTH.

- bazoBas nonnTHKa 0€30MaCHOCTH.

- CrieniManu3upoBaHHbIe TOJIUTHKHA O€30TaCHOCTH.

Kpunrorpaduueckas 3amura

ConepxaHue yueOHOro Marepuaa:

- Knaccudukarus kpunrorpaduueckux anropuTMoB.

- OCHOBHBIE OIIpE/ICIICHHS.

- Haznauenue mmmdposanus.

- [IpuHIIMOB! KpUNITOrpadUIECKOro 3aKPHITHS HH(OPMAIIHH.
- [IpocTsie MeTo I MG POBAHUS.

- Tabnmuma BmwxkuHepa.




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

- [lIndpoBanme C OTKPHITHIM U 3aKPBITHIM KIIOYaMHU.

- OCHOBHBIE BUJIbI aTaK Ha KPUITOAJITOPUTMBI.

- CHMMETpUYHBIE KPUITOAITOPUTMEL.

- AnroputM DES.

- Anroputm 3DES.

- AnroputM AES.

- Bompocsl CTOMKOCTH KPUITOANTOPUTMOB. IIpOOJIeMa pactpeieeHUs] KITF0UeH.
- locToMHCTBa M HEAOCTATKH CHUMMETPHUYHOTO MH(POBAHNUS.

- ACUMMETPHUYHBIE KPUITOAITOPUTMBI.

- Anroputm RSA.

- AnroputM duddu-Xommana.

- DneKTpOHHO-N(POBas MOATHCE.

- locTOMHCTBa M HEJOCTATKH ACUMMETPHYHOTO MIN(PPOBAHUS U 00J1aCTh €ro NPUMEHEHHSI.

33.H_II/ITa OT HCCAHKIIMOHUPOBAHHOI'O JOCTYIIa

ConepxaHue yueOHOro MaTepHuaa;

- AyTeHTH(UKANHS, aBTOPU3AIU H aIMAHUCTPUPOBAHUE IEHCTBHI TTONB30BaTENCH.
- OCHOBHbIE IPUHIMIBI CUCTEMBI AAA.

- Metons! ayTerTudukanun: napoiu, PIN n Onomerpudeckre 1aHHBIC.
- ABTopm3anus. Accounting.

- CepBep AAA.

- @unbTpanus Tpaduka.

- Cniucku gocTymna.

- Uucnekius tpaduka.

- TpanuuMOHHBIN MEXKCETEBOM IKpaH.

3ammuTa HHGOPMAILIMH B TI100aTLHOM CETH
Conepxanue yaeOHOro MaTepuana:

- 3amuTa http-tpaduka.

- XapakTepHbIe yIpO3bl.

- SamumeHHbIH mpoToko httpd.

- Hudpossie cepTudukater.

- BupryanbHas yacTHas ceTb.

KJ'IaCCI/I(I)I/IKaI_[I/IH u 061113;1 XapaKTCPUCTHKA TEXHUYCCKUX CPCACTB I[O6I>IBaHI/ISI

uHpOpMaLuu

ConeprxaHre yueOHOTO MaTepHaa;

- CHCHI/I&HBHBI@ TEXHHUYCCKHUEC CPCACTBA.

- OCHOBHBIE TAaKTUKO-TCXHUUICCKUE napamMeTpbl CpeACTB I/IHq)OpMaLIHOHHOﬁ pa3BEaKH.
- TexHOMOTHYECKAs KJIACCU(PHUKANNS CIIENHANBHBIX TexHmdeckux cpencts (CTC).

Ha3nauenue u QpyHK1IMM BUJOB pa3BeIKH

ConepxaHue yaeOHOTO MaTepHuaa;

- OCHOBHBIE IOHATHSL.

- XapakTepucTHKa pa3BellbIBaTENIbHOM NEATENbHOCTH.

- ®opmMBI pa3BeaBIBaTENFHON HH(OPMAIIHH.

- Kanans! pacripoctpaHeHust ”HPOpManum.

- CTpyKTypa pa3BeqpIBaTenbHbIX ciyx0 ObiBiIero Coserckoro Corosa.
- Ctpykrypa KI'b CCCP.

- CTpyKTypa ci1y>kObl BHEITHEH pa3Be/IKH.

Crerncmyx6s1 CIIA

ConepxaHue yaeOHOTO MaTepHraa;




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

- PasBenwiBatensHOE coobmectso CHIA. IIPY (CIA). PYMO (DIA) AHB (NSA). HYBKP (NRO). ®BP
(FBI).

10

OnTtnueckas Pa3BCaKa

CozepxaHue yueOHOro MaTepuana:

- OnTuyeckre KaHajbl YTeYKH HH()OPMALIIH.

- [IpuHIMOBI ONTUYECKOH pa3BEeNKHU.

- TexHn4eckue XapaKTEpPUCTUKH CPEACTB ONTUIECKON Pa3BEIIKH.
- O0mue XxapakTepUCTHKH YeJIOBEUECKOTO Tiiasa.

- XapaKTepUCTHKHA OOBEKTHBOB.

- XapakTepUCTHKH BU3YaJIbHO-ONTHYECKHUX NTPUOOPOB.

- XapakTepUCTHKH (OTO- U KMHOAMIIAPATOB.

- TexHMYecKUEe XapaKTEPUCTUKHU CPEACTB TEIECBU3MOHHON Pa3BEIKH .
- XapaKkTepuCTUKU MPHOOPOB HOUHOTO BUICHUS.

- XapaKTepHCTHKH TEIIOBU30POB.

11

Pa,I[I/IOSJ'IeKTpOHHaH pa3BClKa

ConeprxaHue yueOHOTO MaTepHana;

- O0mas xapaKTepHUCTHKA PaIl03JIEKTPOHHON pa3BEIKH.

- OcobeHHOCTH, TIeTIeBOe HA3HAUCHHE, HCTOYHUKH U TEXHUYECKIE CPEICTBA.
- [leneBoe Ha3HaUYEHUE.

- UcTounukm.

- Texunueckue cpencTBa paguo3JIeKTPOHHON pa3BeiKu.

12

[TepexBaT nHpopmaruu nocie 2000 roxa
Conepxanue yaeGHOr0 MaTepuana:

- [IpoGems! mepexBaTa HHPOPMAITHH.

- O0opyI0BaHKE CUCTEM TIepeXxBaTa HHPOPMAIHH.

- PaiMO3IIEKTPOHHBIE KAHAIBI YTEYKU HHPOPMALHH.
- OCHOBHBIE OKA3aTENN.

13

N3nyyarenn 371€KTpOMarHMTHBIX MOJIEH

ConepxaHue yaeOHOTO MaTepHuaa;

- OCHOBHBIE TTOHSATHSL.

- AHTEHHEI.

- CiryuaiiHble H3mydaTemny.

- DNEeKTpUYECKUH TUIIOJIb.

- MarduTHbIN JUIIOJIb.

- CpaBHUTEIBHBIHN aHAIN3 TOJICH IIEKTPUICCKOTO M MATHUTHOTO JTUTIOJNS.
- Kpatkas ¢popmynupoBka pe3ynbTaToB CpaBHUTEIHHOTO aHAIH3A.

14

AKycThueckasi pa3Beka

ConepxaHue yaeOHOTO MaTepHraa;

- AKyCTHYECKHE KaHaJIbl YTEYKH HH()OPMAIIHH.

- O0mIas xapakTepuCTHKa.

- [IpsiMoil akycTHYeCKUI KaHal.

- Bubpoakycrudecknii kaHai .

- ONTHUKO-aKyCTHYECKUN KaHaJl.

- DIEKTPOAaKyCTHUCCKUI KaHaI.

- TexHuueckue cpesicTBa aKyCTHUECKON pa3BeIKHU.
- OyHKIIUY TEXHHYECKUX CPEJICTB.

15

MuxkpohoHbl
ConepxaHue yaeOHOTO MaTepHraa;
- [IpuHIMn nefcTBUS MUKPO(POHOB.




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

- [IpuHIMD neficTBHSA CITydaiiHBIX 3JEKTPOAKYCTHYECKIX IIPeoOpa3oBaTeeH.

- XapaKkTepuCTUKa U3BECTHBIX TEXHUYECKUX CPENICTB.

- Crioco0Obl ¥ cpesicTBa 100bIBaHHs MHYOPMALIMH O PAJANOAKTUBHBIX BEIIECTBAX.

- Hocryn x uHpOpManuy 0e3 HapyIeHUs TOCyIapCTBEHHOW TPaHULIBI U TPOHUKHOBEHHS Ha 0OBEKT
3aIUTEHL.

16

OcoOpble ciyuan yTeuku HHGOpMAIIH

Copneprxanue yueOHOTO MaTepHaa;

- Jo6rBanne nHpopManuu 6e3 GU3NIeCKOT0 MPOHNKHOBEHUH B KOHTPOIHPYEMYIO 30HY.
- locTyn X ucToyHMKaM HHpopManuu 6e3 HapyIIeHUs TOCy JapCTBEHHON TPaHHUIIBL.

- KommekcHoe Mcnons30BaHNe TEXHUYECKUX CPEACTB PA3BEIKH.

4.2. 3aHATHS CEMUHAPCKOTO TUIIA.

JlabopaTopHbie paboThI

HaunmenoBanue mabopaTopHbBIX paboT / KpaTKoe CoJiepKaHue

Beenenue B nHpopManmonnyro 6e3omnacHoctb. CTaHIapThl U OpraHU3aIuy,
paboTaromiue B 001acTi HHGOPMAIIMOHHON O€30I1aCHOCTH

B pesynbraTe BHINONHEHHMS J1aOOPATOPHOIT pabOTHI CTYACHT MOJIYYUT MPAKTHYECKHE HABBIKU TIOMCKA
HOpPMAaTHBHOW MH(OpPMAIIH B TT00AIEHON ceTH, pabOTHl ¢ HOPMATUBHBIMU akTaMu B chepe Vb, HaBBIKH
BBISIBJICHUA U YUCTA HH(bOpMaHPIOHHLIX AKTHUBOB 3aIHHH.[aeMOI>‘I OpraHu3anuu.

Yrpo3bl HHGOPMAIIMOHHOW 0€30ITaCHOCTH

B PE3YyIbTATC BBINIOJHCHUSA na60paT0pH0f/'I pa6OTbI CTYACHT NOJYYUT HABBIKU CO3AaHUA CIIMCKaA
MH(OPMALMOHHBIX aKTUBOB, OIPEJIENICHNs aKTyaJIbHBIX YTPo3 HHPOPMAIMOHHOMN 6€3011aCHOCTH,
KIaccu()UKAIME UCTOYHUKOB YIPO3 M 3aIMIIAeMOi HHPOPMAIIUK B COOTBETCTBHUHU C CYIIECTBYIOIICH
HOpPMAaTHUBHOMN 0a30il.

ITonuTHKa 6€30IaCHOCTH. Pa3pa60TI<a MOJINTUKHU 0€30I1aCHOCTH
B pesynbTate BeIIOTHEHHS 1a00PATOPHOH pabOTHl CTYEHT MOMYYHT NPAKTHUECKHE HABBIKM pa3padoTKH
MOJINTHKY MH(HOPMALIMOHHONW 0€301aCHOCTH MPEATIPHUSATHS.

Kpunrorpadguueckas 3amura. [lInpposanue u pacumdpoBanme JaHHBIX

B pe3ynprarte BRIIOTHEHUS Ta00paTOPHOI pabOTHI CTYEHT MpHoOpeTaeT HaBBIKH PaOOTHI ¢ 0a30BBIMHU
KpUNTOrpadMuecKMMH ajJropuTMaMHt U COBEPILIEHCTBYET CBOM HAaBBIKU IPOrPAMMHUPOBaHHS Ha SI3bIKAX
BBICOKOI'O YPOBHH.

I/I3yquHe OGOpyI[OBaHI/IH CTCHOAa «CucreMsl KOHTPOJIA U YIIPABJIICHUA JOCTYIIOM»

B pe3ynbrare BeIMOIHEHHS 1a00PaTOPHON pabOThI CTYACHT U3ydaeT cocTaB 1abopaToOpHOTO
000py1OBaHUs, TEXHUKY 0€30I1aCHOCTH MPH paboTe ¢ HUM M TOTOBHUTCS K BBIITOJHEHHIO MOCIIETYFOLTHX
71a00paTOPHBIX PadOT.

Nzyuenue untepdeiica ca3u Dallas Touch Memory (iButton)
B pe3ynbTaTe BBIIOIHEHHS J1a00PAaTOPHOH pabOThI CTYICHT MPHOOPETaeT HaBBIKK PaOOThl C HOPMATHBHOI
Y TEXHUYIECKOW JJOKYMEHTAIel 1 MOAr0TOBKe K paboTe nHTEpdeiica cBsi3u iButton.

KonTpons nocryna ¢ momortisio cuutsiBaTens iButton u koutponepa CKY/] B

ABTOHOMHOM DPCIKHUME

B pe3ynbTate BINOIHEHHS 1TA0OPATOPHOM pabOTHI CTYJEHT IPUOOPETAET HABBIKK KOHTPOJIS JIOCTYIA B
TIOMEIIEHUE C IIOMOIIBLIO CUNTHIBaTelIs iButton, BKiIIoYas nporpaMMUpoBaHue Kitodel 1 BejieHne 0a3bl
JTAHHBIX TOJIB30BATEIICH.




HaumeHnoBanue 1abopaTopHbIX pabOT / KpaTKOE CoJepKaHne

Wzyuenune nnrepdeiica csazu Wiegand
B pesynbTate BhIOIHEHHS 1a00PATOPHON pabOoThl CTYJEHT MPHOOPETaeT HAaBBIKK PabOTh ¢ HOPMATHBHOM
U TEXHUYECKOHN TOKYMEHTAIUEH U MOATOTOBKE K paboTe uHTepdeiica cs3u Wiegand.

N3yuenne RFID-TexHOI0rUM ¥ CTAaHIAPTOB KapT IOCTyNa

B PE3YIbTATC BBINIOJTHCHUSA na60paTopH017I pa6OTI)I CTYACHT an06peTaeT HaBBbIKH HCIIOJIb30BaHUA
HOPMATHBHOW JTOKYMEHTAIINH - CTAHJAPTOB Ha KapTHI IOCTYIA U BBHITIOIHSIET IIOATOTOBKY K padoTe ¢
RFID-o60opynoBanmeM.

10

KonTponas nocryna ¢ nomounsto RFID-cuntsiBaTens u kontponepa CKY /] B
ABTOHOMHOM pPEXUME

B pesynbTate BBINOIHEHUS TA0OPATOPHOM pabOTHI CTYJEHT MPUOOPETaeT HABBIKK KOHTPOJIS IOCTYIA B
MOMCIICHUE C TOMOIIBIO CUUTBIBATEIISA KapT AOCTYIA 11O RFID-TGXHOJ’IOFI/II/I, BKJIIOYas ONporpaMMupoOBaHUuC
KapT U BeJleHHne 0a3bl TaHHBIX M0JIb30BaTEICH.

11

Kontpoibs nocryna ¢ nomousto kouTposiepa CKVY /I B cereBoM pexrnme
B pesynbTaTe BRIIOTHEHHS TAOOPATOPHOH pabOTHI CTYIECHT MPUOOPETAeT HAaBBIKM KOHTPOJIS IOCTYIA B
TIOMEIICHUE B CETEBOM pekuMe padboTsl KoHTpoimiepa CKY /1.

12

I/I?,y‘-IeHI/IC TEXHOJIOI'MU CUHUTBIBAHUA 6I/IOMeTpI/I‘-ICCKI/IX JaHHBIX

B pesynbTate BeITOTHEHHS Ta00PAaTOPHOH pabOTHI CTYJEHT MPHOOPETAET HABBIKK C TEXHUIECKOH
JIOKyMEHTaIleH, U3y4aeT coCcTaB 000pYIOBaHMsI CUNTHIBAHUS OMOMETPUYECKUX JAHHBIX U TOTOBUTCS K €ro
HCTIOJIB30BaHHIO.

13

KOH(bI/IprI/IpOBaHI/Ie 6I/IOMeTpI/ILIeCKOl"O CUUTBIBATCJII B ABTOHOMHOM PCIKHUME

B pesynbraTe BhINONHEHHS 1a00paTOPHOM pabOThI CTYACHT NPHOOpETaeT HABBIKM KOHTPOJIA AOCTYIIA B
MOMEIIEHUE WK K padodeMy MECTY C TIOMOIIBIO aHAJIN3a ero OMOMETPUYECKUX JaHHBIX — OTIIEYATKOB
nasnba.

14

YcTaHoBKa yCTpONCTBA KOHTPOJIA JOCTYIA K KOMITbIOTepy «Co00b»
B pesynbTate BITOIHEHHS JTA00PATOPHOM pabOThl CTYICHT H3ydaeT YCTpoicTBO «Co00IIb», TEXHUKY
06€30MacHOCTH MPU paboTe C HUM U yCTaHABIUBAET €T0 Ha KOMITBIOTED.

15

BaIHI/ITa OT HCCAHKITMOHUPOBAHHOI'O JOCTYIIa

B pe3ynbrare BeIMOTHEHHS Ta00PaTOPHON pabOThI CTYACHT MOJYyYUT 0a30BbI€ HABBIKH 3aIUTHI
napopmanmu ot HC/I: obecneuenre 6€30mMacHOCTH MEPCOHATBHOTO KOMIBIOTEPA CPEACTBAMHU
ONepalMOHHOH cucTeMbl U ¢ omouibio USB-kiroueil.

16

3amura uHGOPMALIMK B TI00ATBHOM CETH
B PE3YIbTATC BBINIOJHCHUA na60paT0pH0f/'I pa6OTBI CTYACHT NOJYUUT HABbIKU 0€30IaCHOI0 UCITOIb30BaHUS
cetH Internet.

4.3. CamocrosiTenbHas paboTa 00y4aroImmuxcs.

/o

Bun camocrositensHo# paboTh

PaboTa ¢ neKIMoHHBIM MaTepUaIOM

[Toxnroroska k 1abopaTOpHBIM paboTam

BrimonHenue KkypcoBoii paboTHlI.

IToaroToBKa K MPOMEXKYTOYHOM aTTECTALIMH.

gl B W N

[ToaroroBka Kk TeKymeMmy KOHTPOJIIO.




4.4. IlpuMepHbIi IepeYeHb TEM KypPCOBBIX padoT

1. MeToapl U TEXHUYECKHE CPENCTBA CheMa KOH(UICHIIMAIBHON peueBOn
MH(POPMAIH C UCIIOJIb30BAHUEM BTOPUYHBIX IEpEU3TyyaTesicH.

2. VYcnoBus u CyObEeKTHBHBIE (DAKTOPBI, CIOCOOCTBYIOIIUE YTEUYKU
uH(pOpPMaIIMU 10 TEXHUYECKUM KaHallaM, METOJIbI M CIOCOOBI MPOTUBOACHCTBHS
yTeuke nH()OPMALIUU.

3. VcinoBuss u cyObeKTHBHBbIE (DaKTOpPBI, CIHOCOOCTBYIOIIUE YTEUKHU
MHPOpPMAIIMU 10 TEXHUYECKUM KaHajlaM, METOJIbl U CIOCOOBI MPOTUBOAECHCTBUS
yTeuke HH()OPMALIUH.

4. VYcnoBus u CyObEKTHUBHBIE (DAKTOPBI, CIIOCOOCTBYIOIIME YTE€UKU
MH(pOpMaAIUKU 10 TEXHUYECKUM KaHajaM, METOAbl M CIOCOOBI MPOTUBOJACHCTBUSA
yTeuke uH(popMaIuu.

5. TexHuueckue CpeACTBa KOHTPOJS, OOHAPYXKEHUS, YHHUTOXXCHHE
3aKJIaJHBIX YCTPOMCTB, B CIA00TOYHBIX JIMHUSX CBSI3U, MOPSAOK IpoBeneHus 311IM.

6. MonenupoBanue BepOaIbHOrO OOBEKTAa 3allMThl, T[AE€ BEAYTCS
KOH(UACHIIUATIbHBIE TIEPErOBOPHI, BO3MOXHBIX YyTpo3 0€30MaCHOCTH HHPOPMAIIH
Ui aKyCTUYECKUX KaHAJIOB YTEUKH HWHGPOpMaluu, pa3paboTka METOJOB H
TEXHUYECKUE CPEICTB 3aIUTHI HH()OPMALUY.

7. Tlopsiaok NpoOBENECHUS ATTECTAIMOHHBIX HCIBITAHUM IO TpeOOBaHUSIM
0e301acHOCTH HH(POpMALIMU Ha TpUMeEpe BEpOAIbHOTO 00BhEeKTa MHPOpMaTU3ALINH.

8. Texnuueckue cpeacta KOHTPOIs 3(hPEKTUBHOCTHU 3aIUTHl HHPOpPMaLIUU
Ha IpUMepe BepOaTbHOT0 00beKTa HH(OPMATH3AIIUH.

9. Tlopsinox mpoBeneHUs ATTECTALMOHHBIX HCIBITAHUW IO TpeOOBaHUSIM
6e3onacHocTH HHGOPMAIINH HA IPUMEPE BepOaIbHOr0 00beKTa MH(POPMATU3AIINH.

10. TexHuueckue cpeacTBa KOHTPOJSA TOCTyIa Ha OCHOBE OMOMETPUUECKHUX
napamMeTpoOB YEJIOBEKa.

5. IlepeueHp wu3NaHMM, KOTOpPBIE PEKOMEHAYETCS MCIIOIb30BATh IIPH

OCBOECHHUH JUCHUIIIINHBI (MOI[yJISI).
No

y bubnuorpaduueckoe onucanue Mecro nocryna

n/m

1 TIonmosckuii SI.M., XKenenkos B.B., https://library.miit.ru/bookscatalog/metod/03-
Cagonosa U.E. Kpunrorpaduueckas 42764.pdf (nara obpamenus 18.03.2026)
3aIUTa KOMITBIOTEPHOI HHPOPMALIHH : Tekcr : nenocpencTeennsin.004 I'60

METO/. yKa3. K J1a0. pad. o Jauci.
"TeopeTnuecKkrue OCHOBBI KOMITBIOTEPHOU
6e3omacHOCTH" AJIs CTY[., 00y4. IO HaIp.
"UnpopmanronHas 6e3onacHocTs" /
MUUT. Kad. "BrranucianTenbHble CHCTEMBI




u cetn". - M. :MI'YIIC(MHUT), 2013. - 36
C. : un. - bubmuorp.: c. 46. (B mep.)

I'onmorckuit S1.M. ,XXeneukos b.B.,
[{piranosa H.A. MapuipyTtuzanusi B
KOMIIBIOTEPHBIX CETSX : [ DIEKTPOHHBIN
pecypc] : yue6. mocobue no auct. "Cetu u
TEJIEKOMMYHUKAUK" JIJIs1 CTYH. Hamp.
"UudopmaTuka 1 BEIYACIUTEIbHAS
texauka" ; MUUT. Kad.
"BorunciauTenbHbie cUCTEMBI U ceT". - M. :
PYT(MUUAT), 2017. - 114 c.

https://library.miit.ru/bookscatalog/metod/DC-
407.pdf (nara oopamenus 18.03.2026) Tekct
: HerrocpencTBeHHbIH. 004 ['60

[udpoBanmre ¢ OTKPHITHIM KITFOUOM:
METOJ1. YKa3. K j1a0. pab. rmo aucil.
HudopmanronHasi 6e30macHOCTh U 3aIIUTa
uH(pOpMaLIUU AJIS CTY/. CIIEL.
ABTOMaTH3WPOBAHHBIC CUCTEMBI
00paboTku HHGOPMAITUHU U YIIPABICHUS,
WHupopManinoHHbIE CHCTEMBI B TEXHOJIOTHI
/ 9.1. KoctrokoBckas, A.M. Y 1ajos;
MUUT. Kad. ABTOMaTH3UpOBAHHBIE
cucreMsl ynpasienus. - M.: MUNT, 2008.
- 28 ¢. : un. - bubnuorp.: c. 26.

https://library.miit.ru/bookscatalog/metod/04-
46051.pdf (mata oopamienus 18.03.2026)
Tekcr : HenocpencTBeHHbI.004 K 72

Kenenkos bopuc Biagumuposuy.
KananbHbiii ypoBenb mogenu OSI : meron.
yKa3. k j1a0. pad. mo auci. "Ceru 9BM u
TEeJIEKOMMYHUKAIMKU" JUIs CTY. 4 Kypca
crell. "BeIUMCIUTEIbHEIC MAIIUHEI,
KOMILJIEKCBI, CHCTEMBI M CETH", HATp.
"UHdopmaTuka U BBIYUCIUTENbHAS
texHuka" / b.B. XKenenkos ; MUUT. Kad.
"BriuncianTenbHble CUCTEMBI U ceTH". - M. :
MMUT, 2011. - 50 c. : mi. c. 49. - Teker :
HETOCPEICTBEHHBIN

https://library.miit.ru/bookscatalog/metod/03-
41547 .pdf (mara oOpareHus
18.03.2026).ITonounsiit mudp 004-K51

3amuiieHHbie 6eCPOBOAHBIC U
MOOUJIbHBIE KOMMYHUKAIIUK: ¥Y4eO.
nocoOue JUIst CTy., 00y4. 10 MarucTepcKoi
nporpamme bezonacHocTs u 3ammuTa uHp-
1uu Hanp. MHpopmMaTHKa U BBIY. TEX.;
MMUMMUT. LeHTp KOMIIETEHTHOCTHU 3alllUTa U
6e3omacHocTh nH(popmanuu / B.I1.
Comnosbes, /1.B. UBanos, H.H. ITyuko; Pex.
B.I1. Conosees. - M.: MUUT, 2007. - 121
c. : wI. - bubnwmorp.: c. 120

https://library.miit.ru/miitpublishing/04-
35015.pdf (mata obpamenus 18.03.2026)
Tekcr : HenmocpecTBEHHBIN.681.3




6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 MaHHBIX U
MH(OPMAIMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPbIE MOTYT MCIOJIb30BATHCS MPH
OCBOCHUHU JUCHUIUIMHBI (MOIYJIA).

« GopyMm cHoeuMamrucToB MO  MHPOPMAIMOHHBIM  TEXHOJOTHUSM
http://citforum.ru/

. HNHTepHET-YHUBEPCUTET UH(OPMAITMOHHBIX TEXHOJIOTHIA
http://www.intuit.ru/

* [TouckoBele cucTeMbl: Yandex, Mail.

* Opunmansusiii cadt PYT (MUUT) (https://www.miit.ru/).

* Hayuyno-rexuuueckas 6uommoreka PYT (MUUT) (http:/library.miit.ru).

 O6pazoBatenbHas mwiardgopma «HOpaiir» (https://urait.ru/).

 OOmwue wHPOPMAITMOHHBIC, CIPABOYHBIE ¥ TIOMCKOBBIE CHCTEMBI
«Koncynbrant Ilmroc», «I'apanTy.

7. llepedyeHb  JUIEH3UOHHOTO M  CBOOOJHO  PacHpoCTPaHSIEMOIO
IPOrpaMMHOr0 00€CleYeHUsl, B TOM YHCIE OTEYECTBEHHOIO IPOU3BOJICTBA,
HEOOXOMMOTO JUIsl OCBOCHMSI JUCIUIUIMHBI (MOIYIIS).

- OC Windows
- Microsoft Office
- Nurepuer-6pay3zep (Yandex u nip.)

8. OmmcaHue MaTepUaJbHO-TEXHUYECKOM ©0a3bl, HEOOXOIUMOM IS
OCYIIECTBIICHUSI 00pa30BaTEIILHOTO Mpoliecca Mo IUCIUILTHHE (MOIYIIIO).

YueOHas ayautopusi Uil TPOBEACHUS YYEOHBIX 3aHATUM (3aHSITUI
JIEKIIMOHHOTO THUTIA, TPAKTUYECKUX 3aHATUN):

- KOMIIBIOTEp  TMpemnojaBaTens, paboyue  CTaHIMM  CTYACHTOB,
MYJIBTUMEIMMHOE 000pYI0BaHUE, TOCKA.

AyauTopus OAKIOUEHA K ceTu «HTepHeT».

9. ®opma MPOMEKYTOUYHOM ATTECTALNU:

KypcoBas pabota B 6 cemectpe.
DK3aMeH B 6 ceMmecTpe.

10. OueHouHbIE MaTEpHUATIBI.

OueHoYHbIE MaTepUalibl, TPUMEHSIEMbIE TIPU MPOBEJICHUH MTPOMEKYTOUHON

aTTeCTaIlui, pa3padaThIBAIOTCA B COOTBETCTBUHU C JIOKAJIHHBIM HOPMATHBHBIM
aktom PYT (MUUT).
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