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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

JlucuumiHa IMOCBSIIEHA W3YYEHUI0 TEXHUYECKOW 3aIMThl MH(POPMALIHH.
Lenstmu ocBoeHUst yueOHOM AucuUILINHbL « TexHuueckas 3amura WH(GOpMaLUmn»
ABIISAIOTCS (POPMUPOBAHNE KOMIIETEHIIUHU IO OCHOBHBIM pa3jiejaM TEOPETHUECKUX
U TPAKTUYECKUX OCHOB OpraHM3allMM CPEICTB 3allUThl MHPOpMALUH, IaTbh
HEOOXOUMBbIE HAaBBIKM IO HCIOJB30BAHUIO CPEICTB 3aIlUThl WH(GOpPMAIMU B
KOMITBIOTEPHBIX CHCTEMaxX M OBJIAJICHUIO METOJAMU PEIICHUS] COOTBETCTBYIOLIUX
3azay.

JlucuunnuHa npeaHa3HadeHa Al MOJIyYeHHUs 3HAHHWM, HEOOXOIUMBIX IS
pELIECHUsT CIEAYIOUMX NMPOPECCHOHANBHBIX 33hauy (B COOTBETCTBUU C BHJAMHU
JESITEIbHOCTH):

[IpOEKTHO-TEXHOJIOTHYECKAs AESITEIBHOCTB:

- COOp M aHAJIU3 MUCXOAHBIX JAHHBIX JJISl IPOEKTUPOBAHUS CUCTEM 3alllUThI
uH(popmanuu, onpeaeeHne TpeOOBaHU, CPABHUTENBHBIA aHAIN3 MOJICUCTEM IO
nokaszaresisiM HHGOpMallMOHHON 0€301MacHOCTH;

- IIpoBeneHHe NPOEKTHBIX PACUETOB 3JIEMEHTOB CHCTEM oOOecreyeHus
TEXHUYECKOM 3aIUThl HH(OpMALINIY;

- VYuactue B pa3pabOTKE TEXHOJIOTMUECKOM M 3KCIUIyaTallMOHHOU
JOKYMEHTALUH;

- IIpoBeneHne nmpenBapUTENbHOTO TEXHUKO-3KOHOMUYECKOTO 0OOCHOBAHMS
MPOEKTHBIX PACUETOB

OpraHu3alMoOHHO-yIPABJICHYECKAs AESITEIbHOCTb!

- Ocy1iecTBiI€eHHE OPraHU3alMOHHO-TIPABOBOTO 00€CTIEUEHUs TEXHUYECKOU
3amuThl 00BEKTa HH(OPMATU3AIINH;

- Opranuzainus paboTbl MalbIX KOJUIEKTUBOB HCHIOJHHUTENICH C y4yeToM
TpeOOBaHMIA 3aIUTHI HH(GOPMAITUH;

- COBEpIICHCTBOBAHME CHUCTEMBI YIIPABIEHUS TEXHUYECKOW 3aIlMThI
uH(popmanuu;

- 3yuenue u 000011eH1Ee OTbITa pa0OTHI APYTUX YUPEXKICHUN, OPraHU3aAUN
Y OpeanpUsaTUi B 00J1aCTH MOBBIIIEHUS 3PPEKTUBHOCTH 3aIUTHI HH(POPMALUU U
COXpaHEHUs TOCYAApCTBEHHOW U APYTUX BUJIOB TalHBI;

- Kontposb 3ppexTuBHOCTH peaan3anui MOJUTUKA TEXHUYECKON 3alllUThI
uHbopmaIuu

DKCNEepUMEHTAIBHO-TEXHUYECKAs 1€ TEIbHOCTB!

- COop 1 aHATM3 UCXOIHBIX TAHHBIX JIJI IPOCKTUPOBAHUSI CUCTEM 00pabOTKH
U aHanu3a MHGOPMAIMHU C YYETOM HEOOXOAMMOCTH €€ 3alllUThl B COOTBETCTBUU C
TpeOoBaHUSIMU 0€30MACHOCTU MH(DOpMaLUY;



- YyacTue B MPOEKTUPOBAHUM CHCTEM, KOMILIEKCOB CPEICTB U TEXHOIOTUI
00paboOTKM ¥ 3amuThl HWHPOPMAIMHM, B pa3pabOTKE TEXHOJOTHYECKOW U
AKCIUTYaTallMOHHOU TOKYMEHTALINH;

- Yyactue B MPOEKTUPOBAHUU CHUCTEM, KOMILJICKCOB CPEACTB U TEXHOJIOTHIA
00paboTKM M 3ammMThl HHGOpPMAIMHU, B pa3pabOTKEe TEXHOJOTHMYECKOH U
AKCILTyaTaIllMOHHON JOKYMEHTAIIUH.

DKCIUTyaTalluOHHAs eI TEIbHOCTD:

- YCTaHOBKA, HACTPOIKa, KCIUTyaTallks U MoJiepKaHue B paboTOCIIOCOOHOM
COCTOSSHUM KOMITOHEHTOB CHCTEMBI OOCCTICUCHHMS] TEXHHUYECKOW 3allUThI
nH(}OpMAIUHU C Y4ETOM YCTaHOBJICHHBIX TPEOOBaHUIA;

- AIMUHUCTPUPOBAHUE TIOJICUCTEM TEXHIUUECKOU 3alUThI 00bEKTa, y4acTHUe B
NPOBEICHUH AaTTEeCTallud OOBEKTOB HWHMOpMATH3alUU 1O TPeOOBaHUIM
6e3omacHOCTH UH(POPMAIIMU U ayIUTE€ aBTOMATU3UPOBAHHBIX CHCTEM.

2. [Inanupyembie pe3ynbTaThl 00YYEHHS MO TUCHUILIINHE (MOIYJIIO).

Ilepeuenb GopmMuUpyeMBIX pe3yJbTaTOB OCBOCHUS 00pa3oBaTEIbHOMU
porpamMmbl (KOMIIETEHIINI) B pe3yibTaTe 00yUeHHUs 10 AUCHUIUIUHE (MOIYJIIO):

OIIK-9 - CrnocobeH TpPUMEHATH CPEACTBA KPUNTOTpahUUIECKOr |
TEXHUYECKOW 3aluThl UHGOPMAIMU ISl pelleHus] 3aj1ad mnpodeccuoHambHOM
NEeSATENbHOCTH ;

OIIK-10 - CnocobeH B KadecTBe TEXHHUYECKOTO CHEIHAIUCTa MPUHUMATH
ydqactue B (OPMUPOBAHMHM TIOJUTUKH HMHGOPMAIIMOHHONW  0€301MacHOCTH,
OpPraHMU30BbIBATh U MOIEPKUBATH BHIIIOJIHEHHUE KOMILIEKCA MEp MO 00eCIEeUEeHHUIO
MH(POPMAIIMOHHON O€30MaCHOCTH, YIPABIATH MPOLIECCOM HMX pealu3aluyd Ha
00BEKTE 3aIUTHI ;

IIK-1 - cnocoOHOCTHIO BBIMOJHATH PabOTHI MO YCTAaHOBKE, HACTPOUKE M
00CITy’)KMBaHUIO TPOrPAMMHBIX, MPOTPAMMHO-aNNapaTHbIX (B TOM 4YHUCIHE
KpUnrorpaguuecknx) u TEXHUYECKUX CPEACTB 3alIUThl UH(POpMALUH .

OO0yueHnue 1Mo JUCIUIUTNHE (MOJIYIIIO0 ) IPEIoIaraet, 4To 1Mo ero pe3yibTaTam
oOydaroruiicst Oyner:

3HaTh:

- KOHIICTIIIMIO WHXEHEPHO-TEXHUYECCKOM 3aIUThI HH()OpPMAITUH;

- HOPMaTHUBHO-TIPABOBBIC JOKYMEHTBHI OO€cIeueHuss HWHPOPMAITMOHHOM
0e30I1acHOCTH;

- TEXHUYECKUE KaHAJIbI YTeUKH UHPOPMAIINU;

- (pusnueckue MPUHITUIIBI YTEUKH WH(DOpPMAITUU TI0O TEXHUYECKUM KaHaJIaM;



- METO/Ibl OOHAPYKCHUS U 3aIIUThl MH(HOPMALIMY B TEXHUUYECKUX KaHAJIaX OT
ee YTeUKH.

Ymersb:

- MPUMEHSATHh METOIbI MH)KEHEPHO-TEXHUICCKOH 3aITUThl HH(POpMAITUH;

- aHaTU3UPOBATh BO3MOXKHBIC YSI3BUMBIC MECTa TEXHHYECKOW 3alUThI
uHopManmy;

- IPOBOJUTH MPEABAPUTEIHHBIN COOp JaHHBIX O TEXHUIECKUX YSI3BUMOCTSIX;

- TMPOCKTUPOBATH CHUCTEMBI 3aIIUTHI M TPOBOJUTH aHAIN3 PUCKOB YTCUKH
nH(}OpPMAITUU TI0O TEXHUISCKUM KaHaJIaM.

Baanernb:

- HaBBIKAMHU PAOOTHI ¢ MPOTPAMMHBIM OOECIEYEHUEM IO OLEHKU PHUCKOB
yTE€UKU WH(POpMAIMU MO TEXHUYECKHMM KaHaJlaM W IIpOorpaMMHO-armnapaTHBIMU
KOMILICKCAMH T10 BBISBJIICHUIO KAHAJIOB YTEYKU UH(POPMAITUH.

3. O6beM AUCIUTLIUHBI (MOTYJIs).
3.1. O06mas Tpy10eMKOCTh JUCITUTUTHHBI (MOTYIIS).

OO6mast TPyJIOEeMKOCTh AUCIHUIUIMHBI (MOJyJisg) coctaBisieT 4 3.e. (144
aKaJeMHYEeCKuX Jaca(oB).

3.2. O6bem pgucuMIUIAHBL (MoOayisi) B (opMe KOHTAKTHOW paboOThI
oOyyarommxcsi C  MeJarorM4ecKuMM  paboTHUKaMU U (WIM)  JIMIIAMH,
IPUBJIEKAEMBIMH K pean3anun 00pa3oBaTesIbHOM MporpaMmbl Ha UHBIX YCIOBHSIX,
IIPU MIPOBEJICHUH YUEOHBIX 3aHATUH:

KommaectBo yacos

Tun yueOHBIX 3aHATHI
Bcero | Cemectp Ne6

KonTtakTHas paboTa Impu npoBeIeHNH yUeOHBIX 3aHATHH (BCET0): 64 64
B tom uucne:

3aHATHSA JIEKIIHOHHOTO THIIA 32 32
3aHATHSA CEMUHAPCKOTO THIIA 32 32

3.3. O06bemM mucHUIUIMHBI (MOIyYJA) B (OpME CaMOCTOSITENIbHONW pabOThI
oOydJaroruxcsi, a Takke B (opMe KOHTAKTHOW pabOThl OOyYarOMIMXCS C
Mearorn4ecCKuMU pabOTHUKAMHU U (WJIH) JTUI[AMU, TIPUBJICKAEMBIMH K peaTu3aiiu
oOpa3oBaTeNnbHON TpOrpaMMbl Ha HWHBIX YCIOBHUSAX, TPH MPOBEICHUU
IPOMEKYTOUHOM aTTecTauu coctapisieT 80 akaieMrUuecKkux yaca (OoB).

3.4. [Ipu oOy4eHuY 1o UHAUBUIYATHHOMY YU€OHOMY IIJIaHY, B TOM YHCJIE TIPU
YCKOPEHHOM 00Y4Y€HHH, 00BEM JTUCHMIUIMHBI (MOJYJIsI) MOXKET ObITh peain30BaH




MOJIHOCTBIO B (hOPME CaMOCTOSITENIbHOM paboThl 00yJaronuxcs, a Takxke B opme

KOHTaKTHOM paboThl 00ydYaromUXCs C MEAArorndecKuMu pabOTHUKAMH U (HJIN)

JIMaMu, IpHUBJICKACMBbIMU K pCaJIn3alilun O6p330B3TCJ'IBHOI>i IporpaMmMbl Ha UHBIX

YCJIOBUAX, IIPU ITPOBCACHUN HpOMG)KyTO‘IHOfI aTTeCcranuu.

4. ConeprxaHue JUCHUIUIAHBI (MOIYJIA).

4.1. 3aHsaTus JIEKIIUOHHOTO THIIA.

/o

Tematuka JICKIIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAHUC

BBC,I[CHI/IC B TCXHUYCCKYIO 3alllUTYy HH(bOpMaL[HH
ConepxkaHue y4eOHOro Marepuana:

- Beenenue.

- Madopmanus. n 3amiura JaHHBIX.

- KonpunennmansHOCTh HHPOPMALINH.

- HemocTHOCTS MHpOPMAIIHN.

- JoctynHocTs nHpOpManum.

- CiyxeOHast nHpopManys.

- JInuHble NaHHBIE.

- l'ocynapcTBeHHBIE CTPYKTYPBI, OTBEUAIOIIHE 32 3alIUTY JaHHbIX.

- OmnpeneneHue City>kKeOHOM TaiHbI.

- 3akoHozaTenbcTBO PD B 001acT MHGOPMALMOHHOH 0€3011aCHOCTH.
- MadopmannonHas 6€30MacHOCTh KOMMEPUECKOH CTPYKTYPBHI.
-TunoBoit Habop NOIKHOCTEH, CBS3aHHBIX C 3aLIUTON JaHHBIX Ha MPEATIPUATHH.
- MesxtyHapotHbIe CTaHAAPTU3UPYIOIINE OpraHU3anH.

- Crangaptel PO B o6macTu mHPOpPMAaMOHHOW 6€30MaCHOCTH.

Yrpo3bl uHPOPMAIIMOHHON O€30TTaCHOCTH

ConepxaHue yueOHOTO MaTepHuaa;

- IIpupoia BOSHUKHOBEHUSI yIPO3.

- Knaccuduxarnust yrpo3 o npeiHaMepeHHOCTH MIPOSIBICHUSI.

- Knaccuduxarus mo MCTOYHUKY yTPO3BI.

- Knaccudukamnus no creneHu Bo3eicTBIs Ha MHPOPMAMOHHYIO CHCTEMY.

- [To cnocob6am noctyna k pecypcam HHGOPMAMOHHOM CHCTEMBI.

- ¥YTpo3sl 6e30macHOCTH HHPOPMAMOHHOM CHCTEMBI.

- MeTtoabl NpOTUBOAEHCTBUS HECAHKIIMOHUPOBAHHOMY JIOCTYIY, ceTeBoi pa3Beake 1 DOS-atakam.

ITonutuka 0e30MacHOCTH

ConepxaHue yueOHOTO MaTepHuaa;

- CTpyKTypa MOJUTHKUA OE30TTaCHOCTH.

- bazoBast nonuTHKa 0€30MaCHOCTH.

- Crieninain3upOBaHHbIC TOJUTHKH O€30ITaCHOCTH.

Kpunrorpaduueckas 3ammura

ConeprxaHue yueOHOTO MaTepuaa;

- Knnaccudukanus kpunrorpauueckux alnropuTMoB.

- OCHOBHBIE OIIPE/ICIICHHS.

- Haznauenue mmmdposanus.

- [IpuHIIMOB KpUNTOrpadUIECKOro 3aKPHITHS HH(OPMAIIHH.
- [IpocTrie MeTopI H(POBAHUS.

- Tabnuma BmwxkuHepa.




/o

Temaruka NTEKIIMOHHBIX 3aHATHH / KpaTKOE COJEpIKaHUE

- lllnudpoBanue ¢ OTKPHITHIM U 3aKPBITHIM KIIOUaMHU.

- OCHOBHBIE BUJIBI aTaK Ha KPUITOAJITOPUTMBI.

- CHMMeTpUYHBIE KPUNTOAITOPUTMEL.

- Anroputm DES.

- Anroputm 3DES.

- AnroputM AES.

- Bompocsl cTOMKOCTH KPUITOANTOPUTMOB. IIpoOJIeMa pactpeieIeHUs] KITI0YeH.
- JlocTOMHCTBa M HEAOCTATKH CUMMETPHUYHOTO MH(POBAHUS.

- ACHIMMETPHYHBIE KPUITOAITOPUTMBI.

- Anroputm RSA.

- AnroputM duddu-Xsmmana.

- DneKkTpoHHO-IN(POBas MOAIHCE.

- JlocToMHCTBa M HEJOCTATKH ACUMMETPUYHOTO MIN(POBaHKSI U 001aCTh €ro NPUMEHEHHSI.

33.H_II/ITa OT HCCAHKIIMOHUPOBAHHOI'O JOCTYyIIa

ConepxaHue y4eOHOro Marepuana:

- AyTeHTH(UKAIHS, aBTOPU3ALS U AIMUHICTPHUPOBAHIE ACHCTBUI MOIb30BaTENEH.
- OCHOBHbIE IPUHIMIBI CUCTEMBI AAA.

- Metons! aytrerTuduKanun: napoiu, PIN n OnoMmerprdeckue TaHHBIC.
- ABtopm3amus. Accounting.

- CepBep AAA.

- OunbTpanus Tpaduka.

- Cniucku gocryna.

- Mucnekius tpaduka.

- TpanuLIMOHHBIN MEXCETEBOM IKpaH.

3ammuTa HHGOPMAILIMHK B TI100aTLHON CETH
Conepxanue y4eOHOTo MaTepuana:

- 3ammuTa http-Tpaduka.

- XapakTepHbIe YIpO3bl.

- SamumieHHsIi poToko httpd.

- lludposeie cepTrdUKATHL.

- BupryanbHas yacTHas CeTb.

Knaccugukarus u o0mias xapakTepuCTUKA TEXHUUYECKUX CPEJCTB JOOBIBAHUS
uHpopMaun

ConeprxaHre yueOHOTO MaTepHaa;

- CHCHHaHBHBIe TEXHHUYCCKHUEC CPCACTBA.

- OCHOBHBIE TAaKTUKO-TEXHUUICCKHUE napamMeTpbl CPeACTB I/IHq)OpMaLIHOHHOﬁ pa3BEaKH.

- TexHoMmorHMUecKas KJIacCHU(pUKANNS CrieNHabHBIX TexHnIeckux cpenacts (CTC).

Ha3nauenue u pyHkunu BU0B pa3Beaku

ConepxaHue yueOHOTO MaTepHuaa;

- OCHOBHBIE IOHATHSL.

- XapakTepucTHKa pa3BelbIBaTENIbHOMN EATENbHOCTH.

- ®opMBI pa3BeaBIBATENFHON HH(OPMAIIHH.

- Kanans! pacripoctpaHeHnst ”HPOpManuy.

- CtpykTypa pa3BensIBaTenbHbIX Ciryk0 ObiBiIero Coserckoro Coro3za.
- Ctpykrypa KI'b CCCP.

- CTpyKTypa ciy>XObl BHEITHEH pa3BE/IKH.

Crerncmyx6s1 CIIA

ConepxaHue yaeOHOTO MaTepHraa;




/o

Temaruka NTEKIIMOHHBIX 3aHATHH / KpaTKOE COJEpIKaHUE

- PasBenwiBatensHOE coobmiectBo CIIA. IIPY (CIA). PYMO (DIA) AHB (NSA). HYBKP (NRO). ®BP
(FBI).

10

OnTtnueckas Ppa3BCaKa

CozepxaHue yueOHOro MaTepuana:

- OnTuyeckre KaHajbl yTeYKH HH(HOPMALIH.

- [IpyHIUOBI ONTUYECKOH pa3BeNKHU.

- TexHu4Ieckue XapaKTEPUCTUKHU CPEACTB ONTUIECKON Pa3BEIIKH.
- O6mue XxapakTepUCTHKH YeJIOBEUECKOTO Tiiasa.

- XapaKTepUCTHKHA OOBEKTHBOB.

- XapaKTepUCTHKH BU3YaJIbHO-OINTHYECKHUX TPUOOPOB.

- XapaKTepuCTHKH (OTO- U KHHOAMIAPATOB.

- TexHu4eckue XapakTEpUCTUKHU CPEACTB TEIECBU3MOHHON Pa3BEKH .
- XapaKkTepuCTUKU PHOOPOB HOUHOTO BUICHUS.

- XapaKTepUCTHKH TEIIOBU30POB.

11

Pa,I[I/IOSJ'IeKTpOHHaH pa3BClKa

Copneprxanne yaeOHOTO MaTepHaa;

- O0mas xapakTepUCTHKA PaTuO3JICKTPOHHON pa3BeIKH.

- OcobOeHHOCTH, TIeTIeBOE HA3HAUCHHE, HCTOUYHUKH U TEXHHYECKIE CPEICTBA.
- llemeBoc Ha3HAUCHHE.

- UcTouHMKH.

- TexHuueckue cpencTa pajuo’IEKTPOHHON pa3BeIKu.

12

[TepexBaT unpopmaruu nocie 2000 roxa
Conepxanue y4eGHOT0 MaTeprana:

- [IpoGremsI mepexBaTta HHPOPMAITHH.

- OGopy/I0BaHKE CUCTEM TlepexBaTa HHPOPMAIHH.

- PaiMO3IEKTPOHHBIE KAHAIBI YTEUKU HHPOPMALHH.
- OCHOBHBIE MOKA3aTENN.

13

N3nyyaTenu 31eKTpOMarHMTHBIX MOJIEH

ConepxaHue yueOHOTO MaTepHraa;

- OCHOBHEIE TTOHSATHS.

- AHTEHHEI.

- CiryuaiiHble H3mydaTemy.

- DNEeKTpUYECKUH TUIOJIb.

- MarduTHbIi JUIIOJIb.

- CpaBHUTEIBHBIHN aHAIN3 TOJICH IIEKTPHICCKOTO K MATHUTHOTO TUTIONS.
- KpaTkas ¢popmymupoBka pe3yrsTaToB CpaBHUTEIBHOTO aHAIN3A.

14

AKycTHueckasi pa3Beika

ConepxaHnue yueOHOTO MaTepHuaa;

- AKyCTHYECKHE KaHaJIbl yTeYKH HH()OPMAIIHH.

- O0mas xapakTepucTHKa.

- [IpsAMoii akycTU4deCcKUil KaHall.

- Bubpoakycruyeckuii kaHai .

- ONTHUKO-aKyCTHYECKUN KaHaJ.

- DIIEKTPOAKYCTHUCCKUH KaHAI.

- TexHUYeCKHE CPEICTBA AKYCTHUSCKON Pa3BEIKH.
- OyHKIUY TEXHHYECKUX CPE/ICTB.

15

MuxkpohoHbl
ConepxaHue yaeOHOTO MaTepHraa;
- [IpuHtun nelcTBUS MUKPO(POHOB.




/o

TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

- [IpuHIMD neificTBrs CITydailHBIX AIIEKTPOAKYCTHUECKIX IpeoOpa3oBaTeeH.

- XapaKkTepuCTUKa U3BECTHBIX TEXHUYECKHUX CPEJICTB.

- Crioco0bl 1 cpencTBa 100bIBaHNs HHOOPMALIMH O PAJANOAKTHBHBIX BEIIECTBAX.

- Joctyn x uHpopManuu 6e3 HapyIeHUs TOCYJapCTBEHHOW TPaHUILIBI U TPOHUKHOBEHHS Ha 00BEKT
3aIUTEHL.

16

OcoOpble ciyuan yTeuku HHGOpMAIIN

Copneprxanue yaeOHOTO MaTepHaa;

- Jlo6r1Banme nHGOpMannu 6e3 GU3NIECKOTO MPOHNKHOBEHNH B KOHTPOIHPYEMYIO 30HY.
- HocTtyn kK ucTOYHHKaM HHpopManyu 6e3 HapyIeHUs TOCy JapCTBEHHON TPaHHUIIBL.

- KoMmekcHOe MCIONB30BaHNE TEXHUUECKUX CPEACTB PA3BEIKH.

4.2. 3aHATHS CEMUHAPCKOTO TUIIA.

JlaGopatopHbie pabOThI

/o

HanmenoBanue mabopaTopHbIX padboT / KpaTKoe coJiepiKaHue

Benenue B nHpopMamonnyio 6e3omnacHocTb. CTaHIapThl U OpraHU3aIu,
paboTarormiue B 001acTi HHGOPMAIIMOHHON O€30IaCHOCTH

B pesynbraTe BhINONHEHHS J1AOOPATOPHOIT pabOTHI CTYACHT MOJIYYUT MPAKTHYECKHUE HABBIKU TIOMCKA
HOpPMAaTHUBHOW MH(OPMAIINH B TTTOOAIEHON CeTH, pabOTHl ¢ HOpMATUBHBIMU akTaMu B cepe Vb, HaBBIKH
BBISIBJICHUA U YUCTa HH(bOpMaHHOHHLIX AKTHUBOB BaH.II/IHIaeMof/lI OpraHu3anuu.

Yrpo3bl HHPOPMAIIMOHHOW 0€30ITaCHOCTH

B PE3yJbTAaTC BBINIOJTHCHUA na60paT0pH01‘/'I pa6OTBI CTYACHT NOJYYUT HABBIKU CO3AaHHA CIIMCKA
MH(OPMALMOHHBIX aKTUBOB, OIIPEJIENICHNs aKTyaJbHBIX Yrpo3 HHPOPMaIMOHHOIN 6€3011aCHOCTH,
Ki1accu(UKaMyM UCTOYHUKOB YIPO3 U 3alHIIaeMOi HHpOpMAIMU B COOTBETCTBHH C CYLIECTBYIOIIEH
HOpPMAaTHUBHOMN 6a30il.

ITonuTHka 6€301aCHOCTH. Pa3pa60TI<a MOJIUTUKHU 0€30aCHOCTH
B pesynbrate BeIIOTHEHHS 1a00PAaTOPHON pabOTHI CTYIEHT MOJIYYHT MPAKTHUECKHE HABBIKK pPa3padoTKH
MOJIMTHKY MHHOPMALIMOHHON 0€301acCHOCTH MTPEATIPUSATHS.

Kpunrorpadguueckas 3amura. [lInpposanue u pacumdpoBanme JaHHBIX

B pesynbrate BRIMOTHEHUS Ta00paTOPHOI pabOTHI CTYIEHT MPHOOpETaeT HAaBBIKH PAOOTHI ¢ 0a30BBIMU
KpUNTOrpadMuecKMMH ajJropuTMaMH U COBEPILIEHCTBYET CBOM HABBIKM IMPOrPaMMHUPOBAHMS Ha SI3bIKAX
BBICOKOT'O YPOBHSI.

I/I3yquI/Ie O6Op}7)IOBaHI/I$I CTCHAA «Cucrembl KOHTPOJISA U YIIPABJIICHUA JOCTYIIOM»

B pesynbrare BeIMOTHEHHS 1a00paTOPHON pabOThI CTYACHT U3y4aeT COCcTaB J1abopaTopHOTO
000pyI0BaHUs, TEXHUKY 0€3011aCHOCTH MK paboTe ¢ HUM M TOTOBHUTCS K BBIITOJHEHHIO MOCJIETYFOLTHX
Ja00paTOPHBIX PadoOT.

N3yuenue untepdeiica cesazu Dallas Touch Memory (iButton)
B pesynbTaTe BBIIOTHEHHS 1a00paTOPHOH pabOThI CTYICHT MPHOOPETaeT HaBBIKK PaOOTHl C HOPMATHBHOI
Y TEXHUYECKOW JJOKYMEHTAIeH 1 MOAr0TOBKe K paboTe mHTEpdeiica cBsi3u iButton.

KonTtpons nocryna ¢ momoripto cuntsiBaress iButton u kontponepa CKY/ B

ABTOHOMHOM DPCIKHUME

B pesynbrate BhINOIHEHHS 1TA00PATOPHOI pabOTHI CTYJIEHT MPUOOPETAET HAaBBIKK KOHTPOJIS JIOCTYIa B
TIOMEIIEHUE C IIOMOIIBIO CUNTHIBaTelIs iButton, BKiIIoYas nporpaMMupoBaHue Kitodel 1 BejieHne 0a3pl
JTAHHBIX T0JIb30BATEIICH.




HaumeHnoBanue 1abopaTopHbIX paboT / KpaTKOE COAepKaHNE

Wzyuenue unrtepdeiica cBazu Wiegand
B pesynbrate BhINOIHEHMS 1a00paTOPHON pabOThl CTYJEHT NPHOOPETaeT HAaBBIKK PabOThl C HOPMATHBHON
U TEXHUYECKOHN TOKYMEHTAIUEH U MOATOTOBKE K paboTe uHTepdeiica cesi3u Wiegand.

N3yuenue RFID-TexHonoruu u cTaHgapToB KapT 10CTyIa

B PE3YyJIbTATC BBINIOJIHCHUA na60paTopH0171 pa60T1>1 CTYACHT an06peTaeT HaBbIKHU HCIIOJIb30BaHUA
HOPMATHBHOW JTOKYMEHTAIINH - CTAHJAPTOB Ha KapTHI IOCTYIA U BBHITIOIHSIET IIOATOTOBKY K padoTe ¢
RFID-o60opynoBanmem.

10

KonTponas nocryna ¢ nomounsto RFID-cuntsiBaTens u kontponepa CKY/] B
ABTOHOMHOM pPEXUME

B pesynbrate BBINOIHEHHS 1a00OpaTOPHON pabOThl CTYJEHT NPHOOPETaET HAaBBIKK KOHTPOJIS IOCTYIIA B
MOMCIICHUE C TOMOIIBIO CUUTBIBATEIISA KapT AOCTYyIa 11O RFID-TCXHOJ’IOFI/IH, BKJIIOYas OporpaMMHUpOBaHUuC
KapT U BeJleHHne 0a3bl TaHHBIX M0JIb30BaTEINCH.

11

Kontpoib nocryna ¢ nomomisto kouTposaepa CKY /] B cereBoM pexxrme
B pesynbrate BeINOTHEHHS TA00PATOPHOH pabOTHI CTYJEHT MPUOOPETAET HAaBBIKM KOHTPOJIS IOCTYIA B
MIOMEIICHUE B CETEBOM pekuMe padboTsl KoHTpoimiepa CKY /1.

12

I/I?,yLIGHI/Ie TEXHOJIOI'MU CUUTBhIBAHUA 6I/IOMCTpI/I'-ICCKI/IX JaHHBIX

B pesynbrate BeIOTHEHHS 1a00paTOPHOH pabOTHI CTYJEHT MPHOOPETAET HABBIKK C TEXHUIECKON
JIOKyMEHTaIleH, U3y4aeT cocTaB 000pyA0BaHMsI CUNTHIBAHUS OMOMETPUYECKHUX TAHHBIX U TOTOBUTCS K €r0
HCIIOJIB30BaHHIO.

13

KOH(bI/II‘ypI/II)OBaHI/IC 6I/IOMCTpI/I‘IeCKOFO CUUTBIBATCIII B AaBTOHOMHOM PCIKHUME

B pesynbraTe BhINONHEHHS J1aOOpaTOPHOIT pabOTHI CTYACHT IIPUOOPETAET HABBIKK KOHTPOJIS IOCTYIA B
MIOMEIIEHUE WK K pado4eMy MECTY C HOMOIIBIO aHAJIN3a ero OMOMETPUYECKHX TAaHHBIX — OTIIEYATKOB
nasba.

14

YcTaHoBKa yCcTpOHCTBA KOHTPOJIA JOCTyNa K KOMIbIoTepy «Co00Ib»
B pesynbrarte BRIIOTHEHUS Ta00paTOPHOI pabOTHI CTYICHT U3ydYaeT yCTPOHCTBO «Co00ITBY, TEXHUKY
06€30MacHOCTH MPU paboTe C HUM U YCTaHABIMBAET €T0 Ha KOMIIBIOTED.

15

BaIHI/ITa OT HCCAHKITMOHUPOBAHHOI'O JOCTYIIa

B pesyabTare BBINOJIHEHUS J1aOOPaTOPHOI pabOThI CTYICHT MOJYYUT 0a30BbIC HABBIKK 3AIUTHI
napopmanmu ot HC/I: obecnieuenre 6€30mMacHOCTH MEPCOHATBHOTO KOMIIBIOTEPA CPEACTBAMHU
ONepalMOHHOI cucTeMbl U ¢ omouibio USB-kiroueil.

16

3amura uHGOpPMAaLIMK B TII00aTBEHOM CETH
B PE3yJIbTATC BBINIOJHCHUA na60paT0pH01‘/'1 pa6OTBI CTYACHT NOJYUYUT HABbIKU 0€30IaCHOI0 UCITOIb30BaAHUS
cetH Internet.

4.3. CamocrosiTenbHas padboTa 00yJarommxcsl.

/o

Bun camocrositensHoi# paboTh

PaboTa ¢ neKIMoHHBIM MaTepUaIoM

[Toxroroska k 1abopaTOpHBIM paboTam

BrimosnHenue KkypcoBoii paboThl.

IToaroToBKa K MPOMEXKYTOYHOM aTTECTALNH.

gl B WO N

[ToaroroBka Kk TEKyIeMy KOHTPOJIIO.




4.4. IlpumepHbIil IepeYeHb TEM KypPCOBBIX padoT

1. MeToapl U TEXHUYECKHE CPEICTBAa CheMa KOH(MUICHIIMATIBLHON peueBOi
uH(GOPMAIIUHU C UCTIONIb30BAHUEM BTOPUYHBIX MEpEU3TyyaTeseH.

2. VYcnoBusi U CyObEKTHBHBIE (PaKTOPbl, CIOCOOCTBYIOUIUE YTEUKH
uH(pOpMAIUHU 110 TEXHUYECKUM KaHajaM, METOJbl U CIOCOOBI POTHUBOJEHCTBUSA
yTeuke HHPOPMAIIHH.

3. VYcnoBuss u CyOBeKTHBHBIE (AKTOpPbI, CIHOCOOCTBYIOUIUE YTEUKH
uH(pOpPMaIIUU 10 TEXHUYECKUM KaHallaM, METOJIbI M CIOCOOBI MPOTUBOACHCTBUS
yTeuke HH()OPMALIUU.

4. VYcnoBus u CyOBEKTHUBHBIE (DaKTOPBI, CIOCOOCTBYIOIIME YTEUKU
uH(pOpMAIUHU 110 TEXHUYECKUM KaHajaM, METOJbl U CIOCOOBI MPOTUBOICHCTBHUS
yTeuke UH(OPMALIUH.

5. Texuuueckue cCpeacTBa KOHTPOJsS, OOHApy>KEHHUs, YHHUYTOKEHUE
3aKJIaJHBIX YCTPOMCTB, B CIIA00TOUYHBIX JIMHUAX CBA3H, NOPSAA0K poBeacHus 311M.

6. MopenupoBanue BepOAIBHOTO O0BEKTA 3alllUThl, TJI€ BEIyTCS
KOH(HIEHIIMAJIbHBIE IEPErOBOPHI, BO3MOKHBIX YyTpo3 0€30MacHOCTH HH(OpMaIUU
JUIA aKyCTUYECKMX KaHAJIOB YTEUKH HHQPOpMAIMH, pa3pad0TKa METOAOB H
TEXHUYECKUE CPEJCTB 3AIUTHI HHPOPMAIIH.

7. Tlopsinox MpoBenEHHs ATTECTALMOHHBIX HCIBITAHUNA MO TpPeOOBaHUSAM
6e3onacHocTH HH(GOPMAIIMH HA IPUMEPE BepOaIbHOr0 00beKTa MH(POpMATU3AIINH.

8. Texuuueckue cpeactBa KOHTPOIIs A (PEKTUBHOCTH 3aIUTHI HHPOPMAITUN
Ha npuMepe BepOaIbHOTO 00BeKTa HH(DOPMATU3AIIUH.

9. Tlopsiaok mpoBeneHUS ATTECTAIMOHHBIX HCIBITAHUN MO TPeOOBAHUSIM
0e3omacHoCTH HH(POpPMAIIMK HAa TpUMEpE BEpOAIbHOTO 00beKTa MH(POpMATH3ALIHH.

5. Ilepeuenr wu3naHUM, KOTOpPBIE PEKOMEHIYETCS MCHOJIb30BATh IPHU
OCBOCHMH TUCUUILTUHBI (MOAYJIs).

Ne
o bubnuorpaduueckoe onucanme Mecto nocrymna
1 Tl'onnosckuii S1.M., XKenenkos b.B., CadonoBa URL: 03-42764.pdf
U E.Kpunrorpadguyeckas 3aimura KOMIBIOTEPHOM (miit.ru). (nara
nHbOpMAIINH : METOJI. YKa3. K J1ab. pal. 1mo Jucil. obpamernus 03.03.2024)

"TeopeTHYECKHEe OCHOBBI KOMIIbIOTEPHOH Ge3onacHocTu” uis | 1eKCT
HemnocpeacTBeHHbii.004

CTyn., 00y4. 1o Hamnp. "Mudopmarmonnas 6e3onacHOCTh" / 60

MUUT. Kad. "BerancnutenbHble cucTeMsl U ceTu'. - M.
:MI'VIIC(MUUT), 2013. - 36 c. : un. - bubnuorp.: c. 46. (B

nep.)




Tongosckuii SI.M. ,XKenenkoB b.B., [lpranosa H.A.
MapupyTuzanys B KOMIIBIOTEPHBIX CETAX : [DJIEKTPOHHBII
pecypc] : yueb. mocobue o guci. "CeTu u
TeJIeKOMMYHUKau'" 11t ¢ty . Hanp. "Uupopmaruka n
BeruMCATeNbHas Texuuka" ; MUUT. Kad.
"BrruncaurtensHbie cucteMsl U ceTu'. - M. : PYT(MUUT),
2017.-114c.

- URL: DC-407.pdf
(miit.ru).(mata
obpamenus 03.03.2024)
Teker :
HernocpeacTBeHHbIN.004
reo

[ugpoBanue ¢ OTKPBHITHIM KIFOUOM: METOJI. yKa3. K J1ab. pad.

no aucu. Madopmarnmonnas 6€30macHOCTh U 3alUTa
uHbOpMAaLUHU AT CTY . Cliel. ABTOMAaTU3UPOBAaHHbBIE
crcTeMbl 00pabOTKM MHPOPMALIMHU U yIIPABICHUS,
Wudopmannonnsie cucteMsl U TexHomoruu / 3.1.
Koctrokosckas, A.M. Y nanos; MUUT. Kad.
ABTOMAaTU3UPOBaHHBIE CUCTEMBI yrpaBieHus. - M.: MUUT,
2008. - 28 c. : mi. - bubnwmorp.: c. 26.

URL: 04-46051.pdf
(miit.ru). (mata
obpamenus 03.03.2024)
Tekcr :
HerocpeacTBeHHbIiH. 004
K72

Kenenkos bopuc Biranumuposuy. KananbHelil ypoBeHb
mozenu OSI : Mmetoz. yka3. k 1a6. pa6. no auci. "Ceru 9BM
Y TeJICKOMMYHUKaMu" it cTyA. 4 Kypca cretl.
"BuIYUCIUTENbHBIE MAIIIMHBI, KOMIUIEKCHI, CUCTEMBI K CeTH",
Harp. "MHpopMaTuka u BeruMcIuTeNbHAsA TeXHUKa" / b.B.
Kenenkos ; MUUT. Kad. "BeraucnurenbHble CHCTEMBI U
cetu". - M. : MUUT, 2011. - 50 c. : mi. c. 49. - Tekcr :
HEIOCPEICTBEHHBIN

URL: 03-41547.pdf
(miit.ru).(mata
oOpareHus
03.03.2024).ITonounsIit
mmdp 004-2K51

3amuineHHble OECIIPOBOIHBIE U MOOMIIbHBIE KOMMYHHKAIIUN:

VYu4eb. mocobue 11t CTyI., 00yd. 10 MaruCTePCKOu
nporpaMMe be3onacHocTh u 3ammTa HHQ-1UK HaMp.
WNudpopmaruka u Bbu. Tex.; MUNT. LlenHTp KOMIIETEHTHOCTH

3amura u 6ezonacHocts HHGpopmanuu / B.I1. Conosses, /.B.

Wsanos, H.H. [lyuko; Pen. B.I1. ConoBses. - M.: MUNT,
2007. - 121 c. : un. - bubmuorp.: c. 120

URL.: 04-35015.pdf
(miit.ru). (mata
obpamenus 03.03.2024)
Texkcer :
HEeNoCpeICTBEHHBIN.681.3

6. IlepedyeHb COBpPEMEHHBIX

npo¢eCCUOHATIBHBIX

0a3 [Ja”HHBIX "

WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIIOJIL30BAThCS TIPH
OCBOCHUU JUCHUIUIUHBI (MOAYJIA).

CoBpemeHHbIE TIpodecCHOHANIbHBIC 0a3bl JaHHBIX W HHGOPMAIMOHHBIC
CIIPaBOYHBIE CUCTEMBI HE TPEOYIOTCS.

7. IlepeyeHp  JHUIEH3UOHHOIO W  CBOOOAHO  PACIPOCTPAHSIEMOTO
MPOTrPAaMMHOTO OOECIIEYCHUS,, B TOM YHCIIE OTCUYECTBEHHOTO IPOM3BOJICTBA,

HEO0OXOIMMOTO JIJIsI OCBOCHMS AUCITUTIIIUHBI (MOIYJIs).

Jlns mpoBeneHUs 3aHATUH 10 JUCHHUIUIMHE HeoOxoammo Hamuuue I10
Microsoft Office



8. OmnucaHue MaTepUabHO-TEXHUYECKOW 0a3bl, HEOOXOAMMOW st
OCYIIIECTBJICHUSI 00pa30BaTEILHOTO MPOIecca MO AUCIUTLINHE (MOIYIIIO).

Jist mpoBeneHUs ayJIUTOPHBIX 3aHATHM M CaMOCTOSITEIbHOM pPabOThI
TpeOYIOTCS:

- pabouee MecCTO TpemnojaBaTelis C TEPCOHAIBHBIM KOMIIBIOTEPOM,
noako4EHHBIM K ceTsiM INTERNET;

- CHEUUAIIM3WPOBAHHAs  JICKUWOHHAs ayAUuTOpPUsS C  MYJbTUMEAUA
arrapaTypov 1 HHTEPAKTUBHOU JTOCKOW;

-KoMmbroTepHbIil Kllacc ¢ KOHAuIMOHEpoM. Paboune Mecta CTyJEHTOB B
KOMITBIOTEPHOM Kitacce, NoAkItou€HHbIE K ceTaM INTERNET

Jns mpoBeneHns NPaKTUYECKUX 3aHATHIA:

- KOMIIBIOTEPHBIN KJIACC; KOHAULIMOHED;

- KOMITBIOTEPHI C MUHUMAJIbHBIMU TPEOOBaHUSIMU.

B cnydae npoBeneHUM 3aHATUN C MPUMEHEHHUEM 3JIEKTPOHHOTO OOYUECHUS U
JUCTAHIIMOHHBIX ~ OOpa30BaTEIbHBIX  TEXHOJOTMHA  HEOOXOJUMO  HaJIU4He
KOMITBIOTEPHOW TEXHUKH, JJI OPTaHU3AlMU KOJUICKTUBHBIX W WHIUBUYaJbHBIX
dbopM OOIIEHUS TMENarorn4ecKux pabOTHUKOB CO CTYJEHTaMH, IOCPEICTBOM
UCIIOJIB3YEMBIX CPEJICTB KOMMYHHUKALINH.

JomyckaeTcst 3aMeHa 000pyI0BaHUS €T0 BUPTYaIbHBIMU aHAJIOTAMH.

9. ®opma MPOMEKYTOUHOM ATTECTALINU:

KypcoBas pabota B 6 cemectpe.
DK3aMeH B 6 cemecTpe.

10. OueHouHbIE MaTEPHUAIIBI.

OLeHOYHbIE MATEPHUAIIBI, IPUMEHSIEMBIE NPU NMPOBEIACHUHN MTPOMEKYTOUHON

aTTeCTallui, pa3padaThIBAIOTCA B COOTBETCTBUHU C JIOKAJIbHBIM HOPMATHBHBIM
aktrom PYT (MUUT).
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