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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

JIuciuIuiiHa MOCBSIIEHAa U3YYEHUIO TEXHUYECKOW 3alluThl MH(POPMALIMH.
[enssmu ocBoeHUst yueOHOM AMCHUIUIMHBI « TexHuueckas 3amurta nHOOpMAIUN
SBJISTFOTCSL POPMUPOBAHUE KOMIIETCHIIH TT0 OCHOBHBIM pa3zieliaM TEOPETUUECKUX
U TPAKTUYECKUX OCHOB OpTaHM3aIlMH CPEACTB 3alUThl HHGPOpMAIUH, IaTh
HEOOXOJMMbIE HABBIKA IO HCIOJB30BAHUIO CPEACTB 3alIUThl MH(GOpMAIMU B
KOMITBIOTEPHBIX CHCTEMAaX W OBJIAJICHUIO METOJaMU PEIICHUS COOTBETCTBYIOIIUX
3azay.

JluciuiuinHa mpenHa3HavueHa JJig TOJyYeHHs] 3HAHHWM, HEOOXOJMMBIX s
pElIeHHs CIEeAYIOMUX MPOQPECCHOHANBHBIX 3a71a4 (B COOTBETCTBHUU C BHUIAMHU
JIEATEIIbHOCTH):

[IpoekTHO-TeXHOMOTHYECKAs AEATEIbHOCTb:

- COop M aHamM3 UCXOIHBIX JAHHBIX AJISI MPOCKTUPOBAHUS CHUCTEM 3aIllUThI
uH(dopmaImu, onpeaeneHne TpeOOBaHUN, CPABHUTENbHBIA aHAIN3 TOJICUCTEM TIO
nokaszaTtessiM UHPOPMAIMOHHON O€3011aCHOCTH;

- IlpoBeneHue MPOEKTHBIX PACUETOB DJIEMEHTOB CHUCTEM OOeCreYeHus
TEXHUYECKOU 3alIUThl HH(OPMAITNH;

- VYuacthe B pa3padOTKE TEXHOJOTMYECKOW U  SKCIUTyaTallMOHHOMN
JIOKyMEHTAITUH;

- [IpoBeneHne nmpeaBapUTENbHOIO TEXHUKO-3KOHOMUYECKOTO 00OCHOBaHUS
MIPOCKTHBIX PACUETOB

OpranuzanmoHHO-yIpaBJIeHYECKas AESITEIbHOCTb:

- Ocy1iecTBlIeHHE OPraHU3alMOHHO-TIPABOBOIO 00ECIEYEHUSI TEXHUYECKON
3aIUThl 00bEKTa HH(DOPMATH3AIINY;

- Opranuzanus paboThl MalbIX KOJUICKTUBOB HCIIOJTHHUTENICH C Y4eTOM
TpeOOBaHMIA 3aIUTHI HH(DOPMAITUH;

- CoOBepIIEHCTBOBAHUE CHUCTEMbI YIPABICHUS TEXHUYECKOW 3alllUThI
uH(popmanuu;

- U3yuyenue u 0000111eH1Ee ONbITa padOTHI APYTUX YUPEKIECHUN, OpraHu3aui
U MPEIIpUATUI B 00J1aCTH MOBBIIIECHUS 2PHEKTUBHOCTH 3aIUTHI HHYOpMALIUU U
COXpaHEHUS TOCYIAPCTBEHHON U APYTUX BUIOB TalHBI,

- KouTpons s dextuBHOCTH peanu3anuy MOJUTHKH TEXHUYCCKON 3aIluThI
uHbOopMaIuu

DKCHepUMEHTAIbHO-TEXHUYECKAs 1eSITEIbHOCTD:

- COop 1 aHaIM3 UCXOAHBIX TAHHBIX JJI NPOEKTUPOBAHUS CUCTEM 00pabOTKH
U aHaiu3a MHOOpPMAIUU C Y4eTOM HEOOXOAMMOCTH €€ 3allUThl B COOTBETCTBUU C
TpeOoBaHUSIMU O€301TaCHOCTU UH(POPMAITUH;



- YyacTue B IPOEKTUPOBAHUH CHUCTEM, KOMILJIEKCOB CPEACTB M TEXHOJIOTUI
o0paboTku u 3amuThl HHGOPMAIMU, B pa3pabOTKE TEXHOJOTHMYECKON U
JKCIUTyaTallMOHHOM JOKYMEHTALIUH;

- YyacTue B MpOEKTUPOBAHUM CUCTEM, KOMILIEKCOB CPEACTB U TEXHOJOTUN
0o0paboTku ¥ 3amuThl HHGOPMAIMU, B pPa3pabOTKEe TEXHOJOTHYECKON U
HKCIUTYaTal[MOHHOM TOKyMEHTAaLUU.

DKcIuTyaTallnoOHHAs! 1eATEIbHOCTb:

- YCTAaHOBKA, HACTPOIKA, 3KCIUTyaTalus U MOJAepKaHUuE B pad0OTOCIIOCOOHOM
COCTOSIHUM KOMIIOHEHTOB CHUCTEMbl O0OECIEUEeHHUs TEXHHUYECKOW  3allUThI
MH(OpPMAIHU C YYETOM YCTaHOBJIEHHBIX TPeOOBaHUI;

- AIMUHUCTPHUPOBAHHUE TIOJICUCTEM TEXHUUECKOU 3alUThl 00BEKTa, yuyacTue B
MPOBEICHUM AaTTeCTallud OOBEKTOB HWH(MOpMaTH3alUU 10 TpeOOBaHUAM
Oe3omacHOCTH HH(GOPMALIUU U ayJUTE aBTOMAaTU3UPOBAHHBIX CUCTEM.

2. [Inanupyemsblie pe3yIbTaThl 00y4eHUS 110 AUCITUIUTMHE (MOIYJIIO).

[lepeuenr GopMHUpPyEeMBIX pe3ylbTaTOB OCBOCHHS  0Opa30BaTEIbHOM
nporpamMmbl (KOMIIETEHIIUI) B pe3yibTaTe 00yUeHHUs 10 AUCIUILUIUHE (MOAYJIIO):

OIIK-9 - CnocobeH NpPUMEHATH CPEACTBA KPHUNTOTPAQUUECKOW H
TEXHUYECKON 3aluThl MHGOpMALUU Uil pElIeHHs 3adad NpodeccroHambHOM
JESTENBHOCTH ;

OIIK-10 - CnocoOGeH B KayecTBE TEXHHYECKOIO CIICIHATMCTa MPUHUMATh
ydqactue B (OPMUPOBAHUM TOJUTUKH WHOOPMAIMOHHONW O€30MacHOCTH,
OpraHU30BbIBATh U MOJJIEPKUBATh BBIIIOJHEHNE KOMILIEKCA MEP MO 00ECIIEYEHUIO
UH(POPMAIMOHHON 0€30MaCHOCTH, YIPABIATH MPOLIECCOM HX peanu3aliu Ha
00BEKTE 3aIUTHI ;

OIIK-12 - CnocobeH NpOBOAUTH MOATOTOBKY HWCXOJHBIX JaHHBIX JIJIst
MPOEKTUPOBAHUSI TTOACUCTEM, CPEICTB 00OECIIEUCHUS 3aIUThl HHPOPMALIUU U IS
TEXHUKO-9KOHOMUYECKOTO 0OOCHOBAHMSI COOTBETCTBYIOIIMX NMPOECKTHBIX PEILICHUIN

IIK-1 - crnocoOGHOCTHIO BBHIMOIHATH PaOOTHI MO YCTAaHOBKE, HACTPOWKE U
OOCIY’)KMBaHUI MPOrPAMMHBIX, I[POrPAaMMHO-aNNaparHbIXx (B TOM YHUCIE
KpUINITOrpaUuecKnX) U TEXHUYECKUX CPEJICTB 3alIUThl HH(OPMALIIH .

OOyuyeHue 1Mo JUCIHMILIHHE (MOIYJI0) IIPEIIoJIaraeT, 4To 110 €ro pe3yJabTaTam
oOyuarommmiics Oyier:

3HaTh:
- KOHIICTIIINIO WHXEHEPHO-TEXHUYECKOU 3aIUThl HH(OPMAITIH;



- HOPMaTHBHO-TIPABOBBIC JOKYMEHTHI oOOecrmeueHrus WH(POPMAIMOHHOM
0e301aCHOCTH;

- TEXHUYCCKHE KaHAJIbI YTeUKH HH(pOpMaInu;

- (pusnYecKUe MPUHITUIIBI YTEYKHA HH(DOPMAITUU 110 TEXHUYCCKUM KaHaJIaM;

- METOJbI OOHAPYKCHUS U 3aIIUTH HHPOPMAIIMK B TCXHUYECKHUX KaHAJIaXx OT
e YTCUKH.

Ymern:

- IPUMEHATHh METO/bl NHKEHEPHO-TEXHUYECKOU 3alIUThl MH(OPMALUY;

- AHAJIU3UPOBATH BO3MOXXHBIE YSA3BUMBIE MECTa TEXHUYECKOM 3alUThI
uH(popMaIuy;

- IPOBOJUTD MPEABAPUTENBHBIN COOp JaHHBIX O TEXHUYECKUX YSI3BUMOCTSIX;

- MPOEKTUPOBATh CUCTEMBI 3aIUThl U MPOBOJAUTH AHAIM3 PUCKOB YTEUKU
uH(GOpPMAIMU M0 TEXHUYECKUM KaHaJIaM.

Baaners:

- HaBbIKAMU PabOTHI ¢ MPOTPaMMHBIM OOECIEYEHUEM IO OIEHKH PUCKOB
yTE€YKU HMHQPOpPMAIMU MO0 TEXHUYECKUM KaHaJlaM U MPOTrpaMMHO-annapaTHbIMU
KOMIUIEKCAMH T10 BBISIBJICHUIO KaHAJIOB YTEYKU UH(POPMAITUH.

3. O06beM TUCUMIUTAHBI (MOYJIS).
3.1. Obmas Tpy10eMKOCTh JUCITUTUTHHBI (MOTYIIS).

OO6mast TpynOEMKOCTh AMCIUIUIMHBI (MOAyJns) coctaBiser 4 3.e. (144
aKaJgeMUYeCKUX yaca(oB).

3.2. O6bem mucummuiiHbl (Momynsi) B (opmMe KOHTAaKTHOW pabOThI
oOyyarmuxcsi ¢  MeJarorMueckuMu  paboTHUKaMu ©  (WIM)  JIUIAMH,
MPUBJIEKAEMBIMHU K pean3aiu o0pa3oBaTeIbHON MPOrpaMMbl Ha MHBIX YCIOBUSIX,
MIpU POBEJCHUN YUCOHBIX 3aHSATUMN:

KomnuectBo yacos

Tun y4eOHBIX 3aHATHI
Bcero | Cemectp Ne6

KonTtaktHas paboTa mpu npoBeIeHUH yIeOHBIX 3aHATHH (BCETO0): 64 64
B ToMm uncie:

3aHATHSA JIEKIIMOHHOI'O THIIA 32 32
3aHATUS CEMUHAPCKOTO THIA 32 32

3.3. O0beM aucuUIUIMHBL (MOAyJid) B (opmMe caMOCTOSTENbHOU padOThI
oOyyaromuxcs, a Takke B (opMe KOHTAKTHOM pabOThl OO0ydYaroIuXCcs ¢
nearoruueckuMu paboTHUKAMH U (M) JTUIAMU, IPUBJIEKAEMBIMH K peau3aiiiu




o0pa3oBaTeNpbHOM MPOTrpaMMbl HA HWHBIX YCIOBHUSX, TMPH MIPOBEIACHHUH
IPOMEKYTOUHOM aTTecTalu cocrapiser 80 akazeMrueckux yaca (OB).

3.4. I1pu 0Oy4eHUH 110 UHAUBHUIYATEHOMY YIeOHOMY IIIaHY, B TOM YHCIIE TTPH
YCKOPEHHOM O00Yy4YeHHH, 00BEM MUCIUIUIMHBI (MOIYIsI) MOKET OBITh pealn30BaH
MOJIHOCTBIO B (DOPME CaMOCTOSITEIbHON paboThl 00yJaronuxcs, a Takke B hopme
KOHTaKTHOW PabOThl 00ydYalOIMUXCsl C MEAarorudeckKuMu paboOTHUKAMH U (WJIH)
JUIIAMU, TIPUBJIEKAEMBIMH K PeaTU3aIlii 00pa30BaTEIbHOM MTPOTrPaMMBbI Ha HHBIX
YCIIOBHSIX, TIPH MIPOBEJCHUH TIPOMEKYTOUYHOMN aTTECTAIINH.

4. ConeprkaHue JUCIUTUIAHBI (MOIYJIA).

4.1. 3aHATHA TEKOIUOHHOT'O THUIIA.

y TemaTrka JIEKITMOHHBIX 3aHATHM / KPATKOE COJEPIKaHHE
/1

1 |BBeneHue B TEXHUYECKYIO 3aIIUTY HHGOPMAITUU
Coneprxanue y4eOHOTO MaTepuaa;

- Beenenue.

- ndopmanus. n 3ammra JaHHBIX.

- KonduaenuaabHOCTh HHPOPMALIHH.

- HenocTHOCTh HHpOPMALIHH.

- JoctymHOCTE HH(OpMAITHH.

- CiryxeOHast mHQOpMAITHSL.

- JInunble naHHbIE.

- l'ocynapcTBeHHBIE CTPYKTYPBI, OTBEYAIOIIHE 32 3aIIUTY JaHHbIX.

- OnpeneneHne cay>xeOHON TalHbI.

- 3akoHonaTenbCTBO PD B 00nmacTn nHMOPMAIIOHHON 0€30MacHOCTH.
- ndopmannonnas 6€30macHOCTh KOMMEPUYECKOH CTPYKTYPBHI.
-TunoBo# HabOp OKHOCTEH, CBS3aHHBIX C 3alIUTON JTAaHHBIX Ha MPEATIPUATHH.
- MextyHapoIHbIe CTaHAapPTU3UPYIOIINE OpraHU3aIInH.

- Crangaptel PO B ob6nactu nHPOpMaIMOHHON 6€30MaCHOCTH.

2  |Yrpo3sl HH)OPMAIIMOHHOW OE30TTaCHOCTH

Copeprkanue yaeOHOTO MaTepraa;

- [Ipupona BOSHUKHOBEHHS yTPO3.

- Knaccudukanms yrpos no npeHaMepeHHOCTH MTPOSIBICHUSI.

- Kinaccudukarys o HCTOYHUKY YIpO3BI.

- Knaccudukanms no crenenu Bo3ieiicTBUsI Ha HHPOPMALMOHHYIO CUCTEMY.

- I1o ciocobam nocrymna k pecypcaM HHGOPMAIIIOHHOW CHCTEMBI.

- Yrpo3sl 6e30macHoCTH HHHOPMAITMOHHON CUCTEMBI.

- MeTozp!l MPOTUBOACHCTBUS HECAHKITMOHUPOBAHHOMY JIOCTYIIY, CeTeBOH pa3zBenke u DOS-arakam.

3 |[lonutuka 6e30macHOCTH
CopeprkaHue yaeOHOTO MaTepraa;

- CTpyKTypa NOJUTHKH OE30MaCHOCTH.
- Ba3oBas nonmuTHKa 6€30MacHOCTH.

- Crienmanu3upoBaHHbIE TOJTUTUKY O€30I1aCHOCTH.




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

Kpunrorpadudaeckas 3amura

CopeprkaHue y9eOHOTO MaTepraa;

- Knaccudukarnms kpunrorpadmuaecKux anropuTMoB.

- OcHOBHBIE OIpeeIeHHS.

- Hasnauenue mmdpoBanus.

- [IpuHUMDBI KpUNTOrpaPUIECKOTO 3aKPHITUSI HHPOPMALINH.
- [IpocTeie MeTOBI IN(BPOBAHUSL.

- Tabnuna Buxunepa.

- ITudpoBaHme ¢ OTKPHITBIM U 3aKPHITHIM KITIOYAMH.

- OCHOBHBIE BHJIBI aTaK Ha KPUITOAITOPHUTMBI.

- CHMMeTpUYHBIE KPUNITOAITOPUTMEL.

- Anroput™ DES.

- AnroputM 3DES.

- Anroput™ AES.

- Bompocs! cTOHKOCTH KPHIITOAITOPUTMOB. IIPO0OJIeMa pacIipeieIeHuUs! KIIFOUeH.
- JlocTOMHCTBa M HEJOCTATKU CUMMETPUYHOTO IIH()POBAHUSI.
- ACUMMETpHUYHBIE KPUIITOAITOPUTMBL.

- Anroputm RSA.

- Anroputm duddu-Xosmmana.

- DNeKTPOHHO-IN(POBAs OAIHUCE.

- locTonHCTBA M HEJOCTATKH aCHMMETPUYHOTO MIN(POBAHKS U 00IaCTh €r0 MPUMEHEHHS.

3aH_[I/ITa OT HCCAHKIMOHUPOBAHHOTO JOCTYyIIa

Conepxanue yq4eOHOTO MaTepuaa;

- AyTeHTH(UKAIIYS, aBTOPU3AIUS U AIMAHUCTPUPOBAHUE ICHCTBUI TIOJIH30BATEIICH.
- OCHOBHBIC IIPUHIUIIBI CUCTEMBI AAA.

- MeTonb! ayTenTu(uKanuy: mapoiu, PIN u OnoMmerpuyeckre gaHHBIC.
- ABTOopm3anus. Accounting.

- CepBep AAA.

- @ubTparus Tpaduka.

- Cnucku gocryna.

- Muacnexnus tpaduka.

- TpaauLIMOHHBIA MEKCETEBOM IKPAH.

3ammra HHGOpPMALIUHU B TI100aJIBHON CeTH
Conepxanue yq4eOHOT0 MaTepuaa;

- 3amuTa http-tpaduka.

- XapakTepHbl€ YIpO3bl.

- 3amumeHHsIi mpoToko httpd.

- Hudpossie cepTaduKatol.

- Bupryanbhas qacTHas ceTb.

KJ'IaCCI/IQ)I/IKaI_[I/IH )51 06111a${ XapaKTCPUCTHKA TEXHUYICCKUX CPCACTB I[O6BIB8,HI/I$I
uHpOpMaun

Copeprxkanue yueOHOTO MaTepuaa;

- CrieninaiibHbIC TEXHHYCCKHE CPECTBA.

- OCHOBHBIE TAKTHKO-TEXHHYCCKHE MTapaMEeTPhI CPEACTB HHPOPMAITHOHHON Pa3BEIKH.

- TexHoMmormueckas KIacCU(pUKaNus ClenualbHEIX TexHnIeckux cpencts (CTC).

Haznauenue u QyHKIIMU BUIOB Pa3BEIKH
CopeprkaHue y4eOHOTO MaTepraa;

- OCHOBHBIE MOHSATHSL.

- XapakTepUCTHUKA Pa3BelbIBATCIIbHOMN €A TENBHOCTH.
- ®opMBbI pa3BebIBaTENbHON HHQOPMALIUH.

- Kanans! pacripocrpaneHust ”HpOpMaIyy.




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- CtpyKTypa pa3BeasiBaTeNbHBIX ciIyk0 ObBIIero Coserckoro Corosa.
- Crpykrypa KI'b CCCP.
- CTpyKTypa ciIy>kObI BHEITHEH pa3BeIKH.

Crencmyx6s1 CLLIA

Cogneprxanue yueOHOTO MaTepuaa:

- PazsenriBatensHoe coodmiecto CIIIA. IIPY (CIA). PYMO (DIA) AHB (NSA). HYBKP (NRO). ®bP
(FBI).

10

OnTuyeckas pa3BekKa

CopeprkaHue yIeOHOTO MaTepraa;

- OnTHYecKue KaHabl YTeUKA MH(POPMAITUH.

- [IpuHIUIBI ONTUYECKOHN pa3BeaKH.

- TexHUYeCKHE XapaKTEPUCTHUKU CPEIICTB ONTHUYCCKON Pa3BEIKH.
- O01Me XapaKTEPUCTHKH YETOBEUSCKOTO Ti1a3a.

- XapaKTepuCTHKH OOBEKTUBOB.

- XapaKkTepUCTUKH BH3YaIbHO-ONTUICCKHUX MMPHOOPOB.

- XapaKkTepuCTUKH (POTO- ¥ KHHOAIIAPATOB.

- Texuudeckne XapaKTEPUCTHKHU CPEIICTB TEIEBU3NOHHON Pa3BEAKH .
- XapaKTepUCTUKHU MPHOOPOB HOYHOT'O BUACHUS.

- XapaKTepUCTUKH TEIUIOBU30POB.

11

PaI[I/IOSJ'IeKTPOHHaH pa3BClaKa

Coneprxanue y4eOHOTO MaTepuaa;

- O0urast XapakTepUCTHKa PaANOIEKTPOHHON pa3BelKH.

- OcobeHHOCTH, 1eNieBOe Ha3HAYCHUE, HICTOYHUKU U TEXHUYECKHE CPE/ICTBA.
- IlemeBoe HAa3HAUYEHHUE.

- UcTounuku.

- Texunueckue cpencTBa paiuodJeKTPOHHOMN pa3BeIKHU.

12

[Tepexsat uapopmaruu nocie 2000 roma
Conepxanue yd4eOHOTO MaTepuana;

- [IpoGnemsl nepexBaTta nHGOpMAaLUH.

- O6opyJ0BaHUE CUCTEM TepexBaTa HH(HOPMAIHH.

- PannonsexTpoHHbIC KaHAIBI yTEUKH HH)OPMALHH.
- OCHOBHBIE MTOKA3aTEeH.

13

N3ny4aTenu 37€KTpOMarHuTHBIX MOJIeH

Copeprkanue yaeOHOTO MaTepraa;

- OCHOBHBIC TTOHSATHSL.

- AHTEHHBI.

- CiryuaiiHble n3my4aTeny.

- DJIeKTpUYECKUI TUTIOIIb.

- MarauTHbIA JUIIOIb.

- CpaBHUTEIBHBIN aHAIN3 TOJEH AIEKTPUYECKOr0 M MAarHUTHOTO AUTIONIS.
- Kparkas ¢popmynupoBka pe3ylibTaToB CPaBHUTEIHHOTO aHAIN3A.

14

AKycTHueckasi pa3Besika

CopeprkaHue y9eOHOTO MaTepraa;

- AKycTHUYEeCKHe KaHAJIBl yTEUKH HHPOPMAILHH.
- O0u1ast XapaKTepHCTHKA.

- [Ipsimoit akycTHUECKUI KaHAI.

- Bubpoakyctudeckuii kanai .

- ONTHKO-aKyCTUYECKUH KaHaJ.




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- DJIEeKTPOaKyCTHIECKHH KaHal.
- Texnuueckue cpencTBa akyCTHUECKON pa3BEAKH.
- OyHKIINY TEXHUYECKHUX CPE/ICTB.

15

MuxkpodoHsl

Coneprxkanue yueOHOTO MaTepraa;

- [IpuHIMn neicTBUS MUKPO(OHOB.

- [IpuHIun neiicTBUA CirydaiiHBIX 3JIEKTPOaKyCTHUECKUX IpeoOpa3oBaTenei.

- XapaKTepuCTUKA H3BECTHBIX TEXHUICCKUX CPENICTB.

- Crtoco0s! 1 cpencTBa JoObIBaHUS HHPOPMALINHU O PAAHOAKTHBHBIX BEIIECTBAX.

- Hoctyn x nHpOpMAaIu 6e3 HapyIIeH!s TOCy1apCTBEHHON TPAHUIIBI M IPOHUKHOBEHUS Ha 00BEKT
3aIIHTHI.

16

Oco06ble cyyan yTeuku HH(opMauu

CozeprxaHue y4eOHOTO MaTepHaa:

- NoObiBanue nHpopMalu 6e3 GU3NYECKOro NPOHUKHOBEHUU B KOHTPOIUPYEMYIO 30HY.
- [loctyn K ucToYHUKaM HH(popManin 6e3 HapyIIeHHs FOCyJapCTBEHHON MPaHHIbL.

- KoMIuiekcHOE HCTIONB30BaHNE TEXHUIECKUX CPEICTB PA3BEAKH.

4.2. 3aHATHS CEMUHAPCKOTO TUIIA.

JlaGopatopHbie paOOThI

HaumenoBanue mabopatopHbIx paboT / KpaTKoe CoepKaHue

Beenenue B mHpoOpManmonnyo 0e3omacHocTh. CTaHIapTHl M OpraHU3aIINH,
paborarorire B 001acTH HHGOPMAITMOHHON O€30MTaCHOCTH

B PE3YyIbTATE BBINTOJTHCHU Ha60paT0pHOI7[ pa6OTI)I CTYACHT NMOJYUYUT NPAKTUICCKHUEC HABBIKU MTOMCKaA
HOpPMaTHBHOW MH(pOPMAIMHK B rI100aNIbHOI ceTH, paboThl ¢ HOpPMaTHBHBIME akTaMu B cepe Vb, HaBbIku
BBISIBJICHUA U yU€Ta I/IH(I)OpMaI_H/IOHHBIX AKTHBOB 3a[HI/IHIaeMOI>’I OpraHu3aiuu.

Yrpo3bl nHPOPMAIIOHHON 0€30ITaCHOCTH

B pesynbprarte BRIOTHEHHUS Ta00paTOPHOI pabOTHI CTYICHT MOMYYHUT HABBIKA CO3aHHS CIIFICKA
WHPOPMAIMOHHBIX aKTHBOB, OTIPEACTICHNS aKTYAIbHBIX YTPO3 HH(POPMAIIMOHHOW 0€301IaCHOCTH,
KJ'IaCCI/I(I)I/IKaIII/II/I HUCTOYHHUKOB YI'PO3 U 3am1/1111aeM0171 I/IH(l)OpMaIII/II/I B COOTBCTCTBHH C CyIlICCTByIOIlIeﬁ
HOpPMATHBHOM 0a30H.

INonuTHka 6€30IaCHOCTH. Pa3pa60TKa MOJINTHUKHU O€30IaCHOCTH
B pesynbrate BbINOIHEHHS 1a00PaTOPHOI pabOThI CTYIEHT MOJMYYHUT MPAKTUUECKHE HABBIKH Pa3padOTKH
MOJUTHKH MH(POPMALIMOHHOM 6€30MaCHOCTH MPEIPHUSITHSI.

Kpunrorpaduueckas 3amura. [lludpoBanue u pacmmdpoBanmne JaHHBIX

B pesynprarte BeIOTHEHUS Ta00paTOPHOI paboTHI CTYIEHT IPpHOOpETaeT HABBIKH PAOOTHI ¢ 0a30BBIMHU
KpunTorpauueckuMy aJropuTMaMi U COBEPIICHCTBYET CBOM HaBBIKH IPOrPAMMHUPOBAHUS Ha SI3BIKAX
BBICOKOTO YPOBHSI.

N3zyuenune obopynoBanus cteHaa « CUCTEMbI KOHTPOJIS M YIPABJICHUS JOCTYIIOM)

B pesynbrate BbINoIHEHHS 1a0OPATOPHOI PadOTHI CTYJEHT U3y4yaeT cocTaB J1abopaTopHOTo
000pyIOBaHUs, TEXHUKY 0€30MMacCHOCTH MPH paboTe C HUM M TOTOBUTCS K BBITIOJTHEHHUIO MTOCIICAYOIINX
1a00paTOpPHBIX padoT.

N3zyuenne nntepdeiica cesazu Dallas Touch Memory (iButton)
B pesynbprarte BRIIOTHEHHUS Ta00paTOPHOI paboTHI CTYIEHT MPHOOpETaeT HaBBIKK PabOTHl ¢ HOPMAaTUBHON
U TEXHHYECKON TOKyMEHTAIHel 1 MOATOTOBKe K paboTe uHTepdeiica cBs3u iButton.




n/n

HanmenoBanwue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue

KonTtposnb noctyma ¢ momompio cuntsiBarelns iButton u koutposepa CKY/I B
aBTOHOMHOM PEXHMeE

B pesynbrate BhIOIHEHHS 1TAOOPATOPHOI PabOTHI CTYJEHT MTPUOOPETAET HABBIKM KOHTPOJIS IOCTYIa B
IIOMCIICHHUEC C IIOMOIIIBIO CUYHUTHIBATCIIA iButton, BKJIrO4as NporpaMMHUpOBaHUC KJIIOUEH 1 BCIACHUC 0a3bl
JaHHbIX IOJIE30BaTeleH.

W3zyuenne nuntepdeiica csazu Wiegand
B pesynbrarte BRIIOTHEHHUS Ta00paTOPHOI paboTHI CTyIeHT PpHOOpeTaeT HaBBIKK PabOThI ¢ HOPMAaTUBHON
1 TEXHIYECKON TOKyMEHTaNnel 1 MOAroTOBKe K paboTe nuHTepdeiica cBazn Wiegand.

N3yuenue RFID-TexHon0rum v CTaHgapTOB KapT IOCTyIa

B pesynbrare BRIIOTHEHUS Ta00paTOPHOI paboTHI CTYIEHT MPHOOPETaeT HABBIKH UCTIOIh30BaHUS
HOpMaTPIBHOfI JOKYMCHTAIWU - CTAHAAPTOB Ha KapPThl JOCTYIla U BBIIIOJIHACT MMOATOTOBKY K pa60Te C
RFID-o60pynoBannem.

10

KonTpons nocryna ¢ nomoupsto RFID-cuutsiBatens u kontponepa CKY /] B

ABTOHOMHOM PCIKUMC

B pesynbrate BIOTHEHHA 1JAOOPATOPHOI pabOTHI CTYIEHT IMIPUOOPETAeT HAaBBIKM KOHTPOJIS IOCTYIA B
MIOMEIIEHUE C TIOMOIIBIO CYUTHIBATENS KapT focTyna o RFID-texHonorny, BKiIr0Yast IporpaMMHUpPOBAaHHUE
KapT ¥ BeieHHe 0a3bl JaHHBIX MTOJIb30BaTEICH.

11

KonTpone noctyna ¢ momonipto koutposiepa CKY /[ B cereBoM pexume
B pesynbrate BhINOIHEHHS 1a00OPaTOPHOI PabOTHI CTYJCHT MTPUOOPETAET HABBIKK KOHTPOJIS IOCTYIA B
MMOMEIIICHUE B CETEBOM pexkuMe paboTsl kouTposuiepa CKY /.

12

H?;y‘-ICHI/Ie TEXHOJOI'nu CUYUTBhIBAHUA 6I/IOMCTpI/I‘IeCKI/IX JaHHBbIX

B pesynbrate BbINOIHEHHS 1a00paTOPHOM pabOThl CTYJEHT NPUOOPETAET HABBIKU C TEXHUYECKON
JIOKyMEHTAIMEH, N3yJaeT cocTaB 000pYyIOBaHUS CUNTHIBAHNS OMOMETPHYECKNX JAHHBIX M TOTOBHUTCS K €TO
UCTIONI30BAHMIO.

13

KOH(bI/Il"ypI/IpOBaHI/IC 6I/IOMeTpI/I‘IeCKOFO CUHHUTBLIBATCJII B ABTOHOMHOM PCKUME

B pesynbrate BeIIOIHEHHS 1TAOOPATOPHOI PabOTHI CTYJEHT IMTPHOOPETAET HABBIKM KOHTPOJIS IOCTYIa B
MIOMEIEHNE WX K paboyeMy MeCTy C ITOMOUIBIO aHaIN3a ero OMOMETPUYECKUX JaHHBIX — OTIIEYaTKOB
nanbla.

14

YcTaHOBKa yCTpOHCTBA KOHTPOJIS JOCTyNa K KOMIIbIOTepy «Co00ab»
B pesynbrate BbINOIHEHHS 1a00paTOPHOI pabOThl CTYIEHT U3ydaeT YCTpoicTBO «Co00ib», TEXHUKY
0e30MacHOCTH TIpH PabOTe ¢ HUM M YCTaHABIHMBAET €r0 Ha KOMIIBIOTEP.

15

3aHII/ITa OT HCCAHKIIUMOHHUPOBAHHOT'O AOCTYyIIa

B pesynbrarte BRIOTHEHUS Ta00paTOPHOI pabOTHI CTYICHT MOTYYHUT 0a30BbIC HABBIKH 3AIIUTHI
uapopmanuu ot HCJI: obecriedeHne 6€30macHOCTH MePCOHATBHOTO KOMITHIOTEPa CPEACTBAMH
OTIepallMOHHON CUCTEMBI U ¢ TToMoIbio USB-kitoueii.

16

3ammra uHPOPMALIMKU B TII00aTHHON CETH
B pesynbrare BeIOIHEHUS Ta60paTOPHOIT pabOTHI CTYSHT NOIYYIHUT HABBIKK 0€30TIaCHOTO MCTIOIH30BAHUS
cetu Internet.

4.3. CamocrosiTenbHas padoTa 00yJarOIInXCs.

Bun camoctosTensHOM paboThI

Pabora ¢ IeKIIMOHHBIM MaTEpUAIOM




rjl\ign Bun camocrosiTenbHO#M paboTh
2 |[loxroroBka k 1abopaTopHBIM paboTam

3 | BoimonmHeHne KypcoBoi padoTHI.

4 | IloarotoBka K NpOMEXYTOYHOU aTTECTALIUH.

5 | [loaroroBka K TEKyIIeMy KOHTPOJIIO.

4.4. IlpumepHbIi IEpeUeHb TeM KYpPCOBBIX PabOT

1. MeTonbl U TEXHUYECKHE CPEJICTBA CheMa KOH(MHICHIMAIBHOW pEeUeBOM
MH(}OpPMAIMK C UCIIOJIB30BAHUEM BTOPUYHBIX NIEPEU3ITyUaTEICH.

2. VYcnoBus u CyOBEKTHBHBIE (AKTOpPBI, CHOCOOCTBYIOUIME YTEUKH
“H(pOpMAIMK 10 TEXHUYECKUM KaHajaM, METOJIbI U CIIOCOOBI MIPOTUBOACHCTBUS
yTeuke HHPOPMALIHH.

3. VYcnoBuss u CcyObeKTHBHBIE (AKTOPBI, CIOCOOCTBYIOIIUE YTEUKH
uH(OpPMAIUHU 10 TEXHUYECKUM KaHajaM, METOJAbl U CIOCOOBbI MPOTUBOICHCTBHUS
yTeuKke HHPOPMAIIHH.

4. VYcnoBus U CyObEeKTHUBHBIE (DAKTOPBL, CIOCOOCTBYIOIIUE YTEUKH
HH(pOpMAIINKU 10 TEXHUYECKUM KaHajaM, METOJIbI U CIOCOObI MPOTUBOACHCTBUS
yTeuke uHpOopMaIuu.

5. Texuuueckue CpeaAcTBa KOHTPOJS, OOHApPYKEHHUS, YHUUYTOXKCHUE
3aKJIaJIHBIX YCTPOMCTB, B CIA00TOYHBIX TMHUSAX CBSI3U, MOPsIIOK ipoBeneHus 31IM.

6. MoaenmupoBanre BepOaTbHOTO OOBEKTAa 3alIUTHI, TJE BEIYTCS
KOH(HICHIIUATTLHBIEC TIEPETOBOPHI, BOBMOXKHBIX yTpo3 0€30MacHOCTH HHGOPMAITHH
JUIsl aKyCTUYECKHX KaHAJIOB yTeukw WHGOpMaImu, pa3paboTka METOIOB W
TEXHUYECKHUE CPEACTB 3alIUThl UHPOPMAIUH.

7. Tlopsimok MPOBENECHUS aTTECTAIMOHHBIX HWCIBITAHUM 10 TpeOOBaHHSIM
0e3onacHocT HHQOPMAILIMK Ha TpUMeEpe BepOAIbHOT0 00hEKTa HH(POpMATH3AIIUH.

8. Texnuueckue cpeacTBa KOHTPOIIS A3 (HEKTUBHOCTH 3aIIUTHI HHPOPMAIIUN
Ha IpUMepe BepOabHOro0 00beKTa HH(DOPMATH3AIINH.

9. Ilopsanok mpoBEAEHHUS aTTECTAIMOHHBIX HMCIBITAHUN 1O TpeOOBaHUIM
Oe3omacHoCcTH HHPOPMAIMH Ha TPUMEpE BepOaIbHOTO 00beKTa HHPOPMATH3AIIH.

5. llepeueHp wu3AaHWN, KOTOPBIE PEKOMEHIYETCS HCIIOJIb30BaTh IIPH
OCBOEHUHU JTUCIUIUIMHBI (MOJTYJIST).

Ne
. bubnnorpaduueckoe onucanue Mecro nocryna
1 lNonposckuii 1.M., XKenenkos b.B., CadonoBa URL.: 03-42764.pdf
U.E.Kpunrorpaduyeckas 3auTa KOMIbIOTEPHO# (miit.ru). (zata




uH(pOpPMAIIMH : METOJ. YKa3. K j1ab. pal. mo JAuCIIL. obpamenus 03.03.2024)
"TeopeTuIecKre OCHOBBI KOMITBIOTEPHOI Ge30macHocTh" s | TeKeT :

CTya., 00y4. mo Hanp. "MHpopmannonHas 6€30macHOCT" / Herocpe/ICTBeHHbIH.004
MUUT. Kad. "BeruncnutensHbie cucTeMsbl U ceTu'. - M. T'60
:MI'VIIC(MUUT), 2013. - 36 c. : uin. - bubnuorp.: c. 46. (B
nep.)

2 I'onmosckuii S1.M. ,)Kenenkos b.B., Llpiranosa H.A. - URL: DC-407.pdf
MapiupyTH3anus B KOMIIBIOTEPHBIX CETSX : [DIeKTpoHHbli | (miit.ru).(zata
pecypc] : yae6. mocobue o auci. "CeTu u ?FGPaIHeHH’I 03.03.2024)

€KCT

TeJleKOMMYHUKauuu" 11 cryA. Hamp. "MHpopmaTika u
HenocpencTBeHHbINH.004

BerunciuTenbHas texuuka" ; MUUT. Kad. .

"BrruncaurtensHbie cucteMsl U ceTu'. - M. : PYT(MUUT),
2017.-114c.

3 IudpoBanue ¢ OTKPHITHIM KITFOUOM: METOJ. yKa3. K 11ab. pad. | URL: 04-46051.pdf

no aucy. UadopmanuonHas 6e30MacHOCTb U 3aIlUTa (miit.ru). (zata
uH(pOpMALIUU AJIS CTY/[. Cliell. ABTOMATH3HUPOBAHHBIC obpamenns 03.03.2024)

cucTeMbI 06pabOTKU MH(POPMALIUK H yIIPABJICHHUS, Texcr :

HenocpencTBeHHbINH.004

NupopmanronHsie cuctemsl ¥ TexHoaoruu / 3.1. K7

Koctrokosckas, A.M. Y nanos; MUUT. Kad.
ABTOMaTHU3UPOBAHHBIC CUCTEMBI yripaBieHusd. - M.: MUNT,
2008. - 28 c. : un. - bubmuorp.: c. 26.

4 Xenenkos bopuc Bragumuposny. KaHanbHbll ypOBEHb URL: 03-41547.pdf
mozenu OSI : MeTos. yka3. k 1a6. pa6. no auciy,. "Ceru DBM | (miit.ru).(zara

Y TEJIEKOMMYHUKaIMKU" JUIsl CTY[. 4 Kypca Chell. oOparenus
03.03.2024).ITonounsIit

"BBIYUCTUTENbHBIEC MAIITMHBI, KOMITJICKCHI, CHCTEMbBI M CETH ',
mwdp 004-K51

Hanp. "MHpopmaTrka 1 BeluMcIuTeNbHAs TexHuka" / b.B.
Kenenkos ; MUUT. Kad. "BeraucnureabHbie CHCTEMBI U
cetu". - M. : MUUT, 2011. - 50 c. : mn. c. 49. - TekcT :

HENOCPEICTBEHHBIN

5 3anuiieHHbIe OeCIPOBOIHBIC U MOOMIIbHBIE KoMMyHHKanun: | URL: 04-35015.pdf
Vu4eb. nocodue st CTy., 00yd. 10 MATKCTEPCKON (miit.ru). (zara
nporpamMmme be3onacHocTh U 3amuTa nHQ-IIUU HaTp. obpaenus 03.03.2024)

Tekcr :

WNudpopmaruka u Bbid. Tex.; MUUT. LleHTp KOMIETEHTHOCTH
HernocpencTBeHHbIH.681.3

3ammra u 6e3onacuocts nHpopmaruu / B.I1. Conosses, /1.B.
Hganos, H.H. Ilymko; Pen. B.I1. ConoBses. - M.: MUNT,
2007. - 121 c. : un. - bubnuorp.: c. 120

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JMaHHBIX U
WH(OPMAITMOHHBIX CIIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIOJB30BAThCS IPHU
OCBOEHUHU JTUCIUIUTHHBI (MOTYJIS).

CoBpemeHHbIe TIpodeccHOHaIbHbIC 0a3bl JAHHBIX W HH(POPMAIMOHHBIC
CIIPaBOYHBIC CUCTEMBI HE TPEOYIOTCHI.



7. IlepeuyeHb  JHUIEH3UOHHOTO U  CBOOOJHO  PACHPOCTPAHAEMOTrO
MpOrpaMMHOTO OOECIICUYeHHUs, B TOM YHCJIE OTEUECTBEHHOI'O MPOU3BOJICTRA,
HEO0OXOIMMOTIO0 /11 OCBOCHHUSI TUCIUTIIIMHBI (MOIYJIs).

Jlns mpoBeneHWS 3aHATHH 10 JUCHHUIUIMHE HeoOxoammo Hamumuue I[10
Microsoft Office

8. Omnucanne MaTepUATbHO-TEXHUUYECKON 0a3bl, HEOOXOAUMON ISt
OCYIIIECTBJIEHUSI 00pa30BaTEILHOrO Mpoliecca Mo JUCIUIUIMHE (MOIYJIIO).

Jns mpoBeneHHsT ayJUTOPHBIX 3aHATHH MU CaMOCTOSITEJILHOM palOThI
TpeOyroTCs:

- pabodee MeCTO TpenojaBaTeNsi C MEPCOHATBHBIM KOMIIBIOTEPOM,
noakrouéHHbIM K ceTsiM INTERNET;

- CIeUMAIM3UMPOBAHHAS  JIEKIMOHHAsT ayJAUTOpUs C  MYJbTUMEIHNa
anmnapaTrypoud U UHTEPAKTUBHOU JTIOCKOM;

-KomnbroTepHslil kilacc ¢ KoHIUIMOHEpOoM. Paboune mecTta CTyACHTOB B
KOMIIBIOTEPHOM KJjiacce, NoAKIIOYEHHBIE K ceTssM INTERNET

JInst npoBeAeHUsI MPAaKTUYECKUX 3aAHSATHMN:

- KOMIIBIOTEPHBIN KJIACC; KOHAULIMOHED;

- KOMITBIOTEPHI ¢ MUHUMAJILHBIMUA TPEOOBaHUSIMU.

B cnydae npoBeneHun 3aHATUN C MPUMEHEHUEM BJIEKTPOHHOTO O0YUYEHUS U
JTUCTAHIIMOHHBIX ~ OOpa30BATENIbHBIX  TEXHOJOTUWA  HEOOXOIMMO  HaJudue
KOMIIBIOTEPHOW TE€XHMKH, U1l OPraHU3aluy KOJUIEKTUBHBIX U UHIAWBUIAYAJIbHBIX
dbopm OOIIEHUST TEeNarorndecKux pabOTHUKOB CO CTYJIEHTaMH, IMOCPEICTBOM
HCIIOJIB3YEMBIX CPEJICTB KOMMYHHKAIIUU.

Jonyckaercst 3aMeHa 000pyI0BaHUS €r0 BUPTYAJIbHBIMU aHAJIOTaMH.

9. ®opma NpOMEKYTOUYHOM aTTECTALIUM:

Kypcosas pabota B 6 cemectpe.
DK3aMeH B 6 ceMmecTpe.

10. OueHouHble MaTEpUAIIBI.

OueHoYHbIE MaTepUalibl, IPUMEHSIEMbIE MPU MPOBEIACHUHN MPOMEKYTOUHON
aTTeCTaIy, pa3padaThIBAIOTCS B COOTBETCTBHHM C JIOKAIBHBIM HOPMATHBHBIM
aktom PYT (MUNT).
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