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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

JIuciuIuiiHa MOCBSIIEHAa U3YYEHUIO TEXHUYECKOW 3alluThl MH(POPMALIMH.
[enssmu ocBoeHUst yueOHOM AMCHUIUIMHBI « TexHuueckas 3amurta nHOOpMAIUN
SBIISIIOTCA (POPMUPOBAHUE KOMIIETEHIIMHM IO OCHOBHBIM pa3jielaM TeOPETHUECKUX
U TPAKTUYECKUX OCHOB OpTaHM3aIlMH CPEACTB 3alUThl HHGPOpMAIUH, IaTh
HEOOXOJMMbIE HABBIKA IO HCIOJB30BAHUIO CPEACTB 3alIUThl MH(GOpMAIMU B
KOMITBIOTEPHBIX CHCTEMAaX W OBJIAJICHUIO METOJaMU PEIICHUS COOTBETCTBYIOIIUX
3azay.

JluciuiuinHa mpenHa3HavueHa JJig TOJyYeHHs] 3HAHHWM, HEOOXOJMMBIX s
pEIICHUS CIIEYIONINX 3a/1a4:

- COop M aHamU3 UCXOJHBIX JTAHHBIX JAJIS MPOCKTUPOBAHUS CHUCTEM 3alllUThI
uHbOpMaIuy, ONpeaesieHne TpeOOBaHNUN, CPAaBHUTEIbHBIN aHAIN3 TOJCUCTEM 10
nokaszaTtessiM UHPOPMAIMOHHON O€3011aCHOCTH;

- IlpoBeneHue NPOEKTHBIX PACUETOB BJIEMEHTOB CHUCTEM OOecreYeHUs
TEXHUYECKOH 3aIUThl HH(OpMAIINH;

- VYyactue B pa3pabOTKE TEXHOJOTMYECKOM U IKCIUTyaTallMOHHOMN
JIOKYMEHTAI1H;

- IlpoBenenne nmpeaBapUTENbHOTO TEXHUKO-9KOHOMHUYECKOTO 0OOCHOBAHHMS
MPOEKTHBIX PACYETOB

- OcylecTBlIeHHE OPraHU3alMOHHO-TIPABOBOI0 00ECIEYEHUsI TEXHUYECKON
3alUThl 00bEKTa UH(OPMATU3ALINY;

- Opranuzanus paboThl MajibIX KOJUIEKTUBOB HCIOIHUTENEH C Y4eTOM
TpeOOBaHMIT 3aIUTHI HH(DOPMAITUY;

- CoBepIlIeHCTBOBAHUE CHUCTEMbI YIPABICHUS TEXHUYECKOW 3alllUThI
uH(bOopMaIuy;

- 3yuenue u 0000111eHIE OMBITA pAa0OTHI IPYTUX YUPEIKICHUHN, OpraHu3aIuit
U MPEeIIpUsATHI B 00J1aCTH MOBBIIIEHUS 3PPEKTUBHOCTH 3aIUTHI HH(POPMALUU U
COXpPAaHEHMS TOCYJAPCTBEHHOW U IPYTUX BUJIOB TAMHBI;

- KouTtpons appexkTuBHOCTH peanu3anuu MOJUTUKU TEXHUYECKOM 3alliuThl
nHpopMaru

- COop 1 aHaIM3 UCXOAHBIX TAHHBIX JIJIS MPOEKTUPOBAHUS CUCTEM 00pabOTKH
U aHanu3a MHAOPMALIUU C YYETOM HEOOXOAMMOCTH €€ 3allUThl B COOTBETCTBUU C
TpeOoBaHUSIMU 0e30MacHOCTH HH(POPMAIUY;

- YyacTue B NpOEKTUPOBAHUU CHUCTEM, KOMILJIEKCOB CPEACTB M TEXHOJIOTHI
o0paboTku u 3amuThl HHGOPMAIMU, B pa3pabOTKEe TEXHOJOTHMYECKON U
AKCILUTYyaTallMOHHON JOKYMEHTAIIHH;



- YyacTue B IPOEKTUPOBAHUH CHUCTEM, KOMILJIEKCOB CPEACTB M TEXHOJIOTUI
o0paboTku ¥ 3amuThl HHPOpPMALMU, B pa3pabOTKE TEXHOJOTHYECKOW U
AKCIUTYaTallMOHHOW JOKYMEHTALUH.

- YCTaHOBKA, HACTPOIKA, SKCIUTyaTalus U MO AepKaHue B pab0OTOCIIOCOOHOM
COCTOSIHUM KOMIIOHEHTOB CHUCTEMbl O00€CIeUeHUS TEXHHUYECKOM  3alllUThI
uH(OpPMAITUH C YYETOM YCTaHOBJICHHBIX TPEOOBaHUIA;

- a/IMUHUCTPUPOBAHHE MOJICUCTEM TEXHUUYECKOH 3alIUThl 00BEKTa, yUacTHE B
NPOBEICHUH AaTTECTallUd OOBEKTOB MH(pOpMaTH3aUMd 10 TpeOOBaHUAM
0e30MacHOCTH MH(POPMALIUU U ayIUTE€ ABTOMATU3HUPOBAHHBIX CUCTEM.

2. [Inanupyemble pe3ysbTaThl 00y4YEeHHUs 110 AUCIUIUIMHE (MOAYJIIO).

Ilepeuenp GopMUPYEMBIX pe3yJbTAaTOB OCBOCHHS  00pa30BaTEIbHOU
mporpamMmbl (KOMIIETEHIINI) B PE3yIbTaTe 00YUEHUS M0 TUCIHUILIAHE (MOIYIIIO):

OIIK-9 - Cnoco0eH mNpUMEHSTh CpeAcTBa Kpunrorpapuueckoi u
TEXHUYECKOM 3aluThl MHGOpMAlUKU Uil pPElIeHHs 3adad IpodeccruoHambHOM
JESTETHHOCTH ;

OIIK-10 - Crmoco0eH B KadecTBe TEXHHUYECKOTO CHEIHATUCTa MPUHUMATH
yyacTueé B (POPMHpPOBAHUU TOJUTUKU HUHGPOPMAIMOHHONM 0€30MacHOCTH,
OpPraHU30BbIBATh U TOJIJICPKMBATH BHITIOJIHEHUE KOMILIEKCA MEp 10 00SCIICYCHHUIO
nH(OPMAITMOHHONW O€30MMacCHOCTH, YMPABJIATh NPOIECCOM HX pealHu3allid Ha
00BbEKTE 3aIMTHI ;

OIIK-12 - CnocobeH mNpOBOAUTH MOATOTOBKY HWCXOMHBIX JAHHBIX IS
MPOCKTUPOBAHMSI TTOACUCTEM, CPEICTB 00ECTICUCHUS 3aIUThl HH()OPMAITUU U IS
TEXHUKO-IKOHOMHYECKOTO 0OOCHOBAHUS COOTBETCTBYOIINX MTPOCKTHBIX PEIICHUI
:

IIK-1 - cnocoOHOCTBIO BBIMOJHATH PaOOTHI MO yCTAHOBKE, HACTPOHKE WU
OOCITY)KMBAaHWIO TPOTPAMMHBIX, MPOTPAMMHO-aNNapaTHBIX (B TOM YHUCIC
KpUTNITOTpadUueCKX) U TEXHUYECKUX CPEJICTB 3aIUTHl HH(OPMAITIH .

OOyueHue 1o JuCUUIUIMHE (MOJYJII0) IPEAIoaaraet, 4YTo 1o ero pe3yJbraraM
oOyuatoruiicst Oyier:

3HaTh:

- KOHIIETIUIO MH)KCHEPHO-TEXHUYCCKOM 3aIUThl HH()OPMALINH;

- HOPMaTHBHO-TIPABOBBIC JOKYMEHTBI oOOecreueHrus HH(POPMAIMOHHOM
0e3011aCHOCTH;

- TEXHUYCCKHE KaHAJIbl YTeUKH HH(POpMAIIUK;

- (hu3MYeCKHe MPUHIIMITEI YTEYKH HHPOPMAIUH 110 TEXHUICCKUM KaHaJIaM;



- METO/Ibl OOHAPYKEHUS U 3aIUTHI H(OPMALIMU B TEXHUYECKUX KaHAJIaX OT
€€ YTEUKHU.

YMerh:

- IPUMEHSITh METOJIbl HH)KEHEPHO-TEXHUIECKON 3alUThl HH(POPMAITUH;

- aHaJM3UpOBaTh BO3MOXKHBIC YSI3BUMBIE MECTa TEXHHUYECKOW 3alluThI
uHdopMaIuy;

- IPOBOJIUTH MPEABAPUTEIbHBIN COOP JAHHBIX O TEXHUYECKUX YA3BUMOCTSIX;

- TPOEKTHPOBATh CHCTEMBI 3aIUTHl U TMPOBOAUTH AHAIN3 PUCKOB YTCUKH
nH(OPMAITUH TI0 TEXHUYECKUM KaHaJIaM.

Baaners:

- HaBbIKaMU PalbOTHl C MPOrPaMMHBIM O0ECIIEUEHHUEM IO OLIEHKH PUCKOB
yTeUYKd HHPOPMAIMU MO TEXHUYECKUM KaHajaM M MpOorpaMMHO-anmnapaTHbBIMU
KOMITJIEKCAMH T10 BBISIBICHUIO KAaHAJIOB yTEUYKU MHPOPMAIIHH;

- HaBBIKAMU OPTaHU3AIMU KOHTPOJIS TOCTYIa K HH(OOPMAITMOHHBIM aKTUBAM
C IOMOIIBIO TEXHOJIOTUU CMapT-KapT;

- HaBBIKAMM HACTPOWKH, AJIMUHHCTPUPOBAHUS U HUCIIOIB30BAHUS CHCTEMBI
OMOMETpPUYECKON ayTeHTU(PUKAIINY TT0JIH30BATEIICH;

- HaBBIKAMU YCTAHOBKH M AKCIUTyaTallMd CUCTEMBI YIIPABJICHUS JHOCTYIIOM K
CPEACTBaM BBIYMCIIUTEIIBHON TEXHUKHU C ITOMOIIBIO CIEHUATM3UPOBAHHBIX IUIAT U
AIEKTPOHHBIX KIIIOUEH.

3. O0beM IUCHUIUIUHBI (MOJTYJIS).
3.1. Obmas Tpy10€MKOCTh JUCIUIUIMHBI (MOIYJIS).

OO6masi TpyIOEMKOCTh AUCUUIUIMHBI (MoayJsi) coctaBisier 4 3.e. (144
akaJeMHUYEeCKHUX Jaca(oB).

3.2. O6bem aucuMmuiuHbl (Monaynsi) B (opMe KOHTAaKTHOM paboOThI
oOydaromuxcst ¢  MeJIarorH4ecKMMH  paboTHUKaMu M (WIM)  JIMLAMH,
IPUBJIEKAEMBIMH K peaju3alnu 00pa3oBaTesIbHOM MporpaMmbl Ha UHBIX YCIOBHSIX,
IPU MIPOBEICHUH YUEOHBIX 3aHATUN:

KomnuectBo yacos

Tun yuyeOHbIX 3aHATHH
Bcero | Cemectp Ne6

KonrakTHas paboTa rmpu npoBeieHUH Y4eOHBIX 3aHSTHH (BCEro): 64 64

B ToMm uucne:

3aHATHS JIEKIIMOHHOT'O THUIIA 32 32

3aHATHS CEMUHAPCKOTO THUTIA 32 32




3.3. ObpeM muctUIUIMHBI (MOAYJs) B (pOopMe CamMOCTOSITENbHOM pPabOTHI
oOyyaromuxcs, a Takke B (opMe KOHTAKTHOM paboOThl OO0ydYaroIuxcs ¢
MeAarorn4ecKuMI pabOTHUKAMU U (WJTH) JIUIIAMH, TPUBIIEKAEMBIMH K peaTn3aliu
0o0pa3oBaTeNpbHOM MpOrpaMMbl HA HMHBIX YCIOBHUSX, IMpU MPOBEACHUU
IPOMEXYTOUHOM arTecTanuu coctabiseT 80 akageMHUUecKUX Jaca (OB).

3.4. Ilpu oOy4eHnn Mo HHAUBUIYATFHOMY YI4€OHOMY TIJIaHY, B TOM YHCIIE TIPU
YCKOPEHHOM O0yY€HUH, 00bEM TUCIUIUIMHBI (MOJYJIsI) MOXKET ObITh peaan3oBaH
MOJIHOCTBIO B (DOpME CaMOCTOSITENIbHON padoThl 00yYarouxcs, a Takke B (hopme
KOHTAKTHON paboThl 00YYaIOIIMXCS C MEJarorndyecCKuMU paOOTHUKAMHU U (WJIH)
JUIAMU, TPUBIIEKAEMBIMU K peali3aliii 00pa3oBaTeIbHONW POrpaMMbl HA HHBIX
YCJIOBUSIX, TIPH MPOBEJCHUU IPOMEKYTOUYHOM aTTeCTalIUU.

4. ConepxaHue JUCHUTUIAHBI (MOIYJIA).

4.1. 3aHATHA TEKIUOHHOTO THUIIA.

/ TemaTuka JIEKIIMOHHBIX 3aHATUN / KpaTKO€ COACPIKAaHUC
II/11

1 |BBenmeHue B TEXHUYECKYIO 3aIIUTy HHPOPMAIHH
Conepxanue y4eOHOT0 MaTepuaa;

- BBenenue.

- UadopManus. u 3ammra JaHHBIX.

- KonpunennmaasHOCTh HHPOPMALINH.

- llemocTHOCTH MHpOPMALIHY.

- HoctynHocTh HH(pOpManum.

- CiyxeOHast nHGOpMAIHs.

- JIn4yHbIC TaHHBIE.

- l'ocynapcTBeHHBIE CTPYKTYPBI, OTBEYAIOIIUE 32 3aIUTY JaHHbIX.

- OnpeneneHue Ciry)keOHOM TaiHbI.

- 3akoHomaTensCTBO PD B 00acT HHGOPMAIIMOHHOM OE30MAaCHOCTH.
- Uadopmanmonnas 6€30macHOCTb KOMMEPUYECKOH CTPYKTYPHI.
-TumnoBoit HabOp JOKHOCTEH, CBA3aHHBIX C 3aIUTON JaHHBIX HA MPEATIPUATHH.
- MexxayHapoHbIe CTaHIAPTU3UPYIOIIE OpraHH3aIHH.

- Crangaptel PO B o6sacti nHPOpMaMOHHOH 6€30MacHOCTH.

2  |Yrpo3sl uH)OPMAIIMOHHOM OE30TTaCHOCTH

Cogneprxanue yueOHOTO MaTepuaa:

- [Ipupoja BO3HUKHOBEHMSI yIPO3.

- Knmaccudukanus yrpo3 mo npegHaMepeHHOCTH HPOSIBICHHS.

- Knnaccuukanums mo HCTOYHUKY yTpO3BL.

- Knaccudukarnms no crenenu Bo3neicTBIs Ha HHPOPMAINOHHYIO CUCTEMY.

- [To crmocobam moctyma k pecypcam HHPOPMALMOHHOW CHCTEMBI.

- Yrpo3sl 6e3omacHOCTH HHYOPMAITHOHHON CHCTEMEI.

- MeTozab!l NpOTUBOACHCTBUS HECAHKIIMOHUPOBAaHHOMY JOCTYILy, ceTeBol pa3seake 1 DOS-arakam.

3  |[lomuTuka 0e30macHOCTH
Coneprxanue yuyeOGHOT0 MaTepuaa:




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- CTpyKTypa IIOJUTHKU O0€30TTaCHOCTH.
- basoBas nonuTHka 6€30MacHOCTH.
- Criennanm3upOBaHHbIE IOMUTHKH O€301TaCHOCTH.

Kpunrorpaduueckas 3ammra

Conepxanue y4eOHOTO MaTepuaa;

- Knnaccudukanms kpunrtorpaduuecKux anropuTMoB.

- OCHOBHBIE OTIpeICIICHUSL.

- Haznauenue mmdpoBanus.

- [IpuHIMIB! KpUNTOrpagUIECKOro 3aKPHITUS HHPOPMALNHL.
- [IpocTsie MeTOBI MNGBPOBAHUISL.

- Tabmma Bmxunaepa.

- ITndpoBanme ¢ OTKPHITHIM U 3aKPHITHIM KITIOYAMH.

- OCHOBHBIE BH/IBI aTaK Ha KPUITOAJITOPUTMBEI.

- CHMMeTpUYHBIE KPUIITOAITOPUTMEL.

- Anroputm DES.

- Anroputm 3DES.

- Anroputm AES.

- Bonpochl cTOMKOCTH KPUIITOANTOPUTMOB. IIpo0IeMa pactpeaeIeHus KITfoueii.
- locTOMHCTBA M HEJOCTATKH CUMMETPUYHOTO MH(POBAHMS.
- ACUMMETpHYHBIE KPUIITOAJITOPUTMBI.

- Anroput™ RSA.

- Anroput™ duddu-Xsnmana.

- DNeKTPOHHO-IU(POBAst MOAIHUCH.

- locTonHCTBa M HEJOCTATKU aCHMMETPUYHOTO MIN(POBAHKS U 00J1aCTh €ro MPUMEHEHHSI.

3amuTa OT HECAaHKIIMOHUPOBAHHOI'O JOCTYTIA

Conepxanue y4eOHOT0 MaTepuaa;

- AyTeHTH(HKANKs, aBTOPU3AIUS U aAMIHUCTPHPOBAHNE IEHCTBUI TIOIH30BaTEIICH.
- OCHOBHBIE TIPUHIIAITBI CUCTEMBI AAA.

- Meronp! ayrentudukanun: naponu, PIN n Gnomerpudeckue qaHHble.
- Apropuzauus. Accounting.

- CepBep AAA.

- ®unbTparus Tpaduka.

- Cnucku gocTymna.

- Nucnekus tpaduka.

- TpaguuUOHHBIN MeXKCETEBOM KpaH.

3ammra nHGOpMaIMH B TI100aTEHON CETH
Copeprkanue yaeOHOTO MaTepraa;

- 3ammra http-Tpaduxa.

- XapaxkTepHbIE YTPO3bI.

- 3amuineHHsIi mpoToko httpd.

- Hudpossie ceprudukatsl.

- BupryanbHas yacTHas ceTb.

Knaccugukanus u o61iast XxapakTepuCTHKA TEXHUYECKUX CPENICTB JOOBIBAHUS
uHpOpMaun

CopeprkaHue yaeOHOTO MaTepraa;

- CrieninansHbIe TEXHHYECKIE CPEICTBA.

- OCHOBHEIE TAaKTUKO-TEXHUYCCKHUE napamMeTpbl CpeACTB I/IH(I)OPMEIHI/IOHHOﬁ Pa3BCAKU.

- TexHoMmOrMYECKas KJIIaCCU(PHUKANUS CIeNUATFHBIX TexHnIeckux cpencts (CTC).

Hasnauenue u GpyHKIUM BUIOB pa3BeIKH
Copeprxkanue yueOHOTO MaTepuaa;
- OCHOBHBIE TTOHATHS.




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- XapakTepUCTHKa pa3BelbIBATEIbHOMN €A TENbHOCTH.

- ®opmbl pazBepIBaTENFHON HH(DOPMAITIH.

- Kanans! pacripoctpanennst ”HpOpMaIny.

- CTpyKTypa pa3BebIBaTelbHbIX CiTyk0 ObiBIIero Coserckoro Coro3a.
- Crpykrypa KI'b CCCP.

- CTpyKTypa ci1y>k0bl BHEIIHEW pa3Be/IKH.

Crneucnyx06s1 CIIIA

Copeprxkanue yaeOHOTO MaTepraa;

- PassenwiBatensHOE coobmectBo CIIA. IIPY (CIA). PYMO (DIA) AHB (NSA). HYBKP (NRO). ®BP
(FBI).

10

Onruueckast pa3B€aKa

Copeprkanue y4eOHOTO MaTepraa;

- OnTHYecKUe KaHAIBl YTCUKU HH(POPMAITUH.

- [IpyHIUIIBI ONITUYECKOW Pa3BEAKU.

- Texauueckue XxapaKTEPUCTHKU CPEICTB ONTUIECKOM Pa3BEIKH.
- O01me xapakTepUCTHUKN YeTI0OBEUECKOro Tiiasa.

- XapaKTepUCTHKH 0OBEKTUBOB.

- XapaKTepUCTUKHU BH3YaIbHO-ONTUICCKUX MIPHOOPOB.

- XapaKTepuCTUKU (POTO- ¥ KHHOAIIAPATOB.

- Texunueckue XxapaKTEepUCTUKU CPEICTB TEIEBU3MOHHOM Pa3BEIKH .
- XapaKTepUCTUKHU MPHUOOPOB HOYHOT'O BUICHUS.

- XapakTepUCTUKH TEIIJIOBU30POB.

11

PanuonnexTpoHHas pazBeaka

Copeprkanue yueOHOT0 MaTepraa;

- OO01m1as XxapakTepruCTUKa PaInOdIEKTPOHHON Pa3BEIKH.

- Oco0eHHOCTH, IIeTIeBOe Ha3HAUCHNE, ICTOYHUKH U TEXHHYECKIE CPECTBA.
- IlemeBoe HAa3HAUCHHE.

- UcTounukm.

- TexHUYeCKHE CpeICTBA PAHOIICKTPOHHON Pa3BEIKH.

12

[Tepexsat undopmanuu nocie 2000 roga
CopepxaHue y4eOHOr0 MaTepHana:

- [IpoGnembl nepexBata nHGOpMALIUH.

- O0opy/J0BaHKE CUCTEM TepexBaTa HH(HOPMAIHH.

- PapinosnexTpoHHbIe KaHABl YTEUKH HHPOPMAIIKH.
- OCHOBHBIE TIOKA3aTEH.

13

HSJ’Iy‘l&TCJ’II/I QJICKTPOMATrHUTHBIX noJiei

CopeprkaHue y4eOHOTO MaTepraa;

- OCHOBHBIE ITOHSTHS.

- AHTEHHBI.

- CniyuaiiHble H3my4aTemy.

- DJIEKTPUIECKUI TATIONb.

- MarHuTHBIN JHUIIOJIb.

- CpaBHHUTENBHBIA aHAIN3 TTOJIEH AIEKTPUYECKOTO ¥ MArHUTHOTO JUIIOJS.
- KpaTkas ¢popMmynupoBKka pe3yIbTaToB CPaBHUTEIHHOTO aHAIN3A.

14

AKYCTI/I‘-ICCKB.SI pa3BcaKa

CopeprkaHue y9eOHOTO MaTepraa;

- AKyCTHYECKHE KaHAIIbI YTEUKU HH(POPMAIIHH.
- O01mas XxapakTepUCTHKA.




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- [IpsiMoii akycTHYECKUI KaHAaI.

- BubpoaxycTuueckuii kaHa .

- ONTHUKO-aKyCTHYECKUN KaHal.

- DJIeKTPOaKyCTUYECKUN KaHal.

- Texnuueckue cpencTBa akyCTHUECKON pa3BeaKH.
- OyHKIIUU TEXHUYECKUX CPECTB.

15

MuxkpodoHsI

Copeprkanue yaeOHOTO MaTepraa;

- [IpuHIIMN neiicTBUS MEKPO(OHOB.

- [IpuHIMD NeHcTBHS CIy9YalfHBIX 3JEKTPOaKyCTHIECKUX TpeodpasoBareneii.

- XapaKkTepHuCTHKA U3BECTHBIX TEXHUUECKHUX CPEICTB.

- Crioco05! 1 cpenicTBa 100BIBaHHS MH(OPMALINH O PAANOAKTUBHBIX BEIIECTBAX.

- Hoctyn x nHpOpManuy 0e3 HapyIIeHNs TOCyJapCTBEHHOW I'PaHUIIbI U IIPOHUKHOBEHUS HA 00BEKT
3aIIUTHL

16

Oco0ble cyyan yTeuku HH)OpMaIu

Cogneprxanue yueOHOTO MaTepuaa:

- lo6r1Banme nHGOpManuu 6e3 GU3NIeCKOro MPOHUKHOBEHUH B KOHTPOJIHPYEMYIO 30HY.
- JlocTyn K HCTOYHHKaAM MHpOpMaryy 0e3 HapyIIeHUs TOCy JapCTBEHHOM IPaHULIBL.

- KommiekcHoe Cnoiib30BaHNe TEXHUUECKUX CPEICTB PA3BEIKH.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlaGopatopHbie paOOTHI

/1

HaumenoBanue nabopatopHbix paboT / KpaTkoe coJep:KaHue

Beenenue B I/IH(I)OpMaI_II/IOHHYIO 0€30I1acHOCTb. CTaHI(apTLI " OpraHu3anuu,

pabortatomiye B 001acT HHHOPMAITMOHHON 0€30IacHOCTH

B pesysbTaTe BHIIONHEHMS 1a00paTOPHOH pabOThI CTYICHT OTYyYHUT HPAKTHICCKUE HABBIKM MTOMCKA
HOpPMaTHBHOW MH(pOPMAIMHK B rI100ANBHOI ceTH, paboThl ¢ HOpPMATHBHBIME akTaMu B cepe Vb, HaBbIku
BBISIBJICHUS U ydeTa HHQOPMAIIMOHHEIX aKTHBOB 3allIMIaeMOl OpraHU3aliH.

YTrpo3sl nHDOpMAITMOHHOM 0€30TTaCHOCTH

B PE3YyIbTATE BLIITOJTHCHU S na6opaT0pH0171 pa6OTBI CTYACHT NMOJYUYUT HAaBbIKU CO3aHUSA CIITUCKaA
I/IH(i)OpMaIII/IOHHBIX AKTHUBOB, OIIPCACICHUS aKTYaJIbHBIX YT'PO3 HH(i)OpMaIIHOHHOfI 6630HaCHOCTI/I,
KJ'IaCCI/I(l)I/IKaHI/II/I HUCTOYHUKOB YIpO3 U 3a1111/1maeM0171 I/IH(i)OpMaHI/II/I B COOTBCTCTBUU C CyIJ.IeCTByIOIJ.[ef?I
HOpPMaTHBHOW 0a30H.

[Tonmmtuka 6e3omacHOCTH. Pa3paboTka MoNMTHKH O0E30TTaCHOCTH
B pesynbrarte BRIOIHEHUS Ta60paTOPHOIT pabOTHI CTYASHT NOIYYHT MPAKTUIECKHE HABBIKU pa3padoTKU
MOJUTHKY MHPOPMALMOHHONW 0€30MaCHOCTH IPEATIPHSTHS.

Kpunrorpaduueckas 3amura. [lludposanne u pacimmppoBanue JaHHBIX

B pesynbrate BhIOIHEHHS 1TAOOPATOPHOI pabOTHI CTYJEHT MPHOOPETAET HAaBBIKK PabOThI C Oa30BBIMH
KpI/IHTOFpa(bI/I‘{eCKHMI/I AJITOpUTMaMi U COBECPIICHCTBYCT CBOM HABBIKHU IIPOTPAaMMUPOBAHNA Ha A3bIKAX
BBICOKOI'O YPOBHSI.

Nzydenne ob6opynoBanus cteHaa « CHCTEMBI KOHTPOJISI U YIIPABICHUS TOCTYIIOM

B pesynbprarte BRIOIHEHHUS Tab0paTOPHOIT pabOTHI CTYCHT H3ydJaeT COCTaB JIAOOpaTOPHOTO
000pyIOBaHUs, TEXHUKY OE€30I1aCHOCTH MPH PabdOTe C HUM U FOTOBUTCS K BBIMOIHEHUIO MOCIIEAYIOIIUX
mabopaTOPHBIX PadoT.




n/n

HanmenoBanwue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue

W3zyuenne nuntepdeiica ceazu Dallas Touch Memory (iButton)
B pesynbrarte BRIIOTHEHHUS Ta00paTOPHOI paboTHI CTYIEHT PHOOpETaeT HaBBIKK PabOTHl ¢ HOPMAaTUBHON
Y TeXHUYECKOM JTOKyMEHTallel U IOAroToBKe K padorte uHTepdeiica cBsa3u iButton.

Kontpons noctyna ¢ nomoripto cuntsiBaress iButton u kontposnepa CKY/ B
ABTOHOMHOM PCIKUMC

B pesynbrate BhINOIHEHHS 1a0OPATOPHOI pabOTHI CTYJCHT MTPUOOPETAET HABBIKK KOHTPOJIS IOCTYIA B
MIOMEIIEHNE C TIOMOIIBIO CYUTHIBATENS iButton, BKirouast mporpaMMHUpoOBaHue KITlodei u BeJeHne 6as3bl
JAHHBIX TOJIb30BATENEH.

Nzyuenue nnrepdetica ceszu Wiegand
B pesynbrare BRIIOTHEHHUS Ta00paTOPHOI pabOTHI CTYIEHT MPHOOpETaeT HAaBBIKK PabOTHI ¢ HOPMAaTUBHOMN
U TEXHUYECKOU JIOKyMEHTAIMEH U OrOTOBKE K paboTe unTepdeiica ceazu Wiegand.

N3yuenne RFID-TeXHOI0rMY ¥ CTaHAAPTOB KapT JOCTYyIIA

B pe3ysbTare BBIIOIHEHUS J1aOOPaTOPHOI pabOTHI CTYICHT MPUOOPETAET HABBIKH MCIIOIb30BAHUS
HOpMaTI/IBHOﬁ JOKYMCHTAIUU - CTAHAAPTOB HA KapThl JOCTYIIa U BBIIIOJIHACT IMMOATOTOBKY K pa60Te C
RFID-o6opynoBanuem.

10

KonTpons nocryna ¢ nomounsto RFID-cuntsiBatens u kontponepa CKY /] B
aBTOHOMHOM peXuMe

B pesynbrate BeIOIHEHHS TAOOPATOPHOI pabOTHI CTYIEHT IMTPUOOPETAET HABBIKM KOHTPOJIS IOCTYIA B
NMOMCHICHUEC C TOMOUIBIO CHUTBIBATCIIA KapT JOCTYyIIa 11O RFID-TGXHOJ’IOFI/II/I, BKJItO4as nporpaMMUupOBaHnC
KapT U BeieHHe 0a3bl JaHHBIX IOJIb30BaTEICH.

11

Kontpoins noctyna ¢ nomombio kouTposepa CKY ][ B cereBom pexume
B pesynbrate BbINOJIHEHHS 1a0OPATOPHOI PabOTHI CTYJICHT MTPUOOPETAET HABBIKK KOHTPOJIS IOCTYIA B
MTOMEIICHNE B CETEBOM pexkrMe paboTsl KoHTposmepa CKY /L.

12

HSy‘IeHI/Ie TEXHOJOI'MU CUUTBhIBAHUA 6I/IOMCTpI/I‘IeCKI/IX JaHHBIX

B pesynbrate BeITOTHEHHS 1a00paTOPHOH pabOThI CTYIEHT MPHOOPETaeT HAaBBIKK C TEXHUYECKON
JIOKyMEHTaIMeH, N3yJaeT cocTaB 000pYyI0BaHUS CYMTHIBAHHS OMOMETPHUYECKUX JaHHBIX M TOTOBHTCS K €T0
UCIIOJIb30BAHHUIO.

13

KOH(I)I/Il“ypI/IpOBaHI/IC 6HOMeTpI/IquKOFO CUUTBIBATCIISI B ABTOHOMHOM PCKUME

B pesynbrate BbINOJIHEHHS 1a0OPATOPHOI PabOTHI CTYJICHT MTPUOOPETAET HABBIKK KOHTPOJIS IOCTYIA B
MOMEIIEHUE WX K paboyeMy MeCTy C IIOMOIIBIO aHaIN3a ero OMOMETPUIECKUX JIaHHBIX — OTIIEYaTKOB
nasbla.

14

YcTaHOBKa yCTpONCTBA KOHTPOJIS JOCTYMA K KOMITbIOTepy «Co001b»
B pe3ynbTaTe BbIIOIHEHUS JaO0paTOPHOU pabOThI CTYyJEHT U3Y4aeT yCTPOUCTBO «C000IIb», TEXHUKY
6e30macHOCTY IIpU paboTe ¢ HUM U yCTAHABIMBAET €r0 Ha KOMIIBIOTED.

15

3aH_[I/ITa OT HCCAHKIIMOHHUPOBAHHOT'O AOCTYyIIa

B pesynbrate BbIoIHEHHS 1a00paTOPHOM paboThl CTYICHT MOIYYHUT 0a30BbIe HABBIKH 3AIUTHI
ungopmanuu ot HCJI: obecrneyeHne 0€30mMacHOCTH MEPCOHATBLHOIO KOMITBIOTEPa CPEACTBAMHU
OTIEPaIlMOHHON CHCTEMBI U ¢ TToMoIbio USB-kioueii.

16

3ammTa nHGOpMaIHH B TII00aTEHON CETH
B PE3YIbTATE BLINTOJIHCHU S na6opaTopH01‘/'I pa6OTI)I CTYACHT NMOJYUYUT HAaBbIKU 0€e30IacHOr0 UCIIOIb30BaHMS
ceru Internet.

4.3. CamocrosTenbHas paboTa 00yJarommxcsl.




Ne .
Bun camocrosiTenbHO#M paboTh

/T

1 |Pabota c JIEKIIMOHHBIM MaTEPUATIOM

2 |[loaroroBka k 1abOpaTopHBIM paboTaM

3 | BrimonHeHHne KypcoBoi paboTHI.

4 | I[loarotoBka K MpOMEXKYTOYHOU aTTECTALIUH.

5 | IloaroroBka K TEKyIIEMYy KOHTPOJIIO.

4.4. ITpumepHbIN IEpEUEHb TEM KYPCOBBIX PabOT

1. Meroabl U TEXHUYECKHE CPEACTBA CheMa KOH(PUIACHIMAIBHOU pPEUeBOM
uH(OpMAIMH C UCTIOJIB30BAHUEM BTOPUYHBIX NIEPEU3ITyUyaTeIe.

2. VYcnoBuss u CyObeKTHBHBIE (AKTOpPbI, CHOCOOCTBYIOUIME YTEUKH
uH(OpPMAIMHU 110 TEXHUYECKUM KaHajaM, METOJAbl U CIOCOOBI MPOTUBOICHCTBHUS
yTeuke HHGOPMAIIHH.

3. YcnoBus u CyOBeKTHBHBIE (AKTOPHI, CHOCOOCTBYIOIIUE YTECUKH
uH(pOpPMAIMU 110 TEXHUYECKUM KaHajaM, METOAbl U CIOCOObI MPOTUBOIECHCTBHS
yTeuKke UHPOPMALIHH.

4. VYcnoBus U CyObeKTHUBHbIE (DAaKTOPBI, CHOCOOCTBYIOIIME YTEUKH
uH(pOpMAIMKU 10 TEXHUYECKUM KaHajaMm, METOJbl U CIOCOOBI MPOTUBOICHCTBHUS
yTeuke HHGOPMAIIHH.

5. TexHuueckue cpeAcTBa KOHTPOJIsS, OOHApYXKEHUS, YHUUYTOKCHUE
3aKJIaJHBIX YCTPOUCTB, B CJIa00TOUYHBIX JIMHUSIX CBSI3U, MOPSAI0K poBeAaeHus 31IM.

6. MogaenmupoBanue BepOaTbHOTO OOBEKTAa 3aIUTHI, THAE BEAYTCA
KOH(HIEHIIHATIbHBIE IEPErOBOPBI, BOBMOXKHBIX Yrpo3 0€30MacHOCTH HHPOPMALIUH
JUISL aKyCTUYECKHUX KaHaJIOB YTeukd uHpopmaluu, pa3zpaboTka METOIOB H
TEXHUYECKHUE CPEJICTB 3allUThl HUH(OPMALIIH.

7. TlopsimoK MPOBENCHHS aTTECTAIlMOHHBIX HCIBITAHWK IO TpeOOBaHHSAM
6e3omacHocTH MHGOPMAIIMH HA PUMEPE BepOaTbHOT0 00beKTa UH(POPMATH3AIIHH.

8. Texnuueckue cpeacTBa KOHTPOIs A3((HEKTUBHOCTH 3aIUTH HHPOpMAITUN
Ha IpuMepe BepOanbHOTO 00beKTa HH(DOPMATH3AIINH.

9. Tlopsimok mpoBeAeHUs] ATTECTAlMOHHBIX HCIBITAHUW O TpeOOBaHUAM
0e3onacHocTu HHYOpPMaILMK Ha TpUMeEpe BEpOAIbHOTO 00BhEKTa HH(POpMATU3ALIUH.

10. Texuuyeckue cpecTBa KOHTPOJISA AOCTyIa HA OCHOBE OMOMETPHUUECKUX
napaMeTpoB YEJIOBEKA.

5. llepeyeHr wu3gaHUM, KOTOpPbIE PEKOMEHIYETCS MCIOJb30BaTh MpHU

OCBOEHUHU JTUCIUIUIMHBI (MOJTYJIS).
No
/1

bubnunorpaduueckoe onucanue Mecro nocryna




T'onnoscknii .M., Xenenkos b.B.,
Cagonosa 1.E. Kpunrorpaduueckas
3aIUTa KOMITBIOTEPHON HH()OPMAITHIH :
METO/1. YKa3. K j1a0. pab. mo aucii.
"TeopeTrueckrue OCHOBbI KOMIIBIOTEPHOM
Oe3omacHOCTH" AJIs CTY[., 00yd. IO HAIMp.
"NudopmannonHas 6e30nacHocTs" /
MUUT. Kad. "BeraucnurenbHble CHCTEMBI
u cetn". - M. :MI'YIIC(MHUT), 2013. - 36
c. : wiI. - bubnuorp.: c. 46. (B miep.)

https://library.miit.ru/bookscatalog/metod/03-
42764.pdf (nata oopammenus 18.03.2026)
TexcT : HenocpencTBeHHBINH.004 ['60

I'onmosckuit S1.M. ,)Keneukor b.B.,
[{piranoBa H.A. MapuipyTtuzanus B
KOMIIBIOTEPHBIX CETSX : [ DIEKTPOHHBIN
pecypc] : yueb. mocobue no auci. "Cetu u
TEJICKOMMYHUKAIUU" IS CTYA. HATp.
"UudopmaTrka U BHIYUCIUTEIbHAS
texauka" ; MUUT. Kad.
"BrrauciauTenbHbie CUCTEMBI U ceTH". - M. :
PYT(MUUT), 2017. - 114 c.

https://library.miit.ru/bookscatalog/metod/DC-
407.pdf (nara obpamienus 18.03.2026) Tekct
: HenocpencTeeHHsbI. 004 T°60

[udpoBanme ¢ OTKPHITHIM KITFOUYOM:
METOJ. yKa3. K Ja0. pab. 1o auci.
HNudopmanronHasi 6e30MacHOCTh U 3aIIUTa
UHPOPMALIUK TSI CTY/I. CIIel.
ABTOMaTH3UPOBAHHBIC CUCTEMBI
00paboTKu MHGOPMAITUU B YIIPABIICHUS,
WudopMannoHHbIE CHCTEMBI M TEXHOJIOTHH
/ 9.1. KoctrokoBckas, A.M. Y nainos;
MUUT. Kad. ABTOMaTU3UpOBAHHBIE
cuctemsl ynpasienus. - M.: MUUT, 2008.
- 28 ¢. : mi. - bubnwmorp.: c. 26.

https://library.miit.ru/bookscatalog/metod/04-
46051.pdf (mata ooparenus 18.03.2026)
TexcT : HenocpencTBeHHbIN.004 K 72

JKenenkos bopuc Biiagumuposuy.
Kananphsiit ypoens mosienu OS] : meTo.
yka3. k 1a0. pab. mo auci. "Cetu 9BM u
TEeJIEKOMMYHUKaUKU" 15 CTyA. 4 Kypca
crell. "BpruncnuTenbHble MAILIMHEI,
KOMIUIEKCBI, CUCTEMBI U ceTH", HaITp.
"UHdopmaTrka U BEIYUCIUTEIbHAS
texanka" / b.B. Xenenkos ; MUUT. Kad.
"BrrunciauTenbHble CUCTEMBI U ceTH". - M. :
MMUT, 2011. - 50 c. : mi. c. 49. - Tekcer :
HETOCPEICTBEHHBIN

https://library.miit.ru/bookscatalog/metod/03-
41547.pdf (nata obparmieHus
18.03.2026).ITomounsit mmdp 004-K51

3amuIieHHble 0eCITPOBOHBIC U
MOOUJIbHBIE KOMMYHHKAITNH: Y4eo.
noco0ue ISt CTyI., 00yd. 0 MarucTepcKon
nporpamme besonacHocTh u 3ammTa nHp-

https://library.miit.ru/miitpublishing/04-
35015.pdf (mara obpammenus 18.03.2026)
Tekcr : HemocpeacTBEHHBIN.681.3




uu Hanp. MiHpopMaTuKa u BbIY. TEX.;
MMUUT. IleHTp KOMIIETEHTHOCTH 3aluTa U
6e3omacHocTh nHpopmarmu / B.I1.
Comnosbes, /1.B. UBanos, H.H. Ilymko; Pen.
B.I1. Conosees. - M.: MUUT, 2007. - 121
C. : mi. - bubnuorp.: c. 120

6. IlepeyeHb COBpEMEHHBIX MNPOPECCHOHANBHBIX 0a3 JaHHBIX U
UH(OPMAIIMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPbIE€ MOTYT HCHOJb30BAThCS MPHU
OCBOCHHMH JIUCLUUILIUHBI (MOIYJIs).

« @opyM cCHEUUATUCTOB MO  HMHPOPMALMOHHBIM  TEXHOJOTHUSIM
http://citforum.ru/

. HNHTEepHET-YHUBEPCUTET UH(POPMAITMOHHBIX TEXHOJIOT Uil
http://www.intuit.ru/

* [TouckoBrle cuctembl: Yandex, Mail.

* Obunmanpuseiii cailt PYT (MUUAT) (https://www.miit.ru/).

* Hayuno-texunueckas 6uonuoreka PYT (MUUT) (http:/library.miit.ru).

» OOpazoBarenpHas miaTdopma «HOpaii» (https://urait.ru/).

 OOmme uH(OPMALMOHHBIE, CIPABOYHBIE U IIOUCKOBBIE CHCTEMBbI
«Koncynsrant Ilmoc», «I'apanm.

7. IlepeueHb  JUIIEH3UOHHOTO U  CBOOOJHO  PACHPOCTPAHIEMOTO
NpOrpaMMHOTO OOECIICUYECHUs, B TOM YHCJIE OTEUECTBEHHOI'O MPOU3BOJICTBA,
HEO0OXOIMMOTO /11 OCBOCHHUSI TUCITUTIIIUHBI (MOIYJIs).

- OC Windows
- Microsoft Office
- Uurepuer-6pay3zep (Yandex u nip.)

8. OmnmucaHue MaTepuaJIbHO-TEXHUYECKOM 0a3bl, HEOOXOIAUMOM  IJIs
OCYIIIECTBJICHUSI 00Pa30BaTEILHOrO Mpoliecca Mo JUCIUILTHHE (MOIYJIIO).

YuebHas ayauTopusi JUisi TPOBEACHUS YUYEOHBIX 3aHATUM (3aHATHUM
JICKIIMOHHOTO THUTIA, TPAKTUUYECKUX 3aHATUH):

- KOMIIBIOTEp  IIpemojaBareiis, paboude  CTaHIMU  CTYJCHTOB,
MYJIbTUMEIUMHOE 000pyI0BaHUE, TOCKA.

Aynutopus oAkJIr0ueHa K cetu «MHTepHeT».

9. ®opma TpOMEKYTOUHOMN aTTECTAIIUU:

KypcoBas pabora B 6 cemectpe.



DK3aMeH B 6 ceMmecTpe.

10. OtieHOYHBIE MaTEPUATTBI.

OueHOYHbIE MaTepUalIbl, TPUMEHSIEMbIE MPU MPOBEICHUN MPOMEKYTOUHOU
aTTecTalluM, pa3paldaThIBAIOTCA B COOTBETCTBUU C JIOKAJIbHBIM HOPMaTHUBHBIM
aktom PYT (MUNT).



ABTOpBI:

JIOIIEHT, K.H. KadeIphl
«BpruncauTeabHbIe CUCTEMBI, CETH U

nH(popManroHHas 6€30I1aCHOCTHY S.M. T'osnoBckuit
CornacoBaHo:
3asenyromuii kadhenpoit BCCullb b.B. XXenenkon

[Ipeacenarens yueOHO-METOIUIECKOM
KOMUCCUHU H.A. Augpusgnona



