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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

Henpto nucummiubbl «TexHuyeckas 3anura KaHAJIOB Mepeavyu JTaHHBIX»
aBigercss (OPMHUPOBAHME Y CTYJEHTOB 3HAHMM 1O OCHOBAM WHXEHEPHO-
TEXHUYECKON 3ammThl WHGOPMAINK, a TAaKKe HABBHIKOB M YMEHHS MPUMECHSTH
CHelUalbHbIe 3HAHUS JJIs PEIICHHs] KOHKPETHBIX HAyYHO-IIPAKTUYECKUX 3a]ad.
Kpome Toro, uenapi0 NUCHMIUIMHBI SIBJISETCS Pa3BUTHUE B Ipoliecce OOyUEeHHs
CUCTEMHOI0 MBIIIJICHUSI, HEOOXOAMMOIro JUJIsi pEeIIeHUs 3a7ad HHXKEHEPHO-
TEXHUYECKOM 3alUThl MH()OPMAIUU C YYETOM TpeOOBaHUI CUCTEMHOTO MOIX0/1a.

OCHOBHBIMU 33JJa4aMH TUCHUTUTAHBI SIBISIOTCS:

-  U3Y4YCHUE HAYYHO-TEXHUYECKOM MH(POpMalUU, OTEYECTBEHHOTO U
3apy0eKHOI0 OMbITa 110 TEMATHKE UCCIIEA0BaHNUS;

- HM3y4Y€HUE COBPEMEHHBIX  TEJIEKOMMYHHKAIMOHHBIX  TEXHOJIOTHUH,
NPUMEHSEMBIX MTPH MOCTPOCHUH TEICKOMMYHHUKAIIMOHHBIX CETEH M CUCTEM;

- OpraHu3alMOHHO-TIPABOBOE 00ECHEeUYEeHHUE JESITENIbHOCTU IO IMOIYYEHUIO,
HAKOIUICHUIO, 00paboTKe, aHaau3y, HMCIOJb30BaHUI0 HMHQOpMAlMU U 3alIUTe
00BeKTOB HH(OpMaATU3ALNH, UHPOPMAIITMOHHBIX TEXHOJIOTUH U PECYPCOB;

- pa3paboTKa U KOHTPOJIb 3PPEKTUBHOCTU OCYIIECTBICHUS] CUCTEMBI MEP T10
(GOpPMHMpPOBAaHHIO M HCIIOJB30BAHUIO HH(POPMALMOHHBIX PECYPCOB, CHCTEM
oOecrnieueHus: UHPOPMAILIMOHHON 0€30MaCHOCTH;

- KOHTpOJIb COOTBETCTBHSI pa3padaThIBAEMbIX MPOEKTOB U TEXHUYECKOUN
JIOKYMEHTAIlM! CTaHAapTaM, TEXHHYECKUM YCJIOBHSIM M JPYTUM HOPMAaTHBHBIM
JIOKyMEHTaM.

2. [Inanupyemsble pe3ysbTaThl 00yUeHHUs 10 AUCIUILUIMHE (MOIYJIIO).

[lepeuenb ¢GopmMupyembiX pe3ylbTaTOB OCBOCHHS 00pa3oBaTEIbHOU
porpamMmbl (KOMIIETEHLIUI) B pe3yJbTaTe 00yUYeHUs M0 AUCHMILIMHE (MOIYIIO):

IIK-1 - CnocoOGHOCTh aHANMM3UPOBATh M OIEHHWBATh 3alIMIIICHHOCTH
IPOrpaMMHO-aIIaPaTHBIX CPEICTB 3aIUTHI HH(POPMAIINH;

K-/ - CnocoOHOCTh BBIOMpaTh U NPHUMEHSATh TEXHUYECKHUE CPEICTBA
3alUThl  MHGOpMalMK, obecneyrBaTh HUX (YHKUMOHUPOBAHHE, MPOBOAUTH
BOCCTAHOBJIEHHE U 3aMEHY OTKAa3aBIINX KOMIIOHEHTOB.

OO0yueHnue 1Mo JUCIUIUINHE (MOJIYIIIO0) IPEANoIaraet, yTo Mo ero pe3yibTaram
oOyuarommmiicst Oyier:

3HATH:



- OCHOBHBIE HOpPMATHUBHBIE IMPABOBBIE aKThl B 001acTH MHGOPMAIMOHHON
0€30MacHOCTU W 3aluThl MHPOpMAIMU, a TaKKe HOPMATUBHBIE METOJAMYECKHE
nokyMeHTsl @Ch Poccun, ®CTIOK Poccuu B nanHOM 0051aCTH;

- TeXHUYECKHE KaHaJbl yTeYKH WH(POPMAIIMH, BO3MOXHOCTH TEXHHYECKUX
Pa3BeIoOK, CIIOCOOBI M CPEACTBA 3AIUTHI HHPOPMAITMHU OT YTEUKH 110 TEXHUUIECKUM
KaHajaM, METOJIBI M CpeJCTBa KOHTPOJSA 3PHEKTUBHOCTH TEXHHUCCKOM 3aIUTHI
uHbopMaIuu.

Ymersb:

- aHAJIM3UPOBATH U OIEHUBATH YIrpo3bl MH(GOPMALMOHHONW O0€30MacHOCTH
00BEKTA;

- TPUMEHSITh OTEUECTBEHHbIE M 3apyOeXHbIE€ CTaHAAPTHI B 00JIacTH
KOMITBIOTEpHON 0€30MacHOCTU ISl MPOCKTUPOBAHUS, Pa3pabOTKH M OILEHKH
3aIIUIIEHHOCTH KOMITBIOTEPHBIX CUCTEM;

- 0JTH30BATHCS HOPMATUBHBIMH JJOKYMEHTAMH T10 3alTUTe NHHOPMAIIHH.

Baaners:

- HaBBIKAMH pabOTHI C HOPMATUBHBIMH ITPABOBBIMU aKTaAMU;

- MeToAaMH H  CpPEJACTBAaMH  BBIABICHUS  yrpo3  0€30MacHOCTH
aBTOMATU3UPOBAHHBIM CHCTEMaM;

- METOJaMU TEXHUYECKON 3aIUThl HHPOPMAIINH;

- MeTogamu (GOpMHUPOBAHUS TPEOOBAHUI MO 3amuUTe HHOOPMAITUY;

- METOJaMH pacyeTa W WHCTPYMEHTAIBHOTO KOHTPOJIS TTOKa3aTesen
TEXHUYECKOU 3aIUThl HH()OPMAITUH;

- METOJHMKAaMHU TIPOBEPKH 3aIIUIIEHHOCTH OOBEKTOB HMH(OpPMATHU3AIMHN Ha
COOTBETCTBHE TPEOOBAaHUSIM HOPMATHBHBIX JOKYMCHTOB;

- MpoeCCUOHAITBHON TEPMHUHOJIOTHUEH.

3. O0beM TUCHMIUIUHBI (MO JIS).
3.1. O0mast Tpy10eMKOCTh AUCITUTUTHHBI (MOJTYJIS).

OO6miast TPyHOEMKOCTh AUCIUIUIMHBI (MOIyJis) coctaBiser S5 3.e. (180
akaJeMHUYEeCKHUX Jaca(oB).

3.2. O0bem pgucuUIUIMHBL (MOAYJsl) B (oOpMe KOHTAKTHOM pabOThI
oOyyaromuxcsi C  MeJaroruyeckuMu  paboTHUKaMU ©  (WIM)  JIUIIAMH,
IPUBJIEKAEMBIMH K peajin3aluu o0pa3oBaTelIbHOM MporpaMmbl Ha UHBIX YCIOBUSIX,
IPU [IPOBEJICHUH YUEOHBIX 3aHATUN:

KomnunyectBo yacoB

Turn y4eOHBIX 3aHATHI
Bcero | Cemectp Ne9

KonTtaktHas paboTa mpu npoBeIeHIH yIeOHBIX 3aHATHH (BCEro0): 64 64




B ToMm uucne:

3aHATHS JIEKIIMOHHOTI'O THUIIA 32 32

3aHATHS CEeMUHAPCKOTO THUTIA 32 32

3.3. O0beM IUCIUIUIUHBI (MOIyJNsA) B (opmMe caMOCTOSITENbHONW paboThI
oOyyaromuxcs, a Takke B (opMe KOHTAKTHOM paboThl O00ydaroumxcs ¢
MeIarorn4ecKuMi pabOTHUKAMU U (WJIH) JIUIIAMH, TPUBIIEKAEMbBIMH K peaTn3aliu
0o0pa3oBaTeNbHONW MPOTpaMMbl HA HWHBIX YCIOBHUSAX, TMpPH TPOBEACHUH
MIPOMEKYTOUHOM aTTecTaluu cocrapiser 116 akagemuyeckux yaca (0B).

3.4. Ilpu oOy4yeHnu Mo UHAUBUAYATFHOMY Y4EOHOMY IIJIaHy, B TOM YHCIIE IIPU
YCKOPEHHOM 00y4YeHUH, 00BeM JUCITUIUTHHBI (MOIYIS) MOXKET OBITh peain30BaH
MOJIHOCTBIO B (DOpME CaMOCTOSITENIbHON padoThl 00yYarouxcs, a Takke B (hopme
KOHTAKTHOM paboThl 00YYaIOIIMXCS C MEJarornuyecKuMu paOOTHUKAMU U (WJIH)
JUIAMU, TPUBIIEKAEMBIMU K pealii3alii 00pa3oBaTeIbHOW MIPOrpaMMbl HA MHBIX
YCIOBHUSIX, TP MPOBEJACHUU IPOMEKYTOUYHOM aTTeCTALIUU.

4. ConepxaHue JUCHUTUIAHBI (MOIYJIA).

4.1. 3aHATHA TEKIIMOHHOTO THUIIA.

/ TemaTtuka JICKIIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAHUC
II/11

1 OCHOBBI TEXHUYECKOU 3alUTHI KaHAJIOB IICpCaavdn JaHHbIX. KJ'IaCCI/I(bI/IKaLII/IH yrpos

Cogneprkanue yueOHOTO MaTepuana:

- Onpenenenue TexHuueckoit 3amuTsl nHpopmarmu (T3U1) Ha kaHanax cBs3u

- Knaccudukarms kaHanoB nepeaadn JaHHBIX: IPOBOIHBIE, BOJIOKOHHO-ONTHYECKNE, PAIHOKAHAIIBI,
CIIyTHUKOBBIE, HH(PaKPaCHbIC

- OCHOBHBIE YTPO3bI: IEPEXBAT, HABA3bIBAHIE, MOTU(PHUKALHS, PETPAHCIALNS, aHAIN3 Tpadurka

- Mogenps HapymmTens Ha KaHAIbHOM YPOBHE

- [IpuHIMTBI 3a0MTH: KOHGHUICHINATBHOCTD, IEOCTHOCTD, JOCTYITHOCTh, ayTEHTHYHOCTh

2 |@usnueckas NpUpoJia MOOOUHBIX JIEKTPOMATHUTHBIX H3TydeHui u HaBogok (IIDMIH)

Copeprxkanue yaeOHOTO MaTepraa;

- Ucrounnku [IDMUH B kabenbHBIX CUCTEMAaX M PAAHOTPAKTaX

- [JapameTps! OMacHBIX CUTHAJIOB: aMIUTUTYa, YaCTOTA, [UINTEIBHOCTh

- JuddepeHnnanbHbIi 1 cHH(A3HBIA PEXIMBI HABOJIOK

- [lepexpectreie momexu (crosstalk) B MHOTOmapHBIX Kabemsx

- JansHocTh nepexsata [IDMIUH B 3aBUCUMOCTH OT THIIA JINHUM U CPEABI PaCIPOCTPAHEHHUS

3 MeTtobl nepexsara I/IHCI)OpMaLII/II/I B IPOBOAHBIX JIMHUAX CBA3U

Copeprxkanue yueOHOTO MaTepuaa;
- [Ipsimoe moakiI0YeHNe (TalMyHT) K BUTOH MMape U KOaKCHAIbHOMY KabeIro
- UnayxunoHHbIN (OECKOHTAKTHBIN) ChEM CHTHAJIa C TOMOIIBIO JaTYMKOB XO0JJIa ¥ TOKOBBIX KIIEHIeH

- EMKocTHOU cheM mH(pOopMAaIim




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- AHanm3 otpakeHHBIX curHaioB (TDR) st onpeneneHus MecTa HECAaHKIIMOHUPOBAHHOTO TTOAKITIOUCHUS
- Hcnonp30BaHne BRICOKOOMHBIX YCHITUTEINEH U1 HEOOHAPYKUMOTO ITepexBara

38.H.[I/IT3 KaHaJIOB OT HCCAHKIIMOHUPOBAHHOI'O MMOAKIFOYCHU U IPOCITYIIINBAHU A

Cogneprxanue yueOHOTO MaTepuaa:

- DKpaHUpPOBaHKE POBOIHBIX JIMHHUI: TUIBI 9KpaHOB ((oibra, orierka), TpeOOBaHUS K 3a3eMIICHHIO

- Ckpetka map (CKpyTKa pa3JIMuHOTro 11ara) Kak MeTO]l TIOBBIIIEHHS] TIOMEX0YCTOHYMBOCTH

- Ucnonp3oBanue GpeppuToBEIX GHIBTPOB U NOAABUTENEH CHH(DA3HON TOMEXH

- OOHapyXeHHE yCTPONUCTB MepexBaTa: peIeKTOMETPHS, aHAIN3 IIIyMOB, BHECEHHE TECTOBBIX CHTHAJIOB
- Opranuszanus puzndeckoit oxXpaHsl KaOeNbHON HHPPACTPYKTYpHI

Bonokonno-ontuyeckue auHuu cBs3u (BOJIC): ysa3BUMOCTH M METOIBI IIEpeXBaTa

Coneprxanue y4eOHOTO MaTepuana;

- [Ipunnuns! nepenaun no BOJIC: oTpakeHue, npeinomMieHe, 3aTyXaHnue

- CriocoObl HECAaHKIMOHUPOBAHHOTO CheMa CHI'HaNa: M3TH0 ONTHYECKOr0 BOJIOKHA (MaKpo- U
MHUKPOU3THOBI), TIOJIMPOBKA OBEPXHOCTH, BBApKa OTBOJIA

- O6HapyxeHne pakTa CheMa 9epe3 MOHUTOPUHT YPOBHS ONTHYECKOW MOITHOCTH U pe(IIEKTOTPaMMBI
(OTDR)

- [TaccuBHBIE U aKTHBHBIE CUCTEMBI KOHTPOJIs enocTHocTH BOJIC

- OcOOEHHOCTH 3alIUTHl MHOTOMOIOBBIX M OJTHOMOIOBBIX BOJIOKOH

KpI/IHTOTpa(i)I/I‘-ICCKaH 3allliTa KaHAJIOB ICpeaavin NaHHbIX Ha (I)I/I3I/I‘ICCKOM YpPOBHEC

Conepxanue y4eOHOT0 MaTepuaa;

- HIudposanue Ha KaHaIEHOM ypoBHE: TexHoiorHE MACsec (IEEE 802.1AE)

- ®opwmar kaapa MACsec: Ter 0e3omacuHocty, ICV (Integrity Check Value)

- Yopasnernne kmrogamu B MACsec (MKA mpoTokoir)

- AnmmapaTHas peanu3anys muppoBaHus (KpUIITOMOIyTH B KomMmyTaTopax u NIC)

- CpaBuenne MACsec ¢ nm¢ppoBanneM Ha cereBoM (IPsec) n tpancnioptaom (TLS) ypoBHsx

KsanToBoe pacnipenenenne kinrodeit (QKD) mist 3amuThl KaHAJIOB TIEpe1avn JaHHBIX

Cogneprxanue yueOHOTO MaTepuaa:

- [IlpuHIMOBI KBaHTOBOW KpunTorpaduu: cocTosiuue (OoTOoHA, TEOpeMa 0 HEBO3MOXKHOCTH KIIOHUPOBAHUS
- [Ipotokonst BB84, E91, B92: npouenypa cornacoBaHus ¥ MPOBEPKH Ha MOCITYIINBAaHIE

- Anmapatabie peanuzannu QKD anst BOJIC (kommepueckue cuctemsl: ID Quantique, QRate)

- Orpannuernnst QKD: nanbHOCTB, BIHSHHE IIIYMOB, CKOPOCTh TEHEPAINN KIIFOYa

- Uurerpamust QKD ¢ kimaccuueckuM muppoBaHneM (THOPUIHBIE CXEMBI)

3aH_[I/ITa paaArOKaHAJIOB IICpeaavYn NaHHbIX. Ananuz y;ISBI/IMOCTeﬁ

Conepxanue y4eOHOTO Marepuaa;

- Muanazons! paaunocsssu (HF, VHF, UHF, SHF) u ux ys3BuMocTh K iepexBaTy

- MeTonp! mepexBaTa: CKaHUpyomue npueMHukd, SDR (mporpaMmupyemblie paTnoCcuCTeMBl),
HaINpaBJICHHBIC aHTEHHbI

- Aramus nporokosios: Bluetooth, Wi-Fi, ZigBee, LoRa - o6muiue ysi3BUMOCTH

- ATaka «4eJ0BeK [T0CepeANHE» B PaAMOKaHaNIaxX (peTpaHCIsIIus, OMEHa CUTHAaIa)

- OGHapyx)eHHEe padOTAOIINX PATU03aKIAI0K H CKPBITHIX MTEPEIaTINKOB

Crioco05b1 3alIUTHI paJUOKAHAJIOB: CKPBITHOCTh U TIOMEXO03aIUIIICHHOCTD




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

CopeprkaHue yaeOHOTO MaTepraa;

- [IceBnocyuaitaas nepectpotika padodeii wactorsl (IITTPY / FHSS)

- Hlymomnono6usre curransl (ILUIC) n ux oOHapyxeHHe Ha (OHE NIyMOB

- [IpocTpancTBenHas QuibTpanys: IpUMEHEHUE Y3KOHANPABICHHBIX aHTEHH U YMHBIX aHTEHHBIX PELIETOK
- DKpaHupoBaHue noMenieHui (kierka dapazes) Ui MPeJOTBPAILECHNS YTEUKH Yepe3 paJrHoKaHa

- YMeHbllIeHne MOLITHOCTH IepeIaTuiKa 10 MUHUMAJILHO HEOOXOJMMOTO YPOBHS

10 |3amuTa KaHATIOB CIIyTHUKOBOH CBS3H
Copeprxkanue yaeOHOTO MaTepraa;
- [IpuHIMTIBI pabOTHI CITyTHUKOBBIX KaHAJIOB: IPSIMOE M 0OpaTHOE PacIpOCTPaHEHHE, 30HBI TOKPBITHS
- YTpo3sl: IepexBaT CUrHalla BCeHANPABICHHON aHTEHHOW, TOCTaHOBKA ITOMeEX (jamming), TOAMEHa
cIyTHHKA (meaconing)
- HIudposanue crrytHIKOBOTO Tpaduka: DVB-S2 ¢ monnepxkkoii AES, pemrenus Ha 6a3e [Psec
- OrpanunueHue 30HbI mpueMa (Spot beam) kak MeTo PU3HYESCKON 3AIUTHI
- [IpoTuBOCHICTBYE HECAHKIIMOHUPOBAHHOMY JOCTYITy K CITlyTHUKOBBIM T€pMHUHAJIaM
11 |AnmapaTHbie Cpe/ICTBa 3alIUTHl KAHAIOB Mepenadn (IugpaTopbl, CKAHEPHI MOJIS)
Copeprxkanue yaeOHOTO MaTepraa;
- Knaccudukarms anmapatHeix mmppaTopoB KaHanoB: 41t npoBoaHsx, BOJIC n pagnokananos
- Tpebosanust @Cb 1 PCTIK k ceprudumpoBaHHbIM cpeacTBaM kpunrorpadudeckoit 3amutsl (CK3H1)
- Ckanepsl anekrpomMaranTaoro noss (COMII) u aHanM3aTopsl ceKTpa sl KOHTPOJIS yTedeK
- 'eneparops! myma (mogaBuTeNn TUKTOGOHOB M 3aKJIa70K) aKTHBHOTO THIIA
- AnmapaTHble AeTeKTOpHI oAKIIoueHus K BuToM nape (Reflectometer)
12 |Opranu3zaius 3a0IUIIEHHBIX KaHAIOB ¢ UCTIOIb30BaHuEeM VPN Ha KaHAITLHOM YPOBHE
L2TP/IPsec
Copeprkanue yaeOHOTO MaTepraa;
- [IpuHnuns! nocTpoeHus 3amuieHHbIX TyHHenell L2TP nosepx IPsec
- Pexxumbl paboTs IPsec: TpaHCTIOPTHBIN M TYHHENBHBIHN, UX IPUMEHEHHUE JJIS 3alIUTHl KaHaia
- O6wmen kmouamu IKEv1/IKEv2, ncnons3oBanune ceprudukaroB X.509
- AnmapaTHble YCKOpHUTeNU IH(POBaHuUs Uil BBICOKOCKOPOCTHBIX JuHUi (10 I'6ut/c 1 BhIIIE)
- [Ipumeps! Hactpoiiku L2TP/IPsec Ha mapmpyTtusatopax Cisco, MikroTik, Linux
13 |3amuTa KaHAJIOB Nepeaayl B aBTOMAaTU3MPOBAHHBIX CUCTEMaX yIpaBJICHUS
TexHosjoruuaeckum npoueccom (ACY TII)
Copeprkanue yaeOHOTO MaTepraa;
- Crierudmka xananos cBsizu B ACY TII: mpotokonsr Modbus, DNP3, IEC 61850, Profinet
- YSI3BUMOCTH ITPOMBIIIUICHHBIX MIPOTOKOJIOB: OTCYTCTBHE NIM(pOBaHuUs, cadast ayTeHTHHUKaIUs
- Meronp! 3anmThl: 1UTI03bI Oe3onacHocTH (Security Gateway), OJHOHAIIPaBIEHHbIE YCTPOHUCTBA (JHOIbI
JTAHHBIX )
- Ucnonp3oBanue rirydokoro aHanuza nakeros (DPI) aist KOHTpOJISt TEXHOIOTMYECKHX KOMaH
- W3omsanus cereit ACY TII ot kopriopaTHBHOM CETH M HHTEpHETA (BO3ILyIIHBIH 3a30D)
14 |Ananu3 3aIIMIIEHHOCTH KaHAJIOB MEepeavyy TaHHbBIX. TeCTOBBIE METOIbI

CopeprkaHue yaeOHOTO MaTepraa;

- [NaccuBHblii ananu3: 3axBaT Tpaduka (sniffing) B KOHTPOIBHBIX TOUKAX

- AKTHBHBIN aHAJIN3: BHECCHUE TECTOBBIX NCKaKEHNH, NONBITKH HECAHKIIMOHUPOBAHHOTO MOIKITIOYEHHS
- O1eHKa YpOBHS 3aTyXaHUsl U COOTHOIIEHHSI CUTHAJI/IIYM KaK IapaMeTpOB 3alHIICHHOCTH

- Ucnonp3oBanue cereBbix ananu3aropos (Wireshark, tcpdump, CommView) aiist BbISIBIEHUS




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

He3amn(ppPOBaHHBIX JAHHBIX
- MeTopmonorus «mmeHTpacTay (penetration testing) s KaHaJIOB TIepeaayl JaHHBIX

15

IIpaBoBOE peryaupoBaHne TEXHUYECKOM 3alllUThl KaHAJIOB nepeaadn B PO

Cogneprxanue yueOHOTO MaTepuaa:

- ®enepanbhblii 3aKoH «O0 HHbOPMAIK, HHPOPMAIIMOHHBIX TEXHOJIOTHSX U O 3alUTe HHPOPMAIHN)
(149-®3)

- ®enepanbublii 3aKk0H «O cBs3m» (126-D3): TpeboBaHMA K OIIEpaTOpaM CBS3H 110 3aLINTE KaHAIOB

- [Ipuxazsr ®CTOK Poccun o ceprudukanuu cpeacts T3U

- JInnieH3npoBaHue AEATeIFHOCTH 110 TEXHHYECKOH 3aIUTE KaHAIOB ITepeiaun TaHHBIX

- OTBETCTBEHHOCTH 32 HECAaHKIIMOHNPOBaHHBIH nepexBaT nHdopmanuu (YK PO, cr. 138, 272)

16

HepCHeKTI/IBHHe HaIlpaBJICHUA 3allIUThI KAHAJIOB IICPEAavYn JaHHbIX

Cogneprkanue yueOHOTO MaTepuaa:

- [I[puMeHeHre HCKYCCTBEHHOTO MHTEIJIEKTA Il OOHApYKEHUsI aHOMAJIWil B KaHase (aHOMaJIbHOE
HM3MEHEHHE 3aJeP)KKH, OUTOBBIX OLITHOOK)

- [locTkBaHTOBAs! KpUNTOrpadus A 3aIIUTHI KAHAJIOB Ha JATBHIOO IIEPCICKTUBY

- 3amuTa KaHaJIOB B KBAHTOBBIX CETAX CBSI3M (KBAaHTOBAS TEJIEMOPTAIMS COCTOSTHUS)

- ABTOHOMHBIE aJJalITUBHBIE CHCTEMBI 3AIIUTHI (I3MEHEHNE PeXUMa MH()POBAHMS NIPH HONBITKE aTaKHN)

- PazButne crangapros: IEEE 802.1AE-202x, HoBbIi podite MACsec ¢ TOCTKBaHTOBBIMHI allTOPUTMaMU

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlaGopatopHbie paOOThI

n/

HaumenoBanue nabopatopHbix paboT / KpaTkoe coJep:KaHue

I/I,Z[CHTI/I(I)I/IKaLII/IH KaHaJIOB IICpCAavYn JAHHBIX U aHAJIN3 UX yH3BHMOCTCﬁ

B pesynbrate BbIoIHEHHS 1a00paTOPHOM pabOThl CTYICHT MOJYYHUT HABBIKK KJIACCU(HUKALIUK THIIOB
KaHaJIOB TIepejayn JAHHbBIX (BUTAas Mapa, KOAKCHal, ONTOBOJIOKHO, PAJOKAHAI), TOCTPOSHHS CXEMBI
JIOKaJIbHOM CETH C BBIJICICHHEM BCEX KaHAJIOB Mepeiadu, NACHTU(UKAINN KPUTHIHBIX K IIEPEXBATY
YYacTKOB (MarucTpaibHbIC THMHUH, PE3CPBHBIE KaHAJIbI, 0ECIIPOBOIHBIC CETMEHTHI), IPOBEACHHS aHAIHN32
YSI3BUMOCTEH JIJIs1 KaXKJIOTO THIa KaHajla Ha OCHOBE MOJICNN YTpo3, a TaKkxke 0popMIICHHS KapThl yTrpo3
KaHAJIOB Mepeaud JaHHBIX.

OOHapy)keHHEe HECAaHKITMOHUPOBAHHOTO MOIKIIFOYCHHS K BUTOU Tape ¢ OMOIIBIO
pednexromerpa (TDR)

B pesynbTaTe BBIIOTHEHHS 1a00paTOPHON padOThI CTYyJEHT HOJIyYHUT HABBIKU MTOJKIIIOUEHHUSI BPEMEHHOTO
pedekromerpa (TDR) x xabenro BUTOM apsl, M3MEPEHUSI JUIMHBI KAOETs U PacCTOSHUS 10 OOPHIBOB,
OOHapyKEeHHs HECAHKIIMOHUPOBAHHOI'O OTBOJIA (TPOMHHKA, TAIlIa) MO IOSBICHHIO OIOIHATEIbHBIX
OTPaXCHHBIX UMITYJIbCOB, HJICHTU(PHKAIMH MECTOIIOIOKEHHS OTBOA C TOYHOCTBIO 10 1 MeTpa, a Takxke
COCTaBJICHUS ITPOTOKOJIA IPOBEPKHU IIETOCTHOCTH KAOEIbHOMN JIMHUH.

[TepexBar u ananu3 Tpaduka B HezamuieHHo# cetn Ethernet (canddunr)

B pe3ynbTaTe BBIIOIHEHHS 1a00paTOPHOH pabOThI CTYJEHT HOIYYHUT HAaBBIKM OPraHU3aIMU ACCHBHOTO
nepexBaTa TpauKa B CErMEHTe JIOKaJIbHOU CeTH ¢ Hcmonb3oBanueM Wireshark n nepexiroueHus ceTeBon
KapThl B PEKMM Promiscuous, BBIACICHUS U3 3aXBAYEHHBIX IIAKETOB JIOTHHOB M Iapojiell B IPOTOKOIAX
HTTP, FTP, Telnet, POP3, unentndukannu nepenaBaeMpix (HailiioB 1 U3BJICUCHHUS UX U3 TpaduKa, a
TakKe (PopMyITUPOBaHHS BEIBOZOB O HEOOXOIUMOCTH MM (PPOBAHUSI KAaHATIOB.




n/n
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3ammTa KaHaia nepeaadu ¢ moMoIsio mudpoBanus Ha kKaHaTbHOM ypoBHE (MACsec)

B pesynbraTe BeITOTHEHHS TAOOPATOPHOH pabOTHI CTYIEHT MOMy4UT HaBbIKK HacTpoiiku MACsec (IEEE
802.1AE) nHa nByx komMyTaTopax (Hanpumep, Cisco mim MikroTik) ¢ ucnonb3oBannem
npeaBaputenbHoro odmero kiroda (CAK), ananuza 3amumienHoro tpaguka B Wireshark (oOHapyxenue
tera 6e3onacHoct SecTAG u nmonst ICV), mpoBepky HEBO3ZMOXKHOCTH Jiemrdpannu kagpa 6e3 Kiroua,
CpaBHEHUS TPOM3BOANTEIHLHOCTH KaHalla C BKIIIOYEHHBIM U BBIKITIOYeHHBIM MACsec, a Takke HaCTpOWKH
portanuu kioueit uepe3 MKA (MACsec Key Agreement).

MonenupoBaHue Iepexpara CUTHAJA B BOJIOKOHHO-ONITHICCKOW JTMHUH CBSI3U (METO/T
n3ruda)

B pesynbrate BhIOIHEHHS 1Ta00PAaTOPHOI pabOTHl CTYIEHT MOIYYHUT HABBIKU CO3/IaHHS PAKTHIECKOTO
crenna ¢ BOJIC (mepeaaTduk - ONTOBOJIOKHO - IPHEMHHK), peau3alliii METo/ja MaKpou3ruoa
OINITHYECKOTO BOJIOKHA JUISl OTBO/IA YAaCTH ONTUYECKON MOIITHOCTH, U3MEPEHUS YPOBHS OTBEJEHHOTO
CHUrHajia ¢ MOMOIIBIO ONITHYECKOTO JETEKTOpa, OOHapyKeHHs (haKTa CheMa C MOMOIIBbI0 KOHTPOJISI YPOBHS
MOIIHOCTH Ha MTPUEMHHUKe (ONTHYECKUIT pehIeKTOMETP B PEXKUME PEATBHOIO BPEMEHH), & TAKIKE
¢dopmynmrpoBanus pekomeHnanuii mo 3amute BOJIC oT HecaHKIIMOHUPOBAHHOTO CHEMA.

AHanu3 100OYHBIX AJIEKTPOMArHUTHBIX U3nydeHuil u HaBo1oK (IIDMUH) ot xabenpHoi
JVMHUN

B pesynbrate BhINOIHEHHS 1a00paTOPHOI pabOThl CTYICHT MOIYYHUT HABBIKU pa3MelIeH s
M3MEPHUTENBHON aHTEHHBI BOJIN3U HEOKPAHUPOBAHHOTO KaOessi BUTOH Maphl, MOJKITIOYCHUS aHAIM3aToOpa
cnekrpa aist peructpauuu [ISMUH B nquanaszone ot 10 kI'n o 1 I'Tu, naentudukanny nHGOPMaTHBHOTO
curHaia (Hanpumep, repegada TecToBOro ¢aiiia NPUBOAUT K MOSIBICHHIO CIIEKTPAIBbHBIX MTUKOB), OLEHKH
OTHOUICHHSI CUTHAJI/IIIYM JUIsl pa3HbIX 4acToT, a TaKxKe moadopa (peppruToBbIX QUIBTPOB JUIS OAABICHUS
cuHdaszHo# coctapmstomei [ID9MUH.

OObnapy>xeHue 1 JTOKaus paguo3aKiajky (Kydyka) B TOMEUICHUH

B pesynbrate BRIOTHEHUS Ta00paTOPHOI pabOTHI CTYICHT MOMYYHUT HABBIKA MCIIOE30BAHUS
MOPTATUBHOTO CKaHEepa JCKTPOMATHUTHOTO TIOJIS JUTs IOMCKA pabOTAOIIEro paaruonepeaTynka (Kydka)
Ha yactoTax 433 MI'n, 900 MTI'n, 2,4 [T, MeToaa TpUAHTYISALUN AJISL OTIPEACIICHUS] MECTOIOJIOKEHHUS
HMCTOYHWKA CUTHAJIA C OMOIIBIO0 HAMTPABJICHHON aHTEHHBI, U3MEPEHHs YPOBHS MOIIIHOCTH CHUTHAJIa
(MkBT/M?), a TakKe COCTABJICHHUS KapThI 2JIEKTPOMArHUTHOTO (DOHA TIOMEIIICHHUS ¢ 30HAMH TTOBBIIICHHOTO
pucka.

[TepexBar u nemmdpoanue WPA2/WPA3 B 6ecripoBo/1HOM ceTH (3TUUECKUIT B3TIOM)

B pesynbrate BITOTHEHHS 1a00paTOPHOM pabOTHI CTYICHT MOYYHT HaBBIKK 3axBata WPA2 4-way
handshake ¢ momormpro HHCTpYMeHTa aircrack-ng B KOHTPOIUPYEMOH cpefie, MPOBEACHUS CIIOBAPHOM
aTaku (HampuMep, rockyou.txt) Ha 3aXBaueHHBIN XO1II, aHAIN3a CTOWKOCTH NapoJist (caadblil Vs. CHIIbHBIN),
BBITOJIHCHUS aHAIOTUYHBIX aeicTBuid 11t cetd WPA3 (3axBat SAE handshake), a Takxe
(dhopMyJIHpPOBaHUS PEKOMEHIANNH 110 HacTpoiike Oe3omacHoro Wi-Fi (mmuna naposiss, WPA3, ynpasienue
gepe3 RADIUS).

Hacrpoiika 3amumennoro tyaaens L2TP/IPsec nns kanana «ynanenusiit oduc - LHOI»

B pesynprare BeIOTHEHUS Ta00paTOPHOIT pabOTHI CTYISHT NOTYYIHUT HaBbIKK HacTpoiiku L2TP-ceprepa Ha
mapmpytuzatope (MikroTik, OpenSwan nnu StrongSwan), reHepany caMoIOIIMCaHHBIX CEPTH(HUKATOB
X.509 mist ayreHTH(UKAINT CTOPOH, HACTpOolKH kireHTa L2TP/IPsec Ha onepannoHHOI cucreme
Windows/Linux, nposepku mudpoanus tpaduka yepes Wireshark (ESP-nakersi, orcyrcreue L2TP B
OTKPBITOM BUJI€), U3MEPEHUsSI IPOITyCKHOW CIIOCOOHOCTH TYHHEJISI K CPABHEHHSI C OTKPBITHIM KaHAJIOM.




n/n
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3ammTa npomeinieHHOTo Kanana nepeaadn (Modbus/TCP) ¢ momMoripio nuiro3a
0e30MacHOCTH

B pesynbTaTe BBINOTHEHHS Ta00OPaTOPHON PabOThI CTYJCHT MOJNYYUT HABBIKU dMYJISAIUH TPOMBIIUICHHOMH
ceru ¢ [IJIK (manpumep, Modbus-cepsep Ha Raspberry Pi) 1 HMI (kiuent), opranuszanum nepexsara u
Moaubukaiu kaapos Modbus ¢ ucnosp3oBanuem nHcTpymenta Modbuspal win Metasploit, HacTpoiiku
MPOMBIIIIEHHOTO 1UTI03a Oe3onacHocTH (Hanmpumep, Cisco IE 3000 nnu nporpammuslii ananor Opal),
CO3IaHMS IIPABUJI OEJIBIX CIMCKOB (pa3peleHbl TOJIbKO KOMaHAbl YTeHHs, 3alpelleHa 3aI1Ch), a TAKKe
MPOBEPKH OJIOKUPOBKY HECAaHKIIHOHUPOBAHHBIX KOMAH/I Yyepes3 ILTI03.

11

KBanToBoe pacnipenenenne kirodeit (QKD) - cumyssiius nmporokosia BB84

B pesynbrate BhIoIHEHHS 1a00paTOPHOH pabOTHI CTYIEHT MOMYYHUT HABBIKU 3aITyCcKa CUMYJISITOpa
KBaHTOBOTO pacrpezaeieHus kirodei (Hanpumep, QKD Simulator mmu maker NetSquid), HacTpoiiku
napameTpoB KaHaina (;umHa BOJIC, ypoBeHb n1yMOB, 3(()eKTHUBHOCTD IE€TEKTOPOB), BHIIIOJTHEHHS
nporokona BB84 (oTmpaBka ()OTOHOB B UETHIPEX MOJSPU3ALUSIX, COTJIACOBaHUE 0a3, MPOBEpKa Ha
MOJICTYIIMBaHue), aHanu3a nporueHTa ommook (QBER) u Beruucienus GUHAIBHOTO CEKPETHOTO KIIFOYa, a
TaK)Ke CPABHEHMSI C KJIACCUUECKUM paclpelesIeHueM Kitode 1o ysa3sumoctu kK MITM.

12

CkanupoBaHHe paJloKaHaja 1 aHainu3 npoTtokoia Bluetooth Low Energy (BLE)

B pesynbraTe BRITOTHEHHS TAOOPAaTOPHOI pabOTHI CTYEHT MOIYYHUT HAaBBIKK HCTOb30Banus SDR-
npuemuuka (Hanpumep, HackRF wim RTL-SDR) st 3axBata cnektpa B quanaszone 2,4 [T,
nnentuukanny BLE-nakeToB (pekiaMHbIe KaJpbl, JaHHBIE XapaKTEPUCTHK), IEKOANPOBAHUS
nepeiaBaeMbIX 3HaUeHHH ¢ Tomolbio HHCTpyMeHToB (Ubertooth, Wireshark ¢ moaynem BLE),
oOHapyxeHus HezammdpoBanHbIX BLE-ycTpoiCTB (qaTyuku TeMieparypbl, 3aMKH, OPEIOKH), a TaKkKe
dbopmynrpoBanus pekoMeHnauuii mo 3amure BLE-kananos (imudposanue, napHast cBsizb, cmena MAC).

13

Obnapy>xenue noamensl cnyTHukoBoro curnaia (GPS/GNSS criydunr)

B pesynbrate BeIOIHEHHS 1TAOOPATOPHOI PabOTHI CTYJECHT MOTYYHUT HABBIKK T€HEPALMH TTOIETBHOTO
GPS-curnana c momonipto SDR (nampumep, GPS-SDR-SIM n HackRF) B koHTpOnmpyemoit
9KpaHUPOBAHHOM cpene, aHaiumu3a peakiun GPS-npuemHuka (cMelieHue KoopuHaT, BpeMEHH),
oOHapy»eHHs CIy(pHHTa 4epe3 MOHUTOPHHT OTHOIICHHS CUTHAJ/IIIYM W YMCiIa BUIUMBIX CITyTHHKOB,
HacTpoiiku 3ammneHHsx GPS-npuemunkoB ¢ pyHkuuer antucnydunra (IpoBepka KOPpeIsUY CUTHAJIOB
pa3HbIX CO3BE3/Ui1), a TAKXKE COCTABJICHUSI IPOTOKOJIA IIPOBEPKHU 1IETOCTHOCTH HABUTAI[MOHHOTO KaHaa.

14

Hcnonp3oBaHue nceBaocitydaitHon nepectpoiiku yactotsl (IITTPY) nis 3ammrhr
panuokaHaia

B pesynbrate BoIoIHEHHS 1a00PAaTOPHOH pabOTHI CTYJIEHT MOJYYHUT HAaBBIKKM HACTPOHKH AByX SDR-
MoJynel B pexume mpuemonepenarankos ¢ [IITPY no 3aganHoMy 3akoHy (Hanpumep, 50 ckaukoB B
cexyHy B auamna3one 868—928 MI '), mepexBaTa CUTHAIA IIMPOKOMOIIOCHBIM TPUEMHHKOM 0€3 3HAHUS
MOCJIE0BATEILHOCTH (IIOIy4eH LIyM), CHHXPOHHU3AIMY IPUEMHHKA C IEpEeIaTYMKOM ITPU H3BECTHOM
TNICEBJIOCITyYaifHOM KOJIe, OLIEHKH OTHOLLICHUS CUTHAII/IIYM Juts PUKCHpoBaHHOW yactoTsl npotus [1T1PY B
YCIIOBUSIX TIOMEX, a TaKKe (POPMyIHPOBaHUS BHIBOAOB O CKPBHITHOCTH MEPEIayu.

15

Amnanu3s yredek nH(pOpMAIMK Yepe3 HaBOAKH Ha CMeKHBIE Kabesn (cross-talk)

B pesynbrate BIOIHEHHS TAOOPATOPHOI pabOTHI CTYIEHT MTOIYYHUT HAaBBIKK NTPOKIIAAKH ABYX KaOenen
BUTOM Iaps! (MHPOPMALMOHHBIN U «HABOASIINII») B OJJHOM Kabenb-KaHaie ¢ paccTostaueM 5—10 cm,
nepenadn MHGOpMAIMOHHOTO curHana (Harpumep, 1 MI'n meanap nin Ethernet-tpaduk) no nepsomy
Ka0eJr0, I3MEPEHUs HaBEJICHHOTO HAIPSDKEHHsT Ha BTOPOM Kabele ¢ MOMOIIbI0 ociuiuiorpada u
aHaJM3aTopa CIEKTPa, OLIEHKH 3aTyXaHus nepekpectHoii momexu (Near-End/ Far-End Crosstalk), a Taxoke




n/n
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JIEMOHCTPAIIMK METO/1a 3aIUThI - YBEJIMYCHUS PACCTOSIHUS WA MCIIOb30BAHUS SKPAHUPOBAHHOM BUTOM
napel (FTP/SFTP).

16

Pa3pa60TKa MOJIUTHKH TEXHUYECKOM 3alllUThl KaHAJIOB nepeaadun il mpeanpuiaTus

B pesynbrate BhINOIHEHHS 1a0OPATOPHOI pabOTHI CTYJCHT MOJYYUT HABBIKU ITPOBENICHUS
MHBEHTapH3aIlii BCeX KaHaJOB Mepelayl TaHHBIX Ha yCIOBHOM npeanpusatuu (3 otaena, [IO/],
yAaJCHHBIN (HUIHa), KIacCH(pUKAINU KaHAJIOB 0 CTeIICHH KOH(MUICHIIMAIBHOCTH IIepeIaBacMoin
nHpopMannu (OTKPHITHIE, CITy>KEOHBIE, CEKPETHBIE), BRIOOPa CPEACTB 3aIUTHI IS KaXKIOTO THITa KaHala
(MACsec, [Psec, pagronrymMonoaBieHme, 5KpaHIpoOBaHue), pacyera Or0/pkeTa Ha BHEIPEHUE U
9KCILTYaTAIHIO, & TAK)KE COCTABIICHHUS UTOTOBOTO JOKYMeHTa «I10JHTHKa TEXHHYECKO 3alUThl KaHAJIOB

nepeaayn JaHHbIX» C l"pa(bI/IKOM BHCAPCHUSA U 30HAMH OTBETCTBECHHOCTHU.

4.3. CamocrosTenbpHas padoTa 00yJarOInXCS.

o/

Bun camoctosTenbHOM paboThI

Pabora ¢ IeKIIMOHHBIM MaTepHaIoM
IToaroroska k 1abopaTopHBIM paboTam

IloaroroBka k HpOMC)I(yTO‘lHOfI aTTeCTalu.

[ToaroroBka k TeKyIiemMy KOHTPOJIIO.

5. IlepeueHp wu3NaHMI, KOTOpPHIE PEKOMEHAYETCS MCIIOIb30BaTh MPHU

OCBOEHUHU JTUCIUIUINHBI (MOJTYJIS).

Ne | bubmauorpa eCcKoe
nomuorpadurieci Mecro nocryna
/1 OIuCcaHue
1 | XKenenkos, bopuc URL:
BiaguMupoBuy. http://195.245.205.171:8087/jirbis2/books/scanbooks_new/metod/03-

KaHanbHbIi ypOBEHb 41547 .pdf.(nata obpamenus 09.06.2026).Tekcr :

mozemu OSI : MeTor. HenocpeacTBeHHb. [lonounsiii mudp 004-K51

yKa3. Kk J1a0. pad. mo
auct. "Ceru OBM u
TEeJIEKOMMYHHUKAIU"
IUTs CTY . 4 Kypca
CIIell.
"BrIauciauTebHbIE
MAIIIMHBI, KOMIUIEKCEI,
CHCTEMBI U ceTH",
Hanp. "MHdopmaruka
Y BBIYHCIIATEIIbHAS
texunka" / B.B.
Kenenkos ; MUUT.
Kadp.
"BrIauciauTebHbIE




CHCTEMBI U ceTH". - M.
: MUUT, 2011. - 50 c.
s v ¢. 49. - 100 k3. -
(B mep.) : 42.60 p. -

Teker :
HEIOCPEICTBEHHBIN.
2 INonposckuii .M., URL:
XKenenxos b.B., http://195.245.205.171:8087/jirbis2/books/scanbooks_new/metod/03-
Cacdonosa U.E. 42764.pdf. (nata obpamenus 09.06.2026)Texcr :
Kpunrorpaguueckas HenocpeacTseHHbI. 004 I'60
3aImTa
KOMIIBIOTEPHOM

uH(pOpMAaIUK : METOI.
yKa3. K J1ab. pab. mo
nucl. "Teopetuueckue
OCHOBBI
KOMITBIOTEPHOU
Oe3omacHOCTH" ISt
CTy/., 00yd. 1Mo Harmp.
"UndopmanmoHHas
Oe3omacHOCTh" /
MUUT. Kad.
"BeIYUCIIMTEIbHBIC
cucTeMsbl 1 ceTu". - M.
: MI'YTIC(MUUAT),
2013.-36c. : m. -
bubnuorp.: c. 46. -
100 2k3. - (B mep.) :
39.78 p.

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 MaHHBIX U
WHGOPMAIIMOHHBIX CIPABOYHBIX CHCTEM, KOTOpPHIE MOTYT HCIIOJIb30BAThCA TMPHU
OCBOCHMH JTUCHUILITUHBI (MOIYJIs).

- basza mannwix cranmaptTos: https://www.gost.ru/portal/gost/home/standarts

- baza gannbix jokymentoB ®CTIK: https:/fstec.ru/dokumenty-filter

7. IlepeuyeHb  JHUIEH3UOHHOTO H  CBOOOJHO  PACHPOCTPAHAEMOTrO
IpOrpaMMHOr0 OOECIEUYEeHUs, B TOM YHUCJIE OTEUYECTBEHHOI'O MPOU3BOJICTBA,
HEO0OXOIMMOTIO /i1 OCBOCHHUSI TUCIUTIIIMHBI (MOIYJIs).

Microsoft Windows
Microsoft Office



8. Ommcanme MaTepHATbHO-TEXHUYECKOW 0as3pl, HEOOXOAMMOW st
OCYIIECTBICHUST 00pa30BaTEIHLHOTO TIPOIIecca MO MUCIUTLTHHE (MOIYIIIO).

VYuebnas aymuropus (KoMmbroTepHBIH Kilacc) sl MPOBEACHUS YYEOHBIX
3aHATUHN (3aHATUN JEKIIMOHHOTO THUIIA, TPAKTUYECKUX 3aHATUIN):

- KOMIIBIOTEp MpernojaBarelisa, MyJIbTUMEIUMHOE 000pyAoBaHue, pabouue
CTaHIMH CTYJEHTOB, 10CKA.

AyauTopus NOAKIIOUEHA K ceTu «HTepHeT».

9. ®opma TpOMEKYTOUYHOM aTTECTALIUM:

3auet B 9 cemectpe.

10. OuenouHbIe MaTEPHUAIIBI.

OueHOYHbIE MaTepUalIbl, IPUMEHSIEMBIE MPU MPOBEICHUN MPOMEKYTOUHON
aTTeCTally, pa3padaThIBAIOTCS B COOTBETCTBHH C JIOKAJIBHBIM HOPMATUBHBIM
aktom PYT (MUNT).
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