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1. OOue cBeaeHus 0 JUCHUILIMHE (MOTYJIE).

[enpto mucnmmnuHbl « TexHUYeckas 3aluTa KaHAJIOB TMEpeladyr JTaHHBIX)
aBisieTcs  (OPMHUPOBAHHWE Yy CTYACHTOB 3HAHWM TI0 OCHOBAM WH)KCHEPHO-
TEXHUYECKON 3amuThl WH(OpPMAIMU, a TAaKK€ HABBIKOB U yMEHHUS TPUMEHSTh
CHeIMaIbHbIC 3HAHUS I PEIICHUS KOHKPETHBIX HAYYHO-TIPAKTUYECKUX 3ajad.
Kpome ToOrO, 1€NpI0 AWCHMIUIAHBI SBISCTCS Pa3BUTHE B TPOIECCE OOYUCHHUSI
CHUCTEMHOTO MBIIUICHUS, HEOOXOJUMOTO JUIS PEIICHUS 3ajad HHKEHEPHO-
TEXHUYECKOH 3aIUTHI HH(DOPMAIINK C YIETOM TPeOOBaHUI CHCTEMHOTO MOAXO0/a.

OCHOBHBIMU 337]a4aMH TUCIUIUIAHBI SBIISIOTCS:

- UW3y4YeHHWE HAYYHO-TEXHWYECKONW WH(POPMAIMKM, OTEUYESCTBEHHOTO U
3apy0eKHOTO OMbITa MO TEMATHKE HCCIEAOBAHNUS;

-  UW3yYCHHE COBPEMEHHBIX  TEJICKOMMYHUKAITMOHHBIX  TEXHOJOTHH,
IPUMEHSEMBIX MIPU MOCTPOCHUH TEIEKOMMYHUKAIIMOHHBIX CETEH U CUCTEM;

- OpraHu3allMOHHO-TIPABOBOE OOECIEUYEHHE ACSATEIBHOCTU IO IMOIYYEHHUIO,
HAKOIUJICHUIO, 00paboTKe, aHalIM3y, MCIOJIB30BAHHIO HH(OpMAIMKU U 3alluTe
00BEKTOB HH(POPMATU3AINHN, UTHPOPMAITUOHHBIX TEXHOJIOTUNA U PECYPCOB;

- pa3zpaboTKa U KOHTPOJIb 3PHEKTUBHOCTH OCYIIECTBICHUSI CUCTEMBI MEP TI0
(GOpPMHUPOBAHNWIO W UCIOJB30BAHUIO HWH(DOPMAIMOHHBIX PECYpPCOB, CHCTEM
obecrnieueHus1 UHPOPMAITMOHHON O€30MTaCHOCTH;

- KOHTPOJb COOTBETCTBHS pPa3pabaThIBa€MbIX NPOSKTOB M TEXHUYECKOH
JOKYMEHTAIIMU CTaHJapTaM, TEXHUYECKUM YCIOBUSAM M JAPYTUM HOPMATHBHBIM
JIOKyMEHTaM.

2. Ilnanupyemblie pe3ynbTaTbl 00YYEHUS IO JUCHUIUIMHE (MOIYJIIO).

Ilepeuenp (GopMUPYyEMBIX PpeE3yJbTAaTOB OCBOCHHS  00pa30BaTelIbHOU
porpamMmbl (KOMIIETEHIINM) B PE3yJIbTaTe 00yUeHHUS 10 AUCIUIUIUHE (MOIYIIIO):

IIK-1 - CnoocoOHOCTh aHANM3UPOBATh U OLEHUBATH 3aAlIUIIEHHOCTH
MPOrpaMMHO-aNMapPaTHBIX CPEACTB 3alUThl HHPOPMALIUU;

IIK-7 - CnocoObHOCTh BBIOMpaTh M MPUMEHATH TEXHUYECKHUE CpPENICTBA
3amuThl  WHGOpMaNuK, obecneynBaTh WX (YHKIIMOHUPOBAHHE, TPOBOIUTH
BOCCTAaHOBJICHHE U 3aMEHY OTKA3aBILIUX KOMIIOHEHTOB.

OO0yueHnue 1Mo qUCIUIUTHHE (MOJTYIIIO) TPEIoIaraeT, 4To 1Mo ero pe3yabTaTaM
oOyyaromuiicst Oyer:

3HATD:



- OCHOBHBIC HOPMATHBHBIE TMPABOBbIE aKThl B 00JacTH WH(POPMAITMOHHOM
0€30IMacCHOCTH W 3aluThl MHPOpPMAIUU, a TaKKe HOPMATHUBHBIC METOIUYCCKHE
nokyMeHTsl @Cb Poccun, ®CTIOK Poccuu B nanHON 001aCTH;

- TEXHHUYECKHE KaHaJbl YTEYKH WHGOPMAIIUU, BO3MOKHOCTH TEXHUYECKHUX
Pa3BeIoK, CIIOCOOBI M CPEACTBA 3alTUTHI MH(POPMAITUN OT YTEUKH 0 TEXHUIECCKUM
KaHaJIaM, METOJIbI U CPENICTBA KOHTPOJSA dPHEKTUBHOCTH TEXHUYECKOUN 3aIUTHI
uH(pOpMaInu.

Ymern:

- aHAIM3UpPOBATHh U OLIEHMBATh YIpO3bl MH(OpPMALMOHHOW O€30IacHOCTU
00BEKTA;

- TPUMEHATh OTEUYECTBEHHbIE W 3apyOekHble CTaHAapTel B o01acTu
KOMITBIOTEPHOW 0€30IacCHOCTH JUIsl MPOEKTUPOBAHUS, pa3pabOTKM M OLEHKH
3AIIUAIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM;

- N10JIb30BAThCSI HOPMATUBHBIMU JOKYMEHTAMH T10 3a1UTe UH(OPMALIIH.

Baaners:

- HaBbIKaMU pabOThI C HOPMATUBHBIMU MPABOBBIMU aKTAMU;

- MEeToJaMU U  CpPEACTBAMHU  BBIABICHUS  yrpo3  0€30macHOCTH
aBTOMAaTU3HPOBAHHBIM CUCTEMAM;

- METOJAMHU TEXHUUYECKOW 3allUThl HH(OPMALIHH;

- MeTogamMu (OpMHUPOBaHUS TPEOOBAHUI 11O 3aIUTE UH(OPMAIUH;

- METOJaMHu pacyeTa M MHCTPYMEHTAJIbHOTO KOHTPOJISI IOKa3aTeeu
TEXHUYECKOU 3alIUThl MH(OpMaLUY;

- METOJUKAaMU NPOBEPKHU 3AILULICHHOCTH OOBEKTOB MH(pOpMATH3ALUH Ha
COOTBETCTBUE TPEOOBAHUSM HOPMATUBHBIX JTOKYMEHTOB;

- mpo¢eCCUOHATBHONU TEPMUHOJIOTHEH.

3. O0beM TUCHUTUTUHBI (MOJTYJIS).
3.1. O6mias TpyI0eMKOCTb JTUCIUIUIMHBI (MOIYJIA).

OO6mast TPyJIOEMKOCTh AUCHUILIMHBI (Momynsi) coctaBisier 5 3.e. (180
aKaJeMUYeCKUX yaca(oB).

3.2. O6bem aucuMIUIdHBL (Monaynsi) B (opMe KOHTAKTHOM paboOThI
oOyJammmxcss ¢ MENarorTMYecCKUMH  padOTHUKaAaMU U (WIKM)  JIHUIAMH,
IPUBJIEKAEMBIMH K pean3alnun 00pa3oBaTesIbHOM MporpaMMbl Ha UHBIX YCIOBHSIX,
IIpU MIPOBEICHUH YUEOHBIX 3aHATUM:

KonuuectBo yacos

Tun yaeOHBIX 3aHIATHI
Bcero | Cemectp Ne9

KonrakTHas paboTa Ipu npoBeIeHUN YUeOHBIX 3aHATHI (BCEro): 64 64




B tom uncie:

3aHATUA JTEKLUOHHOTO TUIIA 32 32

3aHATHSI CEMUHAPCKOTO TUIIA 32 32

3.3. O6peM auCHUIUIMHBI (MOAYJs) B (hOpMe CaMOCTOSITENBHOM pPabOTHI
oOydJarormuxcsi, a Takke B (opmMe KOHTAKTHOW pabOThl OOyYarOIIMXCS C
He1arornyecKuMu padoOTHUKAaMU | (MJIN) JIMIIAMU, IPUBJIEKAEMBIMU K peaTn3alun
o0pa3oBaTeNbHOW MPOrpaMMbl HAa HHBIX  YCJIOBHUSIX, NpPU MPOBEACHUU
MPOMEKYTOUHOM aTTecTalu coctapisier 116 akageMuyeckux daca (OB).

3.4. Ilpu 0Oy4eHnu o HHANBUAYAIbHOMY Y4eOHOMY IJIaHy, B TOM YHCIIE IIPH
YCKOPEHHOM 00y4YeHWH, 00BEM TUCITUTUIMHBI (MOIYIS) MOXKET OBITh pean30BaH
MOJIHOCTBIO B (POPME CaMOCTOSITENBHOU padOThl 00yYaIOIUXCs, a TAKKe B (hopme
KOHTAaKTHOM pabOThl OOYyYalOIIUXCSl C MEAAroruHuecKuMu paOOTHUKaMU U (WIIH)
JUIAMU, TIPUBIIEKAEMBIMH K peain3alliu 00pa30oBaTeIbHOM MPOrpaMMbl Ha UHBIX
YCIIOBUSX, TIPY NMPOBEACHUHU MPOMEKYTOUYHOM aTTeCTallUU.

4. ConepxaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3a”HATHA TEKIIMOHHOTO THUIIA.

/ TemaTuka NTEKIIMOHHBIX 3aHATUM / KPAaTKOE COEPKaHNE
n/n

1 OCHOBBI TEXHUYECKOM 34l THI KaHAJIOB MEPCAavYn JaHHBIX. KHaCCH(bHKaHHH yrpos

CopepxaHue yaeOHOTO MaTepHuaa;

- OnpeneneHre TexHUYecKoi 3ammtsl nHPopmanuu (T3U) Ha kaHamax CBSI3U

- Kimaccudukanus xaHanoB nepegadl JaHHBIX: IIPOBOIHEIC, BOJIOKOHHO-ONITHYECKUE, PaIHOKAHAIEI,
CIyTHHKOBEIE, HH(paKpacHbIC

- OCHOBHEBIC yTPO3BL: TIEPEXBAaT, HABSI3BIBAHIE, MOAU(DUKALINS, PETPAHCISIINSA, aHAIH3 Tpaduka

- Monens HapymuiTess Ha KaHATFHOM YPOBHE

- [IpuHIUTIBL 32U THL: KOHPUIEHIIMATEHOCTD, IIEJIOCTHOCTD, IOCTYITHOCTh, 8y TEHTHYHOCTh

2 |®usnueckas NpUpo/ia MOOOUHBIX JEKTPOMATHUTHBIX H3inydeHui u HaBogok (II9MUH)

ConepxaHue yaeOHOTO MaTepHraa;

- Ucrounuku IIDMUH B kabenpHBIX cHCTEMax M PaAHOTpaKTax

- [JapameTps! OIacHBIX CHUTHAJIOB: aMIUTUTY/1a, YaCTOTA, [UINTEIbHOCTD

- IuddepennumanbHbid 1 cHH(A3HBIN PeXXUMBI HABOIOK

- [lepexpectHbie momexu (crosstalk) B MHOromapHbIX Kabessx

- JansHocTh nepexsata [IDMIUH B 3aBUCUMOCTH OT THIA JIMHUM U CPEMBI PACIPOCTPAHEHUS

3 Mertoanl nepexpara I/IH(I)OpMaI_[I/II/I B IPOBOAHBIX JIMHUAX CBA3U

ConepxaHue yaeOHOTO MaTepHraa;
- [Ipsimoe moakIIOYeHNe (TaIKHT) K BUTOH IMape U KOaKCHAIbHOMY KalelTro
- MaaykunoHHBIH (OECKOHTAKTHEII) CheM CHTHaJa ¢ TOMOIIBIO TaTYMKOB XO0JIIa U TOKOBBIX KIIEIIeH

- EMkocTHO cbeM nHOpMAaIiu




TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

- AHanm3 otpakeHHBIX curHasioB (TDR) mutst ompeneneHust MecTa HECAaHKIIMOHUPOBAHHOTO TTOAKITIOYCHUS
- Ucnionp30BaHNe BBICOKOOMHBIX YCHIIMTENIEH JJIsl HEOOHApyKMMOTO TepexBara

3aH_II/ITa KaHaJIOB OT HCCAHKIIMOHUPOBAHHOI'O IMMOAKIIOYCHHUA U ITPOCITYIINBAHUA

Cozepxanue yueOHOro MaTepuana:

- DKpaHUPOBAaHKE TIPOBOAHBIX JINHHHA: THITHI SKpaHOB ((obra, omieTka), TpeOOBaHUS K 3a3EMIICHHIO

- Ckperka map (CKpyTKa pa3IMyHOTO IIara) Kak MEeTO[] IIOBBIIICHUS TIOMEX0YCTOHYNBOCTH

- Ucnonp3oBanne GpeppuTOBEIX GIIBTPOB U MOAABHUTENCH CHH(DA3HON TOMEXH

- OGHapy’KeHHEe YCTPOWCTB IepexBara: peIeKTOMETPHUS, aHAIU3 LIIyMOB, BHECCHUE TECTOBBIX CUTHAJIOB
- Opranmanus GU3NIECKOit 0XpaHbl KaOeIFHOW HHPPACTPYKTYPHI

Bonokonno-ontuyeckue aunauu cBs3u (BOJIC): ysa3BUMOCTH M METOIBI TIEpeXBaTa

ConepxaHue yueOHOTo MaTepuaa;

- [Ipunnunst nepenaun no BOJIC: oTpakeHue, npeioMieHue, 3aTyXaHue

- Croco0Bl HECAaHKITMOHUPOBAHHOTO CheMa CHTHAJA: U3TH0 ONTHYECKOTO BOJIOKHA (MaKpo- 1
MHUKPOU3THOBI), TOJTMPOBKA MOBEPXHOCTH, BBApKa OTBOJIA

- O6HapyxeHHe PaKTa CheMa Yepe3 MOHUTOPHHT YPOBHS ONTHYECKON MOIITHOCTH M PeIeKTOrpaMMBbI
(OTDR)

- [TaccuBHBIE M aKTUBHBIE CUCTEMBI KOHTPOJIs LesnocTHOCcTH BOJIC

- OCOOEHHOCTH 3aIIUTHl MHOTOMOOBBIX U OJJHOMOIOBBIX BOJIOKOH

KpI/IHTOl"pa(bI/I‘leCKaH 3alMTa KaHaJIOB IICPCaadu JaHHbIX Ha (1)I/ISI/I‘IGCKOM YPOBHE

ConepxaHue yueOHOro Marepuana:

- llInppoBanme Ha kananpHOM ypoBHe: TexHoNormu MACsec (IEEE 802.1AE)

- ®opmar kaapa MACsec: ter 6ezonacuocty, ICV (Integrity Check Value)

- Yopasnernne xrogyamu B MACsec (MKA mpoTokour)

- AnmapaTHas peanuzanys mudpoBaHus (KpunToMoayiau B kommyTaropax u NIC)

- CpaBuerne MACsec ¢ mudpoBanueM Ha ceteBoM (IPsec) u tparcmoptaoM (TLS) ypoBHSIX

KBanrtoBoe pacnpenenenue kmoueit (QKD) nms 3ammTel kKaHANIOB Niepeaayn JaHHBIX

ConepxaHue yaeOHOTO MaTepHuaa;

- [IpuHIIMIIBI KBAaHTOBOW KpHNTOrpaduu: cocrosHue GOTOHA, TEOpEMa O HEBO3MOXKHOCTH KIIOHUPOBAHHS
- [Ipotokonsl BB84, E91, B92: npoueaypa coriiacoBanusi 1 MpOBEPKU Ha MOACIYILIMBAHNUE

- Ammmapataeie peammsanmun QKD mis BOJIC (komMepueckue cucteMsr: ID Quantique, QRate)

- Orpannuennst QKD: nanbHOCTB, BIMSHHUE ITYMOB, CKOPOCTh T'€HEPAIMHU KIII0Ya

- UaTerpanus QKD c kmaccuaeckum mudpoBanueM (THOPUIHBIE CXEMBI)

3anmTa paguoKaHaIOB MEpeIadyn TaHHbIX. AHAIN3 YA3BUMOCTEN

ConepxaHue yaeOHOTO MaTepHraa;

- Mnamazons! pagnocsssu (HF, VHF, UHF, SHF) u ux ys3BUMOCTb K TIepexBary

- Metomp! mepexBaTa: cCKaHUpyromue npueMHuky, SDR (mporpaMMupyemMblie pagnocuCTEMBI),
HarpaBJeHHbIC AHTCHHBI

- Ananus nportokoJioB: Bluetooth, Wi-Fi, ZigBee, LoRa - o6ue ysi3BumMocTi

- ATaka «4eJ0BeK IocepeinHe» B paroKaHanax (peTpaHCIsIus, MOMEHa CUrHaa)

- OOHapy>KeHne padoTAIOINX PaIH03aKIIaI0K U CKPBITBIX MEPEIaTINKOB

CrrocoObl 3aIlIUTEI paAUOKAHAJIIOB: CKPBITHOCTE X TIOMEX03aIMUIIICHHOCTD




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

Coneprxanue yueOHOTO MaTepHaa;

- [IceBnocyyaiinast nepecrpoiika padoueii yacrorsr (ITITPY / FHSS)

- lymomnono6usie curnains (IUIC) u nx oOHapyxeHue Ha OHE IIyMOB

- [IpocTpancTBeHHas QuibTpalys: IpUMEHEHUE Y3KOHANPABICHHBIX aHTCHH M YMHBIX aHTEHHBIX PEIIETOK
- DkpaHupoBanue nomeunieHuit (ketka dapajes) Ui NIpelOTBPaIIEHHs YTEUKH Yepe3 paIroKaHal

- YMeHbllIeHne MOLITHOCTH IepeiaTuiKa 0 MUHUMAIILHO HE00X0JMMOT0 YPOBHS

10

3amuTa KaHaJIOB CIIyTHUKOBOM CBSI3U

Copneprxanue yueOHOTO MaTepHaa;

- [IpuHIMIBI pabOTHI CITyTHUKOBBIX KaHAJIOB: IPSIMOE M 0OpAaTHOE PACIpPOCTPAaHEHHUE, 30HBI TIOKPBITHS
- YTpo3sl: IepexBaT CUTHaJIa BCEHAIIPaBICHHOM aHTEHHOM, IOCTaHOBKA NOMeX (jamming), TIoAMeHa
CrIyTHHUKa (meaconing)

- lludposanue ciytHrKOBOTO Tpaduka: DVB-S2 ¢ nmoxnepxkoii AES, penrenus Ha 6a3e [Psec

- OrpanuueHue 30HbI mpueMa (Spot beam) kak MeTo] PU3HYESCKON 3AIMUTHI

- [IpoTuBOA€HicTBHE HECAHKIIMOHUPOBAHHOMY JOCTYITY K CITyTHHKOBBIM T€pMUHAIAM

11

ArmaparHble CpeIcTBa 3allUThI KAaHAJIOB Mepeaadu (mudpaTopsl, CKAHEPHI OIS )

Conepxkanue yueOHOTo MaTepuana:

- Knaccudukamms anmapatHeix mmppaTopos KaHanoB: st mpoBoaHsx, BOJIC u pagnokananos

- Tpe6oBanust ®Cb u ®CTIK k cepruduurpoBaHHbIM cpencTBaMm kpunrorpadudeckoii 3amursl (CK3H1)
- Ckanepsl a5ekTpoMarautHoro noist (COMII) u aHanu3aTopsl cekTpa JUIst KOHTPOJIS yTeueK

- 'eneparops! myma (mogaBUTeNn TUKTOGOHOB U 3aKIa0K) aKTUBHOTO THIIA

- AnmapaTHbIe JETeKTOPHI MOKII0UeHus K BuToi mape (Reflectometer)

12

OpFaHI/ISaHI/I}I 3alIMIIICHHBIX KaHAJI0OB C UCIIOJIB30BAHUEM VPN Ha ka”HaIbHOM ypOBHe
L2TP/IPsec

Conepxkanue yueOHOro MaTepuaa:

- [IpuHuune! noctpoenus 3amuiieHHbx TynHeneid L2TP nosepx IPsec

- Pexxumel pabotsl [Psec: TpaHCTIOPTHBIIN M TYHHENIBHBIHN, UX IPUMEHEHHE IS 3al[UTHI KaHajIa
- Oowmen kirouamu IKEV1/IKEv2, ucnonszoBanue ceptudukaros X.509

- AnrmapaTHble YCKOPHUTENU MH(POBaHUs ISl BBICOKOCKOPOCTHBIX JiHU# (10 ['6ut/C 1 BbILIE)
- [Ipumepst Hactpoiiku L2TP/IPsec Ha mapuipyruzatopax Cisco, MikroTik, Linux

13

3ammTa KaHAJIOB MEepelavyi B aBTOMATH3MPOBAHHBIX CHCTEMAX YIPaBICHHS
TexHojoruuyeckum npoueccom (ACY TII)

ConepxkaHue yueOHOro MaTepuaa:

- Criennuka kananos cssizu B ACY TII: npotokosst Modbus, DNP3, IEC 61850, Profinet

- YSI3BUMOCTH ITPOMBIIUIEHHBIX IPOTOKOJIOB: OTCYTCTBUE MIM(pOBaHus, ciadast ayTeHTuhUKaus

- Merop! 3anuThl: U036 Oe3onacHocTH (Security Gateway), oJJHOHAIIpaBlIeHHbIE YCTPOICTBA (JAMObI
JTaHHBIX )

- Ncnonp3oBanne rirybokoro aHanu3za maketos (DPI) ams KOHTPOIIS TEXHOIOTHIECKUX KOMaH/T

- M3omsanus cereit ACY TII oT KopriopaTUBHOM CETH W MHTEpHETA (BO3IYIIHBIH 3a30D)

14

AHanM3 3aMIIeHHOCTH KaHAJIOB TIepeaadn JaHHBIX. TeCTOBBIE METOIbI

ConepxaHue yueOHOro Marepuaa:

- [NaccuBHblif aHann3: 3axBaT Tpaduka (sniffing) B KOHTPOIBHBIX TOUYKAX

- AKTHBHBIN aHAJIN3: BHECCHUE TECTOBBIX NCKAKEHHH, MOMBITKH HECAHKIIMOHUPOBAHHOTO MOIKIIFOYEHHS
- OrieHKa ypOBHSI 3aTyXaHHUsl U COOTHOIICHHS CUTHAJ/IIIYM KaK [1apaMeTpOB 3alHICHHOCTH

- Ucnons3oBanne cereBrix aHanm3aTopoB (Wireshark, tepdump, CommView) 11 BBISBICHUS




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

He3amM(pOBaHHBIX JaHHBIX
- Merononorus «reHTpacTta» (penetration testing) A KaHAJIOB TIepeJayy JaHHBIX

15

IIpaBoBO€ peryinupoBaHue TEXHUYECKON 3alUThl KaHAJIOB nepeaadyn B PO

Conepxanue yueOHOro Marepuaa:

- ®enepanbHbIii 3aK0H «O0 nHbOpMAaIHK, HHPOPMAITMOHHBIX TEXHOJIOTHAX U O 3aIIATe HH(OPMAIHI»
(149-@3)

- ®enepanbHbrii 3aKk0H «O cBa3m» (126-D3): TpeOoBaHUS K OIIepaTopaM CBSI3H IO 3aLIUTE KaHAJIOB

- [Ipuxazsr ®CTOK Poccun o ceprudukanuu cpeacts T3U

- JInnieH3upoBaHue JEATEIBHOCTH 1T0 TEXHUIECKON 3aIUTe KaHAJIOB IEPeAadr JaHHBIX

- OTBETCTBEHHOCTH 32 HECAHKIIMOHUPOBaHHbIN nepexBaT unpopmarmu (YK PO, ct. 138, 272)

16

HepCHeKTI/IBHHe HaITpaBJICHUS 3alliIUThl KAHAJIOB I€pE€aavu JaHHBIX

ConepxaHue yueOHOro Marepuana:

- [IpuMeHeHne NCKYCCTBEHHOTO HHTEIIEKTA Ul OOHAPYKEHNSI aHOMAINH B KaHaJie (aHOMaJIbHOE
W3MEHCHHUE 3a/IeP’KKH, ONTOBBIX OMIHOOK)

- [NocTkBaHTOBas KpUNTOrpadus A 3aIIUTHI KAHAJIOB HA AATBHIOIO IEPCIEKTUBY

- 3amMTa KaHaJOB B KBAHTOBBIX CETAX CBSI3U (KBAHTOBAs TEJIECMOPTALUS COCTOSHUS)

- ABTOHOMHBIE aJIalITUBHBIE CHCTEMBI 3aIUTH (H3MEHEHNE PEKMMa M (POBAHMS NPH HOMBITKE aTaKH)

- PazButne crangapros: IEEE 802.1AE-202x, HoBblii ipo¢miib MACsec ¢ MOCTKBaHTOBBIMHU ajlTOPUTMaMHU

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlabopaTopHbie paboThI

/o

HaumenoBanue nabopaTopHbIX paboT / KpaTKoOe cofepKaHHe

I/IIIGHTI/I(I)I/IKaI_II/IH KaHAJIOB IICpeaavu NaHHBbIX U dHAJIN3 UX y5I3BI/IMOCTeI\/’I

B pesynbTate BeITIOTHEHHS 1a00paTOPHOH pabOThI CTYEHT MOJYYHUT HABBIKK KJIaCCU(HUKALIUH THIIOB
KaHaJIOB IEePeAaur AaHHBIX (BUTas Mapa, KOaKCHaJl, ONTOBOJIOKHO, PAJANOKAHAI), IOCTPOCHHUS CXEMBI
JIOKJILHOH CeTH C BBIJICTICHUEM BCEX KaHAJIOB NepeJadl, HICHTU(PHUKAIINHA KPUTHIHBIX K [TEPEeXBaTy
Y4YacTKOB (MarucTpajibHbIE JINHUHN, PE3EPBHBIEC KaHAIbI, OECIIPOBOIHBIE CETMEHTHI), TPOBEJICHNS aHAIIN3a
YSI3BUMOCTEH IS Ka)XKJI0TO THIIAa KaHala Ha OCHOBE MOJIEIIH yIPo3, a Takke 0(OPMIIEHHS KapThl yIpo3
KaHaJIOB Mepelauy JaHHBIX.

OOHapy)XeHHE HECAHKITMOHUPOBAHHOTO MOAKIFOYCHHS K BUTOU TIape C MTOMOIIBIO
pednektomerpa (TDR)

B pe3ynbTaTe BBIIOIHEHMS JTa00PATOPHOU pabOThI CTYJSHT MOJYYHUT HABBIKU MMOJKIFOYCHHUS BPEMEHHOTO
pedaexromerpa (TDR) k kabe:to BUTO Napbl, U3MEPEHNUS JUTMHBI KaOEIIsl ¥ pacCTOSHUS 10 OOPHIBOB,
o0OHapy>KeHHs] HECAaHKIIMOHUPOBAHHOTO OTBOJA (TPOIHMKA, TaIla) 110 MOSBICHHUIO JOIOJIHUTEIBHBIX
OTpa)XEHHBIX UMITYJIECOB, HICHTH()UKAIIMN MECTOTIONIOKEHHS OTBOJIA C TOYHOCTBIO /10 | MeTpa, a Takke
COCTaBJIEHU IPOTOKOJIA IIPOBEPKHU LEJIOCTHOCTH KaOeJIbHOM JTMHUH.

[lepexBar u ananu3 Tpaduka B HezanmieHHoi cetn Ethernet (cuugdunr)

B pesynprarte BRIIOTHEHHUS 1a00paTOPHOI pabOTHI CTYICHT MOJIYYHT HABBIKHA OPTaHU3AIMK TACCUBHOTO
nepexsara Tpaduka B CETMEHTE JIOKATBHOM CeTH ¢ ucnoip3oBanneM Wireshark u mepexiodenus cereBoi
KapThl B PEXKHM Promiscuous, BBIICJICHHS 3 3aXBaYECHHBIX ITAKETOB JIOTHHOB U MapoJiel B IIPOTOKOJIAX
HTTP, FTP, Telnet, POP3, unentudukaunu nepenaBaeMeix (aityioB 1 n3BiedeHus ux u3 tpaduxa, a
Take GopMyIMpOBaHNUS BHIBOJOB O HEOOXOAMMOCTH IIU(PPOBAHKS KaHAJIOB.




HaumeHnoBanue 1abopaTopHbIX pabOT / KpaTKOE CoJepKaHne

3amuTa KaHaJIa Iepeayn ¢ TOMOIIbIo mrdpoBaHus Ha kKaHaTbHOM ypoBHE (MACsec)

B pesynbTate BIOIHEHHS J1A0OPATOPHOH pabOTHI CTYJESHT MOMy4uT HaBbIkK HacTpoiiku MACsec (IEEE
802.1AE) na nByx xommytaropax (Harpumep, Cisco wmu MikroTik) ¢ ncnionszoBannem
npezaBaputenabpHoro obmero kmova (CAK), ananusa 3ammmensoro tpaguka B Wireshark (oOHapyxeHue
tera 6e3onacHocT SecTAG u nons ICV), npoBepku HEBO3MOXKHOCTH Aetndpanuy kaapa 0e3 Kioya,
CpaBHEHUSI IIPOU3BOIUTEIBHOCTH KaHalla C BKJIIOYEHHBIM U BEIKITIOYeHHBIM MACsec, a TakxKe HACTPOWKH
porarmu xrroueit uepes MKA (MACsec Key Agreement).

MonenupoBaHue niepexBarTa CUTHaJIA B BOJIOKOHHO-OMITHYECKOM JIMHUU CBSI3U (METOJ
u3ruda)

B pesynbTate BIOIHEHHS 1a00PaTOPHON pabOThI CTYEHT MOJYYHUT HABBIKU CO3aHUS MPAKTHYECKOTO
crenzia ¢ BOJIC (nmepenaTyrk - ONTOBOJIOKHO - IPUEMHHK), Pean3alii MEeTo/1a Makpou3ruoa
ONTHYECKOT0 BOJIOKHA JUI OTBO/IA YACTH ONTHYECKOI MOIIHOCTH, U3MEPEHHs YPOBHS OTBEICHHOTO
CHTHAJIa ¢ IOMOIIBIO ONITHYECKOTO AETEKTOpa, OOHApY)KeHUS (haKTa CheMa ¢ IOMOIIBIO KOHTPOJII YPOBHA
MOIITHOCTH Ha MPUEMHUKE (ONTHYECKUH PeIIEKTOMETpP B PEXKUME PEATFHOTO BPEMEHH), @ TAKKe
(hopmynmpoBanus pekomeHanuit o 3amute BOJIC oT HecaHKIIMOHNPOBAHHOTO ChEMA.

AnHanm3 moOOYHBIX ANEKTPOMArHUTHBIX W3My4eHuit 1 HaBooK (II9MUH) ot kabenbHOM
JUHUU

B pesynbraTe BhINOIHEHHS 1a00paTOPHOM pabOThI CTYACHT MOIYYUT HaBBIKH Pa3sMeEICHUS
M3MEPHUTENILHOIM aHTEHHBI BOJIM3M HEOKPAHUPOBAHHOTO Kabesst BUTOH Maphl, MOJKIIOYEHUS aHAIH3aTOpa
cnekrpa uisa perucrpauuu [IDMUH B ananazone ot 10 x['p no 1 I'T, unentudukanny nHPOPMaTUBHOTO
cUrHaja (HanpuMep, epeaadya TeCTOBOro (aiiia MPUBOIUT K HOSBICHHIO CIIEKTPAIBHBIX ITMKOB), OLIEHKU
OTHOIIICHHS CUTHAJI/IIYM JJISl pa3HbIX 4acToT, & TAKXKe 0A00pa GeppUTOBBIX (PHIBTPOB IS ITOIaBICHHS
curdasHoit cocrasisromeit [I9MWH.

OO6Hapy’keHue U JIOKalus paguo3akiajku ()Kyyka) B IOMEUIEHUH

B pesynprarte BRINOIHEHUS T1a60paTOPHOI pabOThI CTYICHT MOJYYHUT HABBIKU HCIIOJIB30BaHUS
MOPTATUBHOTO CKaHEpa dJIEKTPOMArHUTHOTO TOJIS IJIsl TOUCKa paboTaroniero pajanonepenaTinka (Kyuka)
Ha gactotax 433 MI'1i, 900 MI1, 2,4 I'T, MeTo1a TPHAHTYIISIIUU IJIS1 ONIPEIETICHIS] MECTOTIONOKEHUS
WMCTOYHUKA CUTHAJA C TOMOIIBI0 HANIPABIEHHOW aHTEHHBI, U3MEPEHUS YPOBHS MOIIHOCTH CUTHAJIA
(MKBT/M?), a TakKe COCTaBJICHHUS KapThl JICKTPOMArHUTHOTO ()OHA TIOMEIIECHHS C 30HAMH MOBBIIIICHHOTO
pHCKa.

[Tepexsar u nemmudpoanne WPA2/WPA3 B GectipoBoiHOM ceTH (3TUUECKUIN B3JIOM)

B pe3ynprate BRIOTHEHUS Ta00paTOPHOI pabOTHI CTYICHT MOJTYYHUT HaBBIKK 3axBaTa WPA2 4-way
handshake ¢ momonipto HHCTpyMeHTa aircrack-ng B KOHTPOIMPYEMOH cpefie, IPOBE/ICHHs CIIOBAPHOU
aTaku (HarpuMep, rockyou.txt) Ha 3aXBaueHHBIN X311, aHAIN3a CTOWKOCTH NapoJist (caabblil vs. CHIIbHBIN),
BBITIOJTHEHYSI aHAJIOTHYHBIX AeiicTBuit st ceth WPA3 (3axBar SAE handshake), a Taxoke
hopmynupoBaHUs peKOMEHAANNI TT0 HAacTpoiike 6e3omacHoro Wi-Fi (mymua napons, WPA3, ynpasnenne
gepe3 RADIUS).

Hacrpoiika 3amumiennoro Tynnens L2TP/IPsec nns kanana «ynaneHssiii opuc - [HO»

B pesynbTate BIOIHEHHS J1a00PATOPHOM paboThl CTYEHT MMOJMYYHT HaBbIKK HacTpoiiku L2TP-cepBepa Ha
mapmpytuzatope (MikroTik, OpenSwan mimm StrongSwan), reHepanyy caMOIOAMCAHHBIX cepTH()HUKATOB
X.509 mist ayrenTH(UKAIIIN CTOPOH, HacTpoiiku kiueHTa L2TP/IPsec Ha onepalimoHHO# crcTeMe
Windows/Linux, npoBepku mmudposanus tpaduxa gepe3 Wireshark (ESP-makets1, orcyrctBue L2TP B
OTKPBITOM BHUJI€), U3MEPEHHUS IMPOIYCKHOH CITOCOOHOCTH TYHHEJISI M CPAaBHEHHSI C OTKPBITHIM KaHAJIOM.
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10

3amuTa mpombIuieHHOTo KaHana nepenadn (Modbus/TCP) ¢ momonipio mimo3a
0e301acHOCTH

B pesynbTate BhIOIHEHHS 1a00PATOPHON pabOThl CTYEHT MOIYYHUT HABBIKU SMYJISLUH TPOMBIIUICHHON
ceru ¢ [JIK (Hanmpumep, Modbus-cepsep Ha Raspberry Pi) u HMI (knuenr), opranusanuu nepexsara u
Mo upukannu kaapos Modbus ¢ ucnonp3oBannem nactpymenra Modbuspal nnm Metasploit, HacTpoiiku
MPOMBIIIICHHOTO IITI03a 6e3omacHoctr (Hanmpumep, Cisco IE 3000 wmm mporpammMusiii anasor Opal),
CO3JaHUs ITPaBWII OENBIX CHHICKOB (Pa3penIeHbl TOJIBKO KOMaH bl YTCHNUS, 3aMPEIICHA 3aI1Ch), 4 TAKXKE
MPOBEPKH OJIOKMPOBKH HECAaHKIIMOHUPOBAHHBIX KOMAH] Yepe3 MIUTI03.

11

KBanrtoBoe pacnpenenenne kiatoueit (QKD) - cumynsinus npotokosia BB84

B pesynbTate BIOIHEHHS 1a00PAaTOPHON pabOTHI CTYIEHT MMOJYYHUT HABBIKU 3aITyCKa CUMYJISITOpa
KBaHTOBOTO pacnpeeneHus kmoded (Hanpumep, QKD Simulator uiau naker NetSquid), HacTpoiiku
napameTpoB kanajia (;uimHa BOJIC, ypoBeHb 1ryMoB, 3 eKTHBHOCTb IETEKTOPOB), BHITTIOIHEHUS
nportokosia BB84 (oTmpaBka ()OoTOHOB B 4eThIpeX NOJISPHU3ALMSIX, COTJIACOBaHHE 0a3, MPOBEpKa Ha
MOACTyIIUBaHUE), aHamu3a npoueHTa omnook (QBER) u Beruucnenus puHAIBHOTO CEKPETHOTO KIT0Ua, a
TaK)X€ CPaBHEHHUS C KJIACCUUECKHUM paclpeiesieHueM Kitouel no ysa3sumoctu kK MITM.

12

CkaHupoBaHHe paauokaHaia u anaiau3 nporokoia Bluetooth Low Energy (BLE)

B pesynbraTe BHINONTHEHUS Ja00paTOPHO# pabOThI CTYJCHT MOJIYYUT HABBIKK MCIOJIb30BaHus SDR-
npuemnuka (Hanpumep, HackRF win RTL-SDR) ms 3axBarta ciektpa B auanasone 2,4 [T,
unenrudukanuu BLE-nakeToB (pekiiaMHble Kapbl, TaHHbIE XapaKTEPUCTHK), NEKOAUPOBAHUS
nepenaBaeMbIX 3HaUeHHH ¢ Tomolkio nHcTpyMeHToB (Ubertooth, Wireshark ¢ mogynem BLE),
oOHapyxeHus: HezamppoBaHHbIX BLE-ycTpoiicTB (1aTunKy TeMIiepaTypsl, 3aMKH, OPENIOKH), a TaKkKe
(hopmynmpoBaHus pekoMmeHanui o 3amute BLE-kananoB (mudposanue, mapHas cBsi3b, cMeHa MAC).

13

Oo6napyxeHnue noaMensl crrytHukoBoro curaana (GPS/GNSS cnydunr)

B pesynbTate BeITOTHEHHS 1a00paTOPHON pabOThl CTYIEHT MOMYYHUT HABBIKM T€HEPAIHH TOAETIHBHOTO
GPS-curnana ¢ momouipto SDR (Hanpumep, GPS-SDR-SIM u HackRF) B koHTpOnpyemoii
SKpaHUPOBAHHOM cpefe, aHanu3a peakiun GPS-npuemMHNKa (CMeIeHne KOOpAUHAT, BPEMEHH),
oOHapyxeHHs1 ciryprHra yepe3 MOHUTOPUHT OTHOLICHUS CUTHAJI/IIYM M YHCIIa BUJMMBIX CITyTHUKOB,
HacTpoiiku 3anuiieHHpIx GPS-npueMHuKoB ¢ GpyHKien antucnydunra (poBepka KOppessiliii CUTHaJIOB
pa3HbIX CO3BE3/Ui), a TAK)KE COCTABJIEHHsI IPOTOKOJIA IPOBEPKH LIEIOCTHOCTH HABUTALIMOHHOI'O KaHaa.

14

Wcnonb3oBanue ncesaociayyaitnoi nepectpoiiku yactoTsl (IITTPY) st 3ammtsl
pannokaHana

B pe3ynprarte BRIIOTHEHUS 1a00paTOPHOI pabOTHI CTYICHT MOMYYHT HABBIKK HacTpoiku nByx SDR-
MoJyJel B pexumMe mpuemornepeaaraukos ¢ [ITTPY mo 3aganHoMy 3akony (HampuMep, 50 cKkaukoB B
CeKyH/y B auamnazone 868—928 MI'1), nepexBaTa cHUTHaIA NTMPOKOTOJIOCHBIM MPUEMHUKOM 0€3 3HaHUS
MIOCJIEIOBATEIFHOCTH (ITOYUeH IIyM), CHHXPOHH3AIINH TPHEMHHKA C TIEPEAaTINKOM IIPH U3BECTHOM
TICEBIOCTYYafHOM KO/€, OIEHKH OTHOIICHUS CUTHAJ/IIYyM Il QUKCUPOBaHHON yacToTh! potus I1ITPY B
YCIOBHAX TTOMEX, a TaKKe (OPMYIHPOBAHHS BEIBOJIOB O CKPBITHOCTH MEpeaadm.

15

Amnanu3 yreuek nH(OpMaIiK Yepe3 HaBOJAKH Ha CMexHbIe Kabemn (cross-talk)

B pesynbTate BhINOIHEHHS 1a00OPAaTOPHON pabOTHI CTYEHT MOJYYHUT HABBIKU NPOKIAIKH ABYX Kabenen
BUTOI naps! (MHGOPMaMOHHBIN U «HABOISILUI») B OHOM Kalelb-KaHaie ¢ pacctostaueM 5—10 cm,
nepeaayn nHPOPMAHOHHOTO curHaNa (Harpumep, 1| MI'p meanap unm Ethernet-tpaduk) mo mepsomy
Ka0eTio, I3MEPEeHNs HaBeIEHHOTO HAIIPSDKEHHUS Ha BTOPOM Kabelle ¢ MOMOIIBI0 ocIuiiorpada u
aHaJIM3aTopa CIIEKTPa, OLIEHKH 3aTyXaHus nepekpectHoit momexu (Near-End/ Far-End Crosstalk), a Takske
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n/m
JEMOHCTpPAlUK METO/1a 3aIIUTHI - YBEIMYCHUS PACCTOSHUS WK UCIIOIB30BAHUS SKPaHUPOBAHHON BUTOH
napsel (FTP/SFTP).
16 Pa3pa60TI<a IMOJIMTHKY TEXHUYECKOM 3alMThI KaHAJIOB II€PEaAadYn AJId NPEAIIPUATUA
B pesynbTate BINOIHEHHS 1A0OPATOPHOM pabOThI CTYJCHT MOJYYUT HABBIKU MTPOBEICHUS
MHBCHTApHU3allMU BCEX KaHAJIOB Nepeaayn JaHHbIX Ha yCJIOBHOM npennpusatud (3 otaena, LIO,
yIaJeHHBIN GuIna), Kiaccu(UKaui KaHAIOB TI0 CTENICHH KOH(PHUICHIINATHHOCTH TIepe1aBaeMon
nHpOpMAauH (OTKPHITHIE, CIIyXKEeOHBIE, CEKPETHBIE), BEIOOpA CPEICTB 3aIIUTHI TSI KAXKIOTO THIIA KaHaa
(MACsec, IPsec, pagromnryMonogaBiIeHne, SKpaHIPOBaHHE), pacdeTa OI0/KeTa Ha BHEAPCHIE U
9KCILTYaTAIHIO, & TAK)KE COCTABIICHUSI HTOTOBOTO JOKyMeHTa «[10JIHMTHKA TeXHUYECKOH 3alUThl KaHAJIOB
nepenayy JaHHBIX» ¢ rpa)MKOM BHEAPEHUS U 30HAMH OTBETCTBEHHOCTH.
4.3. CamocrosiTenbHas paboTa 00y4arOIuXCS.
Ne
Bun camocrosiTennsHO#M paboThI
/1
1
Pabora ¢ JeKIIMOHHBIM MaTepUaIoM
[ToaroToBka K J1aOOpaTOPHBIM paboTam
2 IToaroroBka K IpoOMEXYyTOUYHOU aTTECTALUH.
3 | [loaroroBka K TeKyIeMy KOHTPOJIIO.

5. IlepeueHp wu3NaHMM, KOTOpPBIE PEKOMEHAYETCS MCIIONb30BATh IIPHU

OCBOCHUU JUCHUIUIUHBI (MOIYJIA).

i\i bubnunorpaduueckoe onucanue Mecro nocryna
1 XKenenkon, bopuc Bragumuposuy. https://library.miit.ru/bookscatalog/metod/03-
Kananbublii yposens mogenu OSI : meton. | 41547.pdf.(nara obpamenmus
yKka3. k 71a0. pa6. mo auci. "Cetun OBM un 22.09.2026).Texer :
TenexoMMyHHKaLuK" U1 Ty, 4 Kypea HenocpeacTBeHHbI. [Tonounstii mmdp 004-
crenl. "BeUuCINTENbHBIC MAIIUHbI, H1
KOMILJIEKCBI, CUCTEMBI M CETH", HATIP.
"UHdopmaTuka 1 BHIYUCIUTENbHAS
texuuka" / b.B. XKenenkos ; MUNUT. Kad.
"BprunciuTenbHble CUCTEMBI U ceTH". - M. :
MHUUT, 2011. - 50 c. : . c. 49. - 100 »k3. -
(B mep.) : 42.60 p. - Teker :
HEIOCPEICTBEHHBIN.
2 T'ongosckuii S1.M., XKenenkos b.B., https://library.miit.ru/bookscatalog/metod/03-
Cagonosa WU.E. Kpunrorpaduyeckas 42764.pdf. (nata obpameHus
3alIHTa KOMITBIOTEPHON HH(POPMAIIIH 22.09.2026)Texcr : HenocpeacTBeHHbi. 004
60

METO/1. YKa3. K j1a0. pab. mo awucil.
"TeopeTnuecKkre OCHOBBI KOMITBIOTEPHOU
6e3omacHoCTH" AJIs CTY[., 00yd. MO HAITIp.




"Uudopmannonnas 6e3o0nacHOCTb" /
MUUT. Kad. "BeraucnutenbHble CHCTEMBI
u ceru". - M. : MI'YIIC(MUUT), 2013. - 36
C. : wi. - bubnuorp.: c. 46. - 100 3k3. - (B
nep.) : 39.78 p.

6. IlepedueHb COBpPEeMEHHBIX MNPOQPECCHOHANBHBIX 0a3 JaHHBIX U
UH(POPMAIIMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIC MOTYT HCIIOJIB30BaThCS TPHU
OCBOCHUHU JUCHUIUIMHBI (MOIYJIA).

- baza mannbIx cTanmapToB: https://www.gost.ru/portal/gost/home/standarts

- baza nannbix nokymentoB @CTIK: https:/fstec.ru/dokumenty-filter

7. llepedyeHb  JHUIEH3UOHHOTO M  CBOOOJHO  PacHpoCTPaHSIEMOIO
IPOrpaMMHOr0 OOECnedYeHus, B TOM YHCIE OTEYECTBEHHOIO IPOU3BOJCTBA,
HEOOXOUMOTrO Il OCBOCHUS JUCIIUILIMHBI (MOJTYJIs).

Microsoft Windows
Microsoft Office

8. OmnucaHue MarepuaJIbHO-TEXHUYECKOW 0a3bl, HEOOXOAUMOM it
OCYIIECTBJICHUSI 00pa30BaTEIHLHOTO MPOIecca MO AUCIUILTHHE (MOIYIIIO).

VYuebnas ayguropus (KoMmbroTepHBIN Kiacc) JJisi MPOBEIACHUS YUYEOHBIX
3aHSATUN (3aHSATUNA JIEKITMOHHOTO THUIIA, MPAKTUYECKUX 3aHSATUIN):

- KOMIIBIOTEP MpenojiaBarelisi, MyJbTUMEIUHHOE 00OpynoBaHHE, pabouue
CTaHIMU CTYJEHTOB, I0CKA.

AyauTopus NOAKIOUEHA K ceTu «HTepHeT».

9. ®opma MPOMEKYTOUHOM aTTECTALNU:

3auet B 9 cemectpe.

10. OuieHOUHBIE MAaTEPUAIIBI.

OueHouHble MaTepuabl, TPUMEHSIEMbIE TTPU NPOBEICHUN MPOMEKYTOUHOU
aTTeCTalluy, pa3padaThIBalOTCA B COOTBETCTBUHM C JIOKAJIbHBIM HOPMATHUBHBIM
aktomM PYT (MUNT).
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