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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[lenpto ocBOeHUS Y4eOHOM AMCUMIUIMHBI SBISETCS (OPMUPOBAHUE Y
o0y4aromuxcst KOMIETEHIIMM B COOTBETCTBUM C TPEOOBAHUSMU 00pa30BaATEIBLHOTO
CTaHIapTa U B (OPMHUPOBAHUM Yy CTYACHTOB INIyOOKHMX 3HAHUW U NMPAKTUYECKUX
HaBBIKOB ISl 3aIUTHl THPOPMAIIMOHHBIX CUCTEM OT KHOEpyrpo3 U oOecreueHus
uX 0€30MaCHOCTH B YCIOBHSIX COBPEMEHHBIX BHI30BOB.

3amauyn AMCUMILTNHBI BKIIOYAIOT U3YYEHHE OCHOBHBIX IPUHIIMIIOB U METO/IOB
3aIuThl HH(GOPMAIIMU OT KUOEPYTrpo3, a TAK)KE aHAINU3 COBPEMEHHBIX TEXHOJIOTHIi
U WHCTPYMEHTOB AJisi obOecriedeHusi O6e3omacHoCcTH ceted u cucrteM. CTyAeHTHI
JOJKHBI OCBOMTbH HaBBIKM OLIEHKM PHCKOB M pa3pa0OTKH CTPATEruil 3alluThl, a
TaK)K€ HAYYUTHCSI IPUMEHSAThH MOJYUYEHHbIC 3HAHUS HA NPAKTHKE Yepe3 PEllCHUe
pealIbHbIX KeiicoB B 00J1acTH HHPOKOMMYyHHKauil. KpoMe Toro, BaxxHOU 3a1aueit
ABIsAEeTCS (DOPMHUPOBAHHE KPUTUUECKOTO MBILIUICHUS U CIIOCOOHOCTH K a/lanTaIiuu
K OBICTPO MEHSIOIIUMCS YCIOBHUAM B 00J1aCTH KHOEpOE30MacHOCTH.

2. Ilnanupyembie pe3ynbTaTbl 00yUEHHS N0 JUCUUILUIMHE (MOIYJIIO).

[lepeuenp  (GopMUpYyEMBIX pPE3yJbTAaTOB OCBOCHHUS 0Opa30BaTEIbHOMN
porpamMmsbl (KOMIIETEHLIUI) B pe3yIbTaTe 00yUYeHHUs 10 AUCHMILTUHE (MOIYIIO):

IIK-1 - CnoocobeH nOpuUMEHSITh B MPOQPECCHOHATBHON ACSTEIbHOCTU
CTaHAAapThl, HOPMATUBHBIE JOKYMEHTHI, MPaBOBbIE OCHOBHI 0€30MaCHOCTU U
KOH(UICHIIUATLHOCTH TpU paboTe ¢ JaHHBIMU, pa3paboTke u BHeapenuu [oT-
PELICHUMN.

OOGy4eHue 1Mo JUCUUIUIUHE (MOIYJII0) MPENOoaraeT, 4YTo Mo ero pe3yibTaTaM
oOyyatoruiicst Oyier:

3HaTh:

- TEOPETHYECKHE OCHOBBI KHOEpOE30IacHOCTH, BKJIIOYas OCHOBHBIC
IMPUHIIUAIIBI 3alTUTHl WHPOPMAIUU, THUIBI KHOEPYTpo3 M ySA3BUMOCTEH, a TakKe
COBPEMEHHBIC  CTaHAApTBI W  HOPMATUBHBIE JOKYMEHTHI B  00JacTH
UH(OPMAITMOHHOW O€30MaCHOCTH.

Ymern:

- TMPOBOJUTH KOMIUICKCHBIM aHadN3 pPHUCKOB, BBISBIATH YSA3BUMOCTH B
cucTteMax M pa3pabarbiBaTh 3(PQGEKTUBHBbIE CTPATErHMH 3alUThl WH(GOpMAIUH, a
TaKXKe MPOEKTUPOBATH U BHEAPATH CUCTEMBI O€30M1aCHOCTH, aIalITUPOBAHHBIE MO
KOHKPETHBIE YCIIOBUS M TPEOOBaHUS OpraHU3alMi, oreHuBas 3(PGHEKTHBHOCTH
MPUMEHSIEMbIX MEp 3alIUThI

Baanern:



- HaBBIKAMHU PabOTHl C COBPEMEHHBIMH MHCTPYMEHTAMHU U TEXHOJIOTHUSMU
k1OepOe30MmacHOCTH, BKIIIOYAsl aHaJN3 JIOTOB, MOHUTOPUHT CETEBOro Tpaduka H
pearupoBaHHe Ha UHIIHJICHTHI.

3. O6beM AUCIUTLINHBI (MOTYJIs).
3.1. O0mas TpyA0€MKOCTb JUCHUILIUHBI (MOYJIS).

OO6mast TpyJIOEMKOCTh AMCHUIUIMHBI (MOJyJis) coctaBiser 3 3.e. (108
aKaJIeMUYECKUX yaca(oB).

3.2. O6bem pguctuIUIMHBL (MOAyJsi) B (opMe KOHTAaKTHOW paboThl
oOyyarommxcsi C  MeJarorM4ecKuMM  paboTHUKaMU HW  (WIM)  JIMIIAMH,
MIPUBJICKAEMBIMHU K peau3aini 00pa30BaTEIbHONW MPOTPaMMBbI Ha MHBIX YCIIOBHUSX,
P MIPOBEJICHUHN YUCOHBIX 3aHITHI:

KomnuectBo yacos

Tum ydeOHBIX 3aHIATHI
Bcero | Cemectp Ne3

KonrtaktHas paboTa mpu npoBeneHIH YUeOHBIX 3aHATHH (BCETO): 24 24
B ToMm uncne:

3aHATHS JIEKIIMOHHOTO TUIIA 8 8
3aHATHS CEMHUHAPCKOTO THIIA 16 16

3.3. O6peM mucHUIUIMHBL (MOAYJs) B (hOopMe CamMOCTOSITENHFHOM pPabOTHI
oOyyarommxcsi, a Takke B (opMe KOHTAKTHOH pabOThl OOydYarOMIUXCS C
MeJaroru4eckuMu paboOTHUKAMU U (MJIH) JTMLAMU, IPUBJIEKAEMBIMU K pean3aliu
oOpa3oBaTeNbHOM MporpaMmbl Ha HWHBIX YCIOBUSIX, TIPU NPOBEIACHUU
IPOMEKYTOUYHOM aTTECTALMKU COCTaBIsAET 84 akaJeMHUecKuX vaca (OB).

3.4. ITpu oOy4eHunu o0 UHAUBUAYATFHOMY Y4eOHOMY IIJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM O0y4eHHUH, 00bEeM NUCIUIUIMHBI (MOIYs1) MOXKET ObITh peain30BaH
MOJIHOCTBIO B (POpME CaMOCTOSTENBHON padOThl 00yUaroIuxcs, a Takxke B popme
KOHTaKTHOM pabOThl 00YUYaIOIIUXCSl C MEJAarornyecCKuMu pabOTHUKaMU U (UJIH)
JUIaMH, TIPUBJIEKAEMBIMH K peaIM3aIliid 00pa30BaTEILHON MPOrpaMMbl Ha MHBIX
YCJOBHSIX, TPU MPOBEAECHUN IPOMEKYTOUYHON aTTECTALIMH.

4. ConepkaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3a”HATHA TEKIIMOHHOTO THUIIA.




/o

TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

Apxurekrypa nH(HOKOMMYHHUKAIIMOHHBIX CHCTEM
PaccmarpuBaembie BOIIPOCHL:

OCHOBHBIE KOMIIOHEHTHI M UX B3aUMoOJieiicTBHe

[IpoTokonbl nepenauu TaHHBIX U UX 0€3011aCHOCTh

Monenu 1 cTaHAapThl 6€30MaCHOCTH B MH()OKOMMYHHKALIUSIX

KuGepyrpo3bl B ”HHOKOMMYHUKALMOHHBIX CUCTEMAX.
PaccMaTprBaeMble BOTIPOCHI:

Tumer Yrpo3 1 UX BJIUSHHUE HA CUCTEMBI

MeTomp! aHanMH3a yS3BUMOCTEH B MHPOKOMMYHHUKAIIHOHHBIX CHCTEMAax
[IprmMeps! aTak Ha HHPOKOMMYHHUKAITOHHBIE CHCTEMBI H UX TTOCIECTBHS

CpeI[CTBa 3alllUThI I/IH(I)OKOMMYHI/IKaI_II/IOHHBIX CHCTCM.
PaccmarpuBaembie BOIIPOCHL:

3amuTa ceTeBod HHPPACTpyKTYpbl: (haepBoibl 1 VPN
IudpoBanne 1aHHBIX B MTHOOKOMMYHUKAIIMOHHBIX CHCTEMaX
AyTEHTH(HKAIHSA U KOHTPOJIb IOCTYINa K CHCTEMaM

YHpaBHCHHe pUCKaMu B I/IH(bOKOMMYHI/IKaIII/IOHHI)IX CucremMmax
PaccmarpuBaeMbIe BOIIPOCHL:

Wnentudukanys ¥ OLEHKA PHCKOB B UHOOKOMMYHHKAIIHSIX

Pa3paboTka 1 BHeIpeHHE CTpATErHii yIIpaBIeH s PUCKaMU

MOHHTOPHHT ¥ OLleHKa 3(PPEKTUBHOCTH MEp 3aIUTHI

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

[IpakTrueckue 3aHATHS

Tematuka MPAKTUYCCKUX 3aHSATHII/ KpaTKO€ COACPIKAHUC

Amnanu3 ceTeBoro Tpaduka

PaccmarprBaeMble BOIIPOCHI:

HUcnonp3oBanne Wireshark st 3axBara u aHanmsa tpaduka
OrmpezenieHne aHOMAITUH | TT0I03PHUTENBHBIX TAKETOB
AHau3 NPOTOKOJIOB U BBISABJICHHE ySI3BUMOCTEH

Hacrpoiika ¢aepBosnoB u VPN.

PaccmarpuBaembie BOIIPOCHL:

KoHn¢urypauus nporpaMMHOro U anmnapaTHoro ¢aepsosa
Hactpoiika VPN 11 6e30nmacHOro J0CTyIa K ceTH
TectupoBanue 6e3onacHocTy paeproia u VPN-coenuHeHu.

[uppoBaHne TaHHBIX.

PaccmaTprBaemble BOIIPOCHL:

OCHOBBI CHMMETPHYHOTO U ACUMMETPHYHOTO MIN(PPOBAHUS
[pakrrueckoe ucronszoBanue OpenSSL s mmdposanus ¢aiinos
Peanuzanus TLS/SSL nnst 6e30macHo nepegayn TaHHBIX

TCCTI/IpOBaHI/IC Ha MPOHUKHOBCHUC.

PaccmarpuBaembie BOIPOCHL:

OCHOBBI METOZOJIOTHN TECTHPOBAHUS HAa IPOHUKHOBEHHE
Hcnons3oBaHe HHCTPYMEHTOB, Takux kak Metasploit u Burp Suite
IIpoBeneHue TecTa Ha NPOHUKHOBEHUE B KOHTPOIUPYEMOH cpenie

VYnpasieHvue UHIIUIECHTAMH.
PaccmarpuBaembie BONPOCHL:
Pa3paboTka miaHa pearupoBaHMs HA HHITUACHTHI




/ TemaTuka MpakTHYECKUX 3aHATUI/KpAaTKOE CoJlepKaHHE
n/n

CuMynsmus HHIUICHTA ¥ pearupoBaHNe Ha HETO
IIpoBeneHne NOCT-UHIMACHTHOTO aHaIN3a U COCTaBJICHUE OTYEeTa

6 |MOHUTOPHHT U yIPABJICHHE COOBITUSIMU O€30IaCHOCTH
PaccmarpuBaembie BOIIPOCHL:

Hacrpoiika SIEM-cuctemsl 11 cOopa 1 aHamu3a JoroB

Co3nanne npaBuII A7l aBTOMATHUECKOTO PearnpoBaHus Ha COOBITHSA
AHanu3 OTYETOB U BBIABICHUE YTPO3 B PEATbHOM BPEMEHH

7 |3amuTa nepCcoOHaIbHbIX JaHHBIX

PaccMaTprBaeMble BOTIPOCHI:

HpaKTI/IKa MPUMECHCHUA IMMPUHIUIIOB MUHUMU3AalIUN JaHHBIX
Peanmaun;{ MEp 10 3alIUTE NCPCOHAJIbHBIX JaHHBIX B CUCTEMAX
OHeHKa yﬂ3BI/IMOCTeﬁ B CUCTEMAX XpaHCHUA U 06p360TKI/I JaHHBbIX

8 |DTuueckue acmeKkThl KUOepOe30nacHOCTH

PaCCManI/IBaeMBIC BOIPOCHI:

OO6cyxneHne KeHCOB M CUTYAIHiA, CBSI3aHHBIX C STHKOU B KHOEepOe30macHOCTH
PaSpa60TKa KOJCKCa MOBCACHUA AJId CIICHHUAIMCTOB I10 0€e30IacHOCTH

Ponesrie HUI'pbl U1 IOHUMAaHU OTBETCTBECHHOCTHU U HOCJ'I@,I[CTBI/Iﬁ ﬂeﬁCTBHﬁ B KI/I6€pHp0CTpaHCTBG

4.3. CamocrosiTenbHas paboTa 00y4Yaromuxcs.

/ Bua camocrostensHOM paboThI
n/o

1 |CamocTosiTenbHOE U3yYEHHUE U KOHCIIEKTUPOBAHUE OTAEIbHBIX TEM YUeOHOM
JIUTEPATYPBI, CBS3BIHHBIX C PA3ACIIaMH TACIHAILINHBI

Pabora ¢ 1eKIIMOHHBIM MaTepHUaIOM

IToaroroBka k MPAaKTUYCCKUM 3aHATUAM

[ToaroroBka Kk TEKyIleMy KOHTPOJIIO

g | W DN

IToaroToBKa K MPOMEXKYTOYHOM aTTECTALIMH.

5. llepeueHp wu3AaHUN, KOTOPHIE PEKOMEHIYETCS HCHOJIb30BaTh IIPU
OCBOCHMH JTUCUUILIUHBI (MOAYJIs).

Ne
y bubnuorpaduueckoe onucanue Mecro nocryna
II/T1
1 | AnMuHHCTpHpOBaHHE U KHOEPOE30IacHOCTh https://e.lanbook.com/book/417746

MH(POPMALIMOHHBIX CHCTEM : yuebHoe rmocoodue / B. I1.
YacoBckux, ['. A. Akuypuna, B. I'. JIabynen [u ap.].
— ExatepunoOypr : YpI'9V, 2022. — 173 c.

2 | bananos, A. H. 3amuTa nH()OpMAIIMOHHBIX CUCTEM. https://e.lanbook.com/book/438971
Kubepb6e3omnacHOCTh : yueOHOE mocooue /y1st By30B /
A. H. banmanoB. — 2-¢ u3n., crep. — CaHKT-
[TerepOypr : Jlanp, 2025. — 280 c. — ISBN 978-5-
507-50467-1.




3 bananos, A. H. Kubep6e3omacHocTh : yueOHOE https://e.lanbook.com/book/457463
noco6ue st By3oB / A. H. bananos. — 2-e u3n.,
crep. — Cankr-IlerepOypr : Jlans, 2025. — 680 c. —
ISBN 978-5-507-52709-0.

6. IlepedueHb COBpPEeMEHHBIX MNPOQPECCHOHANBHBIX 0a3 JMaHHBIX U
WH(POPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIOJB30BaThCS IPH
OCBOCHUU JUCHUIUIAHBI (MOAYJIA).

Wudopmanmonnsii  mopran  Hayunas  snekTpoHHas — OuOnmoTeka

eLIBRARY.RU (wwwe.elibrary.ru);

Enunas xomnexkmmst mudpoBeIx 00pa3oBaTebHBIX pecypcoB (http:/window,

edu.ru);

Hayuno-texaunueckas oubnuorexka PYT (MUUT) (http/library.miit.ru);

[TouckoBbie cucteMbl <«SHAEKC» JUIT  JOCTyNa K TEMaTUYECKUM

MH()OPMALIMOHHBIM pECypCaM;

DJIEKTPOHHO-OUOIMOTEYHass ~ cucTeMa  u3aarenbcTBa — «Jlawby — —

http://e.lanbook.com/;

DIeKTPOHHO-0MOIMoTeyHas cucreMa ibooks.ru — http://ibooks.ru/;

DJ1eKTpOHHO-0MOIHoTeuHas cucreMa «Y MIL» — http://www.umczdt.ru/;

DexTpoHHO-0nOIHnoTeuHas cucrema «BOOK .ru» — http://www.book.ru/;

DIeKTPOHHO-0MOIMOTeYHAS cucTema «ZNANIUM.COM» —

http://www.znanium.com/

7. llepedyeHb  JHUIEH3UOHHOTO M  CBOOOJHO  PacHpoOCTPaHSIEMOIo
IPOrpaMMHOr0 OOecrnedeHus, B TOM YHCIE€ OTEYECTBEHHOrO IPOU3BOJCTBA,
HEOOXOMMOTrO ISl OCBOCHUS JUCIIUIIMHBI (MOJTYJISA).

1. Onepauumonnas cuctema windows microsoft office 2003 u BbiIE;
2. bpaysep Internet Explorer 8.0 u Bbiie ¢ ycranoBieHHbiM Adobe Flash
player Bepcuu 10.3 u BbILIE;

3. Adobe acrobat.

8. Ommcanme MaTepHAIBPHO-TEXHHYECKON 0a3bpl, HEOOXOAUMON s
OCYIIIECTBJICHUSI 00pa30BaTEIHLHOTO MPOIecca MO AUCIUTITHHE (MOIYIIIO).

YueOHble ayIUTOPUU ISl TMPOBEACHUS YUE€OHBIX 3aHATHM, OCHAICHHbBIC
KOMITHIOTEPHON TEXHUKOW M HabOpaMu IEMOHCTPALIMOHHOTO 000PYI0BaHMUSI.

9. ®opMa NpoMeKyTOUHOU aTTECTAIUU:

3auer B 3 cemecTpe.



10. OueHouHbIE MaTEPHUAIIBI.

OneHoYHbIE MaTepUalibl, TPUMEHSIEMbIE TIPU TPOBEICHUN MPOMEKYTOUHON
aTTecTaluyu, pa3pabaThIBalOTCS B COOTBETCTBUU C JIOKAJIBHBIM HOPMATHBHBIM
aktomM PYT (MUUT).
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