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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[lenpto ocBOeHUS Y4eOHOM AMCUMIUIMHBI SBISETCS (OPMUPOBAHUE Y
o0y4aromuxcst KOMIETEHIIMM B COOTBETCTBUM C TPEOOBAHUSMU 00pa30BaATEIBLHOTO
CTaHJapTa U B O3HAKOMJICHUH C METOJIaMU U TEXHOJOTUSMH, 00eCIeUNBaIOIIMMU
3¢ (HEKTUBHYIO U HAJIEKHYIO IIepefiady JaHHbIX B JMHAMUYHBIX CETEBBIX CpElax C
M3MEHSAIOIUMUCS KOHQUTYPALUSIMH U YCIOBUSIMU PaOOTHI.

3amayl TUCHUIUIMHBI BKJIIOYAIOT H3yYEHHWE MPUHLIUIIOB PabOTHI CETEBBIX
MPOTOKOJIOB U TEXHOJIOTUH, 00ECIIEUNBAIONIUX MEpeady JaHHBIX B Pa3IUYHbBIX
TOnoJIOTHIX. TakkKe aKIEeHTUpYyeTCs BHUMAaHHE HAa aHAJIU3€ U OLEHKE
IPOU3BOAUTEIBHOCTA CETEW B YCIOBUAX TUHAMHYECKHX M3MEHEHMM, TaKUX Kak
NEPEMEIICHUE Y3JIOB W W3MEHEHHE Harpy3ku. BaxkHoW 3amaudeil sBIsIeTCA
pazpaboTka U BHeApeHUE HSPQPEKTUBHBIX aAITOPUTMOB MapLIPyTH3ALUU U
yrpasieHus: TpahuKoM ISl 00ECIEUeHHs] HaJIEXKHOCTH U YCTOMYMBOCTH CETEBBIX
COCIMHEHHUH.

2. Ilnanupyemsbie pe3ynbTaThl 00yUEHHUS O TUCUUILIUHE (MOIYIIIO).

[lepeuenp  (GopMUpYyEMBIX pPE3yJbTAaTOB OCBOCHHUS 0Opa30BaTEIbHOMN
porpamMmsbl (KOMIIETEHLIUI) B pe3yIbTaTe 00yUYeHHUs 10 AUCHMILTUHE (MOIYIIO):

IIK-4 - CnocobGeH mnpoeKTUpOoBaTh HHPPACTPYKTYpPY HHPOPMAIMOHHO-
KOMMYHUKAIIMIOHHON CHUCTEMBI C TNPUMEHEHHEM TEXHOJIOTHM BUPTyaIU3alluu
CEPBEPOB U BUPTYATbHOW KOMMYTAIIUU.

OOGy4eHwue 1Mo JUCUUIUIUHE (MOAYJII0) MPENOaraeT, YTo Mo ero pe3yJibTatam
oOyyatoruiicst 0yier:

3HATD:
CETEBBIC MPOTOKOJIbI, APXUTEKTYPhl M METOJbl TEpeAauyd JIaHHBIX B

Pa3IUYHBIX CETEBBIX TOMOJIOTHSIX;
- METOJIbI U TTOAXO0/AbI K (POPMUPOBAHUIO TIIIAHOB PA3BUTHS CETH;
- OCHOBBI 0OecTieueHrs] THHOPMAITMOHHON 6€30MacHOCTH;
- METOJIbI CHCTEMHOT'O ¥ KPUTHYECKOTO aHaIN3a.

YMmeTh:

- AHAJIM3MPOBATh M OLIEHUBATH MPOU3BOAUTEIBHOCTH CETEM B YCIOBHUAX
WU3MEHSIONIMXCSL YCJIOBUMA M aJIalTUPOBATh TEXHOJIOTUM TEpPENadyd JAHHBIX TOJ
KOHKPETHBIE 3a7a4U;

- OCYUIIECTBJISATh TIOWCK, AHAIM3UPOBATh M OICHUBATH HWH(POPMAIIHIO,
HeoOXomuMyro s A(PQPEKTUBHOTO BBIMIOTHEHUS 3a/Jadd  IUIAHUPOBAHUS,
AHAJIM3UPOBATh NMEPCIEKTUBBI TEXHUYECKOTO PA3BUTHS U HOBBIE TEXHOJIOTHH;



- IPUMEHSTH IPOTPAMMHO ~ alllapaTHbIE CPEACTBA 3aIIUThl HH(POpMALINY;
- NPUMEHATh METOJAbl CUCTEMHOIO MOAXO0JAa M KPHUTHYECKOIO aHajau3a
MPOOJIEMHBIX CUTYAaLIHIA.

Baangers:

- AHAJIM3MPOBATh U OLICHUBATH IPOU3BOAUTEIBHOCTH CETEM B YCIIOBMSX
WU3MEHSIONIMXCSL YCJIOBUM M aJalTUPOBAaTh TEXHOJIOTUM IE€pPENadyd JAHHBIX TOJ
KOHKPETHBIC 3a]1a4u;

- HaBBIKAMHU aHaJIM3a KayecTBa PabOThl KAHAJIOB M TEXHUYECKUX CPEACTB
CBSI3H;

- HaBBIKAMM YCTAHOBKM M HACTPOMKH aIlapaTHO-IIPOTPAMMHBIX CPEJICTB
3aIUTHI CHCTEMHOTO MPOTPAMMHOT0 00ECTICUCHHS,;

- METOJUKAMHU MOCTAHOBKH IIEJIH, OMPEACIICHUS CIIOCO00B €€ JOCTHKEHUS,
pa3pabOTKH CTpAaTeTUi ICUCTBUM.

3. O6beM AUCIUTLIUHBI (MOTYJIs).
3.1. O0mas Tpy10€MKOCTb JUCHUILUIUHBI (MOTYJISI).

OO6mast TPyJIOEeMKOCTh AUCIHUIUIMHBI (MOJyJisg) coctaBisieT 4 3.e. (144
aKaJeMHYEeCKuX Jaca(oB).

3.2. OO0vem mucuuIIMHBI (MOAynsi) B (OpMe KOHTAKTHOM pabOTHI
oOyyarommxcsi C  MeJarorM4ecKuMM  paboTHUKaMU U (WIM)  JIMIIAMH,
IPUBJIEKAEMBIMH K peain3aiun 00pa3oBaTesIbHOM MporpaMmbl Ha MHBIX YCIOBHSX,
IIPU MIPOBEJICHUH YUEOHBIX 3aHATUH:

KommaectBo yacos

Tun yueOHBIX 3aHATHI
Bcero | Cemectp Ne3

KonTtakTHas paboTa mpu NpoBeIeHNH yUeOHBIX 3aHATHH (BCET0): 48 48
B tom uucne:

3aHATHSA JIEKIIHOHHOTO THIIA 16 16
3aHATHSA CEMUHAPCKOTO THIIA 32 32

3.3. O06bemM mucHUIUIMHBI (MOIyYJA) B (OpME CaMOCTOSITENIbHONW pabOThI
oOydJaroruxcsi, a Takke B (opMe KOHTAKTHOW pabOThl OOyYarOMIMXCS C
Mearorn4ecKuMy paboTHUKAMHU U (WIJTH) JTUI[AMU, TIPUBJICKAEMBIMH K peaTu3aiiu
oOpa3oBaTeNnbHON TpOrpaMMbl Ha HWHBIX YCIOBHUSAX, TPH MPOBEICHUU
IPOMEKYTOUHOM aTTecTallMK coCcTaBisAeT 96 akaieMuueckux yaca (OoB).

3.4. [Ipu oOy4eHuY 10 UHAUBUIYATHHOMY YU€OHOMY IIJIaHY, B TOM YHCJIE TIPU
YCKOPEHHOM 00Y4Y€HHH, 00BEM JTUCHMIUIMHBI (MOJYJIsI) MOXKET ObITh peaan30BaH
MOJTHOCTHIO B (POPME CaMOCTOSITENIBHON padOThl 00yUaromuxcs, a Takxke B popme




KOHTAKTHON PabOThl 00yYarOIIMXCs C MEAarorndyecKuMU paOOTHUKAMHU U (HJIH)

JIMaMu, IPHUBJICKACMBbIMU K pCaJIn3alilun O6p330B3TCJ'IBHOI>i IporpaMmbl Ha MHBIX

YCJIOBUAX, IIPU ITPOBCACHUN HpOMG)KyTO‘IHOfI aTTeCranuu.

4. ConeprkaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3aHATHA TEKIIMOHHOTO TUIIA.

/o

Temaruka TEKIIMOHHBIX 3aHATHH / KpaTKOE COJEpIKaHUE

CoBpEeMEHHbBIE APXUTEKTYPHI CETEH
PaccmaTtpuBaeMble BOIIPOCHI:

Mogens OSI u ee npuMeHeHe
IIporpammuo-omnpenensemslie ceti (SDN)
Bupryanmzanus ceTeBbIX pecypcoB

IIpoBUHYTBIE CETEBBIE POTOKOJIBI.
PaccmaTprBaemble BOTIPOCHI:

[Iporokonsl cnemyromiero nokojieuus (IPvo)
[Tporoxomnsr ast 6ecnpoBonnbix cereit (802.11, LTE)
ITpotokouner s IoT (MQTT, CoAP)

Ananmu3 u onTuMu3anus MPoOru3BOAUTCIBHOCTH CeTeH.
PaccmaTpuBaemble BOTIPOCHI:

Mertozs! ananm3a Tpaduka

OnruMu3aIys MapIIpyTH3aluy 1 OalaHCHPOBKA Harpy3Kd
MonenupoBaHne CETEBBIX CIICHAPUEB

WHTeekTyalbHble alrOPUTMbI MApLIPYTU3ALIUT
PaccmarpuBaembie BOIPOCHL:

AJNTOPUTMBI HA OCHOBE MAIIMHHOTO 00Y4eHHs
ATnanTUBHBIE MAPIIPYTHU3ATOPHI

[IpuMeHeHre HEMPOHHBIX CeTel B MapILIPYTU3ALMH.

VYrpaBieHue ceTeBbIMU pecypcaMu

PaccmarprBaeMble BOIIPOCHI:

ABTOMATH3aLMsl YIIPABICHUS CETIMHU

WucTpymenTs! st ynpasieHus cetsio (NetFlow, SNMP)
DddexTuBHOE pacnpeescHIE PECYPCOB B YCIOBHUSIX TEPETrPy3KH

CerteBble yrpo3sbl U 3a1uTa HH(OpMaIUU
PaccmarpuBaembie BOIPOCHL:

CoBpeMeHHbIE KHOSPYTPO3bI K METOIBI 3aIIUTHI
Kpunrorpaduyeckue mpoTOKOJIEI U HX TPUMECHEHUE
Be3omnacHOCTL B 00JIAYHEIX CETSIX

CeTeBbBIe TEXHOJIOTHH 1A TMHAMHUYCECKUX U MOOMJIBLHBIX cpea
PaccmarpuBaeMble BOIPOCHL:

IIpo6emMBl MOOHIBHOCTH M MIX PEIICHUS

ATanTUBHBIE CETH U UX apXUTEKTYPHI

Brusane quHaMIYECKUX U3MEHEHUI Ha IPOU3BOJUTEIHHOCTD

bynyiiee ceTeBbIX TEXHOJIOTUI U UCCIEA0BAHUI
PaccmarpuBaembie BONpPOCHL:
Tenpenuuu B pa3Butuu ceredt SG u 6G




/o

TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

BimsHMe KBaHTOBBIX TEXHOJIOTHI Ha CETH
DTHYECKUE U COLMATIbLHBIE ACIIEKTHI CETEBBIX MHHOBAIIMHI

4.2. 3aHATHS CEMHUHAPCKOTO THUIIA.

[IpakTrueckue 3aHATHS

/o

Tematuka MPAKTUICCKUX 3aHATHH/ KpaTKO€ COACPKAHUEC

[IpoekTupoBaHuE U peaau3aius CETEBbIX HHPPACTPYKTYP
PaccmarpuBaembie BOIIPOCHL:

Co3naHne MPOCKTHON JOKYMEHTAU!

Br160p 000pynoBaHUs 1 IPOrPaMMHOTO OOecTICUeHHS

Peanu3zanus ceTeBbIX apXUTEKTYP

AHanu3 ¥ HacTpoWKa MPOTOKOJIOB MapLIPyTU3ALIUH.
PaccmaTpuBaeMble BOIIPOCHI:

Hactpoiika OSPF u BGP

CpaBHUTENBHBINA aHAJIN3 CTATHYECKON U TUHAMUYECKOI MapIIpyTH3aluu
OnTuMHU3aIys MapIIpyTOB B CIOKHBIX TOTIOJIOTHSX.

CereBoil MOHUTOPUHT U yIPaBJICHUE.
PaccmaTprBaemble BOTIPOCHI:

YcTaHOBKA B HACTpOHKa cricTeM MoHHUTOpHUHTA (Zabbix, PRTG)
Hacrpolika onoseeHuii 1 0T4ETOB

AHanu3 Npou3BOANTEIHHOCTH CETH B PEATEHOM BPEMEHH

KubepOe3omacHOCTh M 3aliiTa TaHHbBIX.
PaccmarpuBaembie BOIIPOCHL:

IIposeneHue aHanu3a yrpo3 U ysi3BUMOCTEH
Hactpoiika cuctem npegorspanierus Bropsxeruit (IPS)
Peanu3zanus moguTHKH 6€30MaCHOCTH B CETH

Hactpoiika u ynpasienune SDN.
PaccmaTprBaemble BOIIPOCHI:

Pab6ora ¢ xorTpomiepamu OpenFlow

Co3zaaHue BUPTyalbHBIX CETEH U yIpaBIeHHE TpahUKOM
ITpumenenne SDN miist perieHus peaabHbIX 3a1a4

Buptyanu3zanus cereBbix Gpynkuuii (NFV)

PaccmarpuBaembie BOIPOCHL:

Hactpoiika BUpTyanTu3upOBaHHBIX MapIIPyTU3ATOPOB U OpaHIMAay3pOB
Hcnons3oBanne KOHTeﬁHCpOB JUIA CETEBBIX HpI/IJ'IO)KeHI/Iﬁ

O1eHKa MPOU3BOANTEIBHOCTH BUPTYIN3UPOBAHHBIX (QYHKIIUH

WNurterpanus [oT B ceTeBble pemeHns
PaccmarpuBaembie BOIPOCHL:

Hactpoiika loT-3xocuctembl

Amnanns gaanbix ¢ loT-ycTpoiicTB

Pa3paboTtka mpunoxennit 1 ynpasinenus [oT

Pabora ¢ 061a4HBIMU CETSIMU U CEPBUCAMHU

PaccmaTprBaemble BOIIPOCHL:

Co3nanue 1 ynpasieHue 00JauHpIMKA HHPpacTpykTypamu (AWS, Azure)
Hactpoiika ceteBoii 6e30macHOCTH B 001aKe

OnruMuzanys 3aTpar Ha 00JIauHbIe PECYPCHI.




/o

TemaTuka MpakTHYECKUX 3aHATUI/KpAaTKOE CoJlepKaHHE

AHanu3 ¥ yrpasiieHrne kadectBoM ooOcmyxuBanus (QoS)
PaccmarpuBaembie BOIIPOCHL:

Hacrpoiika QoS a5 pa3nuuHbIX THIOB Tpaduka

Wzmepenne 1 ananu3 npousBoauTesisHOCTH QoS

[Ipumenenne QoS B peasbHBIX CLEHAPHIX

10

CereBoe MOJEIIMPOBAHUE U CUMYJISALIUS.
PaccMaTprBaeMble BOTIPOCHI:

HWcnons3oBanmne Cisco Packet Tracer 1 GNS3 st MmomenmpoBaHus
Co3anue CII0KHBIX CETEBBIX TOITOJIOTHIA

AHanu3 pe3ysbTaToB CUMYJISIIIAU U ONTUMH3AIIHSL.

11

[IporpammupoBaHue CETEBBIX MPUITOKEHUN.
PaccmarpuBaembie BOIIPOCHL:

Pa3paboTtka npunokeHui ¢ ucmosb3oBaHueM ceTeBbix API
[TporpammupoBanue Ha Python aist ceteBbIx 3anau
WHTerpanus ceTeBbIX CEPBUCOB B MIPUIIOKEHHS

12

AHanu3 1 yrpaBJjeHUE CETEBBIMU aTaKaMU.
PaccmarprBaeMbie BOIIPOCH:

[poBeieHne TECTOB HA TIPOHUKHOBEHHUE

PeaKI_II/IH Ha MHIUJACHTHI U BOCCTAHOBJICHHUE IIOCJIC aTaK
Pa3paboTka cTpaTeruu 3aliThl CETH

13

I/I3y‘leHI/IC HOBBIX TEXHOJIOTHH B CETAX.
PaccmaTtpuBaeMble BOIIPOCHI:

Amnanus Texaonorui 5G U uX BIUSHHE HA CETH
HccrnenoBanne mpuMeHEHHST KBAaHTOBBIX TEXHOJIOTUH
OreHKa HOBBIX CTaHIAPTOB U MPOTOKOJIOB

14

CerteBble TEXHOIOTUHA JJIA MOOMJIBHBIX U JUHAMHUYCCKUX CpE
PaccmarpuBaembie BOIPOCHL:

Hactpoiika cereit 111 MOOMIBHBIX MTOJIb30BaTEICH

Pabota ¢ alaTHBHBIMH CETEBBIMH PEIICHUIMH

AHanu3 IpoOU3BOIUTEIHHOCTH B IMHAMHYECKUX YCIOBHUSIX

15

DTHKA U COIIMAJIbHBIC aACIICKThI CETEBBIX TEXHOJIOTHI
PaccmaTprBaemble BOIIPOCHI:

OO6cyxIeHne STHIECKUX BOIPOCOB B KNOEpOe30macHoCTH

ConnanbHOe BIHMSHUE CETEBBIX TEXHOJIOTHI

Pa3paboTka pekoMeHaMi 110 STHIHOMY HCIIOJIb30BAHHUIO TEXHOJIOTHH

4.3. CamocrosiTenpHas padoTa 00ydarOIuXCs.

/o

Bun camocrositensHoi# paboTh

CamMocTosATeIbHOE U3YUEHHE U KOHCTIEKTUPOBAHUE OTAEIBHBIX TEM y4eOHOM
JIUTEPATYPBI, CBSI3BIHHBIX C PA3AEIIaMH TACIHUILINHBI

Pabora ¢ JICKIIUOHHBIM MAaTCPpUAJIOM

IIoarororka k MMPaKTUICCKUM 3aHATUAM

IToaroToBKa K MPOMEXKYTOYHOMN aTTECTALNH.

o Bl WO DN

[ToaroroBka Kk TEKyIeMy KOHTPOJIIO.




5. IlepeueHp wu3MaHMN, KOTOpPBIE PEKOMEHAYETCS MCIOJIb30BATh IIPH

OCBOEHUU JUCHUIUIAHBI (MOAYJIA).
No

i bubnumorpaduueckoe onucanue Mecto nocrymna

1 | KoMobroTepHbIE CETH Mepeayn IaHHbIX : YIeOHOe https://e.lanbook.com/book/181393
nocobue : B 3 yactax. — Cankr-IlerepOypr :
CII6I'YT um. M.A. bonu-bpyesuua, 2013 — Yacts |
—2013. — Sl c.

2 UYepnernona, E. A. CucteMsl u ceTu niepeaadn https://e.lanbook.com/book/356129

IAHHBIX: MOOMIBHAS CBs3b nokoiaeHus SG / E. A.
Yepuenosa. — Cankr-IlerepOypr : Jlanp, 2023. —
152 ¢. — ISBN 978-5-507-47800-2.

3 | Bmagumupos, C. A. Teopwust, cuctemsl u ycrpoiictea | https://e.lanbook.com/book/425972
nepegaun JaHHbIX. McciaenoBaHust CUTHAJIOB CUCTEM

nepeaayn JaHHBIX: IPAKTUKYM : yaeOHoe nmocooue /
C. A. Bnagumupos. — Cankr-IlerepOypr : CIIOI'Y T
uM. M.A. bonu-bpyesuua, 2023. — 55 c.

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JTaHHBIX U
WH(OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPbIE MOTYT HCIOJIB30BATHCS MPH
OCBOCHUU JUCHUUIUIUHBI (MOAYJIA).

Nudopmanmonnsiii  mopran  HayuHas  snexkTtpoHHas — OuOimoTeka

eLIBRARY.RU (www.elibrary.ru);

Enunas komnekius mudpoBbix oOpazoBatenbHbIX pecypcoB (http://window,

edu.ru);

Hayuno-texaunueckas 6ubnuorexka PYT (MUUT) (http/library.miit.ru);

ITouckoBble cucTeMbl «AHAEKC» A JOCTyma K  TEMaTUYECKUM

MH()OpPMALIMOHHBIM pECypCaM;

DONeKTpOHHO-OMONMMOTeYHass ~ cucTeMa  m3daTtenbeTBa  «JlaHby — —

http://e.lanbook.com/;

DeKTPOHHO-0MOIMoTeyHas cucrema ibooks.ru — http://ibooks.ru/;

DekTpoHHO-0MOaMOoTeUHas crctemMa « Y MIL» — http://lwww.umczdt.ru/;

DnekTpoHHO-0MOMoTeuHas cuctema « BOOK.ruy — http://www.book.ru/;

DIIEeKTPOHHO-0MOIMOTeUHAS cucTeMa «ZNANIUM.COM» —

http://www.znanium.com/

/. llepedyeHb JNHIIEH3UOHHOTO U  CBOOOJHO  PaCHpPOCTPAHSIEMOIO
MpOrpaMMHOr0 OO€CIeUYeHus, B TOM YHCJIE OTEUECTBEHHOI'O IPOU3BOJICTRA,
HEO0OXOMMOTO JIJIS1 OCBOCHHMSI TUCIIUTUTUHBI (MOYJIs).



1. Onepanmonnas cucrema windows microsoft office 2003 u Baie;
2. bpaysep Internet Explorer 8.0 u Bbime ¢ ycranoBineHHbiM Adobe Flash

player Bepcuu 10.3 u BbIIIE;
3. Adobe acrobat.

8. Omnucanue MaTepUasIbHO-TEXHUYECKOW 0a3bl, HEOOXOAMMOW st
OCYIIECTBJIEHUSI 00pa30BaTEIBLHOTO Mpollecca MO AUCIUILTUHE (MOIYIIIO).

Y4eOHbple ayIuTOPUHU JUIsI TPOBEACHUS Y4YEOHBIX 3aHSATHM, OCHAIICHHBIC
KOMIIBIOTEPHON TEXHUKON M HA0OpaMu IEMOHCTPAIIMOHHOTO 000PYyI0BaHUSI.

9. ®opma MpOMEKYTOUHOM ATTECTALNU:

DK3aMeH B 3 cemecTpe.

10. OtieHOUYHBIE MaTEPUAITBI.

OueHOYHbIE MAaTepUaIIbl, TPUMEHSIEMBIE TIPU MPOBEICHUH MTPOMEKYTOUYHON
aTTecTalny, pa3pabaThiBalOTCSI B COOTBETCTBUM C JIOKAJbHBIM HOPMATHBHBIM
aktom PYT (MUUT).
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