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1. O6mue cBeaeHus O JUCHUIUIMHE (MOTYJIE).

Hensto  aucuurivHbl  ""TEeXHOJIOTHST  pEBEPC-MHKWHUPHUHTA'"  SBIISETCS
NpUOOpEeTeHUE 3HAHUM, HABBIKOB U YMEHUN peBEpC HMHXUHUPUHTA C LEJbIO
(bOpMHPOBAaHUS COOTBETCTBYIOIIMX KOMITCTCHITHM.

3agayamMu JUCUUTLIIHBIL:

- MpUOOpeTEeHNEe HABBIKOB U YMEHUH peIleHUs 3a/lad peBEepC UHKUHUPHUHTA C
UCIIOJIb30BAaHUEM  PA3IMYHOTO HMHCTPYMEHTapusi, a HWMEHHO: OTJIa[[YUKOB,
nu3acceMOIepoB, BCIIOMOTaTeIbHBIX YTUIIUT, CPEJCTB CTATUYECKOTO aHAIN3a;

- mpuoOpeTeHue 3HAHWUW, HABBIKOB M YMEHUW, MO3BOJISIONIUX BBISBIATH
YSI3BUMOCTH MPOTPAMMHOTO OOECIICUCHHS C MCIOJIb30BAaHUEM TEXHOJIOTUH peBEpC
WHXUHUPUHTA;

- OpuoOOpeTEeHHE 3HAHWM, HABBIKOB W YMEHHM, HEOOXOIUMBIX MJISI OLICHKU
PUCKOB, CBSA3aHHBIX C BBIBICHHBIMU C MCIIOJIB30BAHUEM TEXHOJIOTUN pPEBEPC
WHXUHUPHUHTA YSI3BUMOCTEH MPOTPaMMHOTO 00€CTICUCHUS;

- mnpuoOpeTeHue 3HaHWUM, HABBIKOB W yMEHHUH, HEOOXOIUMBIX JUIS
MapUPOBAHUS BBISIBICHHBIX C UCIIOJIb30BAaHUEM TEXHOJOTHI PEBEPC MHKUHUPHUHTA
YSI3BUMOCTEU MPOrpaMMHOI0 00ECIICUEHUS.

2. [Inanupyembie pe3ynbTaThl 00YUEHHS IO TUCHUILIINHE (MOIYIIIO).

[lepeuenp (GopMupyeMBIX pPeE3yJbTaTOB OCBOCHHUS  0Opa30BaTEIbHOMN
porpamMmsbl (KOMIIETEHLIUI) B PE3yJIbTaTe 00yUYEHHUs 10 AUCHUIUIMHE (MOAYIIO):

OIIK-2 - CnocobGeH TpUMEHSTh NPOTpaMMHBIC CpPEACTBAa CHUCTEMHOTO H
OPUKJIAJHOTO HA3HAYEHWH, B TOM YMCIE OTEUYECTBEHHOIO IPOM3BOJCTBA, IJIs
pelieHus 3a1a4 npodeccuoHanIbHOM e TENbHOCTH;

OIIK-6 - Coocoben mpu  pemieHHH  MPO(PECCHOHATBHBIX  3a/la4y
OpraHU30BbIBATH 3aIUTY WH()OPMAIIUU OTPAHUYEHHOTO JIOCTYNa B KOMITBIOTEPHBIX
CICTEMax W CEeTSAX B COOTBETCTBUU C HOPMATHUBHBIMH TIPAaBOBBIMH aKTaMU U
HOPMAaTUBHBIMH ~ METOAMYECKUMHU  JOKyMeHTamMu  DenmepanbHON  CIy>KOBI
oe3onacHoctu Poccuiickoit @eaeparuu, OenepanbHoil CIyKObI IO TEXHUYECKOMY
U DKCIIOPTHOMY KOHTPOJTIO;

OIIK-12 - CroocoOeH aaIMUHUCTPUPOBATH OIEPAIMOHHBIC CHCTEMBl U
BBITIOJIHATh Pa0OThI MO BOCCTAHOBJIIEHHIO PabOTOCTIOCOOHOCTH TPHUKIATHOTO U
CHUCTEMHOT'O IPOTPaMMHOT0 00eCIIeYeHHS,;

IIK-4 - CriocoOeH y4acTBOBaTh B pa3pabOTKe MOJACUCTEMbI HH(OPMAIIMOHHON
0e30MacHOCTH KOMITBIOTEPHOW (B TOM YHCIE€ aBTOMATU3UPOBAHHOM) CHCTEMBbI
BKJItOUasi pa3paboTKy MpOTrpaMMHO-aNMapaTHBIX CPEACTB 3allUThl HH(POpPMAIIH,
3alUIICHHBIX OINEPAllMOHHBIX CHUCTEM, CHUCTEM YIpaBjieHHUs Oa3aMH JaHHBIX,
KOMIBIOTEPHBIX ~ CETe, CUCTEM  AaHTUBUPYCHOM  3alllUTHI, CpEICTB



KpunTorpaduueckoil 3amuTel HHGOPMALIHH.

OOydenne 1O JUCHUIUIMHE (MOAYNIO) TMpEAINoiaraeT, 4Yro TO €ro
pe3yibTatam oOyJaromuics OyieT:

3HaTh:

OCHOBHBIE HOPMAaTHBHBIE NPABOBBIE AKTBl WU HOPMATUBHO METOJUYECKHE
NOoKyMeHThl PenepanbHoil ciayk0bl 0e3onacHocT PD, denepanbHOi Ciy)Obl TIO
TEXHUYECKOMY UM  JKCIOPTHOMY KOHTpoiif0. (COBpPEMEHHOE MPOrpaMMHOE
o0ecrieueHrne CUCTEMHOTO U IPUKJIAJIHOTO Ha3HAUYEHUS.

Ymern:

OrneHnBaeT (QyHKIIMOHATBHBIE BO3MOYKHOCTH amllapaTHBIX M IMPOTPAMMHBIX
CPEJICTB, BKJIIOYAs ONEPAIIMOHHBIC CHCTEMBI, B COCTAaBE KOMITBIOTCPHOW CHUCTEMBI;
NPOBOJMT KJIacCHU(UKAIMIO W YCTaHABIMBACT TPYIIIOBYI0 MPHUHAICKHOCTD
nporpaMMHoOro oodecriedcHus. CTPOUT, aHAIM3UPYET W pealu3yeT ajJrOpPUTMEI, B
TOM YHCJIE KpUNTorpaduueckre, B COBPEMEHHBIX IMPOrPAMMHBIX KOMILIECKCAX.
[TpoekTupyer u pa3pabaThiBaeT KOMIIOHECHTHI 3alIUIEHHBIX aBTOMATH3UPOBAHHBIX
cucteM B cdepe npodheccuoHaIbHOM eaTeTbHOCTH.

Baagern:

BrimonasieT paboThl MO yCTaHOBKE, HACTPOWKE, AJIMHHHCTPUPOBAHUIO U
MPOBEpKEe PabOTOCTIOCOOHOCTH MPOTPaMMHO-ANIMAapPaTHBIE CPEJACTBA CHCTEMHOTO,
MPUKIAHOTO U CHENHAJIbHOTO Ha3HaueHuss B cdepe mnpodeccuoHaIbHOM
NEATeTLHOCTH.

3. O0beM TUCHUTUTUHBI (MOJTYJIS).
3.1. O6mias TpyI0eMKOCTb JTUCIUIUIMHBI (MOIYJIA).

OO0miast TpyAOEMKOCTh JUCHUILIUHBI (MOAyJisi) coctaBisier 3 3.e. (108
aKaJIeMUICCKHX yaca(oB).

3.2. O6bem aucuMIUIdHBL (Monaynsi) B (opMe KOHTAKTHOM pabOThI
oOydarommxcss € M[EJarorM4YecCKUMH  padOTHUKaAaMU U (WIKM)  JHIAMH,
MPUBJIEKAEMBIMU K peau3alii 00pa30oBaTEIbHON MPOrpaMMbl HAa UHBIX YCIOBHSIX,
IIpU MIPOBEICHUH YUEOHBIX 3aHATUM:

KonuuectBo yacos

Tun y4eOHbIX 3aHATHI
Bcero | Cemectp Ne6

KonrakTHas paboTa Ipu npoBeleHHH YueOHBIX 3aHTHIl (BCEro): 80 80

B tom uncie:

3aHATHSA JIEKITMOHHOTO THITA 32 32

3aHATUS CEMUHAPCKOTO THIA 48 48




3.3. O0ObeM AMCHUIUIMHBI (MOJYJsi) B (OpMe CaMOCTOSTENbHON paboThI
oOyyarommxcsi, a Takke B (opMe KOHTAKTHOM pPabOThl OO0ydYaroIIuxcs ¢
NEeAarorndecKUMU pabOTHUKAMH U (WIJIH) JIMIIAMH, TTPUBJICKACMBIMU K pealli3aluu
o0pa3oBaTeNpbHOM  TPOrpaMMbl HA  HHBIX  YCJIOBHMSIX, TMPU  MPOBEICHUU
IIPOMEKYTOUYHOM aTTECTALIMKM COCTABIIAET 28 akaIeMHUYECKUX yaca (OB).

3.4. ITpu oOy4eHnH MO0 UHINBHUIYATHPHOMY Y9€OHOMY TUTaHY, B TOM YHCJIC TIPU
YCKOPEHHOM OOYYeHHUH, 00bhEM TUCHUIUIMHBI (MOIYJISI) MOXKET OBITh pPean30BaH
MOJTHOCTBIO B (hOpME CaMOCTOATEIBHONW paboThl 0O0yJarommxcs, a Takxke B (hopme
KOHTAKTHOM paboThl OOy4YarOmIUXCA C TMEJarorM4yecCKuMU paOOTHUKaAMU U (WJIH)
JUIIAMH, TIPUBJICKAEMBIMHM K pealU3aiiy 00pa30BaTEIIbHONW MPOTrpaMMbl Ha WHBIX
YCIIOBHSIX, TIPH MPOBEJCHUHN TIPOMEKYTOUHOM aTTECTAIIHH.

4. ConeprxaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3a"HATHA TEKIIMOHHOTO THUIIA.

/ TemaTuka NEKIIMOHHBIX 3aHATHH / KpaTKOC COACPIKAHUC
/11

1 |BBenenue
PaCCManI/IBaeMLIG BOHpOCBII
- OCHOBHBIE TIOHATHS 0OPATHOM Pa3pabOTKH MPOrPaMMHOM pa3padoTKH.

2 |MetoauKku MpOBEACHUS O0OpaTHOHN pa3paboTKu

PaccmarpuBaemble BOIPOCHL:

- aHanu3 oOMeHa JaHHBIMH MPUJIOKEHHS ¢ TOMOIIBIO Pa3IMYHBIX aHATU3aTOPOB TpaduKa;

- UCIIOJIb30BAHUEC PEKUMA OTJIAJAKH JIA MOMCKA HYKHBIX YUaCTKOB KOJAa U MPOCMOTpa JJaHHBIX, C KOTOPBIMHA
paboTaeT MPUIIOKEHNUE;

- Au3acceMOIMPOBaHHE MAIIMHHOTO KOJIa MPOrpaMMBbl (M3ydeHue TpeOyeT T0BOJIBHO MHOTO BPEMEHH);

- AEKOMITMIILMSA KOJIA POrPaMMBbl JUTsl CO3AaHMs HCXOHOTO KOJIa IPOrpaMMBbl Ha A3bIKE POrPaMMHUPOBaHHUS
BBICOKOTO YPOBHSI.

3 |CpencrtBa 00paTHOH pa3pabOTKH MPOrpaMMHON pa3pabOTKH
PaccmarpuBaembie BOIPOCHL:

- OTJIAAYMKH JJI pEBEPC-UHKUHUPUHTA

1) x64dbg

2) WinDbg

3) OllyDbg

4 | uzacceMmOnepsl JUIsl peBepC-WHKUHUPUHTA
PaCCManI/IBaCMLIC BOIIPOCHI:

- IDA Disassembler

- Radare2

5 BcrniomorarennHblie YTUIATHI AJId pEBCPC-UHIKUHHUPUHTA
PaccmarpuBaemble BOIPOCHI:

- Detect it Easy (DiE)

- ExelnfoPE




/o

TemaTuka JIGKLIMOHHBIX 3aHATUN / KPaTKOE CO/IepIKaHue

- HxD

- HIEW

- Pestudio

- PE-bear

- Fakenet-NG

- ProcessExplorer
- RegShot

- TCPView

- Resource Hacker

CpencTBa CTaTUYECKOTO aHalu3a
PaCCManI/IBaeMLIe BOIPOCHI:

- Jadx

- Apktool

- APKiD

- Simplify

- DeGuard

- Bytecode Viewer

- QARK

- AK-BC

CpencTBa TUHAMHAYECKOTO aHATU3a
PaccMarpuBaeMble BOIIPOCHL:

- Frida

- Objection

- Inspeckage

- Drozer

- AK-BC

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlaGopatopHbie pabOThI

HaumenoBanue nabopatopHbix paboT / KpaTKoe CoepKaHue

JIP Nel

CpencTBa 00paTHO# pa3pabOTKH MPOrpaMMHOIT pa3paboTku. x64dbg.

JIP Ne2

CpencTBa 00paTHO# pa3pabOTKH MPOrpaMMHOil pa3padbotku. WinDbg.

JIP Ne3

Cpencrsa oOpaTHO pa3pabOTKH MporpamMmHoii pazpadotku. OllyDbg.

JIP Ne4

Juzaccem6ueps! Ui peBepc-umkuHupuHra. IDA Disassembler.

JIP Neo5

JuzaccemOnepsl A1 peBepc-uHkuHUpUHTa. Radare?2.

JIP Ne6

Bcnomorarensanie YTUIIUTHL JJI4 PEBECPC-UHKUHUPUHTA.

JIP Ne7

CpGILCTBa CTaTHYECKOro aHanwmza. Jadx

JIP Ne8

CpencTBa cratndeckoro a"anmsa. Apktool




FJEQH HaunmeHnoBanue 1ab0paTopHBIX paboT / KpaTKoe CoziepKaHue
9 |JIP Ne9
CpenctBa cratuyeckoro ananmsza. APKiD.
10 |[JIP Nel0
Cpencrsa crarnueckoro aHanuza. Simplify.
11 |JIP Nell
CpencTBa cratrdeckoro ananmsa. DeGuard.
12 |JIP Nel2
CpencTBa cratudeckoro anaimsa. Bytecode Viewer.
13 |JIP Nel3
CpeactBa cratuueckoro ananuza. QARK.
14 |JIP Nel4
CpencrBa muHaMu4eckoro ananuza. Frida. Objection.
15 |JIP Nel5
CpencTBa qUHAMUYECKOTro aHam3a. Inspeckage
16 |JIP Nel6
CpezcTBa TUHAMHYECKOTO aHamu3a. Drozer
17 |JIP Nel7
Cpeactsa ananusza. AK-BC
4.3. CamocrosiTenbHas padboTa 00y4Jaromuxcs.
Ne
Buna camocTosiTenbHOM pabOThI
n/m
1 |U3yueHue NOMOTHUTENBHOM JTUTEPATYPHI.
2 |[loaroToBka K JJabopaTOPHBIM paboOTaM.
3 | [oaroroBka K MpOMEXYTOYHOI aTTeCTaIUH.
4 | [loAroToBKa K TEKYyIIEMY KOHTPOJIIO.

5. Ilepeyenr wu3maHuii, KOTOpPHIE PEKOMEHIYETCS HCIOJIb30BaTh IpHU
OCBOCHMH JTUCUUTIITUHBI (MOTYJIS).

Ne

/ bubnuorpaduyeckoe onucanue Mecrto nocrymna
n/n
1 Assembler B.1. FOpos OnHotomHOe u3nanue "Ilutep" , HTB (yu.3)

2008

2 Paspaborka npmitoxxenunii Ha s3b1ke AccemOep it MIT | HTb (99); HTb (y4.4)
Intel B.A. Bapdonomees; MUUT. Kag.
"ABTOMAaTH3NPOBAHHBIE CUCTEMBI YIIPABIICHUS"
Opnoromuoe u3ganue MUUT , 2006

3 TexHonorust NOArOTOBKY U OTIAIKU acCEMOJIEPHBIX HTDB DnekTpoHHBIH 5K3eMILISAp
nporpamm Jlapuna T.B., Kad. BerauciourensHbie http://www.miit.ru
cucTeMbl B cetr OgaoroMHoe uzganne MUNT | 2014

4 | Meroauueckue ykazaHus K JJaAOOpaTOpHbIM paboTaMm Mo HTbB DsexTpoHHbIH 9K3eMILISP
http://www.miit.ru




muctumuHe “TIporpaMmupoBaHue Ha sA3bIKE
accemOnepa” leiikuna ' A. MUUT , 2004

5 | PeBepcuHr u 3amura nporpamMm ot B3iioma [TaHoB A. https://ibooks.ru/products/333573
Cankr-Ilerepoypr: BXB-IlerepOypr , 2006
6 HNucTpymenTsl peBepc-uHkunupunra JJomamkun A. /. HTb MUUT

Koctenko C.A., Hukonaes A.M., Casun JI.A., CaBunkuit
H.J., Cunopenko B.I'., YacaukoB A.A. YueOHOe mocobue
PYT (MUUT), - c. 67,2023

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH()OPMAITMOHHBIX CIIPABOYHBIX CHCTEM, KOTOPHIE MOTYT HCIOJIb30BaThCA TIPU
OCBOCHUU JUCHUILIUHBI (MOYJIA).

Odurmansueiit caiit PYT (MUUT) (https://www.miit.ru/).

Hayuno-texauueckas oubnuoreka PYT (MUUT) (http:/library.miit.ru).

Oo6pazoBatenbHas iardopma «tOpaitt» (https://urait.ru/).

O6mwme  uHPOpMALIMOHHBIE, CIPABOYHBIE W  TOUCKOBBIE  CHCTEMBI
«KoncynwranT [Tnrocy, «["apanty.

DNIEKTPOHHO-OMOIMOTEUHAs cucrema U3/1aTeNIbCTBA «JIaHb»
(http://e.lanbook.com/).

DneKTpoHHO-0MOmoTeunas cucrema ibooks.ru (http://ibooks.ru/).

7. llepedyeHp JHIIEH3MOHHOTO M  CBOOOJHO  PacHpOCTPaHIEMOTO
MPOTpaMMHOr0 OOECIeUYeHUs, B TOM YHCJIE OTEUECTBEHHOI'O IPOM3BOJICTBA,
HEO0OXOIMMOT0 /I OCBOCHUS JUCIUTIIIMHBI (MOTYJIs).

Microsoft Internet Explorer (vsin npyroit 6paysep).
Onepanonnas cucrema Microsoft Windows.
Microsoft Office.

8. OmmcaHue MaTepUaJbHO-TEXHUYECKOM 0a3bl, HEOOXOIUMOM IS
OCYIIIECTBIICHUSI 00pa30BaTEIILHOTO Mpoliecca Mo IUCIUILTHHE (MOIYIIIO).

VY4eOHbIE ayAUTOPUU IS TPOBEICHUS YYEOHBIX 3aHATHHA, OCHAICHHBIC
KOMITBIOTEPHON TEXHUKON 1 HAOOpamMu IeMOHCTPAITMOHHOTO 000PY10BaHMUS.
9. ®opma MPOMEKYTOUHOM ATTECTALNU:

3ayet B 6 cemecTpe.

10. OueHouHbIe MaTEpHUATIBI.

OueHouyHble Marepualnbl, IPUMEHSAEMbIE MPHU MPOBEACHUU IPOMEKYTOUYHON



arrecrangum, pa3pa6aTBIBaIOTCH B COOTBECTCTBUU C JIOKAJIbHBIM HOpMaTI/IBHBIM AKTOM
PYT (MUUT).



ABTOpBI:

npodeccop, npodeccop, A.H. Kadeapbl
«Y1npaBlieHHE U 3a1uTa UH(HOpMAII)

CoracoBaHo:

3aenyromuii kadeaport Yu3l

[Ipencenarens yueOHO-METOIUIECKON
KOMHCCHUU

B.I'. Cunopenko

JILA. bapaHosB

C.B. Bonoaun



