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1. OGuue cBeeHUs 0 TUCHUIUIMHE (MOIYyJIE).

enpro gucuuriuHbel  "TEXHOJNOTHUS  pEBEPC-WHKUHUPHUHTA"  SBIIAETCS
npuoOpeTeHNe 3HAHWM, HAaBBIKOB U YMEHMHU pPEBEPC HHXKMHUPUHIA C LEJBIO
(opMUpPOBaHUS COOTBETCTBYIOIINX KOMIIETEHIIUH.

3ajadyaMy JUCUUIIINHBL:

- IPUOOPETEHNE HABBIKOB U YMEHHM PEIICHNUs 3a/1a4 PEBEPC NHKUHUPUHTA C
WCIIOJIb30BAaHUEM PA3JIMYHOTO HMHCTPYMEHTApHsi, a WMEHHO: OTJAaJ4UKOB,
IN3acceMOIIEPOB, BCIIOMOTaTENIbHBIX YTUINT, CPEICTB CTATHYECKOTO aHAIIN3A;

- mpuoOpeTeHre 3HAHWM, HABBIKOB W YMEHHH, TMO3BOJSIOIIUX BBISBISATH
YSI3BUMOCTH IIPOTPaMMHOI0 00€CIIEYEHMsI C UCII0JIb30BAHUEM TEXHOJIOT Ul peBepc
MH)KUHUPHUHT;

- NpUOOpETEeHNE 3HAHUM, HABBIKOB U YMEHMUH, HEOOXOAUMBIX ISl OLIEHKU
PHUCKOB, CBSI3aHHBIX C BBISIBICHHBIMH C HCIIOJIb30BAHUEM TEXHOJIOTHI peEBEpC
WHXUHUPHUHTA YS3BUMOCTEN MPOrPaMMHOI0 00ECTIEUEHHUS;

- npuoOpeTeHUEe 3HAHUM, HABBIKOB W YMEHHH, HEOOXOAMMBIX IS
MapUPOBAHUSI BBISIBICHHBIX C UCIIOJIb30BAHUEM TEXHOJOTUI PEBEPC MHKUHUPUHTA
YSI3BUMOCTEN MPOrpaMMHOI0 00ECIICUEHHUS.

2. [Inanupyembie pe3ynbTaThl 00YYEHHS MO TUCHUILIIMHE (MOIYJIIO).

[lepeuenb GopmMuUpyeMBIX pe3yJbTAaTOB OCBOCHUS 00pa3oBaTEIbHOU
porpamMmsbl (KOMIIETEHLIUI) B pe3ybTaTe 00yUYeHHUs M0 AUCUMILTUHE (MOYIIO):

OIIK-2 - CnocobeH mpUMEHSTh MPOTrpaMMHBIE CPEJICTBA CHUCTEMHOTO U
MPUKJIATHOTO HA3HAYCHUU, B TOM YHCIE OTEUYECTBEHHOTO MPOM3BOJACTBA, IS
pelieHus 3aaa4 npodeccuoHalIbHOM e TEeNbHOCTH;

OIIK-6 - Cmoocoben mpu pemieHHH NpoQecCHOHANTBHBIX — 3a1ad
OpraHM30BBIBATH 3AIIUTY HH(POPMAIIHH OTPAaHUISHHOTO JJOCTYTIa B KOMITBIOTEPHBIX
CHUCTEMaxX U CETSIX B COOTBETCTBUU C HOPMATHMBHBIMU TMPABOBBIMU aKTaMU H
HOPMATUBHBIMH ~ METOJUYECKUMH  JOKyMeHTamu  DenepanbHON  CIyKOBI
6e3onacHoctu Poccutickoit @enepanuu, GenepanbHOM CIyKOBI IO TEXHUIECKOMY
M DKCTIOPTHOMY KOHTPOJTIO;

OIIK-12 - CnocobOeH aaMHHHCTPUPOBATh OINEPAIMOHHBIE CHCTEMBI U
BBITIOJTHATH Pa0OTHI MO BOCCTAHOBJICHHIO PA0OTOCIOCOOHOCTH MPHUKIIAIHOIO U
CHUCTEMHOT'O TIPOTPaMMHOTO 00€CTIeUeHHS;

IIK-4 - Coocoben  ydacTBOBaTh B pa3pabOTKe  MOACHUCTEMBI
uHDOpPMAITMOHHOW  OE€30MacHOCTH  KOMIMBIOTEpHOWM (B TOM  4HCIE
ABTOMATU3UPOBAHHOM) CHUCTEMbI BKIIIOYAsi pa3pabOTKy MPOTPaMMHO-ANMapaTHBIX
CPEICTB 3aIluThl WHGOPMAIUH, 3aIIUIICHHBIX ONEPAIlMOHHBIX CHUCTEM, CHUCTEM



yhnpaBiaeHUs: 0a3amMM JJaHHBIX, KOMIBIOTEPHBIX CETEH, CUCTEM aHTUBUPYCHOMU
3aIUTHI, CPEJCTB KPUNTOTpadUIECKOM 3alUThl HH(OPMALIUH.

OO0y4eHue 1o JUCUUILIUHE (MOAYJII0) MPENOIaraeT, YTo MO €ro pe3yJibTaTam
oOyyarormuiicst Oyier:

3HaTh:

OCHOBHbIE HOPMATHUBHBIE IPABOBBIE AKThl U HOPMATUBHO METOJIUYECKHUE
nokyMeHThl denepanbHol CiryK0bI 6e3omacHocTH PD, denepanbHO CITyKOBI 110
TEeXHUYECKOMY U HKCHOPTHOMY KOHTpoJt0. COBpPEMEHHOE MpOrpaMMHOE
obecrie4yeHrue CUCTEMHOTO U MTPUKJIATHOTO Ha3HAYECHUS.

Ymern:

OrnenuBaetr pyHKIIMOHAIBHBIE BO3MOXKHOCTH allllapaTHBIX U MPOTPAMMHBIX
CPEIICTB, BKJItOUAsl ONEPAIMOHHBIE CUCTEMBI, B COCTaBE KOMIBIOTEPHOU CUCTEMBI;
IPOBOJIUT KiIacCU(PUKAIMIO M YCTAaHABIMBAET TPYIIOBYI MPUHAJJICKHOCTD
nporpammHoro obecrneuenus. CTpOUT, aHATU3UPYET U PEATU3yeT aIrOPUTMBI, B
TOM YHCJIC KpUNTOrpauuecKue, B COBPEMEHHBIX IMPOTPAMMHBIX KOMILICKCAX.
[TpoexTupyet 1 pa3padaThIBa€T KOMITOHEHTHI 3aIIUIIICHHBIX aBTOMAaTH3UPOBAHHBIX
cucteM B chepe npohecCHOHATBHOU IeSITEILHOCTH.

Baanern:

BreimonHser paboThl MO YCTaHOBKE, HACTpPOMKE, aIMUHHCTPHPOBAHHUIO W
IpoBEpKe pabOTOCIIOCOOHOCTH MPOTrpaMMHO-aNIapaTHbIE CPEACTBA CUCTEMHOTO,
NPUKIAIHOTO M CICHHAIBHOTO Ha3zHaueHus B cdepe MNpodhecCHOHAIBHOM
JIEATEIILHOCTH.

3. O0beM TUCHUTUTUHBI (MOJTYJIS).
3.1. O6mias TpyA0eMKOCTb JUCIHUILUIMHBI (MOTYJIS ).

OO0mast TPYIOEMKOCTh AUCIHUILIUHBI (Momyisi) coctaBiasier 3 3.e. (108
aKaJeMHYeCKuX Jaca(oB).

3.2. O6bem guctuIuMHBl (MOAYJsl) B (opMe KOHTAKTHOW paboThI
oOydJarommxcss ¢ MEJarorTMYecCKUMH  padOTHUKaAaMU W (WIKM)  JIHUIAMH,
MIPUBJICKAEMBIMHU K peau3aini 00pa3oBaTEIbHON MPOTPAaMMBbI HAa MHBIX YCIOBHSIX,
IIPY MIPOBEJICHUHN YUCOHBIX 3aHITHI:

KonuuectBo yacos

Tun y4eOHBIX 3aHATHI
Bcero | Cemectp Ne6

KonrakTHas paboTa Ipu npoBeIleHHN y4eOHBIX 3aHATHI (BCEro): 80 80

B toMm uucie:

3aHATHS JIEKIIMOHHOTO THITA 32 32




|3aH}ITI/I}I CEMHMHAPCKOI'0 THIIA | 48 | 48

3.3. O6peM auCHUIUIMHBI (MOAYJs) B (hOpME CaMOCTOSITENBHOM pPabOTHI
oOyyarommxcsi, a Takke B (¢GopMe KOHTAKTHOM pabOThl OOyYalomUXCA C
NeTaroTHIECKUMH paOOTHUKAMU U (WJIH ) JIMIIAMHU, TIPUBJICKAEMbBIMH K peaTH3aIiu
oOpa3oBaTeNbHOM MpOTpaMMbl HA HWHBIX yCIIOBUSIX, TMPU TPOBEIACHHUU
IPOMEKYTOUYHOM aTTECTAIIMH COCTABIISACT 28 aKkaJeMHUUECKUX Jaca (OB).

3.4. Ilpu 0Oy4eHnu 1o HHANBUAYAIBHOMY Y4eOHOMY IIaHY, B TOM YHCIIE IIPH
YCKOPEHHOM 00y4eHHH, 00BEM AUCHUIUIMHBI (MOAYJS) MOKET OBITh peaan30BaH
MOJTHOCTBHIO B (hOpME CaMOCTOATEIHHON paboThl 00yJarommxcs, a Takxke B hopme
KOHTaKTHOM pabOThl 00Yy4YaroOIUXCs C MEAaroruueckKuMu pabOoTHUKAMU U (UJIN)
JUIaMU, TIPUBJIEKAEMbIMH K pealiu3alii 00pa30BaTeIbHON MPOrpaMMbl Ha MHBIX
YCIIOBUSIX, IIPU MIPOBEJICHUU POMEKYTOUYHOM aTTECTALIUH.

4. ConeprkaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3aHITHA JTEKOIUOHHOTO THUIIA.

Temaruka JIEKIIMOHHBIX 3aHATHH / KpaTKOE COJepKaHUE

1 |BBenenue

PaCCManI/IBaeMBIe BOIPOCHI:

- OcHOBHBIE OHATHS 0OpPAaTHOM pa3pabOTKH MPOrpaMMHOM pa3paboTKH.

2 |Meronuku npoBeeHUst 00paTHOM pa3paboTKu

PaccmarpuBaembie BOIPOCHL:

- aHaJInu3 O6MeHa JAHHBIMU NPUJITOKEHUA C TIOMOIIBIO pa3JIMYHbIX aHAJIN3aTOPOB Tpa(bI/IKa;

- ICTIOJIb30BaHKE PEXXUMA OTIIAAKH JJIsI TOMCKA HYKHBIX y4acTKOB KOJIa M IIPOCMOTpPa JaHHbIX, C
KOTOPBIMH PabOTaeT MPUIIOKEHHUE;

- IU3acceMOIMpOBaHNe MAIIMHHOTO KOJIa MPOrpaMMBbl (M3y4eHHe TpeOyeT JOBOJIBHO MHOTO BPEMEHN);
- JEKOMITWIIALIHSL KOJIa ITPOTPaMMBI JUISl CO3AaHMsI HCXOAHOTO KOJIa MPOTrpPaMMBbl Ha SI3bIKe
MPOTPaMMHPOBAHUS BEICOKOTO YPOBHSI.

3 |CpenctBa 006paTHOI pa3pabOTKK IPOrpaMMHOM pa3paboTKu
PaccmarpuBaemble BOIPOCHL:

- OTJIAIYMKH JJIs1 peBEPC-UHKUHUPUHTa

1) x64dbg

2) WinDbg

3) OllyDbg

4 | uzaccembiuepsl sl peBepc-MHKUHUPUHTA
PaCCMa’I‘pI/IBaGMLIC BOIPOCHI:

- IDA Disassembler

- Radare2

5 BcnomorarensHbie YTUJIUTHI JJIs1 pCBCPC-UHKUHUPHUHT A

PaccmarpuBaembie BOIPOCHL:
- Detect it Easy (DiE)




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KPaTKOE COJIEpKAHNE

- ExelnfoPE

- HxD

- HIEW

- Pestudio

- PE-bear

- Fakenet-NG

- ProcessExplorer
- RegShot

- TCPView

- Resource Hacker

CpencTBa CTaTUYECKOTO aHalu3a
PaccmarpuBaembie BOIIPOCHL:

- Jadx

- Apktool

- APKiD

- Simplify

- DeGuard

- Bytecode Viewer

- QARK

- AK-BC

CpencTBa JMHAMUYECKOTO aHaIn3a
PaccmaTtpuBaeMble BOIIPOCHI:

- Frida

- Objection

- Inspeckage

- Drozer

- AK-BC

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlabopaTopHbie paboThI

HanmenoBanue nabopaTopHbix paboT / KpaTKoe coiepKaHue

JIP Nel

CpeactBa o06paTHOM pa3pabOTKU MporpaMMHON pa3padoTku. x64dbg.

JIP Ne2

CpencTBa 00paTHO# pa3pabOTKH MPOrpaMMHOIl pa3padotku. WinDbg.

JIP Ne3

Cpencrsa o0paTHO pa3paboOTKH mporpamMmHoii pazpadotku. OllyDbg.

JIP Ne4

JuzaccemOneps! 11 peBepc-umxkuaupuara. IDA Disassembler.

JIP Neo5

JuzaccemOnepsl A1 peBepc-uHkuHUpUHTa. Radare?2.

JIP Ne6

Bcmomorarensanie YTWINTBI 1J1s1 pEBEPC-UHKMHUPUHTA.

JIP Ne7

CpeILCTBa CTaTHYECKOro aHanmsa. Jadx




r]:l/-(_)n HaunmenoBanue 1a60paTopHBIX paboT / KpaTKoe copepikaHue
8 |JIP Ne§
Cpencrsa craruueckoro aHanusza. Apktool
9 |JIP Ne9
CpenctBa cratndyeckoro ananusza. APKiD.
10 JIP NelO
CpencTBa cratudeckoro anainmsa. Simplify.
11 [JIP Nell
CpencTBa cratrdeckoro ananmsa. DeGuard.
12 JIP Nel2
Cpencrsa craruueckoro aHanusa. Bytecode Viewer.
13 |JIP Nel3
CpeacrtBa cratuueckoro aHanuza. QARK.
14 |JIP Nel4
CpencTBa muHaMu4eckoro aHanuza. Frida. Objection.
15 |JIP Nel5
CpencTBa TUHAMUYECKOTO aHanu3a. Inspeckage
16 |JIP Nel6
CpezcTBa TUHAMHYECKOTO aHaiu3a. Drozer
17 |JIP Nel7
Cpeacrta ananusza. AK-BC
4.3. CamocrosiTenbHas padoTa 00y4daroImxcs.
Ne
W Bun camocrosTensHo# paboTh
1 |M3ydeHue MOMOJHUTEIBHOMN JIUTEPATYPHI.
2 |[ToaroroBka K 1a0OPaTOPHBIM pabOTaM.
3 HOI[FOTOBKa K HpOMG)KyTO‘-IHOﬁ aTTCCTalluu.
4 | IloarotoBka K TeKyIeMy KOHTPOJIIO.

5. Ilepeyenr wu3maHuii, KOTOpPHIE PEKOMEHIYETCS WCIOIB30BATh MPHU
OCBOCHHUH JUCHUIUIUHBI (MOIYJIA).

i\/ri[ bubnunorpaduueckoe onucanue Mecro nocryna
1 Assembler B.1. IOpos Oxnoromuoe uznanue "ITurep" | HTB (yu.3)
, 2008
2 | Pa3paboTka mpuiokeHui Ha si3bike AcceMOnep as HTb (99); HTb (yu.4)
MII Intel B.A. Bapponomees; MUUT. Kad.
"ABTOMAaTU3UPOBAHHBIE CUCTEMBI YIIPABICHUS"
Onpnoromuoe uzganne MUUT , 2006
3 | TexHOMOTHS MOATOTOBKH U OTJIAJKH acCEMOIEPHBIX HTB DieKTpOHHBIN SK3eMILIAP
nporpamm Jlapuna T.B., Kag. Beraucaurensusie http://www.miit.ru
cucTeMbl B cetn OnnoroMHoe u3ganue MUNT |, 2014




4 | Meroauueckue yka3aHus K 1a0opaTopHbIM paboTaM o | HTB DiekTponHslii 9K3eMILisp

auciube “TIporpaMMUpOBaHKE Ha SI3bIKE http://www.miit.ru
accembOunepa” lleitkuna I''A. MUUT , 2004
5 PeBepcuHr u 3amura nporpamm ot B3inoma [laHos A. https://ibooks.ru/products/333573

Cankrt-Ilerepoypr: BXB-Ilerepoypr , 2006
6 NuctpymenTsl peBepc-unxuuupunra Jomamkun A.J[. | HTb MUUT
Kocrenko C.A., Hukonae A.M., Casun JI.A.,
Casuukuit J{.J1., Cugopenko B.I'., Yacauko A.A.
Yuyebnoe mocodbue PYT (MUUT), - ¢c. 67 , 2023

6. IlepeueHb COBpeMEHHBIX NpO(PEecCHOHANBHBIX 0a3 JaHHBIX U
MH(OPMAIIMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPbIE MOTYT HCIOJIB30BATHCS MPH
OCBOCHHUU JUCHUIUIUHBI (MOIYJIA).

Odunuanehseiii caiit PYT (MUUT) (https://www.miit.ru/).

Hayuno-texuuueckast oudnuoreka PYT (MUUT) (http:/library.miit.ru).

O6pa3zoBarenbHas miatdopma «tOpaiit» (https://urait.ru/).

O6mme wuHPOpPMAIMOHHBIE, CIPABOYHBIE M  IOUCKOBBIE  CHUCTEMBbI
«Koncynpsrant [lmtocy, «["apanty.

DneKTPOHHO-OMOIMOTEYHAS cucrema U3JIaTeIhCTBA «Jlanb»
(http://e.lanbook.com/).

DneKTpoHHO-0MOmoTeuHas cucrema ibooks.ru (http://ibooks.ru/).

7. IlepedyeHb  JHUIIEH3MOHHOTO U  CBOOOJHO  PacHpPOCTPAHSIEMOTO
MporpaMMHOro oOecredyeHus, B TOM 4YHUCIE OTEUYECTBEHHOIO MPOU3BOCTBA,
HEO0OXOIMMOTO JIJIs1 OCBOCHUS AUCITUTIIIUHBI (MOIYJIs).

Microsoft Internet Explorer (vin apyroii 6pay3sep).
Oneparnionnas cucrema Microsoft Windows.
Microsoft Office.

8. OmmcaHue MaTepUaJbHO-TEXHUYECKOM ©0a3bl, HEOOXOIUMOM IS
OCYIIECTBJICHHUSI 00pa30BaTEILHOTO MPOIecca MO AUCIUTITHHE (MOIYIIIO).

YueOHble ayIUTOPUU ISl MPOBEACHUS YUEOHBIX 3aHATHM, OCHAICHHbBIC
KOMITHIOTEPHON TEXHUKOW M HabOpaMu IEMOHCTPAIIMOHHOTO 000PYI0BaHMUSI.

9. ®opmMa MPOMEKyTOUHOMN aTTECTAINH:

3auer B 6 cemecTpe.

10. OueHouHble MaTEpHUAIBI.



OueHouHbIE MaTepUalibl, TPUMEHSEMbIE TTPU MPOBEICHUN MPOMEKYTOUHON

aTTeCTaIlui, pa3padaThIBAIOTCA B COOTBETCTBHUH C JIOKAIHHBIM HOPMATHBHBIM
aktom PYT (MUUT).
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