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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

Henbro gucuumubbl  "TexHosOrMs peBepC-UHKUHUPHUHTA'" — SIBIACTCS
npuoOpeTeHNe 3HAHUW, HABBIKOB W yYMEHUN pPEBEPC HMHKUHUPUHTA C LEJIbIO
bopMHUpPOBaHUS COOTBETCTBYIOITUX KOMIICTCHITHIA.

3agayaMy TUCUUTUINHBI:

- MpUOOPETEHNE HABBIKOB U YMEHHU PEIICHUS 3a/1a4 PEBEPC UHKUHUPUHTA C
HCIIOJIB30BAaHUEM DPA3JIMYHOTO HWHCTPYMEHTapHUs, a WMEHHO: OTJAI4UKOB,
Jr3acceMOJIEpPOB, BCIIOMOTaTEIbHBIX YTUIIUT, CPEICTB CTATUYECKOTO aHAIU3a;

- TpUOOpeTeHHe 3HAHWM, HABBIKOB M YMEHHUM, TMO3BOJIAIONIMX BBISBISATH
YSI3BUMOCTH MPOTPAMMHOI0 0OECIICUEHHSI C MCIIOJIb30BAaHUEM TEXHOJIOTUI peBepC
WHXKUHUPHUHTA;

- mpuoOpeTeHne 3HAHWM, HABBIKOB M YMEHHM, HEOOXOJUMBIX JUIsI OLICHKU
PUCKOB, CBSI3aHHBIX C BBISIBJICHHBIMU C HCMOJb30BAHUEM TEXHOJOTHUN peBEpPC
WH)KWUHUPUHTA YSI3BUMOCTEH MPOrpaMMHOI0 00ECIIeUeHHUS;

- NpuOOpeTeHHE 3HAHWN, HABBIKOB M YMEHHM, HEOOXOAUMBIX IS
MapUPOBAHUS BHISBICHHBIX C UCIIOJIb30BAHUEM TEXHOJOTUN PEeBEPC UHKUHUPUHTA
ySI3BUMOCTEH MPOTPAMMHOTO 00€CTIeUeHUS.

2. [Inanupyembie pe3ynbTaThl 00y4eHUs 10 AUCIUIUIMHE (MOIYJIIO).

[lepeuenr GopMHpyeMBIX pe3yibTaTOB OCBOCHHSI  0Opa30oBaTEIbHOM
porpamMmbl (KOMIIETEHIIMI) B pe3ysbTaTe 00yUYeHus M0 AUCHUIUIMHE (MOIYIIO):

OIIK-2 - CnocobeH mMOHUMATh YCTPOWCTBO W HCTOPUIO PA3BUTHS
TPAHCTIOPTHOM CHUCTEMBI;

OIIK-6 - CnocoOeH NpUMEHSTh METOJbl HAyYHBIX HCCIEIOBAHUN MpHU
MPOBEJICHUU Pa3pabOTOK B 00JIacTH oOecrieueHusi 0€30MacCHOCTH KOMITBIOTEPHBIX
CUCTEM U CETEM.

OO0y4eHue 1o JUCUUILIMHE (MOAYJII0) MPEANOaraeT, YTo MO0 €ro pe3yJibTaram
oOyuatoruiicst 0yier:

3HATH:
- CoBpeMEHHOE TPOTrpaMMHOE OOECIeYeHHE CHUCTEMHOTO M TMPUKIATHOTO

Ha3Ha4YCHMHAI, BKJIIO4as OTIIaA4YNKH, ,ZII/I?)aCCCM6JICpr )41 CpCaACTBa
CTaTHYECKOro/ JUHAMH4YCCKOI'O aHaJIm3a, HGO6XOI[I/IMI)I€ JIIsL PEBEPC-
HHXWHHUPHUHTIA.

- OCHOBHbIE HOPMAaTUBHbBIE NPABOBBIE AKTbl 1 HOPMATUBHO-METOJIHYECKHE
nokymeHTel @Cb Poccum u @CTOK Poccum, persaMeHTUPYIOIIHME 3alUTy
uH(popmaIuu 1 TpedoBaHus K 0€30MaCHOCTH MPOrPaMMHOI0 00ECTICUEeHHUS.



- ApXWTEKTypy ONEpPALMOHHBIX CHUCTEM, MPUHLOMIBI  YNPABICHUSA
npoleccaMu, MamsaThi0 U (alJOBBIMH CUCTEMaMHU, HEOOXOAMMBIE IS aHaIu3a
IIOBEACHUS IPUIIOKEHUN.

- Meroasl U cpeacTtsa peBEpC-UHKUHUPUHIA, IO3BOJSAIOIIME BbIABIATH
HEJICKJIADUPOBAHHBIE BO3MOXKHOCTH, 3aKIaJAKA U YA3BUMOCTH B IIPOrPaMMHOM
obecreyeHun.

Ymersb:

- OnenuBaTh (QYHKIIMOHATBHBIE BO3MOKHOCTH M BBIOMpPATH MPOrpaMMHBIC
cpeacTBa (OTEUECTBEHHOTO M 3apyOeXHOro MPOU3BOJCTBA) sl 3(DPEKTUBHOIO
penieHus 3a1a4 o0paTHOM pa3pabOTKHU.

- COOTHOCHUTH BBISBIICHHBIE B XOJI€ PEBEPC-UHKUHUPUHTA YS3BUMOCTH C
TpeOOBAHUSIMU HOPMATHUBHBIX JIOKYMEHTOB JUIsl OLIEHKH UX KPUTUYHOCTH.

- AHanM3upoOBaTh WU BOCCTAHABIMBATH AJTOPUTMBI PAOOTHl MPUKIATHOTO H
CHUCTEMHOTO MPOTPAMMHOT0 0OECTICUCHHSI HA OCHOBE €ro MallliHHOTO KOJa.

- AHAJIU3UPOBATH 3AMIUIIEHHOCTh CYHIECTBYIONIUX MPOTPAMMHBIX PEIICHUN
u QopmynupoBaTh TpeOOBaHUSI K pa3paboTke 0osiee HAJEKHBIX U 3ALTUIICHHBIX
KOMITOHEHTOB.

Baaners:

- HaBbikamu mpuMeHeHus Creruain3upoBaHHOr0 HHCTpyMeHTapust (x64dbg,
IDA Pro, Radare2, Frida u ap.) my1s ananusa u uccieJoBaHUS MPOTPAMMHOTO KOJIa.

- Metogamu OIIEHKH PHCKOB, CBS3aHHBIX C BBISIBICHHBIMHU YS3BUMOCTSIMH
MpOrpaMMHOr0 obOecrnedeHus, U crnocodamMu 0OOCHOBaHUS HEOOXOJAMMOCTH HUX
MapUPOBAHUS B COOTBETCTBUH C HOPMATHBHBIMH TPEOOBAHUSMU.

- HaBpikamMu OTJIaJKM M TPACCUPOBKU IMPOTPaAMM JUIS BBISIBJICHUS TPHYUH
cO0EB M BOCCTAHOBJICHUS JIOTUKH UX PaOOTHI.

- HaBpikamMu TpUMEHEHHS TEXHOJIOTHMM oOOpaTHOW pa3pabOTKu JJis
TeCTUpPOBaHUS (MEHTECTa) M ayauTa O€30MaCHOCTH MPOTPAMMHO-ANMAPATHBIX
CPEIICTB 3aIUTHl HHGOPMAIIHH.

3. O0beM TUCHUIUTUHBI (MOJTYJIS).

3.1. O6mas Tpy10€MKOCTh AUCIUTIIAHBI (MOTYJIs).

O6mast TPyIOEMKOCTh AUCHUILIMHBI (MOAyJisi) coctaBiser 4 3.e. (144
akaJeMHUYEeCKHUX Jaca(oB).

3.2. O6bem mucummuiiHbl (Momynsi) B (opmMe KOHTAaKTHOW pabOThI
oOydJaromuxcsi €  MEeNarorMYecCKUMH  pabOoTHHKaMu W (WIM)  JUIAMH,



IPUBIIEKAEMBIMH K peau3alnnu o0pa3oBaTebHOM MpOorpaMMbl Ha UHBIX YCIOBHSIX,
[P POBEJECHUHN YUEOHBIX 3aHITHI:

KonmuectBo yacos

Tum yueOHbIX 3aHATHH
Bcero | Cemectp Ne6

KonrakTHas paboTa rmpu npoBeieHHH Y4eOHBIX 3aHSATHH (BCEro): 96 96
B ToMm uncie:

3aHATHS JIEKIIMOHHOTO THIIA 48 48
3aHATHSA CEMUHAPCKOTO THTIA 48 48

3.3. O6peM muctUIUIMHBI (MOAYJs) B (popMe CcamMOCTOSITENBHOU pPabOTHI
oOyyaromuxcs, a Takke B (opMe KOHTAKTHOM paboThl O00ydarouuxcs ¢
neJaroruaeckuMu pabOTHUKAMU U (M) JTULAMU, TPUBJIEKAEMBIMH K peau3aliiu
o0pa3oBaTeIbHOM TporpaMMbl Ha HWHBIX YCJIOBHUSIX, HpH HPOBEICHUU
IPOMEXYTOUHOM aTTeCTallMM COCTaBIsAET 48 akaJeMHUECKUX Jaca (OB).

3.4. Ilpu oOy4eHnu Mo HHAUBUIYATFHOMY YI4€OHOMY TIJIaHY, B TOM YHCIIE TIPU
YCKOPEHHOM O0y4Ye€HHH, 00BEM JTUCIUIUIMHBI (MOJYJIsI) MOXKET ObITh peaan3oBaH
MOJIHOCTBIO B (DOpME CaMOCTOSITENIbHON padoThl 00yYaromuxcs, a Takke B (hopme
KOHTAKTHON paboThl 00YUYaIOIIMXCS C MEJarornuyecKuMy paOOTHUKAMHU U (WJIH)
JUIAMU, TIPUBJIEKAEMBIMU K pealii3alii 00pa3oBaTeIbHONW IPOrpaMMbl HA HHBIX
YCJHOBUSIX, IPU IPOBEACHUU TPOMEKYTOUYHON aTTECTALINH.

4. ConepxaHue JUCHUTUIAHBI (MOIYJIA).

4.1. 3aHATHA TEKIIMOHHOTO THUIIA.

TemaTtuka JICKIIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAHUC

1 |BBenenue
PaccmaTprBaemble BOIIPOCHI:
- OcHOBHBIE TIOHSTHUS 00OPATHOM Pa3pabOTKHU MPOrPaMMHOI Pa3pabOTKH.

2 |Meronuku poBeneHUs 00paTHOM pa3padoTKu

PaCCManI/IBaeMI)IC BOIPOCHI:

- aHanu3 oOMeHa JAAaHHBIMHU NPUJITIOKEHU € TIOMOIIBIO Pa3/IMYHbIX aHAJIN3aTOPOB Tpa(bmca;

- UCIIOJIb30BAHUEC PCIKUMA OTIAAKU JIA MOUCKA HYXXHBIX YHYaCTKOB KOJa U IIPOCMOTpa JaHHBIX, C
KOTOPBIMH Pa0OTaET MPUIIOKEHHE;

- IM3acceMOIMPOBaHKNE MAIIMHHOTO KOJia MPOrpamMMsbl (M3y4eHue TpeOyeT J0BOJIbHO MHOTO BPEMEHN);
- ACKOMIINJIALINA KOJa IMPOTpaMMBbI JJId CO3AaHUA HCXOTHOI'O KOJia MpOorpaMMbl Ha SI3bIKE
NIPOTPaMMHPOBAHHUSL BBICOKOTO YPOBHS.

3 |CpenctBa 0OpaTHOI pa3pabOTKK MPOTPaMMHON pa3pabOTKH
PaccmarpuBaembie BONPOCHL:

- OTJIAAYUKHU I pEBEPC-UHIKMHUPHUHTA
1) x64dbg




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

2) WinDbg
3) OllyDbg

JuzaccemOnepsl A peBepc-UHXKUHUPUHTA
PaCCManI/IBaeMI)Ie BOIPOCHI:

- IDA Disassembler

- Radare?

BcrnoMorarenbHble yTUINTHI U1 PEBEPC-UHKUHUPUHTA
PaccmarpuBaemble BOIPOCHI:
- Detect it Easy (DiE)

- ExelnfoPE

- HxD

- HIEW

- Pestudio

- PE-bear

- Fakenet-NG

- ProcessExplorer

- RegShot

- TCPView

- Resource Hacker

CpenctBa CTaTUUECKOTO aHAIN3a
PaCCManI/IBaeMLIe BOINPOCHI:

- Jadx

- Apktool

- APKiD

- Simplify

- DeGuard

- Bytecode Viewer

- QARK

- AK-BC

CpencTBa JUHAMUYECKOTO aHan3a
PaCCManI/IBaeMLIe BOIPOCHI:

- Frida

- Objection

- Inspeckage

- Drozer

- AK-BC

4.2. 3aHATHS CEMUHAPCKOTO TUIIA.

JlaGopatopHbie paOOThI

/1

HaumeHnoBaHue 1abopaTopHbIX paboT / KpaTKoe cofiepKaHue

CpencrtBa obpaTHO# pa3padotku. Orinaguuk x64dbg.
N3ydenue untepdeiica u 6a30BBIX BOZMOKHOCTEH oTiaanunka x64dbg. BeinonHeHre TpacCHPOBKH MPOCTOM
MPOrpaMMBbl, YCTaHOBKA TOUYEK OCTaHOBA, aHAJIM3 PETHCTPOB U CTeKa.

CpenctBa obpaTHOU pa3padorku. Otiaamuuk WinDbg.
OcBoeHne paboThl ¢ oTaamankoM WinDbg miis aHann3a moiap30BaTeNbCKUX MPIIIOKESHUN U JpaiBEpOB
pexuma sinpa. M3ydeHne koMaH 1t OTOOpakeHHst HHGOPMAIMHU 0 IPOLecce U aMSTH.




HanmenoBanwue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue

CpenctBa obpatHoit pazpadotku. Otiaaguuk OllyDbg.
3HAKOMCTBO C KiaccudecknM otiamggrkoM OllyDbg. AHanmu3 3alIUT MPOCTHIX HCIIOTHSIEMBIX (aiiioB,
MOUCK ¥ MOAN(HKAINS KIFOYEBBIX YYaCTKOB KOJa.

Juszaccem6uiepsl. IDA Disassembler.
OcHoBbl pabotsl B IDA Pro. HaBuramust no nu3zacceMOnIMpoBaHHOMY KOJy, paboTa ¢ rpadamMu IOTOKOB
yIpaBiieHus1, nAeHTUUKALNS OUOINOTEUHBIX (QYHKIHH.

HuzaccembOuepsl. Radare?2.
Wzydenne ocHOB paboTHI B KOHCOIBHOM nu3accemoOnepe Radare2. Hapuranwms, ananus koza,
HCIIONIb30BaHUE CKPHUIITOB JIJIsl aBTOMATU3AIHH.

BcrmiomorarensHEIE YTUINATBI IJI1 pEBCPC-UHXKXUHHUPHUHTA.
KommexcHoe uccienoanue daitna. Onpenencaue ynakopmukos (DiE), mpocMoTp U peqakTHpoBaHUe
pecypcoB (Resource Hacker), monutopunr aktuBHocTH (Process Explorer, RegShot, TCPView).

Cratnueckuii anann3 Android-npunoxenuii. Jaxx.
OcHOBEHI paboThI ¢ Jaxx. AHanmM3 MaHU(ECcTa, ZEKOMIIIISAIS HCXOTHOTO KO/Ia IPUIIOKEHHUS TS TOUCKa
MOTEHIIUATBHBIX YSI3BUMOCTEH.

Crarnueckuii ananm3 Android-nipunoxxenuid. Apktool.
JexoMmmuanus u moBTopHas coopka Android-nprmoxkerns ¢ momomipio Apktool. AHanm3 u MoauduKaus
pecypcoB u Smali-kona.

Craruueckuii ananu3 Android-npunoxenunit. APKiD.
Hcnons3oBanne APKiID mst Gsictporo ckanupoBanus APK-daiinos Ha Hannyre 00(hyckaTopos,
TpeiicepoB u APYTHX MOXO03PUTEIBHBIX KOMIIOHEHTOB.

10

Cratuueckuii anann3 Android-npunoxenuit. Simplify.
[Mpumenenne Simplify 11 aBToMaTHUECKOTO yIIpoIIeHns (1eo0dycKalum) 3amyTaHHoro koga Android-
HPHIIOKEHHH C IENBI0 00JIETYeHHUs €ro aHAIH3A.

11

Crarnueckuit ananm3 Android-npunoxxenunii. DeGuard.
CpaBHHTeHBHBIﬁ aHaJIu3 OHHaﬁH-CepBHCﬂ DeGuard ¢ noxanbHbIMU CpeaACTBaMU U1l ACKOMIIUJIALINU U
MIOUCKA YA3BUMOCTEH.

12

Cratnueckuii anann3 Android-npunoxenwnii. Bytecode Viewer.
KommnexcHsrit ananm3 Android-ipusoxenus ¢ ucnoiabp3oBanueM Bytecode Viewer ams paboTsl ¢
HECKOJIBKUMH JIEKOMITHIISITOPaMH OZHOBPEMEHHO.

13

Crarnuecknit ananm3 Android-npunoxennii. QARK.
ABTOMaTPI3PIpOBaHHBII>i ITIOUCK yﬂ3BHMOCT€I7I 0€e30IaCHOCTH B AndrOid-HpHJ’IO)KCHI/ISIX C IIOMOIIIBIO
nHctpyMeHTa QARK 1 aHanmm3 noxy4eHHOro oT4eTa.

14

Junamuueckuii ananus. Frida. Objection.
BBezienue B TMHaMUUECKYI0 MHHCTPYMEHTOBKY. Mcnosb3oBanue Frida u Objection 1is mepexBara BHI30BOB
¢byHKMiA 1 06X0/1a 6a30BBIX 3aIIUT Ha JIETY.

15

Junamuueckuii ananmms. Inspeckage.
Ucnonp3oBanue Inspeckage ams nuHammyeckoro ananm3a Android-puinoxeHnii: MOHUTOPUHT (hailmoBoi
aKTUBHOCTH, CETEBBIX 3aIpocoB, JoroB u Shared Preferences.

16

Jlnnamuyeckuil ananus. Drozer.
[Mouck ys3BuUMOcCTE# B MexKoMIIOHeHTHOM B3aumoeiicteun (IPC) Android-npuinosxeHuii ¢ HOMOIIBIO
¢petimBopka Drozer.

17

Kommiekcusiii anams. AK-BC.
Uzydenune BozmoxkHOCcTeH nHCTpyMeHTa AK-BC Kak KOMOMHHPOBAaHHOTO CPEICTBA IS CTATUIECKOTO H
IUHaMP4YecKkoro aHanmza Android-prinoskeHuid.

4.3. CamocrosiTenbHas padoTa 00yJarOIInXCs.




No .
Bun camocrosiTenbHO#M paboTh
/T
1 |M3ydeHne TOMOJHUTEIBHOM JIUTEPATYPHI.
2 |[ToaroroBka k 1aboOpaTOpHBIM pabOTaM.
3 | IloaroroBka K MpOMEXYTOYHON aTTeCTAlNH.
4 | IloaroToBKa K TEKyIeMy KOHTPOJIIO.

5. lIlepeuenb wu3NaHMI, KOTOpPbIE PEKOMEHAYETCS UCIIOIb30BaTh IPHU
OCBOEHUHU JTUCIUIUIMHBI (MOJTYJIS).

Ne
i bubnunorpaduueckoe onucanue Mecro nocryna
1 | AHanu3 BpeJIOHOCHBIX IporpamMm MoHara https://reader.lanbook.com/book/123709#5

K.A. Kaura M.: JIMK Ilpecc, - 452 c. - ISBN
78-5-97060-700-8 , 2019

2 | BBesneHue B 3aIUTy KOMIIBIOTEPHOMN https://reader.lanbook.com/book/189043#2
unpopmanuu KnumentseB K.E. Yuebnoe

nocobre MUHUCTPEPCTBO HAYKHU U BBICIIETO
oOpa3zoBanus, CamapcKuii yHUBEPCUTET. -
Camapa: U3narensctBo CamapcKoro
yHuBepcuTerTa, - 183 ¢. - ISBN 978-5-7883-
1526-3 , 2020

6. IlepedueHp coBpeMEHHBIX TNPOPECCHOHATBHBIX 0a3 JaHHBIX |
WHGOPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIOJB30BaThCS MPH
OCBOCHHMH JTUCLUILTUHBI (MOIYJIs).

Odunuanehseiii caiit PYT (MUUAT) (https://www.miit.ru/).

Hayuno-texuunueckas oudauorexka PYT (MUUNT) (http:/library.miit.ru).

Oo6pazoBartenbhas mwatdopma «kOpaitr» (https://urait.ru/).

OOmme uWHPOpPMAIMOHHBIE, CIPAaBOYHbIE W  IOHUCKOBBIE  CHCTEMBI
«Koncynsrant I[lmoc», «I'apanm.

DNeKTPOHHO-O0NOIMOTeYyHAs cucrema U371aTeNbCTBA «Jlauby
(http://e.lanbook.com/).

DneKTpoHHO-0MOMoTeunas cucrema ibooks.ru (http://ibooks.ru/).

7. llepedyeHb  JNHMIEH3UOHHOTO WU  CBOOOJHO  PacIpoOCTPaHSIEMOro
IPOrpaMMHOr0 OOECHEe4YeHHsl, B TOM YHCIIE OTEYECTBEHHOIO IPOU3BOCTBA,
HEO0OXOIMMOTIO0 /111 OCBOCHHUSI TUCIUTIIIUHBI (MOIYJIs).

Microsoft Internet Explorer (uau gpyroii 6paysep).
Omnepanuonnas cucrema Microsoft Windows.



Microsoft Office.

8. OmmucaHue MaTepuaJIbHO-TEXHUYECKOM 0a3bl, HEOOXOIAUMOU IS
OCYIIIECTBJICHUSI 00Pa30BaTEIbHOrO Mpoliecca Mo JUCHUILTHHE (MOIYJIIO).

VY4eOHblE ayauTOpUH IS MPOBEACHHUS YYEOHBIX 3aHSATUN, OCHAILEHHBIE
KOMITBIOTEPHOU TEXHUKON 1 HA0OpaMH IEMOHCTPAILMOHHOTO 000PY10BAHHUS.

9. ®opma NpOMEKYTOUYHOM aTTECTALIUM:

3adeT B 6 cemecTpe.

10. OneHOYHBIC MaTEPHUAIBI.

OH@HO‘{HLIG MaTCpualibl, IPUMCHACMBIC IIPpU ITPOBCIACHUU HpOMG)KYTOqHOﬁ

aTTeCTally, pa3padaThIBAIOTCS B COOTBETCTBHH C JIOKAJIBHBIM HOPMATUBHBIM
aktom PYT (MUNT).
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