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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

enpro gucuuriuHbel  "TEXHOJNOTHUS  pEBEPC-WHKUHUPHUHTA"  SBIIAETCS
NpuoOpeTeHNE 3HAHWM, HAaBBIKOB M YMEHMHU pEBEPC WHXMUHHUPUHIA C IEJIBIO
(opMUpPOBaHUS COOTBETCTBYIOIINX KOMIIETEHIIUH.

3ajadyaMy JUCUUIIINHBL:

- IPUOOPETEHNE HABBIKOB U YMEHHM PEIICHNUs 3a/1a4 PEBEPC NHKUHUPUHTA C
WCIIOJIb30BAaHUEM PA3JIMYHOTO HMHCTPYMEHTApHsi, a WMEHHO: OTJAaJ4UKOB,
IN3acceMOIIEPOB, BCIIOMOTaTENIbHBIX YTUINT, CPEICTB CTATHYECKOTO aHAIIN3A;

- mpuoOpeTeHre 3HAaHWM, HABBIKOB UM YMEHHUH, TMO3BOJSIONIIUX BBISBISTH
YSI3BUMOCTH IIPOTPaMMHOI0 00€CIIEYEHMsI C UCIIOJIb30BAHUEM TEXHOJIOTUI pPEBEPC
MH)KUHUPHUHT;

- NpUOOpETEeHNE 3HAHUM, HABBIKOB U YMEHMUH, HEOOXOAUMBIX ISl OLIEHKU
PHUCKOB, CBSI3aHHBIX C BBISIBICHHBIMH C HCIIOJIb30BAHUEM TEXHOJIOTHI peEBEpC
WHXUHUPUHTA YA3BUMOCTEN MPOTPaMMHOI0 00€CIIeUeHHUS;

- npuoOpeTeHUEe 3HAHUM, HABBIKOB W YMEHHI, HEOOXOAUMBIX s
MapUPOBAHUSI BBISIBICHHBIX C UCIIOJIb30BAHUEM TEXHOJOTUI PEBEPC MHKUHUPUHTA
YSI3BUMOCTEN MPOrpaMMHOI0 00ECIICUEHHUS.

2. [Inanupyembie pe3ynbTaThl 00YYEHHS MO TUCHUILIIMHE (MOIYJIIO).

[lepeuenp (GopMuUpyEMBIX pe3yJbTaTOB OCBOCHHUS  00Opa3oBaTENbHOU
porpamMmsbl (KOMIIETEHLIUI) B pe3ybTaTe 00yUYeHHUs M0 AUCUMILTUHE (MOYIIO):

OIIK-2 - Cnoco0eH TMOHMMATh YCTPOMCTBO U HCTOPHIO Pa3BUTHS
TPAHCTIOPTHOM CUCTEMBI;

OIIK-6 - CmocoOeH TPUMEHATh METOABI HAYYHBIX HCCIEAOBAHUU MPH
MPOBEJICHUN Pa3pabOTOK B 00acTH obecreueHus: 6€30MaCHOCTH KOMIBIOTEPHBIX
CUCTEM U CETEM.

OO0yueHnue 1Mo JUCIUIUTHHE (MOTYJII0 ) IPEIOIaraeT, 4YTo 1Mo ero pe3yJIbTaraM
oOyyarommiicst Oyier:

3HATD:
- CoBpeMEHHOE TPOTrpaMMHOE OOECIEUEeHHE CUCTEMHOTO U MPUKJIATHOTO

Ha3Ha4YCHUAA, BKJIFO4Yasd OTJIIAAYHKH, JII/I3aCC€M6J'ICpBI 151 cpeacrtBa
CTaTHYECKOT0/, JAUHaAMHU4YECKOI'O aHaJiu3a, HCO6XOJII/IMBIC JJIIsA pPeBEPC-
HWHXUHUPHUHIA.

- OCHOBHbBIE HOPMAaTWBHBIE MPABOBBIE AKThl 1 HOPMATUBHO-METOJIHYECKHE
nokyMeHTbl @CBb Poccunm u ®CTIK Poccun, periiaMeHTUPYIONIUE 3allUTy
uH(popMaIuu 1 TpeOoBaHUs K 0€30MaCHOCTH MPOrPAMMHOI0 00ECTIEUEHUS.



- ApXUTEKTypy ONEpallMOHHBIX CHCTEM, [PUHLMIBI  YIPABICHUS
npoleccamMy, MaMsThio U (HalJIOBBIMU CHUCTEMaMH, HEOOXOIUMBIE AJIsi aHaIHu3a
ITIOBEJICHUS ITPUIIOKEHUM.

- Metonel U cpeacTBa peBEpPC-UHKMHHUPUHTA, MO3BOJISIOIIUE BbBISBIATH
HEJCKIAPUPOBAHHBIE BO3MOXXHOCTH, 3aKJIAJKH U YA3BUMOCTH B IPOIrPAMMHOM
oOecrieueHumu.

Ymern:

- OuenuBaTh (YHKIMOHAJIBHBIE BO3MOKHOCTU M BBIOMpATh IMPOrpaMMHbBIC
cpencTtBa (OTEYECTBEHHOTO M 3apyOEKHOTO TPOM3BOJCTBA) sl 3(PPEeKTUBHOTO
pelIeHus 3a1a4 00paTHON pa3pabOTKu.

- COOTHOCHUTH BBISIBJICHHBIC B XOJI¢ PEBEPC-MHKUHUPUHTA YSI3BUMOCTH C
TpeOOBAHUSIMU HOPMATUBHBIX JIOKYMEHTOB JJISI OIEHKH UX KPUTUYHOCTH.

- AHanu3MpOBaTh M BOCCTAHABIMBATH AITOPUTMbI paOOTHl MPUKIATHOTO U
CHUCTEMHOTO IPOrPAMMHOT0 0OECIICYEHHsI HAa OCHOBE €r0 MaIllMHHOTO KOJa.

- AHanmM3UPOBATh 3AITUIICHHOCTh CYIIECTBYIOIIUX MPOTPAMMHBIX PEIICHUMA
u GopmymmupoBaTh TpeOOBaHMS K pa3paboTke Oojiee HAACKHBIX U 3aIIUIICHHBIX
KOMITOHEHTOB.

Baagers:

- HaBblkamu npuMeHeHus Crieluain3upoBaHHOTO HHCTpyMeHTapust (x64dbg,
IDA Pro, Radare2, Frida u ap.) 115t ananusa u ucclieqoBaHus MPOrPaMMHOTO KOJIa.

- MeTonamu OIIEHKM PHCKOB, CBSI3AHHBIX C BBISIBICHHBIMHU YS3BHUMOCTSIMU
IpOorpaMMHOro obecredeHus, U crnocodamMu 0OOCHOBaHHUS HEOOXOJMMOCTH HX
MapyupOBaHUsI B COOTBETCTBUM C HOPMATUBHBIMU TPEOOBAHUSIMHU.

- HaBblkaMu OTJaAKU U TPACCUPOBKU MPOTPAMM JJIsi BBISABJICHUS MPUYUH
cOO€B U BOCCTAHOBJICHUS JIOTUKHU UX PA0OTHI.

- HaBbikaMu mnOpUMEHEHUs] TEXHOJIOTUH O0OpaTHOM pa3paboOTKu st
TEeCTUpOBaHUs (TIEHTECTa) M ayauTa Oe30MaCHOCTH MPOrpaMMHO-ANIapaTHBIX
CPEIICTB 3aIUTHl HH(DOPMAITUH.

3. O0beM TUCHUTUTMHBI (MOJTYJIS).

3.1. Obmas Tpy10eMKOCTh JUCITUTUTHHBI (MOJTYIIS).

OO0mast TPyIOEMKOCTh AUCIUIUIMHBI (MOIyJssi) coctaBisieT 4 3.e. (144
aKaJeMUYeCKUX yaca(oB).

3.2. O6bem paucuMmuidHbL (Moayisi) B (opMe KOHTAKTHOW paboThI
oOydaromuxcss €  MeJIarorH4eckuMu  paboTHUKaMu M (WIM)  JIMLAMH,



IPUBJIEKAEMBIMH K pean3alnun 00pa3oBaTeIbHON MporpaMmbl Ha UHBIX YCIOBHSX,
IIPU NPOBEJCHUHN YUE€OHBIX 3aHATHIL:

KomnuectBo yacos

Tum yaeOHBIX 3aHATHI
Bcero | Cemectp Ne6

KonrtaktHas paboTa mpu npoBeneHIH yUeOHBIX 3aHATHH (BCETO): 96 96
B ToMm uncne:

3aHATHSA JIEKIIHOHHOTO THIIA 48 48
3aHATUS CEMUHAPCKOTO THIA 48 48

3.3. O6beM auCHUIUIMHBL (MOIyYJiA) B (OpMEe CaMOCTOSITENIbHOM padOThI
oOydJarormuxcsi, a Takke B (opmMe KOHTAKTHOW pabOThl OOyYaroIMXCS C
Mearoru4ecKUuMU paboTHUKAMHU U (WIJIH) JTUI[AMU, TIPUBJICKAEMBIMH K PeaTU3aIliH
oOpa3oBaTenpHON TpOorpaMMbl  HA HWHBIX  YCIOBHSAX, TP  IPOBEICHUU
MIPOMEKYTOYHOHN aTTECTAIIMN COCTaBIIACT 48 akaleMHIeCKUX Jaca (OB).

3.4. ITpu oOy4eHnu o UHAUBUAYATLHOMY Y4eOHOMY ILJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM 00Yy4YeHUHU, 00BEM JUCITUIUIMHBI (MOIYJIsI) MOXKET ObITh peasii30BaH
MOJIHOCTBIO B (POPME CaMOCTOSITENBHON padOThl 00yUaroOIuUXCs, a TAKKe B (hopme
KOHTAKTHOM pabOThl 00YUYaIOIIUXCSl C MEJAarornyeCKuMU pabOTHUKaMU U (UJIH)
JUIAMH, TIPUBIIEKaEMbIMH K peau3allii 00pa30BaTeIbHON MPOrpaMMbl HAa MUHBIX
YCIIOBUSIX, TP MPOBEICHUU TPOMEXKYTOUHOM aTTECTAIIHH.

4. ConeprxkaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3a”HATHA TEKIIMOHHOTO THUIIA.

Temaruka JIEKIIUOHHBIX 3aHATHH / KpaTKO€ COACPIKAHUC

1 |BBeneuue
PaCCManI/IBaeMBIe BOl'IpOCbIZ
- OCcHOBHBIEC TIOHATHS 00OPAaTHOM pa3pabOTKH MIPOrPaMMHOM pa3padOTKH.

2 |Meronuku poBeneHMs 00paTHOM pa3padoTKu

PaccmarpuBaeMble BOIIPOCHL:

- aHanU3 0OMeHa JaHHBIMHM TIPHIIOKEHHS C IOMOIIBIO Pa3IMYHbIX aHAIU3aTOPOB TpaduKa;

- UCIIONB30BaHUE PEXKUMA OTIAIKHU JUIS TOUCKA HY>KHBIX yYaCTKOB KOJa ¥ IPOCMOTPA JaHHBIX, C
KOTOPBIMH paboTaeT MPUII0KEHHE;

- Tu3acceMOIMpoBaHie MAITHHHOTO KOJa MPOTrpaMMBbl (M3ydeHHe TpeOyeT JOBOJIEHO MHOTO BPEMEHH);
- JIEKOMIIMIIALMSA KOJIa IPOrPaMMBbl IS CO3AAaHMS HCXOMHOTO KOZIa IPOrPaMMBbI Ha SI3BIKE
IPOrpaMMUPOBAHUS BBICOKOIO YPOBHSL.

3 |CpenctBa 00paTHOI pa3pabOTKH MPOTPAMMHOM pa3pabOTKH

PaccmarpuBaeMble BOIIPOCHL:

- OTJIAAYMKHA I pEeBEPC-UHKMHUPHUHTA

1) x64dbg




TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

2) WinDbg
3) OllyDhg

JuzaccemOiepsl Juisl peBepCc-UHKUHUPUHTA
PaccmarpuBaembie BOIPOCHL:

- IDA Disassembler

- Radare2

BcerioMorarenpHble yTUINTBI U1 pEBEPC-UHKUHUPHUHTA
PaccmarpuBaembie BOIPOCHL:
- Detect it Easy (DiE)

- ExelnfoPE

- HxD

- HIEW

- Pestudio

- PE-bear

- Fakenet-NG

- ProcessExplorer

- RegShot

- TCPView

- Resource Hacker

CpencTBa CTaTUYECKOIO aHAIM3a
PaccmaTrpuBaeMble BOIIPOCHI:

- Jadx

- Apktool

- APKiD

- Simplify

- DeGuard

- Bytecode Viewer

- QARK

- AK-BC

CpencrBa TUHAMUYECKOTO aHaIU3a
PaccmarpuBaembie BOIPOCHL:

- Frida

- Objection

- Inspeckage

- Drozer

- AK-BC

O06dyckanys 1 MEXaHU3MBI 3aLUTHI IPOrpaMM OT 00paTHOU pa3pabOTKH
PaccmarpuBaembie BOIPOCHL:

- oHsITHEe 00(yCcKalMK KoJja U ITAaHHBIX; OCHOBHBIE BUBI 00(yCcKalny;

- YOAKOBITUKH U IPOTEKTOPHI UCTIONHAEMBIX (hailyios,;

- AHTHOTJIAAOYHBIC HpI/IéMBI 1 IMIPOBEPKU HAJINYUA OTJIaA9NKaA,

- aHTU-VM U aHTH-3MYJISTOPHBIE IPOBEPKH;

- IPOBEPKY LIETOCTHOCTH KOJa U 3allIUTa OT MOAU(DHKAIINY;

- METO/Ibl OOHAPYXKEHHUS 3aIIUTHBIX MEXaHU3MOB U OOIIHE OIXO0bI K UX 00X01Yy;

- OpaHUYEHHs CTaTUYECKOro U AMHAMUYECKOTO aHalu3a Ipu pabote ¢ 3amuménnsm I10.

4.2. 3aHATHSI CEMUHAPCKOTO THUTIA.

JlaGopatopHbie paOOThI




HaunmenoBanue 1a60paTopHBIX paboT / KpaTKoe copepikaHue

CpenctBa obpaTHoii pazpabotku. Otnaguuk x64dbg.
Wzyuenne nntepdeiica n 6a30BBIX BO3MOKHOCTEH oTiaqunka x64dbg. BrinmonHenue TpaccupoBKy MPOCTOM
MporpaMMbl, YCTAHOBKA TOYCK OCTAaHOBA, aHAJIU3 PETUCTPOB U CTCKA.

Cpencta obpatHol pazpadorku. Otnamgunk WinDbg.
OcBoenue padboThl ¢ oiiagaukoM WinDbg juist ananmu3a nosp30BaTeNbCKUX NPUIIOKEHUH U IpaiiBepoB
pexxuma sapa. M3ydenne koMaHa A 0TOOpakeHnsT HHQOPMAITHH O MPOoIecce U MaMsITH.

CpenctBa obpaTHol pazpadorku. Otnamguuk OllyDbg.
3HaKOMCTBO ¢ KiIaccnieckuM oTiaagankoM OllyDbg. AHamm3 3amuT MpOCTHIX UCTIONHAEMBIX (paiiinos,
HOMCK ¥ MOIU(HKAIKS KIIOYEBBIX Y4aCTKOB KOJa.

Huzaccembmnepsl. IDA Disassembler.
OcHoBel pa6ots! B IDA Pro. HaBuranus no ausacceMOInpoBaHHOMY KoJy, paboTa ¢ rpadaMu IIOTOKOB
yIpaBJIeHUs, UICHTU(DHUKALMS OMOIMOTEYHBIX (QyHKIMIL.

Juzaccembnepsl. Radare?.
N3ydenune ocHOB paboOTHI B KOHCOIBHOM nu3acceMOiiepe Radare2. Hapuranus, ananms koaa,
HCIOJIB30BaHUC CKPUIITOB AJI1 aBTOMATHU3allUU.

BcernioMorarenbHbIe yTUIUTBI U pEBEPC-UHKUHUPUHTA.
KommekcHoe uccnenosanue aiina. Onpenenenue ynakosimkos (DiE), mpocMoTp u penakTHpoBaHue
pecypcoB (Resource Hacker), monuropunr aktuBaoctu (Process Explorer, RegShot, TCPView).

Craruyeckuii ananu3 Android-npunoxenuil. Jaxx.
OcHOBBI paboThI ¢ Jaxx. AHamu3 MaHu(ecTa, JEKOMITHIISIHMS UCXOTHOTO KOIa MPUIIOKEHUS IS TOUCKA
NOTCHIMAJIBbHBIX yHSBHMOCTCﬁ.

Crarnyeckuit anamu3 Android-npunoxenuii. Apktool.
JexoMmursiius u moBTopHast coOopka Android-npunosxenuns ¢ momornpio Apktool. AHaN3 1 MOAU(PUKAITHS
pecypcoB u Smali-koxa.

Cratuueckuii ananu3 Android-npunoxennit. APKiD.
Hcnone3oBanue APKiD st 6sicTporo ckanupoBanus APK-daiinos Ha Hanmnume 00¢ycKaTopos,
TpecepoB U APYIUX IOJO3PUTEIbHBIX KOMIIOHEHTOB.

10

Crarunueckuii ananu3 Android-npunoxenuil. Simplify.
Ipumenenne Simplify 1 aBToMaTHdeckoro yrnpomieHus (1eo0gycKaium) 3amyTaHHoro kojga Android-
NPHIOKEHUH C LEeTbI0 00JIErYeH s ero aHaIn3a.

11

Crarnueckuit ananmmn3 Android-npunoxennii. DeGuard.
CpaBHHTENBHBIN aHaIU3 OHIaiiH-cepBrca DeGuard ¢ JTIOKaJIbHBIMU CPEACTBAMH TS ICKOMITHIISIIIUY U
MOMCKA YsI3BUMOCTEN.

12

CraTtuueckuii ananu3 Android-npunoxxenuii. Bytecode Viewer.
KommnekcHbrit ananu3 Android-mpusioxenus ¢ ucrosib3oBanuem Bytecode Viewer mist paboThi ¢
HECKOJIbKUMH JIEKOMITHIISITOPAMH OJIHOBPEMEHHO.

13

Crarunueckuit ananu3 Android-npunoxxenuii. QARK.
ABTOMaTU3UPOBAHHBIN IIOUCK ysI3BUMOCTel Oe3onacHocTH B Android-IpHIosKeHUsIX ¢ IOMOILBIO
unctpyMenta QARK v aHanu3 nomy4eHHOro ordera.

14

Junamuueckuii ananus. Frida. Objection.
Bgenenne B auHaMIUYECKYI0 HHCTPYMEHTOBKY. Vcnonp3oBanue Frida u Objection i mepexBaTta BEI30BOB
(hyHKIHH 1 06X07a 6a30BBIX 3AIINT HA JIETY.

15

Hunamuuecknii ananms. Inspeckage.
Hcnons3osanue Inspeckage s nuamudeckoro anainnia Android-npuiioxeHui: MOHUTOPHHT (aisioBoi
AKTHBHOCTH, CETEBBIX 3aIpocoB, jJoros u Shared Preferences.

16

Jnnamuueckuit ananus. Drozer.
ITouck ys3BuMocTei B MesxkomnoHeHTHOM B3anmoeiicteuu (IPC) Android-mpunosxeHuii ¢ MOMOIIBIO
(dpeiimBopka Drozer.




/ HaunmenoBanue 1a60paTopHBIX paboT / KpaTKoe copepikaHue
n/m

17 |KommuiekcHsiii ananns. AK-BC.
Nzyuenue BozamoxkHOCcTeH nHCTpyMeHTa AK-BC kak KOMOMHHPOBAaHHOTO CPEICTBA IS CTATHYCCKOTO U
JUHAMUYeCcKoro aHanu3a Android-npuinoskeHuid.

4.3. CamocrosiTenbHas padoTa 00y4daroImXCs.

No .
Bun camocrosiTensHOM paboThI
/11
1 |U3yudeHue NOMOJHUTEIBHOMN JIUTEPATYPHI.
2 |l[logroroBka k 1abopaTOpHBIM paboTaMm.
3 | IlogroroBka K MpOMEXYTOYHON aTTEeCTALINH.
4 | IloAroToBKa K TEKYyIIeMy KOHTPOJIIO.

5. IlepeueHb wu3NaHMI, KOTOpPHIE PEKOMEHAYETCS HCIOJb30BATh MPH
OCBOCHUU JUCHUUIUIUHBI (MOAYJIA).

Ne

i bubmmorpaduyeckoe onucanue Mecto gocryna

1 | AHanu3 BpeIOHOCHBIX IporpaMM MoHarma https://reader.lanbook.com/book/123709#5
K.A. Kaura M.: JIMK Tlpecc, - 452 c. - ISBN
78-5-97060-700-8 , 2019

2 | BBeneHue B 3aIIUTy KOMITBIOTEPHOMN https://reader.lanbook.com/book/189043#2

uHpopmannu Knumentoes K.E. YuebHoe
nocoOne MUHUCTPEPCTBO HAYKH U BBICIIIETO
oOpa3zoBanusi, CamapcKkuil yHUBEPCUTET. -
Camapa: MU3zgarensctBo Camapckoro
yHHMBepcuTeTa, - 183 c. - ISBN 978-5-7883-
1526-3, 2020

6. IlepedyeHb COBpeMEHHBIX MNPOQPECCHOHANBHBIX 0a3 JaHHBIX U
WH(GOPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIOJB30BaThCS MPH
OCBOCHUU JUCHUIUIUHBI (MOAYJIA).

Odurmaneuseiit caiit PYT (MUUT) (https://www.miit.ru/).

Hayuno-texaunueckas oudanoreka PYT (MUUT) (http:/library.miit.ru).

Oo6pazoBatenbHas miatdopma «¥Opaitt» (https://urait.ru/).

OOmue uWHPOpPMAIMOHHBIE, CIPAaBOYHBIE W  MOHMCKOBBIE  CHCTEMBbI
«Koncynbrant I[lmroc», «I'apanm.

DNEeKTPOHHO-OMOIMOTeUHAs cucTema U3J1aTeIbCTBA «Jlaub»
(http://e.lanbook.com/).



/. llepedyeHb JHIIEH3UOHHOTO U  CBOOOJHO  PaACHpPOCTPAHSIEMOIO

MpOrpaMMHOr0 OO€CTedYeHus, B TOM YHCJIE OTEUECTBEHHOI'O MPOU3BOJICTRBA,
HEO0OXOMMOTO JIJIS1 OCBOCHHMSI TUCIIUTUTAHBI (MOIYJIs).

Microsoft Internet Explorer (uiu npyroit 6paysep).

OmnepanronHas cucrema Microsoft Windows.
Microsoft Office.

8. Omnmcanne MaTepuaaIbHO-TEXHUYECKOW 0a3bl, HEOOXOmMUMOW IS

OCYILIECTBJICHUSI 00pa30BaTEIbHOrO Mpoliecca Mo JUCIUILUIMHE (MOIYJIIO).

YyeOHble ayIUTOpUM JUIsl TPOBEACHUS YUYEOHBIX 3aHSATUN, OCHAIEHHBIC
KOMIIBIOTEPHOU TEXHUKON U HaOOpamMu JEMOHCTPAIMOHHOTO 000pY0BaHUSI.

9. ®opma MPOMEKYTOUYHOM ATTECTALINU:

3auet B 6 cemecTpe.
10. OueHouHbIE MATEPHUAIIBI.
OneHoYHbIE MaTepHasbl, IPUMEHIEMbIE IIPU MPOBEACHUN MTPOMEKYTOUHON

aTTeCTallui, pa3padaThIBAlOTCA B COOTBETCTBUHU C JIOKAJIbHBIM HOPMATHUBHBIM
aktom PYT (MUUT).
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