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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[lenpto ocBOeHUS Y4eOHOM AMCUMIUIMHBI SBISETCS (OPMUPOBAHUE Y
00y4aromuxcst KOMIETEHINI B COOTBETCTBUH € TPEOOBAHUAMU 00Pa30BaTENBLHOTO
CTaHIapTa ¥ O3HAKOMJIEHME CTYIEHTOB C OCOOCHHOCTAMHU 3()(PEKTUBHOTO
yHOpaBJICHUS,, MOHUTOPUHIA M OOECHEUEHUs HAJEKHOCTH CETEBBIX CHCTEM B
COBPEMEHHBIX HH(POPMAIIIOHHBIX TEXHOJIOTHUSX.

3ajaun TUCUUILIMHBI BKIIFOYAOT U3YYEHUE MPUHUUIIOB MPOCKTUPOBAHUS U
HAaCTPOWKHU CETEBBIX APXUTEKTYp, & TAK)KE OCBOCHHE METOJIOB MOHHUTOPHHIA H
JMArHOCTUKH CETEeBBIX MpobsieM. CTyAeHThl Hay4yaTcsl MPUMEHSATh COBPEMEHHBIE
UHCTPYMEHTBl W TEXHOJOTMM JJIsi YIPABJICHUS CETEBBIMH pECypcaMu U
oOecnieueHus uX Oe3omacHocTU. Takke BaKHOM 3ahaueil sBISETCS pPa3BUTHE
HaBBIKOB aHaJlIM3a MPOU3BOJUTEIBHOCTH CETH W ONTUMHU3aluu €€ paboThl i
JOCTH)KEHHUSI BBICOKOM HAZ€KHOCTU U 3 ()EKTUBHOCTH.

2. Ilnanupyembie pe3ynbTaTbl 00yUEHHS O JUCHUILUIMHE (MOIYJIIO).

[lepeyenr ¢GopMHUpyeMBbIX pe3yJbTaTOB OCBOCHHS  0Opa3oBaTEILHOM
mporpamMmbl (KOMIIETEHIINI) B pe3yJibTaTe 00yUYeHHUs M0 AUCIUILTUHE (MOIYIIIO):

IIK-5 - CiocoOeH BBIABIATH, JOKYMEHTUPOBATH M YCTPAHATh COOM U OTKA3bl
CETEBBIX YCTPOMCTB U OIEPALMOHHBIX CUCTEM C HUCIIOJIb30BAHUEM MHCTPYMEHTOB
MOHUTOpPUHIA, aBTOMAaTH3allMH, YIPABICHUS HWHIMAECHTaMU M 0€30MacHOCTHIO
CETH.

OOGy4eHwue 1Mo JUCUUIUIUHE (MOAYJII0) MPENOaraeT, YTo Mo ero pe3yJibTatam
oOyyatoruiicst 0yier:

3HATD:
- MPUHITUTIAX PaOOTHI CETEBBIX TEXHOJOTHI U apXUTEKTYD;
- OTaIbl )KU3HEHHOTO 1IUKJIa MPOEKTA.

YMmern:

- HaCTpanuBaTb U ynpaBHﬂTb CCTCBBIMU YCTpOﬁCTBaMH, a TaKXKC IIPOBOAUTDH
MOHHUTOPHUHT U IMarHOCTUKY CETEBOW MH(PPACTPYKTYPHI;

- pa3pabaThIBaTh MPOEKT C YYETOM aHaJIM3a albTEPHATUBHBIX BAPUAHTOB €T0
peanuzaliuu, onpeesaTh [eJeBbIe ATalbl, OCHOBHBIC HAMPABJICHUS Pa0OT.

Baangern:

- HaBBIKAMHM aHAJIM3a JIAHHBIX O IIPOM3BOIUTEILHOCTH CETH M ONTHMHU3AINHN
e€ paboTHI TS TOBBIIICHUS HAJIC)KHOCTH U O€30IMaCHOCTH;

- METOJIMKaMH Pa3pabOTKHU U YIIPABIEHUS TPOCKTOM.



3. O6beM AUCIUTLIUHBI (MOIYJIs).
3.1. O0mas TpyA0€MKOCTb JUCHUILIUHBI (MOTYJISI).

OO6mast TpyJIOEeMKOCTh AUCIHUIUIMHBI (MOAyJs) coctaBisier 3 3.e. (108
aKaJeMHYEeCKuX Jaca(oB).

3.2. OOvem mucuuIIiMHBl (MOAyJnsi) B (OpMe KOHTAaKTHOM pabOTHI
oOyJarommxcss C  IeJarorM4ecKuMu  paboTHUKaMu ®  (WIM)  JIMIIAMH,
IIPUBJIEKAEMBIMH K pean3anuy 00pa3oBaTeIbHON MPOTrpaMMbl Ha MHBIX YCIOBHSX,
IIPU MTPOBEICHUH YICOHBIX 3aHATHH:

KomnaecTBo gacoB

Tun y4eOHBIX 3aHSTHIT
Bceero | Cemectp Ne2

KonrakTHas paboTa Ipu NpoBeIeHHN yUeOHBIX 3aHATHI (BCEro): 36 36
B Tom uncne:

3aHATHSA JIEKIIHOHHOTO THIIA 8 8
3aHATHSI CEMUHAPCKOTO TUIIA 28 28

3.3. O6beM auCHUIUIMHBI (MOIyYJiA) B (OpME CaMOCTOSITENIbHONW padOThI
oOyyJarommxcsi, a Takke B (opMe KOHTAKTHOM paboOThl OOydYaromMXcs C
nearoruaeckKuMu pabOTHUKAMHU U (WJIH) JIUIIAMU, IPUBIIEKAEMBIMH K peau3aiiu
oOpa3oBaTeNpbHON TporpaMMbl HA HWHBIX YCIOBHUSX, TPU MPOBEICHUU
MIPOMEKYTOYHOHN aTTECTAIIMN COCTABIIACT 72 aKaJIeMHYECKUX Jaca (OB).

3.4. ITpu oOy4eHuH 0 UHAUBUAYAJIbHOMY YUYEOHOMY IIJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM 00Yy4YeHUH, 00BEM JAUCITUIUIMHBI (MOJIYJIsI) MOXKET OBITh peaii30BaH
MOJIHOCTBIO B (DOPME CaMOCTOSITENIbHON paboThl 00yJaronuXxcs, a Takke B (hopme
KOHTAaKTHOM PabOThl 00YYaIOIIUXCSl C MEAArorMueCKUMU paOOTHUKAMU U (WJIH)
JUIAMU, TIPUBJIEKAEMBIMH K peaM3allii 00pa30BaTEIbHOM MPOrpaMMbl Ha MHBIX
YCIIOBUSIX, TP MPOBEICHNUHU TIPOMEXKYTOUHOUN aTTECTAIIHH.

4. ConeprxaHue TUCIUTIIAHBI (MOTYJIs).

4.1. 3aHsATHSs JISKIIUOHHOTO THIIA.

/ TemaTuka JTEKIIMOHHBIX 3aHATUM / KPATKOE COJEPKaHNE
/T

1 OCHOBBI CETEBBIX TEXHOJIOTHA.

PaccmarpuBaemble BOIPOCHL:

Tumer ceteBbix apxurektyp (LAN, WAN, MAN)

IIportoxkomnst nepenaun nanueix (TCP/IP, UDP)

VYcTpoiicTBa ceTeBoi HHPPACTPYKTYPHI (MapIIPyTH3ATOPBI, KOMMYTAaTOPBI, TOYKH JOCTYIIA)




/o

TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

Hactpoiika u yripaBiieHHE CETEBBIMH YCTPOMCTBAMHU.
PaccmarpuBaembie BOIIPOCHL:

Kondurypauus MapuipyTiusaTopoB 1 KOMMYTaTOPOB
Vnpasnenue VLAN u noacersmu

[porokosst Mmapuipytusauuu (RIP, OSPF, BGP)

MOHHTOPHHT U TUArHOCTUKA CETEBON MH(PACTPYKTYPHI.
PaccmarprBaeMbIe BOIIPOCHL:

WuctpymenTs! st MoauTopuara ceti (SNMP, NetFlow)

Amnanus npomsBoautensHoCcTH ceTH (latency, bandwidth, packet loss)
MeTobl THATHOCTHKH CETEBBIX MpobiteM (ping, traceroute, Wireshark).

be3onacHoCTh ceTeBoil HHPPACTPYKTYPHI
PaccmarpuBaembie BOIIPOCHL:

OcHOBEI ceTeBoii Oe3omnacHoCTH (IIU(pOBaHKE, ayTeHTU(DHUKALIU)
3amura ot atak (DDoS, MITM, Bupycsl)

[NonmuTiky 6€30IaCHOCTH M YIIPABJICHHE TOCTYIIOM B CETH.

4.2. 3aHATUS CEMHUHAPCKOTO THIIA.

HpaKTI/ILIGCKI/IC 3aHATHUA

n/o

Temarnka MpakTUYECKUX 3aHATHI/KPATKOE COJIEpIKaHUE

Hacrpoiika nokansHoit cetu (LAN)
PaccmarprBaeMble BOIPOCHI:
IIpoexTpOBaHUE TOMOJIOTUU CETH
Kongurypauus IP-anpecaruu ajist ycTpoicTs
IlopxitoueHnue ¥ HaCTPOMKa KOMMYTaTOPOB

Kondurypauus mapuipyTu3atopos.
PaccmaTpuBaemble BOIIPOCHI:

BbazoBas HacTpolika MapIIpyTH3aTOPOB

Hacrpoiika NAT u DHCP

Brenpenue craTuyeckoi M JUHAMHYIECKOH MapIIpyTH3alNH.

Pa6ora ¢ VLAN.

PaccmarpuBaembie BOIIPOCHL:

Co3nanue u HacTpoiika VLAN

HacTpolika MeXBJIaHOBOM MapIIpyTU3aLUU
VYupasieunue Tpadgurkom mexxay VLAN

MOHUTOPHHT ceTH ¢ ucnoiab3oBaHueM SNMP.
PaccmarpuBaeMble BOIPOCHL:

VYcranoBka u HacTpoiika SNMP-arenta

COop u aHanu3 JaHHBIX ¢ moMompio SNMP
Hacrpotika yBe1oMIeHHIA O COOBITHSIX

Ananuz MPOU3BOAUTCIIBHOCTU CCTH.
PaccmarpuBaembie BOIPOCHL:

Wcnonp30BaHne HHCTPYMEHTOB ISl H3MEPEHUS 3aCP)KKH U TIPOITyCKHOH CIIOCOOHOCTH

OHpeHeJ’IGHI/IC NOTEPb MAKETOB U UX IPUYUH
OHTI/IMI/ISaHI/Iﬂ napaMeTpoB CETH Ha OCHOBEC aHaJIn3a

JlnarHocTuka ceTeBhIX MPobdIeM
PaccmarprBaeMble BOIIPOCHI:
Hcnonb30BaHne yTHIUT ping U traceroute




/o

TemaTuka MpakTHYECKUX 3aHATUI/KpAaTKOE CoJlepKaHHE

Amnanus Tpaduka ¢ momomsio Wireshark
Pemenne THOMYHBIX TPOOJIEM C COETUHEHHEM.

OcHOBBI ceTeBO O€30MaCHOCTH
PaccmarpuBaembie BOIIPOCHL:

Hacrpoiika OpanaMayspoB U puiibTpannu tpaduka
Peanmzanus mudpoBaHus TaHHEIX B CETH
Hactpoiika ayreHTH()UKAIINH TOTB30BaTEICH.

3amuTa OT aTaK

PaccmaTpuBaeMble BOTIPOCHI:

OO6Hapyxenue u npepoTpanieaue DDoS-atak
Hactpoiika cuctem npenorspaiienus BropsxeHuit (IPS)
Pa3paboTka 1 BHeIpeHUE NOIUTHK 0€30TIaCHOCTH.

Hacrtpoiika VPN.

PaccmaTprBaemble BOTIPOCHI:

Co3znanune u koHpurypanus VPN-coenuHeHni
Hactpoiika npotokonos 6e3omacHocTH 11 VPN
TectupoBanue 1 MOHUTOpUHT VPN-coenuHenuit

10

VYnpasienue Tpapurom ¢ momouipio QoS.
PaccmaTrpuBaeMble BOIIPOCHI:

Hacrpoiika npuopuresanuu Tpaduka

Peanuzarus nonutuku QoS Ha MapIIpyTU3aTOpax
MOHUTOPUHT U aHAIM3 KauecTBa 00CIyKUBaHUA

11

Pabora ¢ 6ecripoBOIHBIMHU CETSIMHU.
PaCCManI/IBaeMBIC BOIPOCHI:

Hactpoiika u koH(pUTYpaIus TOYeK JOCTyIa
Yupasienne 0e30MacHOCTHIO0 OECIIPOBOIHBIX CeTei
OnTuMH3aIys MTOKPBITHS U MTPOU3BOAUTENEHOCTH Wi-Fi

12

Cucrems! ynpasieHus cetbio (NMS).
PaccmarpuBaembie BOIPOCHL:

YcraHoBka u HacTpolika NMS

MOHHUTOPHHT ¥ YIIPaBJICHUE CETEBBIMH YCTPOHCTBAMH
Hacrpolika 0TueTHOCTH U YBEIOMJIEHUH.

13

Vnpasnenue aapecanueit ¢ momornisio DHCP.
PaccmaTpuBaemble BOIIPOCHI:

Hactpoiika DHCP-cepBepa

Ypasnenue auanasonamu IP-anpecos

Hacrpoiika pe3epBupoBaHUs 1 UCKIOYEHUI.

14

HNurer panusa O6JI&‘IHI>IX TEXHOJIOTUN
PaccmarprBaeMbie BOTIPOCHI:

Hactpoiika coeqHEHUI ¢ 00JIAYHBIMHA CEPBUCAMH
Obecnieuenue 0€30MACHOCTH JaHHBIX B 00J1aKe

MOHHUTOPHHT MPOU3BOAUTEIFHOCTH 00JaYHBIX MPHIOKCHUH.

4.3. CamocrosiTenbHas paboTa 00yJarommxcsl.

/o

Bun camocrosTensHO# paboThI

CamMocTosATeIbHOE N3YYEHHE U KOHCIIEKTUPOBAHUE OTAENbHBIX TEM Y4eOHOI
JIUTEPATYPBI, CBSI3bIHHBIX C Pa3AeIIaMH TACIHUILINHBI




Ne .
Bun camocrositensHOM paboTh
/1
2 |Pabora c JIeKIIMOHHBIM MaTEPHATIOM
3 ([loaroToBka K NpakTUYECKUM 3aHATHIM
4 | IloarotoBka K NpOMEKYTOYHON aTTECTALIUU.
5 | IloaroroBka K TeKyliemMy KOHTPOJIIO.

5. IlepeueHr w3maHUH, KOTOpPBIE PEKOMCHIYETCS HMCIOJIb30BaTh IIPHU
OCBOCHUU JUCHUIUIUHBI (MOIYJIA).

Ne
i bubnuorpaduueckoe onucanue Mecro nocryna
1 CrenanoBa, 1. B. YnpaBnenue 1 MOHUTOPUHT B https://e.lanbook.com/book/478475

TEJIEKOMMYHHUKAI[MOHHBIX CETSX : y4eOHO-
meroaunyeckoe nocobue / . B. CrenanoBa. —
Mockea : MTYCH, 2025. — 112 c.

2 Hemixo, U. I1. YrpaBnenue ceTeBbIMU https://e.lanbook.com/book/176536
nH(popMalnoHHbIMU cucTeMaMu: Kypc nekuuii :
yuebnoe nocooue / U. I1. [lemko, K. I'. KpspkeHKOB.
— Mocksa : PTY MUPDA, 2021. — 174 c.

3 | Jlamun, FO. A. Pacnpenenénubie nHGOpMaLOHHbIE https://e.lanbook.com/book/398270
cucreMsl : yueOHoe niocodue / 0. A. Jlsamun, E. B.
PomanoBa. — Mocksa : PTY MUPDA, 2023. — 130
c.— ISBN 978-5-7339-2049-8.

6. IlepeueHb COBpEMEHHBIX MNPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIIOJIL30BAThCS TIPH
OCBOCHHUH JUCHUIUIUHBI (MOIYJIA).

Nudopmarmonnsiii  moptran  Hayunas  asnexTpoHHass — OuGimoreka
eLIBRARY.RU (www:.elibrary.ru);

Enunas komnekmus mudpoBbix oOpa3zoBatenbHbix pecypcoB (http://window,
edu.ru);

Hayuno-texuuueckast oudnuoreka PYT (MUUT) (http/library.miit.ru);

[TouckoBbie cucTeMbl «SIHIEKC» IJI  JOCTYNMa K  TEMaTHYECKHM
UH()OPMAITMOHHBIM pecypcam;

DIIEeKTPOHHO-0MOIMOTeYHAS cuctemMa  um3aarenbctBa  «JlaHby @ —
http://e.lanbook.com/;

DekTpoHHO-0MOIMOTeUHas crctema ibooks.ru — http://ibooks.ru/;

DnekTpoHHo-0nbmoTeuHas cucrema «BOOK. .ru» — http://www.book.ru/;

DJIEKTPOHHO-OUOIMOTEYHAS cucrema «ZNANIUM.COM» —
http://www.znanium.com/




7. IlepeuyeHb  JUIEH3UOHHOTO W  CBOOOAHO  PACIPOCTPAHSIEMOTO
MpOrpaMMHOr0 OOecredYeHus, B TOM YHUCIE OTEUYECTBEHHOrO MPOU3BOJCTBA,
HEO0OXOMMOTO JIJIS1 OCBOCHHMSI TUCTIUTUTAHBI (MOIYJIs).

1. Oneparmonnas cucrema windows microsoft office 2003 u Baie;
2. bpay3sep Internet Explorer 8.0 u Boime ¢ ycranosinenusiM Adobe Flash
player Bepcuu 10.3 u BbIIIE;

3. Adobe acrobat.

8. OmmcaHue MaTepUaJbHO-TEXHUYECKOM 0a3bl, HEOOXOIUMOM IS
OCYILIECTBJICHHUSI 00pa30BaTEIbLHOTO Mpoliecca Mo JUCIHUILUTHHE (MOJIYJIIO).

VYyeOHble ayIuTOpUU AJisI TPOBEICHUS YUEOHBIX 3aHATHM, OCHAILCHHbBIC
KOMIIBIOTEPHOU TEXHUKON U HAOOpaMu IEMOHCTPAIIMOHHOTO 000pYy10BaHUS.

9. ®opma MPOMEKYTOUHOM aTTECTALNU:

3ayer BO 2 ceMecTpe.

10. OueHouHbIE MAaTEPHUAIIBI.

OI.[GHOLIHI)IS MaTcpualibl, IIPUMCHACMBIC IIPpU IIPOBCACHUU HpOMG)KYTO‘lHOP'I
arTrecranluu, paBPaGaTBIBaIOTCﬂ B COOTBCTCTBHMU C JIOKaJIbHBIM HOPMATHUBHBIM

aktom PYT (MUUT).
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