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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

[lenpto ocBOeHUS Y4eOHOM AMCUMIUIMHBI SBISETCS (OPMUPOBAHUE Y
o0y4aromuxcst KOMIETEHIIMM B COOTBETCTBUM C TPEOOBAHUSMU 00pa30BaATEIBLHOTO
CTaHIapTa ¥ O3HAKOMJIEHME CTYIEHTOB C OCOOCHHOCTAMHU 3()(PEKTUBHOTO
yHOpaBJICHUS,, MOHUTOPUHIA M OOECHEUEHUs HAJEKHOCTH CETEBBIX CHCTEM B
COBPEMEHHBIX HH(POPMAIIIOHHBIX TEXHOJIOTHUSX.

3ajaun TUCUUILIMHBI BKIIFOYAOT U3YYEHUE MPUHUUIIOB MPOCKTUPOBAHUS U
HAaCTPOWKHU CETEBBIX APXUTEKTYp, & TAK)KE OCBOCHHE METOJIOB MOHHUTOPHHIA H
JMArHOCTUKH CETEeBBIX MpobsieM. CTyAeHThl Hay4yaTcsl MPUMEHSATh COBPEMEHHBIE
UHCTPYMEHTBl W TEXHOJOTMM JJIsi YIPABJICHUS CETEBBIMH pECypcaMu U
oOecnieueHus uX Oe3omacHocTU. Takke BaKHOM 3ahaueil sBISETCS pPa3BUTHE
HaBBIKOB aHaJlIM3a MPOU3BOJUTEIBHOCTH CETH W ONTUMHU3aluu €€ paboThl i
JOCTH)KEHHUSI BBICOKOM HAZ€KHOCTU U 3 ()EKTUBHOCTH.

2. Ilnanupyembie pe3ynbTaTbl 00yUEHHS O JUCHUILUIMHE (MOIYJIIO).

[lepeyenr ¢GopMHUpyeMBbIX pe3yJbTaTOB OCBOCHHS  0Opa3oBaTEILHOM
mporpamMmbl (KOMIIETEHIINI) B pe3yJibTaTe 00yUYeHHUs M0 AUCIUILTUHE (MOIYIIIO):

IIK-5 - CiocoOeH BBIABIATH, JOKYMEHTUPOBATH M YCTPAHATh COOM U OTKA3bl
CETEBBIX YCTPOMCTB U OIEPALMOHHBIX CUCTEM C HUCIIOJIb30BAHUEM MHCTPYMEHTOB
MOHMUTOpPUHIA, aBTOMAaTH3allMH, YIPABICHUS HWHIMIAECHTaMU M 0€30MacHOCTHIO
CETH.

OOGyueHwue 1o JucUUIUInHE (MOAYJII0) MPEANoJaraeT, 4To Mo ero pe3yabTaTaM
oOyyatoruiicst 0yier:

3HaTh:

- MpUHLMINBL PabOThl M apxXuTeKTypy mpotokoga SNMP; cucremsl
MOHHUTOpPUHIA CETEBOT0 00OPYJIOBaHMs; MPUHIMIBI aBTOMAaTU3allMK IMpoliecca
KOH(UTypaluy CETEBBIX YCTPOUCTB.

Ymerb:

- HactpauBaTb SNMP-MOHUTOPHHT CETEBBIX YCTPOMCTB, CHUCTEMBI
MoHuTOpUHTa Zabbix u Prometheus; ucnonb3oBats [10 ns aBToOMaTu3anuu 3aaaq
yIpaBJieHUsl CETEBON MH(PPACTPYKTYpOH; aHAIU3UPOBATh JAaHHbIE MOHUTOPHUHTA
JUTSL BBISIBJIICHUS TTPOOJIEM.

Baanernb:

- HaBbIKAMH HACTPOMKH CHCTEM MOHHMTOPHHIA; METOJIAMH aBTOMAaTHU3ALUU C
ucroib3oBanueM Ansible; mpuHIMNAMU yHpaBlieHUs WHIIUJACHTAMH; HAaBBIKAMH
aHajM3a JaHHBIX MOHUTOPHUHTA; METOJaMU KOH(UTYPUPOBAHUS OTIOBEIIECHUH.



3. O0beM AUCIUILIUHBI (MOIYJIs).
3.1. O6uias TpyA0€MKOCTb JTUCIUILUIMHBI (MOTYJIS).

OO0mast TPyIOEMKOCTh AMCIUIUIMHBI (MOIyJisg) coctaBmsier 3 3.e. (108
aKaJeMHYEeCKuX Jaca(oB).

3.2. O6bem pguctuIUIMHBL (MOAyJsi) B (opMe KOHTAaKTHOW paboThl
oOyJarommxcss C  IeJarorM4ecKuMu  paboTHUKaMu ®W  (WIM)  JIMIIAMH,
MIPUBJIEKAEMBIMH K pean3anun 00pa3oBaTeIbHON MPOTrpaMMbl Ha MHBIX YCIOBHSX,
IIPU MTPOBEICHUH YICOHBIX 3aHATHH:

KommaectBo yacoB

Tum yqeOHBIX 3aHITHI
Bceero | Cemectp Ne2

KonrakTHas paboTa Ipu NpoBeleHNN yueOHBIX 3aHATHI (BCEro): 36 36
B tom uucne:

3aHATHSA JIEKIHOHHOTO THIIA 8 8
3aHATHSI CEMUHAPCKOTO THUIIA 28 28

3.3. O6beM auCHUIUIMHBI (MOIyYJiA) B (OpME CaMOCTOSITENIbHONW padOThI
oOyyJaronmxcsi, a Takke B (opmMe KOHTAKTHOM pabOThl OOydYaromIMXCS C
neJaroruaeckKuMu paboTHUKAMHU U (WIIH) JIUIIAMU, IPUBIIEKAEMBIMU K peau3aiiu
oOpa3oBaTenpHON TpOrpaMMbl  HA HWHBIX  YCIOBHSAX, TP  IPOBEICHUU
MIPOMEKYTOYHOHN aTTECTAIIMN COCTaBIIACT 72 akaJIeMHUeCKUX Jaca (OB).

3.4. ITpu oOy4eHunu o0 UHAUBUAYATFHOMY Y4eOHOMY IIJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM 00Yy4YeHUH, 00BEM JAUCITUIUIMHBI (MOJIYJIsI) MOXKET OBITh peaii30BaH
MOJIHOCTBIO B (DOPME CaMOCTOSITENIbHON paboThl 00yJaroIuXcs, a Takke B hopme
KOHTAaKTHOW PabOThl O0YYaIOIIUXCSl C MEAArormueCKUMU paOOTHUKAMU U (WIJIH)
JUIIaMH, TIPUBJICKACMBIMH K peaii3aIiii 00pa30BaTeILHOM MPOrpaMMbl Ha MHBIX
YCIOBHSIX, TIPH MPOBEICHUN TTPOMEKYTOUHOH aTTECTAIIHH.

4. ConepxaHue JUCUUIUIAHBI (MOIYJIA).

4.1. 3aHsATHs JISKIIUOHHOTO THUIIA.

/ TemaTuka JTEKIIMOHHBIX 3aHATUM / KPATKOE COJEPKaHNE
/T

1 OCHOBBI CETEBBIX TEXHOIOTHI.

PaccmarpuBaembie BOIPOCHL:
Tumer ceteBsix apxurektyp (LAN, WAN, MAN)




/o

TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

IIporokomnsl mepenaun nanuex (TCP/IP, UDP)

YerpoiicTBa ceTeBON HHPPACTPYKTYpPhI (MapIIpyTH3aTOPbl, KOMMYTaTOPBI, TOYKH JIOCTYTIa)

Hacrtpolika u ynpaBiieHHE CETEBBIMH YCTPOHCTBAMU.
PaccmarpuBaembie BOIIPOCHL:

KoHdurypanus MapIpyTu3aTopoB 1 KOMMYTaTOpOB
Vnpasnenne VLAN u noaceramu

[porokoisr MapuipyTusanuu (RIP, OSPF, BGP)

MOHHTOPHHT U TUArHOCTUKA CETEBON MH(PACTPYKTYPHI.
PaccMaTprBaeMble BOTIPOCHI:

WucrpymenTs! 1uist MornTopunra cetd (SNMP, NetFlow)

Amnanu3s npousBomutensHocTh cetH (latency, bandwidth, packet loss)
MeToIbI TUAaTHOCTUKH CETEBBIX Mpo0OiieM (ping, traceroute, Wireshark).

be3zomnacHocTh ceTeBoil HHOPACTPYKTYPHI
PaccmarprBaeMbIe BOIIPOCHL:

OCHOBHI ceTeBoit Oe30macHOCTH (K pOBaHIEe, Ay TCHTU(HUKAIIH)
3ammra ot atak (DDoS, MITM, BupycsI)

[NonuTrky 6e30MacCHOCTH U YIPABICHHE JOCTYIIOM B CETH.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

[IpakTrueckue 3aHATHS

Temaruka MPakKTUYECKUX 3aHITHI/KPATKOE COJIEPIKaHUE

Hacrpoiika nokanbpaoi cetu (LAN)
PaccmarpuBaembie BOIIPOCHL:
[TpoekTrpoBaHHE TOMOJIOTHH CETH
Kongurypauus IP-anpecaruu ajist ycTpoicTs
[Nonxioyenne 1 HacTPOKa KOMMYTaTOPOB

Kondurypanus mapuipyTu3zaTopos.
PaccmarpuBaembie BONPOCHL:

bazoBas HacTpoiika MapIpyTH3aTOPOB

Hactpoiika NAT u DHCP

Brenpenue cratuueckoil 1 IMHAMUYECKON MaplIpyTH3alUHU.

Pabdora ¢ VLAN.

PaccmarpuBaembie BOIPOCHL:

Coznanue u Hactpoiika VLAN

Hacrpolika MexBIaHOBON MapLIpyTH3aLUH
Yupasnenue tpapuxkom Mexay VLAN

MoHuTOpHHT ceTH ¢ ucnoas3oBanueM SNMP.
PaccmarpuBaembie BOIPOCHL:

YcranoBka u HacTpoiika SNMP-arenTta

COop 1 aHanmu3 JaHHBIX ¢ TOMoIEI0 SNMP
Hacrpoiika yBegoMIeHHIA 0 COOBITHIX

AHaiIu3 TpOU3BOAUTEIHLHOCTH CETH.
PaCCMa’I‘pHBaGMLIC BOIPOCHI:

Hcnons3oBanne HWHCTPYMCHTOB JJId U3MEPCHUA 3a/ICPIKKU U HpOHYCKHOﬁ CII0COOHOCTH

OHpeI[eJ'IGHI/IC NOTEPb NAKETOB U UX IPUYUNH
OHTI/IMI/ISaHI/ISI napamMeTpoB CE€TH Ha OCHOBEC aHaIn3a
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TemaTuka MpakTHYECKUX 3aHATUI/KpAaTKOE CoJlepKaHHE

JlmarHoCTHKA CETEeBBIX MPOOIEM
PaccmarpuBaembie BOIIPOCHL:

Hcnosp30BaHNe yTHIINT ping H traceroute
Amnanus tpaduka ¢ momouipro Wireshark
PeleHre TUITHYHBIX POOJIEM C COSIMHEHHEM.

OCHOBBI CETEBOI 0€30MacHOCTH
PaccmaTpuBaeMble BOTIPOCHI:

Hactpoiika 6pannMayspoB u puinbTpannu Tpaduka
Peanuzanns mudpoBaHns TaHHBIX B CETH
Hactpoiika ayreHTH()UKAIINH TOTB30BaTEICH.

3ammra OT aTak

PaccmarpuBaembie BOIIPOCHL:

O6Hapy>xeHue u npegoTepamienne DDoS-arak
Hactpoiika cuctem npenorspanierus BropsxeHuit (IPS)
Pa3paboTka 1 BHeIpeHNE TTONUTHK O0€30TIaCHOCTH.

Hacrpoiika VPN.

PaccmarpuBaeMble BOPOCHI:

Co3nanne u koHpurypamnus VPN-coennHeHni
Hacrpoiika npoTokosioB 6e3onacuocty 1t VPN
TectupoBanue u MOHUTOpPUHT VPN-coenqunenuii

10

VYmpasnenue Tpadgukom ¢ momornibio QoS.
PaccmaTtpuBaeMble BOIIPOCHI:

Hacrpoiixa npuoputesanuu Tpaduka

Peanuzanus noautuky QoS Ha MapuIpyTHU3aTOPAX
MOHHUTOPHHT 1 aHAJIN3 KadecTBa 00CITyKIUBaHHS

11

Pabota ¢ 6ecripoBOAHBIMU CETSIMH.
PaccmarpuBaembie BOIPOCHL:

Hacrpoiika u koH(Urypanus To4ek 10cTyrna
YmpasieHne 6e30IMacHOCTRI0 OECIIPOBOTHBIX CETEH
OnTuMH3aIys TOKPBITHS U MPOU3BOAUTENbHOCTH Wi-Fi

12

Cucremsl ynpasneHus cetbio (NMS).
PaccmaTprBaemble BOIIPOCHI:

YcranoBka U HacTpolika NMS

MOHHUTOPHHT U yNIpaBleHNE CETEBBIMHU yCTPOUCTBAMHU
Hacrpolika oTueTHOCTH U YBETOMJIEHUH.

13

VYnpasnenune aapecanueit ¢ nomomsro DHCP.
PaccmarpuBaembie BOIPOCHL:

Hactpoiika DHCP-cepBepa

Yupasnenue nuanaszonamu [P-aagpecos

Hactpotiika pe3epBupoBaHHs U HCKIHOUEHUI.

14

WNuTterpamus o0Ja4HBIX TEXHOJIOTHI
PaccmarprBaeMbie BOTIPOCHI:

Hactpoiika coeqHEHUH ¢ 00JIAYHBIMU CEPBUCAMHU
OOGecrieueHre 6€30MAaCHOCTH JaHHBIX B 00JIaKe

MOHHUTOPHHT MPOU3BOAUTEILHOCTH 00IaYHBIX IPHUI0KCHUH.

4.3. CamocrosiTenbHas padboTa 00yJarommxcsl.




/ Bun camocrosiTensHO#M paboThI
/1

1 |CamocTrosiTenbHOE N3yUEHHUE U KOHCIIEKTUPOBAHUE OT/AEIbHBIX TEM Y4€OHOU
JIUTEPATYPBl, CBA3BIHHBIX C Pa3AeiIaMy IUCLUILINHBL

Pa6GoTa ¢ JICKIIMOHHBIM MaTCpraioM

HOIIFOTOBKa K IIPAKTUYCCKUM 3aHATHAM

IToaroroBka K MpOMEXyTOYHOM aTTECTALIMH.

g M WO N

[TonroroBka K TeKyIiemMy KOHTPOJIIO.

5. llepedenr wu3maHWii, KOTOpPbIE PEKOMEHAYETCS UCIIOIb30BaTh MIPHU
OCBOCHUU JUCHUUIUIUHBI (MOAYJIA).

No
i bubnuorpadudueckoe onucanue MecTto gocrymna
1 CrenanoBa, 1. B. YnpapieHue 1 MOHUTOPUHT B https://e.lanbook.com/book/478475

TEJIEeKOMMYHUKALIMOHHBIX CETAX : yueOHO-
Meroaudeckoe rmocodue / M. B. CrenanoBa. —
Mocksa : MTYCH, 2025. — 112 c.

2 Hemixo, U. I1. YrpaBnenue ceTeBbIMU https://e.lanbook.com/book/176536
uH(popMalnoHHbIMU cucTeMaMu: Kypc nekuuii

yuebHoe nmocobue / U. I1. [lemxo, K. I'. KpsxeHkos.
— Mocksa : PTY MUPOA, 2021. — 174 c.

3 | Jlamun, 0. A. Pacnpenenénnsie nadopmanvonnsie | https://e.lanbook.com/book/398270
cucrteMsl : yuebHoe nocooue / 10. A. Jlamun, E. B.
PomanoBa. — Mocksa : PTY MUPDA, 2023. — 130
c.— ISBN 978-5-7339-2049-8.

6. IlepeueHb COBpEMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOpPHIE MOTYT HCIOJIB30BATHCS MPH
OCBOCHHUH JUCHUIUIUHBI (MOIYJIA).

Nudopmanmonnsiii  moptran  HayuyHasg  snekTpoHHass — OuOnmoreka
eLIBRARY.RU (www.elibrary.ru);

Enunas komnekius 1mudpoBbix oOpa3zoBatenbHbIX pecypcoB (http://window,
edu.ru);

Hayuno-texanueckas ounbnuorexka PYT (MUUT) (http/library.miit.ru);

[TouckoBele cucrtembl «SHOEKC» WIS JOCTyma K  TEMATHYECKUM
HH()OPMAITMOHHBIM pecypcam;

DNeKTpOHHO-OMONMMOTEeYHass ~ cucTeMa  m3daTtelnbeTBa  «JlaHby — —

http://e.lanbook.com/,

DeKTpOHHO-0MOIMoTeuHas cucreMa ibooks.ru — http://ibooks.ru/;

DnekTpoHHo-0nbmoTeunas cucrema «BOOK. .ru» — http://www.book.ru/;



DJIEKTPOHHO-OUOINOTEUHAS cucTemMa «ZNANIUM.COM» —
http://www.znanium.com/

7. llepedyeHb  JNHIEH3UOHHOTO W  CBOOOJHO  PacIpOCTPaHSIEMOIO
IPOrpaMMHOr0 00€cleYeHus, B TOM YMCIE OTEYECTBEHHOIO IPOU3BOJICTBA,
HEOO0XOUMOTrO ISl OCBOCHUS JUCIIUILIMHBI (MOJTYJISA).

1. Onepannonnas cucrema windows microsoft office 2003 u Boiie;
2. bpay3sep Internet Explorer 8.0 u Bbime ¢ ycranosinenusiM Adobe Flash

player Bepcuu 10.3 u BbIIIE;
3. Adobe acrobat.

8. Omnucanue MaTepUaIbHO-TEXHUYECKOW 0a3bl, HEOOXOAUMOU st
OCYILIECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo TUCIUIUIMHE (MOIYJIIO).

VYyeOHble ayIUTOpUU AJisI TPOBEICHUS YUEOHBIX 3aHATHM, OCHAILCHHbBIC
KOMITHIOTEPHON TEXHUKOW M HaOOpaMu JIEMOHCTPAIIMOHHOTO 000PYI0BaHMSI.

9. ®opma pOMEKYTOUHOM ATTECTALINU:

3ayer BO 2 ceMmecTpe.

10. OuleHOUHBIE MAaTEPUAIIBI.

O1nieHOYHBbIE MaTepUalibl, TPUMEHSIEMbIE TIPU MPOBEICHUM MTPOMEKYTOUHOU
aTTecTaluu, pa3padaThiBalOTCSI B COOTBETCTBUM C JIOKAJbHBIM HOPMATHBHBIM
aktom PYT (MUUT).
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