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1. O6mue cBeaeHus O JUCHUIUIMHE (MOTYJIE).

IlenstMmu OcBOEHUS JaHHOW JUCIHUIUIMHBL SIBJISIFOTCS IHOJydyeHUE Oa30BbIX,
TEOPETUYECKHUX 3HaHWM B oOnacTu co3nanusi u ynpasineHus [T undpactpykrypoi
Ha 0a3e KoHTeHHepHOU opkecTpanuu Kubernetes.

OcHOBHOM 3ajmadyeil M3y4eHHUS AUCHUUIUIMHBI SBIsETCS (OPMUPOBAHME
0a30BbIX IPEJICTABICHNUN, 3HAHUM U yMEHUI B 001acTU pabOThl ¢ KOHTEHHEPAMH U
komnonentamu Kubernetes.

2. Ilnanupyemblie pe3ynbTaThl 00YUEHHS O JUCUUILIMHE (MOIYJIIO).

[lepeuenb GopMUpPYEMBIX pe3yJbTAaTOB OCBOCHUS 00pa3oBaTEIbHOMU
porpamMmsbl (KOMIIETEHIIUI) B pe3ysbTaTe 00y4eHUs 10 AUCHUILUIMHE (MOIYIIO):

OIIK-8 - CnocobeH ocymecTBIATh d(h(PEKTUBHOE YIIpaBIeHUE Pa3pabOTKOM
MPOrPaMMHBIX CPEJCTB U MPOEKTOB.;

IIK-4 - CnocoOeH OCyHIECTBISITh PYKOBOJCTBO MPOIECCOM OOECIEUCHUS
KayecTBa pa3padaThiBa€MOTO MPOTPAMMHOTO TMPOAYKTA M KOPHOPATHBHOTO
PBIHKA;

YK-2 - CnocobeH ymnpaBisiTh MPOEKTOM Ha BCEX ATalax €ro »U3HEHHOTO
IIUKIIA;

YK-3 - CnocobGeH oOpraHu3oBBIBATH M PYKOBOAWUTH pabOTOM KOMAaHIBI,
BbIpa0aThIBasi KOMaHAHYIO CTPATETHIO ISl JOCTHKCHUS MTOCTABICHHOM 11eJIH;

YK-6 - CnocobeH ompenensiTh U peajn30BbIBATh MPUOPUTETHI COOCTBEHHOM
JESITEIbHOCTH U CIIOCOOBI €€ COBEPILICHCTBOBAHMSI HA OCHOBE CaMOOIICHKH.

OOyuenue 1O JUCHUIIIHHE (MOJYJIO) TMpeArnoiaraeT, 4YTo IO €ro
pe3ynbTatam o0ydaronuiics OyaeT:

3HaThb.:

- 0a30BbBIC IPHUHITUIIBI CO3/IaHus 1 yrnpasieHus [T-undpacTpykrypamus;
- pa3IUYHBIC CPEBI BHITIOJHECHNS KOHTCHHEPOB;

- apxuTekTypy Kubernetes 1 0CHOBHBIE €r0 KOMITOHEHTHI.

Ymern:

- paboTath ¢ pa3IMYHBIMU BUJIaMU KOHTeWHEepoB B Kubernetes;
- pabotats ¢ moacuctremamu Kubernetes;

- paboTaTh ¢ MaHK(ECTAMHU HCITOJL3YsI HHCTpyMeHT Helm.

Baagerts:

- HaBblKaMU TOoCTpoeHuss U ympapineHus IT-undpactpykrypoiri Ha 0aze
Kubernetes;

- HaBbBIKaAMUA OpFaHI/ISaHI/II/I XpaHeHI/Iﬁ u pa6OTBI C CereTaMI/I "



koHurypauusmu B Kubernetes kinacrepe.

3. O0beM AUCIUIIIUHBI (MOIYJIS).
3.1. O6mias TpyA0eMKOCTb JTUCHUIUIUHBI (MOIYJIA).

OO6miass TPyAOEMKOCTh JUCHMIUIMHBI (MOmyns) coctaBisier 4 3.e. (144
aKaJIeMUYECKHUX yaca(oB).

3.2. OOwveM pmucuuIUIMHBL (MOAynsi) B (OpMe KOHTAaKTHOM pabOThI
OoOyJarommxcss ¢  IENaroTMYeCKUMH  pabOTHHKaMu W (WIHM)  JIUIAMH,
MIPUBJIEKAEMBIMU K pean3ainuy 00pa3oBaTeIbHON MpOTrpaMMbl Ha UHBIX YCIOBHSIX,
IIpU MIPOBEICHUH YICOHBIX 3aHATUH:

KonunuectBo
Tun yueOHbIX 3aHATUN acos
Bcero Ceu.

Nel

KonTakTHas paboTa mpu poBeIeHUU Y4eOHBIX 3aHATUHN (BCETO): 32 32
B Tom uucie:

3aHATHS JEKIIMOHHOTO TUTIA 16 16

3aHATHUSI CEMUHAPCKOTO TUIIA 16 16

3.3. O0beM AUCHMUIUIMHBI (MOIYJisA) B (OpME CaMOCTOSTEIbHON paboThI
oOydJarommxcs, a Takke B (QopMe KOHTAKTHOM paboOThl O0OyYaromuxcsi ¢
MeJarorn4ecKuMy paboTHUKaMH U (W) JIUIIAMU, TIPUBJICKAEMBIMHU K peaTn3aluu
oOpa3oBaTeNbHOM  MPOTPaMMbl  HA  HHBIX  YCJIOBHSX, TP  TMPOBEIACHUU
MPOMEXKYTOUYHOM aTrTecTainu coctapisier 112 akagemuueckux yaca (0OB).

3.4. Ilpu o0ydeHUH 10 UHAUBUIYAJILHOMY YU4eOHOMY IIJIaHy, B TOM YHCIIE TIPH
YCKOPEHHOM OO0y4YeHHUU, 00bEeM NHUCIMIUIMHBI (MOJIYJISI) MOXET OBITh peajn30BaH
MOJIHOCTHIO B (DOPME CaMOCTOSITEIbHON pabOThl 00yJaroNInXcs, a Takke B (opme
KOHTAaKTHOW pabOThl OOyYaronuxcsi ¢ TMeAarormuecKuMu pabOTHUKAMH M (WJIN)
JUIAMU, TIPUBJICKAEMBIMH K peau3aiiy 00pa30BaTEIbHONW MPOTpaMMbl Ha WHBIX
YCIIOBHSIX, TIPH MIPOBEJICHUN TIPOMEKYTOUYHOH aTTECTAIIHH.

4. ConeprxaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3a”HATHA TEKIIMOHHOTO THUIIA.



TemaTuka JIEKIMOHHBIX 3aHATUN / KpaTKOE COJIEpKaHHE

OCHOBHBIE TIOHATHS U IPUHIUIIBI CO3JJaHUsI UHPPACTPYKTYPHI.
PaccmaTpuBaemble BOIIPOCHI:

- OHSITHE UHPPACTPYKTYPHI;

- TpeboBaHus K HHPpacTPyKType;

- TUITBI HTHQPACTPYKTYPHBIX CEPBHUCOB;

- COBPEMEHHOE COCTOSIHUE U OyIyllee TeXHOIOTHH.

Beenenne B Kubernetes.

PaccmaTpuBaemble BOIPOCH:

- 0030p TEXHOJIOTHH KOHTEHHEPHOW OPKECTPAIIHH;
- 0030p apxutextypsl Kubernetes;

- KOHLIETILIUS TT0JI0B;

- YAML.

PaGoTa ¢ koHTEITHEpaMH.
PaccmarpuBaeMble BOIIPOCHL:
- )XM3HEHHBIH IUKJI TTOJI0B;

- MaHU(ECTHI;

- pecypcel Kubernetes.

be3onacHocTh 1 ynpaBieHuE JOCTYIIOM.
PaccMarpuBaemble BOIIPOCHL:

- 0030p POJIEBOI MOJCTH TOCTYIIOM;

- aBTopm3anus B kiacrtepe Kubernetes;

- RBAC;

- opranusaiu Ge3omacHoro qocryma k Kubernetes.

CereBas noacucrema Kubernetes.
PaCCManI/IBaeMLIC BOIIPOCHI:

- yOpaBJIeHHE CeTeBBIMU cyInHOCTsIME Kubernetes;
- CCTCBas CBA3HOCTb CCPBUCOB NPUIIOKCHUA,

- IOCTYI K CepBUCaM M3BHE KilacTepa.

Xpanenue naHHbIX U Kubernetes.
PaccmarpuBaemble BOIIPOCHL:

- XpaHUIUILE U BUJbI XPaHUIUILL,

- TOM, TUIIBI TOMOB 1 MOHTHUPOBAHUC;

- Container Storage Interface.

[[Ta610HBI MaHU(ECTOB.
PaccmarpuBaeMbie BOIIPOCHL:

- ma0JI0OHN3UPOBAHNE MAHU(ECTOB;

- Helm u Helm charts;

- ynpaBJieHue pesin3zamu npu nomouu Helm.

MOHI/ITOPI/IHF KOMITOHCHTOB KJIaCTCpPa.
PaccmaTpuBaemble BOIIPOCHI:

- OJXO/IbI K MOHUTOPHHTY;

- ocHOBHBIE MeTpuKH Kubernetes;

- Prometheus;

- kimacrepuzauus/penepanus Prometheus.

CepBI/ICBI HOCHTPAJIN30BAHHOTO JIOTUPOBAHUH.
PaccmarpuBaemble BOIPOCHI:

- OCHOBHBIE NOHSATHS U Bo3mokHocTh Elasticsearch;

- Logstash u Ingest API;

- CUCTEMBbI paclpe/ieICHHOW TPaCCUPOBKH.




/o

TemaTuka JIEKIMOHHBIX 3aHATUN / KpaTKOE COJIEpKaHHE

10

Xpanunuina apre()akToB IMOCTABKH.
PaccMaTpuBaeMbie BOIPOCH:

- JKM3HEHHBIN UK apTedakTa;

- pa3IMYHbIe XPAHUIIUINA apTe(aKkTOB;

- ymIpaBJieHHE 3aBUCUMOCTSIMH apTe(haKkToB;
- 0€30MacHOCTb.

11

Kubernetes u CI/CD.
PaccMaTpuBaembie BOIPOCH:

- CI/CD naimiaiigser;

- Kubernetes kak yacts natimiaiina CI/CD.

12

Service mesh.
PaccMarpuBaeMble BOIIPOCHL:

- moHsATHE service mesh;

- 0030p Istio 1 ero BO3MOXKHOCTEIHA.

13

XpaHuIuuie CEKPETOB [ IPUIIOKEHU .
PaCCManI/IBaeMHe BOIIPOCHI:

- XpaHCHHC YYBCTBUTCJIbHBIX JAHHBIX B KJIIACTCPE,
- Hashicorp Vault;

- ynpasienue cekperamu B Kubernetes.

14

Komnonentsr Kubernetes.

PaccmarpuBaeMble BOIPOCHL:

- IPUHIUIIBI BS&I/IMO}IGﬁCTBI/IH KOMIIOHCHTOB,

- 0630p control-plane;

- etcd, kube-apiserver, kube-controller-manager, kube-scheduler, kubelet.

15

KoHrelinepHbIE Cpe/ibl BBITIOJIHEHHUS.
PaCCManI/IBaGMHC BOIIPOCHI:

- Container Runtime Interface;

- Docker, containerd, Kata Containers, Podman;

- CpaBHeHI/Ie HpOI/I3BOJZ[I/ITeJ'IbHOCTI/I cpe,u BBITIOJTHCHUSL.

16

Ceresnle noacucteMbl Kubernetes.
PaccMaTpuBaemblie BOIPOCH:

- ceteBbie nojcucteMbl Kubernetes;

- cereBble maruHbl (flannel, calico, cilum).

17 |[loacucreMbl XpaHEHUs JaHHbIX.
PaccmarpuBaemble BOIPOCHI:
- PersistentVolumes u PersistentVolumeClaim;
- Dynamic Provisioning;
- pEKOMEHIAINHU TI0 TOCTPOCHHIO Storage.
4.2. 3aHATHS CEMUHAPCKOTO THUIIA.
[IpakTueckue 3aHsaTHS
No .
/ Temaruka MpakTUYECKUX 3aHITHI/KPATKOE COJEPIKAaHUE
n/n
1 |PabGora ¢ knacrepamu B Kubernetes.
B PE3YIbTATC BBINIOJTHCHUSA HpaKTH‘IeCKOﬁ pa6OTI)I CTYACHT NOJYYacT HAaBbIK 3allyCKa JIOKaJIbHOI'O
Kubernetes knmacrepa.
2 |Pabora c xoHTelinepamu B Kubernetes.




TemaTnka MpaKTHUECKUX 3aHATHI/KPATKOE COJIEpKAHNUE

B pe3ynbTate BEITOTHEHHUS NPAaKTHIECKONW pabOTHI CTYICHT TIOJTydaeT HaBBIK PaOOTHI ¢ KOHTEHHEpaMu.

Pabora ¢ ceTeBOi MOACUCTEMOM.
B PE3YIbTATC BBINIOJTHCHUSA HpaKTH‘IeCKOﬁ pa6OTI)I CTYACHT NOJIY4acT HaBbIK paGOTLI C CECTCBbBIMU
cymuocTssmu Kubernetes.

ManudecTsl.
B pe3ynpTaTe BRINOIHEHUS MPAKTHYECKON pabOTHI CTYIEHT MOydaeT HaBbIK co3naHus MaHupecto Helm.

MOHUTOPHUHT KOMIIOHEHTOB KJIaCTEPA.

B pesynbTaTe BHINOIHEHHUS TPAKTHYECKOW pabOTHI CTYICHT MOJTy4aeT HaBbIK paboThl ¢ prometheus.

JlorupoBanue komroneHToB Kubernetes.
B pesynbTate BBINOIHEHHS TPAKTHIECKOW pabOTHI CTYICHT IOJTy4aeT HaBbIK padoTsl ¢ Elasticsearch.

Pabora ¢ apredakxramu.
B pe3ynpraTe BRINOIHEHUS MPAKTHYECKON paOOTHI CTYIEHT MOydaeT HaBbIK padOTHI C apTehakTaMu B
Kubernetes.

Service mesh.

B pesynbraTe BHINONHEHHUS IPAKTUYECKON pabOTHI CTYJICHT MOJIy4aeT HaBbIK pa3BepThIBaHUs service mesh.

PaboTa ¢ moacucTeMoil XpaHeHUs JaHHBIX.
B pesysnpTaTe BHINONHEHHMS IPAKTUYECKON pabOThI CTYJCHT MOJy4aeT HaBbIK paboThI C OACUCTEMOM
XpaHEHUs JAHHBIX.

10

Pabora ¢ cexperamu.
B PE3YyIbTATC BBINIOJHCHUSA HpaKTH‘IeCKOﬁ pa6OTLI CTYACHT NOJY4acT HABBIK pa6OTBI C XpaHUJIMamMu
CCKPCTOB.

4.3. CamocrosiTenbHas padoTa 00y4aroIHuXCs.

/o

Bun camocrositensHOM paboTh

Pabota c nekImoHHBIM MaTepUaIOM.

Pa6ota c nutepatypoii.

TeKYH_[a}I IIOATOTOBKA K 3aHATHUAM.

IToaroroBka k HpOMe)KYTO‘-IHOI\/’I aTTeCTaluu.

gl B W N

IToaroroBka k TCKYLIEMY KOHTPOJIIO.

4.4. ITpumepHbIN IEpeUeHb TEM KYPCOBBIX padOT
. Pa3BepThiBanue TUoM kiacrepHoil uHPpacTpykTyphl B Kubernetes.

. PazBepThiBanue pa3innuHbiX BUI0B xpanuiuin B Kubernetes.

. Pa3BepTriBaHrEe KOMITOHEHTOB XpaHeHHs cekpeToB B Kubernetes.

. PazBeptriBanne ELK B Kubernetes.

. Opranmzanusi MoHUTOpUHTa ¢ moMonisio Prometheus B Kubernetes.

. TectupoBanue pa3iaHyuHBIX Cpe]l BHIMOTHEHUN KOHTEetHEpoB B Kubernetes.

N OO Ohn h~r WL DN =

. Opranmzanus xpanenus koupurypamuii B Kubernetes.




5. IlepeueHp wu3NaHMM, KOTOpPHIE PEKOMEHAYETCS MCIIOIb30BATh IIPHU
OCBOCHUU JUCHUILIUHBI (MOYJIA).

Ne

/ bubnmorpaduyeckoe onucanue Mecro nocryna
II/11

1 | Docker na mpaktuke 3. X. Ceiiepc, A. Muiut Mocksa : | https://e.lanbook.com/book/131719
JMK Ilpecc , 2020

2 | Mukpocepucsl 1 KoHTeiiHepbl Docker : pykoBoCTBO https://e.lanbook.com/book/123710
I1. C. Kouep Mocksa : JIMK IIpecc , 2019

3 | Beexenue B TexHosoruo KouTeiinepos u Kubernetes A. | https://e.lanbook.com/book/131702
A. Mapkenos Mocksa : IMK Ilpecc , 2019

4 | Kubernetes B neiictuu M. JIykima Mockga : JIMK https://e.lanbook.com/book/131688
[Ipecc, 2019
5 | CucreMHoe nporpaMMHupoBaHue B cpene Linux : https://e.lanbook.com/book/152228

yuebHoe nocodue A. B. I'yipko YuebHoe nocodue
HoBocubupck : HI'TY , 2020

6. HepequL COBPCMCHHBIX HpO(beCCI/IOHaJIBHBIX 0a3 JaHHBIX n
I/IH(I)OpMaLU/IOHHLIX CIIpAaBOYHBIX CHCTCM, KOTOPBIC MOI'YT HCIIOJIB30BAaTLCA IIPpHU
OCBOCHHH JTUCUUTIITUHBI (MOTYJIS).

https://sphere.mail.ru/materials/video/#16 — oTKkpbITBIC JIEKIIUN

https://www.microsoft.com/ru-ru/learning/training.aspx - y4eOHBIE KypChI
Microsoft
DJIEKTPOHHO-0MOIMOTeUHAs cucrema U3/1aTeNIbCTBA «JIaHb»

(http://e.lanbook.com/)
DeKTpOHHO-0MOImoTeuHas cucrema ibooks.ru (http://ibooks.ru/)

7. llepedyeHb  JUIEH3UOHHOTO M  CBOOOJHO  PacHpoOCTPaHSIEMOIO
IpPOrpaMMHOr0 OOecredYeHusi, B TOM YHCIIE€ OTEYECTBEHHOrO IPOU3BOJICTBA,
HEOOXOIMMOTO JIJIsl OCBOCHHUSI JUCIIUILTHHBI (MOYJIs).

Microsoft Office

Docker

Alpine Linux

Terraform

Kubernetes

bpay3ep ¢ BBIXOJIOM B UHTEPHET

Microsoft Visual Studio Code



8. Omnucanne MaTepuagbHO-TEXHUYECKOW 0a3bl, HEOoOXOmMUMOW ISt
OCYILECTBJICHUSI 00pa30BaTEIBLHOTO Mpoliecca Mo TUCIUILIMHE (MOIYIIIO).

JInst TEKUMOHHBIX 3aHATUN — HAIMYKUE IPOECKTOPA U SKPaHA.
JIns TpakTUYECKUMX 3aHATHM — HAIMYUE NEPCOHAIBHBIX KOMIIBIOTEPOB
BBIYMCIIMTEIBLHOTO KJ1acca.

9. ®opma MPOMEKYTOUYHOU ATTECTALINU:

3auet B 1 cemectpe.

10. OneHouHBIEC MaTEpPHUAIBI.

OI.[GHO‘IHI:IG MaTcpuaiibl, IIPUMCHACMBIC IIPHU IIPOBCACHHUU HpOMG)KYTO‘-IHOﬁ

arTeCcranuu, p33pa6aTBIBaIOTC$I B COOTBCTCTBHUU C JIOKAJIbHBIM HOpMaTI/IBHBIM AKTOM
PYT (MUUT).



ABTOpBI:
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E.A. 3amanos

B.E. HyroBnu

H.A. AunpusiHoBa



