MHUHHUCTEPCTBO TPAHCIIOPTA POCCUICKOM ®EJEPALIIN

OEJNEPAJTBHOE 'OCYJAPCTBEHHOE ABTOHOMHOE OBPA30OBATEJIBHOE
YYPEXJIEHUE BBICIHIEI'O OBPA3OBAHMSA

«POCCHUUCKHNHA YHUBEPCUTET TPAHCIIOPTA»
(PYT (MUUT)

PaGouast mporpaMma JUCIUIIINHEL (MOILYIIS), \
KaK KOMIIOHEHT 00pa30BaTeIbHOI IPOrpaMmel
BBICILIEr0 00Pa30BaHusl - IPOrpaMMbl MArUCTPATYPBI
10 HAIPaBJICHUIO MOATOTOBKH
09.04.01 MupopmaTrKa 1 BBIYUCIUTEIbHAS TEXHUKA,
YTBEPKIEHHOM nepBbIM npopexkropoM PYT (MUMT)
TumonunsiM B.C.

NG J

PABOYASI MPOIPAMMA JUCLMITJIMHBI (MOIY.JI5D)

Yupasienue ungpoBbIMA HHHOBAUMSMHA

Hanpagnenue noarotoBku: 09.04.01 WudopmaTuka U BBIYUCIUTEIbHAS
TEXHHKA

HanpasnenHocts (mpodpuib):  TeXHONOruM NPOEKTUPOBAHUS MNPOrPAMMHOIO
obecniedyeHus

dopma oOydeHUS: OuHas

PaGouast mporpaMma JUCIUIIINHEL (MOLYIIS) B BUZIE )
JIEKTPOHHOTO JIOKYMEHTA BBITPYKEHa U3 eIMHON
KOPIOPATHBHOM HH(POPMAIIMOHHOI CHCTEMBI YIIPaBJICHHS
YHHUBEPCHTETOM M COOTBETCTBYET OPUTHHAILY
J

IIpocTas snexTpoHHas moanucs, Beitannas PYT (MUUT)
ID noxnucu: 5665
IMoxmucan: 3aBenyromuii kadenpoit HyroBuu Beponuka
EBrenpeBHa
Jara: 01.09.2025




1. OOue cBeaeHus 0 JUCHUILIMHE (MOTYJIE).

[ensiMu OCBOEHMsI JaHHOW AMCLMIUIMHBI SBJSIOTCS MOJIY4YEHHE O0a30BBIX,
TEOPETUUECKUX 3HaHMUI B o0jacTu coznanus u ynpasieHus [T undpactpykrypoii
Ha 0a3e KoHTelHepHoU opkecTparuu Kubernetes.

OcHOBHOHM 3ajmayeil W3ydeHUs JUCHUIUIMHBI SBIsETCS (OopMHpOBaHHE
0a30BbIX MIPEICTABICHUM, 3HAHUN U YMEHUM B 007aCTH pabOTHI C KOHTEHHEPAMU U
komnoHeHTamu Kubernetes.

2. [Inanupyemblie pe3ynbTaThl 00yYeHHS MO TUCHUILUIMHE (MOIYJIIO).

[lepeyerr GopMHUpYyEeMBIX pe3ylIbTaTOB OCBOCHHSI  0O0pa3oBaTEIHLHOM
porpamMmbl (KOMIIETEHIIU) B PE3yJIbTaTe 00yUEHHUS 10 AUCIUIUIUHE (MOIYJIIO):

OIIK-8 - Cioco6eH ocymiecTBIATh 3HPEKTUBHOE yIIpaBiIeHHE pa3pabOTKOH
MPOTPaMMHBIX CPEJICTB U MPOEKTOB.;

IIK-4 - Cnoco0eH OCyIIeCTBISATh PYKOBOJCTBO IPOILIECCOM OOECIEeUeHHS
KauecTBa pa3pabdaThiBAEMOr0 MPOTPAMMHOIO MPOIYKTa I KOPIOPATUBHOTO
PBIHKA;

YK-2 - CnocobeH ynpaBisTh MPOEKTOM Ha BCEX dTamax €ro >KU3HEHHOTO
IIUKJIA;

YK-3 - CnocobeH opraHu3oBbIBaTh M PYKOBOJIUTH PabOTONW KOMaHIIHI,
BbIpa0aThiBasi KOMaHAHYIO CTPATETHIO JJIsl JOCTH)KCHHUS MTOCTABICHHOM eI,

YK-6 - CriocoGeH onpeaensaTs 1 peaJn30BbIBaTh MPUOPUTETHI COOCTBEHHOMN
JEeATEIBHOCTH U CIIOCOOBI €€ COBEPUICHCTBOBAHUS HA OCHOBE CAMOOLIEHKH.

OO0yueHnue 1o JUCIUIUTHHE (MOTYJIII0) MPEIIOIaraeT, 4To M0 €ro pe3yabTaTaM
oOyyarommiicst Oyier:

3HaTh:

- 0a30BbIC MPUHIUIIBI co3/1aHus U yrpasieHus [T-undpacrpykrypamu;

- pa3JIMYHbBIC CPE/IbI BHITIOJIHEHUSI KOHTEHHEPOB;

- apxutekTypy Kubernetes 1 o0CHOBHBIE €r0 KOMIIOHEHTHI;

- MPHHHUIIIE (HOPMYJIUPOBAHHUS THIOTE3bl W MOJCIUpPOBaHHS Oymayriue\
(buHAHCOBBIE PE3yIbTATHI;

- TMOPUHUINBI aHajlW3a IIOTEHIIMAJbHOM BO3MOXKHOCTHU CO CTOPOHBI
MpeaNpUHUMATENS U HHBECTOPA.

YMmeTh:

- paboTaTh ¢ pa3TUYHBIMH BHJIaMH KOHTEHHEpOB B Kubernetes;

- pabdotath ¢ moacucremamu Kubernetes;

- aHAJIM3UPOBATDH PA3IMYHBIC OM3HEC-MOICIN U UX IOHUT-DKOHOMHUKY



- ICKaTh Y aHAJIM3UPOBATh MEPCIIEKTUBHBIE OU3HEC-UJIEH;

- (popMUpOBaTh KITIOYEBBIE YCIOBUS COBEPILICHUS CIICTKU (TEPM-IIIUT);

- ¢dopMHpOBaTh THUIIOTE3bl W MOJECIUPOBATH Oyaylue (QUHAHCOBBIC
pE3yNbTATHI.

Baaners:

- HaBBIKAMHU TOCTpoeHus u ympasieHus IT-undpacTpykrypoii Ha 0aze
Kubernetes;

- HaBBIKAMHM OpraHU3allUd XpaHEeHUs U paboOThl C CEeKpeTaMu U
koHpurypauusmu B Kubernetes knacrepe;

- HaBbIKaMU paboTaThl ¢ MaHU(pECTaMU UCIOIb3YysI UHCTpYMEHT Helm;

- HAaBBIKOM BEJEHHS YCIEIIHBIX IEPEroBOPOB IO  IMPHUBJICUEHUIO
(uHaHCHpOBaHUS W TPHOOPECTH JPYyrM€ HAaBBIKM JIMYHON 3PHEKTUBHOCTH
MIPEAIPUHUMATEIIEH;

- HaBBIKOM cOOpa BCEX OCHOBHBIX 3JIEMEHTOB YCHEUIHOM KOMIIaHUU:
(opMHpPOBaHNIO KOMaH/bl, 3aIlyCKa MPOAYyKTa, ((OPMUPOBAHMS CTPATETHH BBIXO/A
Ha PHIHOK.

3. O6beM AUCIUTLIUHBI (MOIYJIs).
3.1. O0mas Tpy10eMKOCTb TUCITUTIIMHBI (MOTYJIS).

OO0mast TPyIOEMKOCTh AUCIUIUIMHBI (MOIyJsA) coctaBisieT 4 3.e. (144
aKaJeMHYEeCKUX vaca(oB).

3.2. O6bem paucuMIUIdHBL (Monaynsi) B (oOpME KOHTAaKTHOW padOThI
oOyJarommxcsi C  MeJarorM4ecKuMM  paboTHUKaMU U (WIM)  JIMIIAMH,
IPUBJIEKAEMBIMU K peain3alnun 00pa3oBaTesIbHOM MporpaMmbl Ha UHBIX YCIOBHUSX,
IIPU MIPOBEJICHUH YUEOHBIX 3aHATUM:

KomnuectBo yacos

Tun yaeOHBIX 3aHITHI
Bcero | Cemectp Nel

KonrtaktHas paboTa mpu npoBeIeHIH yUeOHBIX 3aHATHH (BCETO): 32 32
B toMm uncre:

3aHATHSA JIEKIIMOHHOTO THITA 16 16
3aHATHS CEMUHAPCKOTO THUIA 16 16

3.3. O6bemM auCHMIUIMHBI (MOAYJsl) B (opMe caMOCTOATENbHOU pPaboThI
oOydJaroruxcsi, a Takxke B (opMe KOHTAKTHOW pabOThl OOyYaromuxcsi C
Mearorn4ecKuMy paboTHUKAMHU U (WIJTH) JTUI[AMU, TIPUBJICKAEMBIMH K peaTu3aiiu
oOpa3oBaTrenpHON TpOrpaMMbl HAa HWHBIX YCIOBHUSX, TPH MPOBEICHUU
MIPOMEXKYTOUHOM arTecTanuu coctapisier 112 akagemuyeckux yaca (0B).




3.4. ITpu oOy4eHNM 110 MHANBUAYATLHOMY YI4EOHOMY IIJIaHY, B TOM YHCIIC IPU
YCKOPEHHOM O00Yy4YeHHH, 00BEeM JTHUCHMUILUIMHBI (MOJYJISI) MOXKET OBITh peaIn30BaH
MOJTHOCTHIO B (hOpME CaMOCTOATEIHHON paboThl 00yJarommxcs, a Takxke B hopme
KOHTAKTHON pabOThl 00YYaIOIIMXCS C MEJarornuyecKuMu pabOTHUKAMU U (WJIN)
JUIaMU, TIPUBIICKAEMBIMH K peai3aIliid 00pa30BaTeILHOM MPOrpaMMbl Ha MHBIX
YCJIOBHSIX, TIPH MPOBEICHUN TPOMEKYTOUHOM aTTECTAIIHH.

4. ConepkaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3aHATHA TEKIIMOHHOTO THUIIA.

/ TemaTnka JEKIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAHUC
/11

1 |OcHoBHBIEC MOHATHS U IPHHLIUIIBI CO3/IaHUS HHPPACTPYKTYPHI.
PaccmarpuBaeMble BOIIPOCHL:

- HOHATHE HHPPACTPYKTYPHI;

- TpeGoBaHUS K HHYPACTPYKTYpE;

- TUIBI HUHPACTPYKTYPHBIX CEPBHUCOB;

- COBPEMEHHOE COCTOSIHUE U OyIyIlee TeXHOIOTHH.

2 |Beenenue B Kubernetes.Pabota ¢ konTeitHepamu. bezomacHoCTh 1 yrnpaBieHue

noctynoM. CereBas nmojacuctema Kubernetes. Xpanenue nanubsix 1 Kubernetes.
PaccmaTpuBaemble BOTIPOCH:

- 0030p TEXHOJIOTHH KOHTEHHEPHOW OPKECTPAIIHH;

- 0030p apxutekrypsl Kubernetes;

- KOHLIETIIIUS TTOJI0B;

- YAML;

- )KN3HCHHBIN LIMKII OJ0B;

- MaHHU(ECTBI;

- pecypcsl Kubernetes;

- 0030p POJEBOI MOJIETH TOCTYIIOM;

- aBTopu3aius B kiactepe Kubernetes;

- RBAC;

- opranmzanuu 6ezomnacHoro gocryna k Kubernetes;
- yIpaBJIeHHEe CeTeBBIMU CyIHOCTsIMU Kubernetes;
- ceTeBasi CB3HOCTH CEPBHCOB MIPUIIOKEHNS;

- IOCTYII K CepBHCaM M3BHE KiacTepa.

- XpaHWJINILE U BUJIbI XPaHHJIHILL,

- TOM, THIIBI TOMOB 1 MOHTHPOBAHHE;

- Container Storage Interface.

3 |(IIabmonbl MaHH(ECTOB.
PaccmarpuBaeMbie BOIIPOCHL:

- NIa0JIOHU3UPOBAaHNE MaHU(ECTOB;

- Helm u Helm charts;

- yIpaBleHUe penr3amu pu nomouin Helm.

4 MOHI/ITOPI/IHF KOMITOHCHTOB KJIaCTCpPa.
PaccmarpuBaemble BOIPOCHI:
- MOIXOBI K MOHUTOPHHTY;

- ocHOBHBIE MeTpuku Kubernetes;




TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

/1
- Prometheus;
- kiactepuzauus/penepanus: Prometheus.
5 CepBI/ICBI LOEHTPATU30BAHHOI'O JIOTUPOBAHUS.

PaccmarpuBaeMbie BOIPOCHI:

- OCHOBHBIE TIOHATHS U Bo3MOkHOCTH Elasticsearch;
- Logstash u Ingest API;

- CHCTEMBI Paclpe/ICICHHOM TPACCUPOBKH.

Xpanniuiia apre(akToB MOCTaBKH. X PAHUIIHILE CEKPETOB /IS

npunoxennii. Kommnonentsl Kubernetes.Kubernetes u CI/CD.
PaCCManI/IBaeMLIe BOIIPOCHI:

- )XKM3HEHHBIN MK apTedakra;

- pa3jIMYHbIC XpaHWIKIIA apTe(l)aKTOB;

- yIpaBJIeHUE 3aBUCHUMOCTSMH apTe(haKToB;

- 6€30MaCHOCTb;

- XpaHCHHC YYBCTBUTCIIbHBIX JAHHBIX B KJIIACTCPE,

- Hashicorp Vault;

- ynpasieHue cekperamu B Kubernetes;

- IPAHIUIIBI BSaHMOHeﬁCTBHH KOMIIOHCHTOB,

- 0030p control-plane;

- etcd, kube-apiserver, kube-controller-manager, kube-scheduler, kubelet;

Service mesh. KonrelinepHsie cpe/bl BHITOTHEHHUS.
PaccmarpuBaeMble BOIIPOCHL:

- IOHATHE service mesh;

- 0030p Istio 1 ero BO3MOXKHOCTEH;

- Container Runtime Interface;

- Docker, containerd, Kata Containers, Podman,;

- CpaBHEHHE POU3BOIUTEILHOCTH CPE/] BBIIOITHEHHS.

Ceresble noacucteMbl Kubernetes. [ToacucteMbl XpaHeHHsI TaHHBIX.
PaccmarpuBaemble BOIPOCHL:

- ceTeBrle moAcucTeMnl Kubernetes;

- cereBble TaruHkl (flannel, calico, cilum);

- PersistentVolumes u PersistentVolumeClaim;

- Dynamic Provisioning;

- PEKOMEHIAINH I10 TTOCTPOSHHIO Storage.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

[IpakTrueckue 3aHATHS

/o

TemaTnka MpakKTUYECKUX 3aHATUN/KPATKOE COJEPIKAHHE

Pabora ¢ knacrepamu u konTeitHepamu B Kubernetes.
B pe3ynprare BRINOITHEHUS MPAKTHYECKON pabOTHI CTYIEHT MOTydaeT HaBBIK 3aIlyCKa JIOKAIbHOTO
Kubernetes knactepa u paboThl ¢ KOHTEHHEPAMH.

Paborta ¢ ceTeBOii MOACUCTEMOI.
B PE3YIbTATC BBINIOJIHCHUSA HpaKTH‘lCCKOfI pa6OTI:I CTYACHT NOJY4acT HABBIK pa6OTBI C CETEBbIMU
cymHocTsiMu Kubernetes.




TemaTuka MpaKTHYECKUX 3aHATUI/KpAaTKOe CollepKaHHe
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3 [Manudects!.
B PE3YIbTATC BBINIOJIHCHUSA HpaKTH‘IeCKOfI pa6OTI)I CTYACHT NOJY4acT HaBbIK CO3JaHUA MaHI/I(l)eCTOB Helm.
4 |MOHHMTOPUHT KOMIIOHEHTOB KJIacTepa.
B pesynbTaTe BHINOIHEHHUS TPAaKTHYECKOW pabOTHI CTYICHT MOJTy4aeT HaBbIK paboThl ¢ prometheus.
5 |JlorupoBanue komrnoneHToB Kubernetes.
B pesynpTaTe BRINOITHEHUS MPAKTHYECKON pabOTHI CTYIEHT MmoiTydaeT HaBbIK pa0oTHI ¢ Elasticsearch.
6 |Pabota c apTedakramu.
B pe3ynpraTe BRIOTHEHUS MPAKTHYECKON pabOTHI CTYIEHT MOTy4daeT HaBBIK PaOOTHI ¢ apTedakTaMu B
Kubernetes.
7 |Service mesh.
B PE3YIbTATC BBINIOJIHCHUSA HpaKTH‘IeCKOfI pa6OTI)I CTYACHT NOJY4acT HaBbIK Pa3BCPThIBAHUA service mesh.
8 [Pabora c moacucTeMolt XxpaHeHusI TaHHBIX. PaboTa ¢ cexperamu.
B pe3ynpraTe BRINOTHEHUS MPAKTHYECKON paOOTHI CTYIEHT MOTydaeT HaBBIK PaOOTHI C ITOACHCTEMOM
XpaHCHHA JAaHHBIX, a TAKKC pa6OTBI C XpaHWJINIIaMH CEKPETOB.
4.3. CamocrosiTenbHas paboTa 00y4arOIUXCS.
No
By camocrosTensHOM paboTh
/T
1 |Pabota c IeKIIMOHHBIM MaTEPUATIOM.
2 |Pabora c iureparypoii.
3 |Tekymas moAroToBKa K 3aHATHSIM.
4 | IloarotoBka K MpOMEKYTOYHOW aTTECTALIUU.
5 | IloxroroBka K TEKyIIEMY KOHTPOJIIO.

5. Ilepeyenr wu3gaHUi, KOTOpPbIE PEKOMEHIYETCS MCHOJb30BaTh IpHU

OCBOCHUU JUCHUIUIUHBI (MOYJIA).

li\/@n bubnnorpaduueckoe onucanue Mecro nocryna

1 | Ceiiepc, . X. Docker na npaktuke / 3. X. Ceiiepc, https://e.lanbook.com/book/131719
A. Munn ; nepeBoz ¢ anrnuiickoro JI. A. Benuxos. — | (1ara obpautenus: 17.04.2025)
Mocksa : JIMK Ilpecc, 2020. — 516 ¢. — ISBN 978-
5-97060-772-5. — TeKcCT : 3NeKTPOHHBIN

2 | Kouep, I1. C. Mukpocepsucs! u kKouTeiinepsl Docker : | https://e.lanbook.com/book/123710
pykososctso / I1. C. Kouep ; mepesos ¢ anrmiickoro | (1ara obpamenws: 17.04.2025)
A. H. Kucenea. — Mockaa : JIMK IlIpecc, 2019. —
240 c. — ISBN 978-5-97060-739-8. — Texkcr :
JJIEKTPOHHBIN

3 Mapkenos, A. A. BeeeHue B TEXHOJIOTHIO https://e.lanbook.com/book/131702
xoHTelnepos u Kubernetes / A. A. Mapkesnos. — (nara obpamenus: 17.04.2025)

Mockaa : JIMK Ilpecc, 2019. — 194 c. — ISBN 978-
5-97060-775-6. — TeKcCT : AIMeKTPOHHBIN




4 | JIykma, M. Kubernetes B nefictun / M. Jlykmia ; https://e.lanbook.com/book/131688
nepeBo ¢ aurmiickoro A. B. Jlorynos. — Mocksa : | (1ata obpamienus: 17.04.2025)
JMK TIlpecc, 2019. — 672 c¢. — ISBN 978-5-97060-
657-5. — TeKCT : AIeKTPOHHBIN

5 | I'ynbko, A. B. CuctemMHO€ TIpOrpaMMHUPOBAHUE B https://e.lanbook.com/book/152228
cpene Linux : yue6noe nocobue / A. B. 'yHbK0. — (mata obpautenus: 17.04.2025)
Hosocubupck : HI'TY, 2020. — 235 ¢. — ISBN 978-
5-7782-4160-2. — TekcT : aneKTpOHHBIN Y4yeOHOoe

rnmocodue

6. [IlepeueHb CcOBpeMEHHBIX MpO(PECCHOHATBLHBIX 0a3 JaHHBIX W
UH(GOPMAIIMOHHBIX CIPABOYHBIX CHCTEM, KOTOpPHIE MOTYT HCIIOJIb30BaThCS MPU
OCBOCHUU JUCHUIUIUHBI (MOIYJIA).

https://sphere.mail.ru/materials/video/#16 — oTKpBITBIC JIEKIIHH

https://www.microsoft.com/ru-ru/learning/training.aspx - yd4eOHBIE KypChI
Microsoft

3H€KTpOHHO-6I/I6J]I/IOT€‘{HaH CUCTEMA n3gaTciabCTBa «JIaHpy
(http://e.lanbook.com/)

DIeKTpoHHO-0ubOanoTeyHas cuctema ibooks.ru (http://ibooks.ru/)

7. llepedyeHb  JHUIEH3UOHHOTO M  CBOOOJHO  PacHpoCTPaHSIEMOIO
IPOrpaMMHOr0 OOecnedYeHusi, B TOM YHCIE€ OTEYECTBEHHOIO IPOU3BOJCTBA,
HEO0OXOUMOTO JIJIS1 OCBOCHUSI TIUCIUTUTUHBI (MOYJIs).

Microsoft Office
Docker

Alpine Linux
Terraform
Kubernetes

bpaysep ¢ BBIXOJIOM B UHTEPHET
Microsoft Visual Studio Code

8. OmnucaHue MarepuaJbHO-TEXHUYECKOM 0a3pl, HEOOXOAUMOM I
OCYILECTBJICHUSI 00pa30BaTEILHOTO Mpoliecca Mo TUCIUILTHHE (MOIYIIIO).

JI7s1 TEKUMOHHBIX 3aHATUN — HAJIMYKME TPOEKTOPA U DKPaHA.
Jns npakTUYeCKUX 3aHATHM — HAIMYME IEPCOHAIBHBIX KOMIIBIOTEPOB
BBIYMCIIUTEIBHOTO KJIacca.

9. ®opma MPOMEKYTOUHOM ATTECTALINU:

3auet B 1 cemectpe.



10. OueHouHbIE MaTEpHUATIBI.

OueHOYHbIE MaTepUalIbl, IPUMEHSIEMbIE MPU MPOBEIACHUN MPOMEKYTOUHON
aTTeCTaIlui, pa3padaThIBAIOTCA B COOTBETCTBHH C JIOKAJIHHBIM HOPMATHBHBIM
aktom PYT (MUUT).
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