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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

HenssMu ocBoeHHs] y4eOHOW AMCIHUILUIMHBI «SI3BbIKM TPOrpaMMHUPOBAHUS)
SBJIIOTCSL 00yUY€HHUE CTYACHTOB OCHOBAM aJITOPUTMHU3AIMHI U TPOTPaMMUPOBAHUS
3amad Ha s3pike C u CH++, mpuoOpeTeHre NMPaKTUYECKUX HABBIKOB CO3JaHUSI U
OTJIAJKU IPOrpaMM Ha MEPCOHAIBHBIX KOMIbIOTEpax. OCHOBHOM LIEJIbIO H3yUYEHHUS
y4eOHON NUCUMIUIMHBI “SI3BbIKH MpOorpaMMuUpoBaHus” sBIsETCS (OPMHPOBAHHUE Y
CTYJIEHTa KOMIIETEHIMH B 00JacTH MPOrpaMMHUPOBAHMS, HEOOXOAUMBIX MpHU
pa3pabOTKe CHUCTEMHOI0 MW MPUKIAJHOTO MPOrpPaMMHOr0 oOOecredeHus s
CIEAYIOIIMX BHUJIOB JEATEIBHOCTU: TMPOEKTHAs; KOHTPOJIbHO-aHAIIUTHYECKAS;
AKCIUTyaTallMOHHAS.

JlucuuiuiiHa TNpeaHa3HadyeHa Ul TOJAYYEHUs 3HaHUM [  pPEeLICHHUS
CIIEYIOIUX MNpo(ecCHOHANBHBIX 3a7ad (B COOTBETCTBUM C THIAMM 3ajad
npo(ecCUHAIBHON JI€ATEIbHOCTH): MPOEKTHAsl JEATEebHOCTh: pa3padoTKa H
KOH(UTypUpOBaHUE MPOTPAMMHO-ANMNAPATHBIX CPEACTB 3alIUThl UH(POPMALINH;
MPOEKTUPOBAHKUE MPOTPAMMHBIX U alMapaTHBIX CPEJICTB 3allUThl MHPOPMALUH B
COOTBETCTBHUM C TEXHUYECKHUM 3aJlaHUEM C HCIOJIb30BAHHEM  CPEICTB
aBTOMAaTU3allMd IPOEKTUPOBAHUS; KOHTPOJIBHO-AHAIUTHYECKAsT JEATEIbHOCTD:
BBIIIOJIHEHHUE 3KCIEPUMEHTAIBHO-UCCIEA0BATENBCKUX padOT MpH IMPOBEACHHUU
cepTu(UKAUA  MPOTPaMMHO-ANNApaTHBIX  CPEACTB  3allUThl M aHAIU3
pe3yNbTaToOB;  AKCIUIyaTallMOHHAas  JI€ATEIbHOCTh:  YCTAHOBKA,  HaJaJKa,
TECTUPOBAaHUE M OOCIY>KMBAHME CHCTEMHOIO M MPUKIATHOTO MPOrpaMMHOIO
oOecreyeHus; yCTaHOBKA, HaJlaJlka, TECTUPOBAHUE U OOCIIy)KMBaHUE alIapaTHO-
MPOrpaMMHBIX  CpPeACTB  obOecrieueHus  MHGOPMAIMOHHON  0€30MacHOCTH
KOMITBIOTEPHBIX CHCTEM.

2. [Inanupyembie pe3ynbTaThl 00y4eHUs 10 AUCIUIUIMHE (MOIYJIIO).

[lepeuenr GopMHUpyeMBIX pe3ylabTaTOB OCBOCHHSI  0Opa30oBaTEIbHOM
nporpamMmbl (KOMIIETEHIIUI) B pe3ysibTaTe 00yUYeHuUs M0 AUCHUIUTMHE (MOAYJIIO):

OIIK-2 - CnocobeH TmMOHUMATh YCTPOWCTBO W HCTOPUIO Pa3BUTHS
TPAHCIIOPTHOM CUCTEMBI;

IIK-6 - Crioco6en pa3pabaThiBaTh MOJICIH yIpo3, popMupoBath TpeOOBaHUS
no 3aumre nHpopmaluu B 00beKkTax HHPOpMaTU3alMKu Ha 0a3e KOMIbIOTEPHBIX
CHCTEM, a TaK)KE MIPOLIECCOB UX MPOEKTUPOBAHUSA, CO3/IaHUS U MOJICPHU3AIIIH.

OOyueHue 1o JUCUUIUIMHE (MOJIYJII0) IPEAIOoIaraeT, 4YTo 1o €ro pe3yJbraraM
oOyuatoruiicst Oyier:

3HATH:



- MPOrpPaMMHBIE CPEICTBA CUCTEMHOTO M MPUKIAIHOTO HA3HAYEHUS IS
penieHus npodecCuoHaNbHBIX 3aa4

-  TOACUCTEM 3allUThl HMHGOpPMAllUM B  OMNEPAIMOHHBIX CHUCTEMaXx,
MIpOrpaMMHO-aNMapaTHbIX CPEACTBaX 3alluThl WH(OpPMALMK, B TPUKIAJTHOM H
CHUCTEMHOM MPOrPAaMMHOM 00eCTIeYeHU N

- MOCIISIOBATEIILHOCTD JICHCTBUN 110 BOCCTAHOBJICHUIO PabOTOCTIOCOOHOCTH
MOJICUCTEM 3aIllUThl WH(GOPMAIMM B OMNEPANMOHHBIX CHUCTEMax, MPOTPAMMHO-
amnmapaTHBIX CpeJICTBaxX 3allUThl UH(POpMAIMU, B TPHUKIAJIHOM U CHUCTEMHOM
MPOrpaMMHOM OOECIICUCHUH.

YMerh:

- aHAJTM3HUPOBATH PE3YJIbTAThl BBITOJHEHHBIX PAa0OT MO BOCCTAHOBJICHUIO
paboTOCIIOCOOHOCTH  MOJCUCTEM 3alllUThl  WHMOpPMAIMU B  OINEPAIMOHHBIX
CHUCTEMaX, MPOrpaMMHO-AMMApPAaTHBIX CPEACTBaX 3allUThl HHPOPMAIMHA, B
MPUKJIATHOM U CUCTEMHOM IIPOTPAMMHOM OOECTICUCHHH,

- JIenaTh COOTBETCTBYIOIIME BBIBOJBI U CTPOUTH CBOIO JACSATEIHHOCTH B
3aBUCUMOCTH OT JOCTUTHYTHIX PE3YyJIbTATOB M MOTYyUYCHHBIX BHIBOJIOB.

- OueHnBaTh QYHKIIMOHATIBHBIC BO3MOKHOCTH alllapaTHBIX M MPOTPAMMHBIX
CPEIICTB, BKJIIOUAsl ONEPAIMOHHBIC CHCTEMBI, B COCTaBE KOMITBIOTEPHOW CHCTEMBI;
MPOBOJUT KJIacCU(PUKAIIMIO W YCTAHABIMBACT TPYIIOBYI0 MPUHAIICKHOCTD
MIPOTrPaAaMMHOTO O0ECTICYCHUSI.

- BeImonHATE paboTHl 1O YCTaHOBKE, HACTPOWKE, aJIMHHHCTPUPOBAHUIO U
MPOBEpKe pabOTOCTIOCOOHOCTH TIPOTPAMMHO-AIITAPATHBIE CPEICTBA CUCTEMHOTO,
MPUKIAIHOTO U CHENUAJIBHOTO Ha3HaueHuss B cdepe mnpodecCHoHATbHOM
NEATETHHOCTH.

- BBINOJHATH  YOPABJICHHEC  WHIUACHTAMH  OC30IAaCHOCTH  TIPH
(GyHKIIMOHUPOBAHUM TPOTPAMMHBIX CPEACTB CHUCTEMHOTO, NPHUKIAAHOTO H
CHEIUATBHOTO HA3HAYCHHUSI.

Baangern:

- HaBBIKAMH TO BBIABICHUI0O W auddepeHIHanu  HapyIICHUN
paboTOCIOCOOHOCTH  MOJICUCTEM  3alllUThl  MH(OpMAnuu B  ONEPAUOHHBIX
CUCTEMax, IPOrpaMMHO-ANIApaTHBIX CPEICTBAaX 3allluThl HHPOpMALUHU, B
HNPUKIJIAJHOM U CUCTEMHOM IIPOIPaMMHOM 0O€ECIIEUEHUH.

3. O0beM TUCHUIUTMHBI (MOJTYJIS).
3.1. O6mias Tpy10€MKOCTh AUCIUILIUHBI (MOIYJIs).

OO6miasi TpyAOEMKOCTh TUCHHUILTMHBI (MOMyJisi) coctaBisier 12 3.e. (432
akaJeMHUYeCKUX yaca(oB).



3.2. O6bem aucuMIUIUHBL (Monaynsi) B (opMe KOHTAaKTHOW paboTh
oOyyarmuxcsi C  MeJarorMueckuMu  paboTHUKaMu U (WIM)  JIMIIAMH,
IPUBJIEKAEMBIMH K peaiu3aluu o0pa3oBaTeNIbHOM MporpaMmbl Ha UHBIX YCIOBUSIX,
IIPYU MPOBEJCHUHN YUE€OHBIX 3aHITHI:

KomuuectBo yacoB
Tum yaeOHbIX 3aHATHH CemecTtp
Bcero

Nel | Ne2 | Ne3 | Ned
KonrakTHas paboTa rmpy npoBeieHUN Y4eOHBIX 3aHSATHH (BCET0): 192 | 48 48 64 32
B ToMm uncie:
3aHATHSA JIEKIIUOHHOTO THIIA 112 32 32 32 16
3aHATHS CEMUHAPCKOTO THIIA 80 16 16 32 16

3.3. O0beM UCHUIUIUHBI (MOIyJNisg) B (opmMe caMOCTOSITENbHONW paboThI
oOydJarommxcs, a Takke B (opMe KOHTAKTHOH pabOThl OO0ydYaromMXCi C
nearoruaeckuMu paboTHUKAMU U (WIJTH) JTUIIAMU, TIPUBJICKAEMBIMH K peaTu3aiiu
0o0pa3oBaTeNbHOM MpPOTrpaMMbl HA HWHBIX YCIOBHUSX, TMPH TPOBEIACHHUH
IIPOMEKYTOUHOM aTTecTaluu cocrapisier 240 akageMuyeckux yaca (0OB).

3.4. Ilpu oOy4eHHNH IO HHIUBUIYaIbHOMY YIYCOHOMY IIJIaHY, B TOM YHCIIE TPU
YCKOPEHHOM 00Yy4YeHUH, 00BEM AUCIUIUIMHBI (MOJIYJIsI) MOXKET OBITh pean30BaH
MOJTHOCTBIO B (DOPME CaMOCTOSITETbHON pabOoThl 00yJaronuxcs, a Takke B hopme
KOHTaKTHOW PabOThl 00ydYaIOIMUXCs C MEAArorudecKuMu pabOTHUKAMH U (WJTH)
JUIIAMU, TIPUBJIEKAEMBIMH K PeasTU3aIlii 00pa30oBaTEIbHOW MTPOTrpaMMBbl HA HHBIX
YCIIOBHSIX, TIPH MPOBEJCHUHU TIPOMEKYTOYHOUN aTTECTAIINH.

4. ConeprkaHue TUCIHUTIIAHBI (MOTYJIs).

4.1. 3aHATHA TEKOIUOHHOT'O THUIIA.

/ TemaTrka JIEKITMOHHBIX 3aHATHM / KPATKOE COJEPIKaHHE
n/m

1 |BBognslii ypok

PaCCManI/IBaeMI)IC BOIPOCHI:

- [IepBble maru

- [lepemenHbIe U apupMeTHUECKHE BHIPAKEHHS

2 |Tunsl JaHHBIX, OTICPAIIUU ¥ BRIPAKCHUS
PaccmatpruBaemble BOMPOCHI:

- lIlmeHa nepeMeHHbIX

- Tunel NaHBIX U X pa3Mepbl

- KoHCTaHTHI

- OObsBICHUS

- ApudmeTudeckue onepaiu




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- Onepanuy OTHOIICHHS ¥ JJOTHYECKHUE OTepaInu

- [IpeoOpa3oBanme THTIOB

- Onepanuy THKPEMEHTHPOBAHUS 1 IEKPEMEHTHPOBAHHSA
- [lopaspsinHble onepanyn

- Onepanu ¢ MprcBaBauBaHUEM U BBIPKEHUS C HUMHU
- Yc0BHBIE BBIpAXKECHUS

- [IpuopureT 1 NOPAIOK BBIUUCIICHUS

- Yka3arenu u anpeca

BBon-BeIBOIT

PaccmatprBaeMble BOIIPOCHL:

- CTanzmapTHBIE CPENICTBA BBOJA-BBIBO/IA

- ®opmaTHpoBaHHEIN BEIBOJ U QYHKIHS printf

- CHCKH apTyMEHTOB MEePMEHHOI ATTHHbBI

- ®opmaTHpOBaHHBIN BBOJ U QyHKIHs scanf

- O6paboTka omubok. [Torok stderr u GpyHkuums exit

@YHKIUU U CTPYKTypa IIPOrPaMMBbI
PaccmatpuBaeMbie BOTIPOCHL:

- OcHOBEHI co31aHUs QYHKIIHI

- OyHKIWH, BO3BpAIAIOIINe HElleIbIe 3HAYCHIUS
- Bremme nepeMeHHEIE

- O6nacTp necTBUs

- 3aronoBouHbIe (aiiiibl

- Cratudeckue nepeMeHHbIe

- bnounas ctpykrypa

- Manumanuzanus

VYpasnsromye KOHCTPYKIUH
PaccmatpuBaeMbIe BOITPOCHL:

- Oneparops! 1 OI0KH

- Omeparop if-else

- Koncrpykuus else-if

- Onepatop switch. Ilepeuncienus
- Iuxnet ? while u for. Psabr

- Huxisr ? do-while

- Oneparops! break u continue

- Omepatop goto U METKH

VYkazarenan 1 MaCCUBBI

PaccmaTpuBaemble BOIIPOCHI:

- Ykazarenu u azgpeca

- YKa3zarenu u apryMeHTbl (PyHKIUH

- YKa3aTenu 1 MacCUBBI

- AnpecHas apupMeTHKa

- [Tonck MUHUMATBHOTO (MAaKCUMAIBHOTO) 3JIEMEHTA MacCHBa
- ANTOpUTMBI COPTUPOBKH OJJHOMEPHOT'O MacCHBa
- Pexypcus

- CUMBOJBHBIC YKa3aTelIH U QYHKIIUI

- MaccuBbl yka3zaTenel 1 yka3aTeiau Ha yKa3aTeau
- MHOroMepHble MacCHUBBI

- lannmanu3anuy MacCUBOB yKazaTelen

- Yka3zarenu ¥ MHOTOMEPHBIE MAaCCHBBI

- AprymeTsl KOMaHHON CTPOKH

- Ykazarenu a GyHKIHUN




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

AOcTpakuus, KJ1acchl ¥ JTaHHBIC

PaccmatpuBaeMble BOIIPOCHL:

- Knnaccenr

- OnpezeneHue U 0OBSBICHNE KIACCOB

- Unified modeling language — yHubumpoBaHHbIii sI36IK MOAETUPOBaHUs. Pa3paboTka apXUTEKTYPBI
IIPUIIOKECHHUSA C UCTTIOJIB30BAHUEM uml

- HesiBHb1ii ykazatess this

- O6sacTh BUJIMMOCTH KJ1acca

- Konctpykropsl

- JectpykTopsl

- lpy>KeCTBEHHBIC OTHOILCHUS

- CTaTuyecKue YWieHHI Kiacca

- VpaBlieHHe KOTMPOBAHUEM U IepeMeneHreM. [IpaBuito HyJis, IpaBUIIO TPeX, MPABHJIO MSATH
- [leperpy3ka omnepatopoB u npeodpaszoBanus. Mmroma copy and swap

- Tectr1. Test driven development (tdd) pa3paboTka yepe3 TecTiupoBaHue

OOBEKTHO-OPHEHTUPOBAHHOE ITPOrPAMMHUPOBAHUE
PaccmaTpuBBaemMble BOIIPOCHI:

- Kpatxkwuit 0630p oon

- Ompenenennie 6a30BbIX M IPOU3BOIHBIX KJIACCOB

- [IpeoOpa3oBanue u HaciIeq0BaHNE

- KoncTpykTops! v hyHKIMN yHpaBlieHHs] KOMHPOBAaHHEM

- Ob6nacTi BUAMMOCTH KJIacca IPH HacIeJOBaHUU

- Yucrtele BUpPTyaibHbIE (QYHKIMN

- KonTelineps! 1 HacnenoBaHue

O0paboTKa UCKITIOUUTENBHBIX CUTYallui

PaccmaTpuBaeMble BOIIPOCHL:

- O6paboTka ommbOoK. I'pynmmpoBka nckiroueHuit. [lepexsaTt HCKItOYeHNIH

- YpaBieHue pecypcamu

- Uckmodenus, He sBistonyecs omuodkamu. Crnenuduxaius ucknoyenuil. HenepexBaueHHble
uckirouenus. Mckmouenus 1 3gpdexTuBHOCTb. AbTepHATUBBI 00padoTke omubok. CTaHgapTHBIE
uckirouenus. [IpokpyTka crexa

10

[ITabnoHBI 1 00IIIee MPOrpaMMHUpPOBaHHE
PaccmaTprBaemble BOIIPOCHI:

- OnpeneneHue 1rabIoHa

- CozaHue 3K3eMIuIsIpa

- Mozenn KoMnuisinuy mabioHa

- Unens! mabona Kiacca

- O0umit ynpaBiomuii Kiacc

- Crienpanin3anuy mabiioHa

11

YMHBIE yKa3aTeln
PaCCManl/IBaeMI)Ie BOIIPOCHKHI:
- Unique_ptr

- Shared_ptr

- Weak_ptr

12

Uteparoper

PaCCManI/IBaeMI)IC BOIPOCHI:

- [lonstue ureparopa. Mepapxus urepaTopoB
- Pa3paboTka coOCTBEHHOTO UTEpaTOpa

13

ITaTTepHBI IPOEKTUPOBAHUS
PaccmaTtpuBaemMbie BOITPOCHI:




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

- [Topoxparomye naTTepHbl
- [loBeneH4ecKue NaTTEPHbI

14

[Tpuniuns! rubkoit paspadotku solid
PaccmaTpuBaeMble BOIIPOCHL:

- 3HaKOMCTBO C IIPUHIIUIIAMH THOKOH pa3pabotku solid
- [lpunuumne! kiss, yagni, dry

15

OYHKIMOHAIBHOE MPOTPaMMHUPOBAHUE
PaccmaTpuBaemble BOIIPOCHI:

- Benenne B pyHKIMOHAIEHOE TPOTPAMMHUPOBAHNE

- [lepBrlie m1aru B pyHKIMOHAIEHOM ITPOTPAMMHUPOBaHUN

- OyHKIIMOHAIBHBIE 00BEKTHI

- CpencrBa co3/1aHusl HOBBIX (DYHKITHH M3 HMEIOLTHXCS

- Yucrora QyHKIuMit: Kak 30€KaTh N3MEHEMOT'O COCTOSTHHS
- JleHuBBIEC BEIYMMIICHUS

- Jlnana3zoHsl

- OyHKIUOHAIBHBIE CTPYKTYPBI JAHHBIX

- AnrebpamdecKie THUIIBI TaHHBIX U COIIOCTABIIEHHE C 00pa3oM
- MoHazs!

- MeranporpaMMipoBHane Ha MadIoHax

- TectupoBaHme u OoTiIAAKa

16

Jlornueckoe nporpammuposanue. S3sik [Iposnor.

PaCCManI/IBaeMHe BOIPOCHI:

- JlexnapaTuBHBIN MOIXO/.

- DakTshl, IpaBuIIa, 3apPOCHI.

- MexaHu3M O9KTpEKHHTa.

- [Ipumenenne A 3a1a4 NCKYyCCTBEHHOTO HHTEIDIEKTa U OPMaIbHOM BepHpHUKAIINN.

17

SI3BIKH COCHAPHUECB B KOHTCKCTEC 0€30IacCHOCTH.

PaccmaTpuBaemble BOTIPOCHL:

- InHaMuvecKast TUIN3ALMS: TUTFOCHI (CKOPOCTh pa3paboTKN) N MUHYCHI (OIIMOKH BPEMEHH BBITIOIHEHHUS).
- [lecouHMIIBI 17151 CKPUNITOBBIX SI3BIKOB.

- Mlapexiuu Kozia Ipy UCTIONIB30BaHUH eval/exec.

- BeTpanBanye CKpUNTOBBIX JIBUKKOB B TIPHIIOKEHUSL.

18

TeHeHIy pa3BUTHA SI36IKOB TPOTPAMMHUPOBAHUS.

PaccmatpuBaeMbIe BOITOPOCHL:

- O030p COBpeMEHHBIX TPEOOBAHH K S3bIKaM: 0€30TIaCHOCTh IMaMSTH, IPTOHOMHUKA, IPON3BOAUTEIEHOCTE.
- SI3pIKM Oymy1ero: BIMSHUE KBAHTOBBIX BBIYMCIICHUH, BeprUIMpyeMast KOMIHIISLINS.

- Ponb cranmapTuzanmm.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlaGopatopHbie pabOThI

n/n

HaumeHnoBaHue 1abopaTopHbIX paboT / KpaTKoe cofiepKaHue

Pa3pa60TKa AJITOPUTMOB U MPpOrpamMmm IJid Ppa3sBETBIIATOINXCSA BIYHUCIIUTCIIBHBIX

MIPOIIECCOB.
B pesynbrate BbINoJIHEHHS 1Ja0OPATOPHOIT pabOTHI CTYJICHT MOJy4aeT HaBBIK pa3paboTKu CXeM
NTOPUTMOB H TIPOTPAMM PEATH3aLUH Pa3BETBILIONINXCS BEIYHCIUTEIBHBIX IPOIIECCOB.




HanmenoBanue 1abopaTopHBIX paboT / KpaTKoe CoaepKaHue

Pa3paboTka 1 oTi1aika mporpaMm ¢ pa3BETBISIONMICHCS CTPYKTYPOH.
B pesynbprarte BRIIOTHEHUS paOOTHI CTYIEHT MOy4YaeT HaBBIK Pa3pabOTKH U OTIAIKa IIPOTPaMM
pean3an Pa3BETBIIAIOINNXCS BBIYUCIIUTCIBHBIX MIPOLECCOB

Pemienue aJIFC6p2lI/ILICCKI/IX 1 TPAHCUCHACHTHBIX ypaBHCHHﬁ.
B pesynbrarte BRIIOIHEHUS pabOTHI CTYIEHT MOTy4yaeT HaBbIK pa3pabOTKU U OTIAJKU MPOrpaMM peleHHs
anreOpanyecKuX U TPAHCIEHASHTHBIX YPaBHEHHH.

Brraucnenne 4acTHIHBIX CyMM q)YHKHHOHaJ'IBHI)IX PAOOB.
B pesynbrate BEITOTHEHHS 1a00PaTOPHOI pabOTHI CTYJEHT OTpadaThIBaeT yMEHHE 110 TPOSKTUPOBAHUIO U
OTJAJKH MPOTPaMM BBIYHCICHHS YACTHIHBIX CYMM (PyHKIMOHAIBHBIX PSIOB.

TabynupoBanue 3HaYCHUN (DYHKITHH.
B PE3YJIbTATE BLINTOJTHCHU pa6OTBI CTYACHT OTpa6aTI)IBaeT YMEHUC IO NPOCKTUPOBAHUIO U OTJIAAKHU
nporpamm TaOyJIMpOBaHUS 3HAYEHUH (QYHKIHH.

PCaJII/ISaL[I/ISI HUKIIMYCCKUX BBIYUCIIUTCIIBHBIX TPOLECCCOB.
B pesynbrate BIOTHEHHS 1a0OPAaTOPHOI pabOTHI CTYJEHT MOIY9IaeT HaBbIK 110 Pa3pabOTKU CXeM
ITOPUTMOB U TPOTPAMM PEATH3AIMH [IUKIMYECKUX BBIYUCINTEIBHBIX ITPOIIECCOB.

O6paboTka OJHOMEPHBIX MACCHBOB.
B pesynbrarte BRIOTHEHUS pabOT CTYICHT HOIYyYaeT HaBIK IO pa3pabOTKU CXEM allTOPUTMOB U IIPOTpaMM
00paboTKH OJJHOMEPHBIX MacCHUBOB.

O6pa60TKa MHOT'OMCPHBIX MaCCUBOB U CTPOK.
B pesynbrate BbINoIHEHHS 1a0OPATOPHOIT pabOTHI CTYJICHT MOJTYy4aeT HaBbIK pa3paboTKu CXeM
AITOPUTMOB U TMPOrpaMM 00pPabOTKH MHOIOMEPHBIX MAaCCUBOB M CTPOK.

[IporpammMupoBaHue ¢ UCTIOJIb30BAaHUEM (DYHKITHIA.
B pesynbrarte BRIOTHEHHUS T1a00paTOPHOI pabOTHI CTYIEHT MOTyYaeT HaBBIK pa3pabOTKH cXxeM
ITOPUTMOB U TPOTPaMM € IPUMEHEHUEM (YHKIHH.

10

Pa3paboTka OMOIHOTEKH KIacCOB (CTPYKTYPHI JAHHBIX) C HCTIOIB30BAaHUEM IITa0JIOHOB.
B pesynbrate BhINoIHEHHS 1a0OPaTOPHOI pabOTHI CTYJCHT MOJy4aeT HaBbIK paspadorkn UMLauarpamMm
KJ1accoB, papabOTKK OMOINOTEKH KIacCOB BHIOPAHHOM CTPYKTYPBI IAHHBIX C HCIIOJIb30BaHUE [Ia0JIOHOB,
pa3pabOoTKK TECTOBBIX KJIACCOB.

11

PazpaboTka OMOIMOTEKH KJIACCOB C MCIOIB30BAaHUEM YMHBIX YKa3aTeleH.

B pesynbprare BRIIOTHEHHUS Ta00paTOPHOI paboTHI CTYICHT OTyYaeT HaBbIK pazpadorkun UML munarpamMm
KJIACCOB, papabOTKH OMOIMOTEKH KJIACCOB BRIOPAaHHOHN CTPYKTYPHI JAHHBIX C UCIIOJIb30BAaHIE YMHBIX
yKa3zarteneH, pa3padOTKH TECTOBBIX KJIACCOB.

12

Pa3pa60TKa OMOJIMOTEKH KJIACCOB C MCITOJIb30BAHUEM COOCTBEHHBIX HUTCPATOPOB.

B pesynbTaTe BhIIOMHEHHS Ta00OpaTOPHON pabOThI CTYICHT MONMyYaeT HaBbIK paspaboTku UMLanarpamMm
KJI1accoB, papabOTKu OHOIMOTEKH KIacCOB BHIOPAHHOM CTPYKTYPBI IaHHBIX C HCIIOJIb30BaHNE COOCTBEHHBIX
UTEPaTOPOB, Pa3pabOTKH TECTOBBIX KIIACCOB.

13

ITpoekTupoBaHue apXUTEKTYpbI KinaccoB (pa3padotrka UML-nuarpamm).
B pesynbprate BRIIOTHEHHUS T1a00paTOPHOI paboTHI CTYIEHT MOTyvaeT HaBbIK paspadorkn UML muarpamMm
KJIaCCOB CJIOXKHOW apXUTEKTYPhI

14

Peanunzanus OubauoTekn Ki1accoB i peleHus cucteM auddepeHInanbHbIX ypaBHEHUH

(c npumenenueM narrepHoB, STL u GyHKIMOHATIBHOTO MPOTrPAMMHUPOBAHHUSA).

B pe3ysbTarte BBIOJIHEHUS J1a0OpaTOPHOI pabOThI CTY/ICHT MOJIyYaeT HaBBIK PapabOTKu OMOIMOTEKU
kiaccoB o UML auarpamme, pazpadoranHoii B JIP13 Ha nmpumepe penieHusicuctemMsl TuddepeHranbHbIX
ypaBHEHUH IIEPBOT0 MOPsAKa BHIOPAHHBIM METOJIOM C UCIIOIB30BaHHEM IPUHIUIIOB I'HOKOH papaboTKH,
M3Y4YEHHBIX IIATTEPHOB IIPOrPaMMHPOBAHMS, HCIIOIBb30BAaHMS CTaHAApTHON OubinoTeky stl. [IpumeneHne
(YHKHOHAIILHOTO MTPOrPaMMHPOBAHUS (3aIPET HA UCIIOIBb30BAHUE «CHIPBIX» LUKIIOB, HCIIOJIb30BaHHE
JTUAITa30HOB, JSIMO1a-PYHKITHI).

15

VYnpaBieHue naMAThIO U NpeloTBpallieHue NepenoaHeHus oydepa.
B PE3YyIbTATE BLINTOJIHCHU pa6OTI)I CTYACHT YMECT: BBIABJIATH NOTCHUHUAJIBHO OIMACHBIC OIlCpalru €
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MacCHBaMH U cTpokaMmiu B kojae C, mpuMeHsTs Oe3omacHsie (yHKIUU (Hampumep, strncpy, snprintf) u
pea30BBIBATh IPOBEPKY I'PAHHL] MACCHBOB JJIsl IPEIOTBPALLICHHS KIACCHYECKHX YSI3BUMOCTEN
nepenoHeHus Oydepa.

16

AHau3 U 3aIuTa oT ys3BUMOCTeH (OpPMAaTHON CTPOKH.

B pesynbrate BbIOIHEHHS PaOOTHI CTYACHT yMeeT: O0BSCHATH IPUPOJLY YSI3BUMOCTH (POPMATHOM CTPOKU
B C, 1EeMOHCTPUPOBATH BO3MOXKHOCTh UTEHHMS M 3aIIHCH ITPOM3BOJIBHBIX YYaCTKOB NAMSTH Yepe3
HEKOPPEKTHOE MCIOJIb30BaHue printf, a Takke MUACATh 3aIUICHHBIA KO ¢ PUKCHPOBAHHBIMU
cnenudukaropamu popmara.

17

[TpuHIIMTT HAMMEHBIINX TPUBUIICTUH TTPU paboTe ¢ daiiamu.

B pesynbrate BeITOTHEHHS PabOTHI CTYAEHT yMeeT: pa3padbatsiBaTh Ha C/CH++ NpHiioKeHus,, KOTOpbIe
pa60TaIOT C @aﬁnaMH 1 CUCTCMHBIMU peCypCaMu, BDEMCHHO IMOBLIIIAS ITPUBUJICTUU TOJIBKO IJIA
BBITIOJTHEHUS KPUTUYCCKUX onepaunﬁ " HE3aMCIJINTCIIbHO BO3Bpalliad ux OGpaTHO, MHUHUMH3UDPYS
MOBEPXHOCTDL JId aTaKH.

18

Pazpabotka mpoctoro cauddepa nakeros (c ucnoapzoBanueM Raw Sockets).

B PE3YIbTATE BBINTOJTHCHUA paGOTI)I CTYACHT YMECT: UCIIOJIb30BATh HU3KOYPOBHEBBIC COKCThI B
Linux/Windows [1st 3axBaTa ¥ MapCUHTa CETEBOTO TpaduKa, HACHTH(PHUIINPOBATH 3aTr0JOBKH IPOTOKOJIOB
(Ethernet, IP, TCP/UDP) 1 00BACHATS OACHOCTH HECAHKIIMOHUPOBAHHOTO MIEPEXBATa JaHHBIX.

19

OCHOBBI peBepCc-UHKUHUPUHTA: AHAJIM3 UCTIOJIHAEeMOro (aiina.

B pesynbrate BeIIOTHEHHUS PaOOTHI CTYAEHT yMeeT: puMeHsTh nu3accemonepsl (IDA Pro Free, Ghidra)
JUISL aHAJIN3a MPOCTOH OMHAPHOM NporpamMMel, HanucaHHoi Ha C/C++, HaXOIUTh B KOZI€ CTPOKOBEIE
KOHCTaHTBI, ONPEEISATh BbI3bIBaeMble (DYHKIIMH U MOJU(UIIMPOBATH OBEICHHUE IPOrpaMMBbl 0e3
HCXOIHOT0 KOJa.

20

Pa3zpaboTka uHCTpyMEHTA /I TECTUPOBAHUS MTAPOJIeH Ha CI0KHOCTb.

B pesynbTaTe BBIIOMHEHHS paOOTHI CTYIEHT yMeeT: co3aaBath Ha Python ckpunt, oneHHBaOmuii
CTOMKOCTH Iapoiisl (JUIMHA, UCTIONB30BaHHE PA3HBIX PETHCTPOB, UG, CHELCHMBOJIOB), IIPOBEPSIOIIHIA €ro
HaJIMYHUE B CJIOBAPSAX PACIPOCTPAHEHHBIX MApoJiei M BBIJAIONINN PEKOMEHJANH, UCIIONb3YS peryIIsipHbIC
BBIpayKeHUs 1 paboty ¢ daitamu.

21

IIpenorBpamenne SQL-nHBEKINI.

B pe3ysbTate BBIIOIHEHUS paOOTHI CTYICHT yMEeT: pa3pabaTeiBaTh Ha Java (nu Python) mpoctoe BeO-
MPUJIOKCHUE MJTH KOHCOJIBHBIN KITUEHT A1t paboThl ¢ BJI, 1eMOHCTPHPOBAThH YA3BUMOCTD IIPU
KOHKaTeHaIuu CTpoK B SQL-3ampoce u UCIIPpaBIATh €€, MpUMEHSss TapaMeTPU30BaHHbBIE 3aMTPOCHI
(PreparedStatement) 1 ORM.

22

3amuTa oT MexcaToBoro ckpuntuara (XSS).

B pesynbrate BeITOTHEHHUS PaOOTHI CTYACHT YMEET: CO37aBaTh NPOCTOE BEO-TIPUIIOKEHNUE, YSI3BUMOE JUIs
XSS, BHEIPATH BPEIOHOCHBIM CKPUNT Yepe3 MOIb30BaTEILCKIIA BBOJI, @ 3aTEM PEATM30BBIBATH MEXaHU3MBI
3aIIMTHI: SKpaHUPOBaHKE (ICKEHITHHT) BBIBOJIA U YCTaHOBKY npaBmiibHOM Content Security Policy (CSP).

23

Co3nanue ckaHepa ysi3BUMOCTel BeG-popm.

B pesynbrate BbinodHeHHs pabOThI CTYACHT yMeeT: nucath Ha Python nporpammy, koTopas 00XoauT Beo-
ctpanulyy, Haxoaut Bce HTML-(GopMbl 1 aBTOMAaTHUECKH OTIPABIISIET B MX MOJISI TECTOBBIC MEHIOA b
(manpumep, Tunuaable A XSS nnn SQL-UHBEKININ) 1Tt TEPBUYHON MPOBEPKH 3aIIUIIEHHOCTH.

24

Peanuzarus nmpoctoro mudpoBaHus U XCITHPOBAHUSI.

B pesynbrate BeIoIHEHHS PaOOTHI CTYAEHT YMEET: IPUMEHSTh CTaHJapTHBIE KPUITOrpaduIecKre
oudimotexu (PyCrypto, Java Cryptography Architecture) aust peanuzaruu mudpoBanus/nemndpoBaHus
cuMMeTpruHbIM anropuT™MoM (AES) 1 6e3omacHoro xemmpoBaHus mMaposiel ¢ UCIOJIb30BAHUEM «COJIID)
(bcrypt, PBKDF2).

25

Pa3paboTka MHOTOIIOTOYHOTO CKaHEPA MOPTOB.

B pesynbrate BbioJgHeHHs pabOThI CTYACHT yMeeT: co3aaBaTh dQdekruBHsblii ckanep TCP-noproB Ha
Python (c ucnonn3oBanuem socket u threading), ananu3upoBaTh BpeMsi OTKIMKA U HHTEPIIPETHPOBATh
MIOJTyYeHHBIE JJAHHBIC JJIS1 IIOCTPOCHUS KapThl CETH, IIOHUMAs TIPUHITAITEL paboTel Nmap.
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26

AHanu3 1 MapcuHT ceTeBoro Tpaduka (haumsr .pcap).

B pesynbrarte BRIIOTHEHUS paObOTHI CTyIEHT yMEET: HCIIONB30BaTh OnOmnoTeku (Scapy) Uit YTeHUs
¢aiiioB namma Tpaduka, GHIBTPOBATH MAKETHI IO IPOTOKONIaM, IP-afpecam 1 mopram, a Takxke
BOCCTAaHABIIUBATh COAEPKIMOE CeCCUH (HApHMep, U3BJICUb NepeAaHHbIH (aiil MM TEKCT MePencKy).

27

BrisiBnenue u ananu3 roHok naHHbix (Race Conditions).

B pesynbrare BEIIOIHEHUS pabOTHI CTyIEHT yMeeT: MHcaTh MHOTOIIOTOYHYIO IIPOrpaMMy, B KOTOPOil 1Ba
MTOTOKAa OAHOBPEMEHHO paboTaroT ¢ 00IM pecypcoM (aiiy, mepeMeHHas ), BEI3BIBask COCTOSHUE TOHKH, H
MPUMEHSTH IPUMUTHBB CHHXPOHHU3AIUHU (MBIOTEKCHI, ceMadophl) U yCTPAHEHHS IPOOIEMBI.

28

Anamm3 KoJa ¢ MOMOIIBIO CTATHYCCKUX aHAJIN3aTOPOB.

B pe3ynbrate BbIOIHEHHS PAOOTHI CTYACHT YMEET: HACTPAUBATh U 3aITyCKATh HHCTPYMEHTHI CTATHYECKOTO
ananmmu3a (SonarQube, PVS-Studio, Clang Static Analyzer) s 3aganHoro parMeHra Koja,
HHTEPIPETUPOBATH OTYETHI 00 OMIMOKAX M HCIPABIIATh HAWICHHBIC YSI3BUMOCTH B COOTBETCTBHH C
pexomenaanusmu OWASP Top 10.

29

ABTomaTu3aius noucka (aityioB ¢ KoH(pHUIESHITMATEHON HHPOPMAITHCH.

B pesynbrate BeIIOTHEHH PaOOTHI CTYAEHT YMEET: IHCATh CKPHUITHI I IIOMCKa B (haifioBoOil cucteme
JIOKyMEHTOB, COZIEPIKaIUX KJIIOUYEBBIE CIIOBA («IIApOIby», CEKPETHOY, (IIACIOPT»), U OLIEHUBATH PHCKU
YTEUKH JaHHBIX, peaIn3ysl IPUMUTUBHBIA MexaHu3Mm DLP.

30

MopenupoBanue ataku «Yemosek nmocepeaune» (MITM) B TecToBoi cpee.

B pesynbrate BRIOIHEHUS pabOTHI CTYICHT YMEET: HCIOb3ysl Python (Miav rOTOBBIC YTHIIMTEI THIIA
Scapy), npoBoauth ARP-criypHHT B JTJOKaIbHOM BUPTYaILHON CETH U MEPEXBATHIBATH He3aIU(pPOBAHHEIH
tpaduk (Hanpumep, HTTP-ceccuro) st niemonctpanuu Baxknoctu mudposanus (HTTPS/TLS).

4.3. CamocrosiTenbHas padoTa 00y4daroInXCs.

/1

Buna camocrosiTesHOM paboThI

N3y4eHne JONONHUTEIBHON JIUTEPATYPBHI.

[ToaroroBka Kk J1a0OpaTOPHBIM paboTam.

[ToaroroBka k IPOMEKYTOUYHOHN aTTECTALUH.

B W N

HO)IFOTOBKa K TCKYILIEMY KOHTPOJIIO.

5. Ilepedyenbp wu3AaHUI, KOTOpPBIE PEKOMEHIYETCS HCIOJIb30BATh IPHU

OCBOCHHMH JTUCLUILTUHBI (MOYJIs).

rJJQH bubnmorpadudeckoe onucanue Mecrto noctymna

1 | Cucrema koHTpOIs Bepcuil. OCHOBEI https://e.lanbook.com/book/261089
KOMaHHOH pa3paboTku: yueOHOe mocodue
g BY3oB. Bacunbsesa M. A., ®uinIraeHKo
K. M. Cankr-IletepOypr: Jlans,- 144 c. , 2022

2 | Cucrema KOHTpOJIst Bepcuit. OCHOBBI https://reader.lanbook.com/book/261089#2

KOMaHAHOH pa3paboTku Bacunsea M.A.,
Oununuenko K.M. Yuebnoe mocodue 13 .
Canxkr-IlerepOypr: Jlans - 144 c. - ISBN 978-
5-507-44630-8 , 2022




6. IlepeueHb COBpeMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH(OPMAITMOHHBIX CIIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIOJB30BAaThCS IPHU
OCBOEHUHU JTUCIUIUTHHBI (MOTYJIS).

Odunuanehseiii caiit PYT (MUUAT) (https://www.miit.ru/).

Hayuno-rexanueckas oudmuoreka PYT (MUUT) (http:/library.miit.ru).

Oo6pazoBatenbHas mwatdopma «kOpaitr» (https://urait.ru/).

O6mue wuHPOpPMAIMOHHBIE, CIPABOYHBIE U  TOUCKOBBIE  CHUCTEMBbI
«Koncynsrant Ilmoc», «I'apanm.

DNeKTPOHHO-ONOIMOTeYHAs cucTema U37aTeNIbCTBA «JIaub)
(http://e.lanbook.com/).

DnekTpoHHO-0nbroTeyHas cuctema ibooks.ru (http://ibooks.ru/).

7. llepeuyeHb  JNHIICH3UOHHOTO ©  CBOOOJHO  PaCIpPOCTPAHSIEMOTO
MpPOrpaMMHOTO OOECTICUYEeHUs, B TOM YHCJIE OTEUECTBEHHOI'O MPOU3BOJICTBA,
HEO0OXOIMMOTrO /111 OCBOCHHUS TUCIUILIIUHBI (MOIYJIs).

Microsoft Internet Explorer (uiu apyroit 6paysep).
Omnepanuonnas cucrema Microsoft Windows.
Microsoft Office.

S3bIk mporpammupoBanust C++,

Cpena Visual Studio .

8. Omnucanne MaTepUaIbHO-TEXHUUYECKOW 0a3pl, HEOOXOAUMON IS
OCYIIECTBJICHUST 00pa30BaTEILHOTO MPOIiecca Mo TUCIUILIHHE (MOJIYIIIO).

YueOHble ayIUTOpUU Jisl MPOBEACHUS YUEOHBIX 3aHATHI, OCHAILCHHBIC
KOMITBIOTEPHOU TEXHUKON M HAaOOpaMH JIEMOHCTPAIITMOHHOTO 000PYy10BaHUS.

9. ®opma MpoOMEKYTOUHON aTTECTaINH:

3auer B 1, 2, 3, 4 cemecTpax.

10. OueHouHble MaTEpUAIIBI.

OueHoYHbIE MaTepUalibl, IPUMEHSIEMbIE MPU MPOBEICHUN MPOMEKYTOUHOU
aTTeCTaIy, pa3padaThIBAIOTCS B COOTBETCTBHHM C JIOKAIBHBIM HOPMATHBHBIM
aktom PYT (MUNT).
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