MHUHHUCTEPCTBO TPAHCIIOPTA POCCUICKOM ®EJEPALIIN

OEJIEPAJTBHOE 'OCYJAPCTBEHHOE ABTOHOMHOE OBPA30OBATEJIBHOE
YYPEXJIEHUE BBICIHIEI'O OBPA3OBAHMSA

«POCCHUUCKHNHA YHUBEPCUTET TPAHCIIOPTA»
(PYT (MUUT)

-

-

PaGouast mporpaMma JUCIUIIINHEL (MOIYIIS), \
KaK KOMIIOHEHT 00pa30BaTe/IbHON IPOrpaMMbl
BBICILIEr0 00pa30BaHus - IPOrpaMMbl OaKaaBpraTa
0 HaNpPaBJICHHIO IOATOTOBKI
02.03.02 dynnamenTanbHast HHGOPMATHKA 1
UH(GOPMAIMOHHBIE TEXHOJIOTUH,
YTBEPXKJICHHOH 1epBbIM rpopekropom PYT (MUIT)
Tumonunsm B.C.

J

PABOYASI MPOIPAMMA JUCLMITJIMHBI (MOIY.JI5D)

HaHpaBJIeHI/Ie IIOATOTOBKH.:

HanpasnenHocTs (mpoduib):

dopma oOydeHHUs:

Unix-cucremMsbl

02.03.02
MH(POPMALIMOHHBIE TEXHOJIOTUU

dyHnaMeHTagbHas WHPOpPMATHKA M

KBaHTOBBIC BEIUMCIIMTEIBHBIC CUCTEMBI U CETH

Ounas

Ve

-

PabGouast nporpaMma AUCHMILIHHBI (MO/YJIs) B BUE
AJIEKTPOHHOTO JOKYMEHTA BBITPYKEHA U3 €MHOI
KOPHOpaTHBHOM HH(OPMAIIIOHHON CUCTEMBI YIIPABICHUS
YHUBEPCUTETOM M COOTBETCTBYET OPUTHHAITY

ID moamucu: 4196

[Moxmucan: 3aBenyromuii kadenpoii XKenenkos bopuc

Jata: 25.10.2024

Ipocras anekTpoHHast NOAMUCH, BeiganHas PYT (MUINT)

Braaumuposuy




1. O6mue cBeaeHus O JUCHUIUIMHE (MOTYJIE).

Llenpto mpenopaBaHusi JAUCHUIUIMHBL  (MOAYJs)  SIBISETCS  M3Y4YEHUE
KOMITBIOTEPHBIX TEXHOJOTUM, 0a3UPYIOIIMXCSI HA CBOOOIHO pACIIPOCTPAHIEMOM (HE
IPOMPUETAPHOM) MPOTPAMMHOM 00ECIICUCHUH PA3INUHBIX Cep UCIIOIb30BAHNUS.

3agayamMu AUCHUILIUHBI (MOTYJIs1) SIBJISIFOTCS:

- 3HAKOMCTBO CO CpPEACTBAMHU aMUHUCTPUPOBAHUSA OTKPBITHIX MPOTPAMMHBIX
matdopmam UNIX-cucrewm;

- OCBOEHHE CPEJICTB CETEBOT0 a/IMUHUCTPUPOBAHMUS;

- OCBOEHUE CPEJICTB CUCTEMHOI'0 aIMUHUCTPUPOBAHUS;

- IPUMEHEHHUE CUCTEM MPOTPAMMHPOBAHUS HA S3BIKAX BHICOKOTO YPOBHS ISt
penieHust npoheCCUOHATBHBIX 3a/1a4.

2. IlnanupyemMble pe3ynbTaThl 00YYSHHS 110 AUCHUTUTHHE (MOIYIIIO).

[lepeyenr GopMHUpyeMBIX pe3ylbTaTOB OCBOCHHSI  0Opa3oBaTEILHOM
porpamMmbl (KOMIIETEHIIUM) B pe3yJibTaTe 00yUeHHUS 10 AUCIUIUIUHE (MOIYIIIO):

OIIK-2 - CnocobeH NpPUMEHATh KOMIIBIOTEPHBIE/CYIEPKOMIIBIOTEPHBIE
METO/Ibl, COBPEMEHHOE IIPOrPaMMHOE OOECIE€UEHUE, B TOM YUCJIE OTEYECTBEHHOIO
IPOUCXOXKICHUS, AJIs peIeHUs 3a1a4u Ipo(heCCHOHATBHOM e TeIbHOCTH;

OIIK-4 - CnocoOeH y4acTBOBaTh B pa3padOTKE TEXHUUYECKOW JOKyMEHTAlUU
IPOrPaMMHBIX MPOJYKTOB M KOMILJIEKCOB C MCHOJIB30BAaHUEM CTaHAApPTOB, HOPM U
IPaBHJI, a TAKXKE B YIPABICHUH MPOCKTAMH CO3JaHMsI HHPOPMAIIMOHHBIX CUCTEM Ha
CTaJIUSAX KU3HEHHOTO ITHKJIA.

OOyuenue 1O JUCHUIIIHHE (MOJYJIO) TMpeArnoiaraeT, 4YTo IO €ro
pe3ynbTatam o0ydaronuiics OyaeT:

3HaTh:

- uaconoruro Unix-way,

- PUHITUIIBI OpraHu3aIuu U QyHKIIMOHUPOBaHUs OTKPBITHIX OC;

- BO3MOYXHOCTH COBPEMEHHBIX OTIEPAIMOHHBIX CUCTEM, UX MOJb30BaTEIbCKUI
Y IPOrPaMMHBIN CEPBHUC.

Ymerb:

- koudurypuposats [10 u3z nuctpudyrtua OC Unix;

- TIPOCKTUPOBATh M HCIOJIB30BAaTh IPOrPAaMMHBIC CEPBHUCHI JUIS PEIICHHS
MPaKTUYCCKUX 3a]1a4.

Baangern:
- TepMUHOJIOTHEN B 00nacT oTkpeiToro I10;
- 6azoBbiMU HaBbikamu yrpasieHus [10 mist OC Ha ocHoBe smpa Unix;



- 0a30BbIMU HaBbIKaMU paboThl U agmuHHCTpupoBaHuss OC Ha OCHOBE spa
Unix.

3. O0beM AUCIUILIUHBI (MOIYJIS).
3.1. O6mias Tpy10eMKOCTb JTUCIUIUIUHBI (MOIYJIA).

OO6miast TpyAOEMKOCTh JUCHUMIUIMHBI (MOIyJis) cocTaBisier 4 3.e. (144
aKaJeMHYEeCKHX Jaca(oB).

3.2. OO0veM mucuurIMHbBl (MOAynsi) B (OpMe KOHTAaKTHOM pabOThI
oOyJarommxcss ¢ MEJaroTHYeCKUMH  paOOTHHKaMU W (WIM)  JIUIAMH,
IPUBJIEKAEMBIMU K peain3aluy 00pa3oBaTeNIbHOM NpOrpaMMbl HA UHBIX YCIOBHSIX,
IIpU MIPOBEICHUH YICOHBIX 3aHATUM:

KomnuectBo yacos

Tun yaeOHBIX 3aHATHI
Bcero | Cemectp Ne§

KonrtaktHas paboTa mpu npoBeIeHIH yUeOHBIX 3aHATHH (BCETO): 50 50
B ToMm gncne:

3aHATHSA JIEKIHOHHOTO THIIA 30 30
3aHATHSI CEMHHAPCKOTO THIIA 20 20

3.3. O0beM AMCHMIUIMHBI (MOIYJisA) B (OpME CaMOCTOATENbHON padOThI
oOydJarommxcs, a Takke B (QopMe KOHTAKTHOM paboOThl O0O0y4aromuxcsi ¢
NEeAarorn4yecKuMu pabOTHUKAMU U (WJIM) JHMIIAMU, IPUBJIEKAEMbIMU K pealli3aluu
oOpa3oBaTeNpHOM  TOpOrpaMMbl Ha  HHBIX  YCJIOBMSIX, IpPU  IPOBEIECHUU
IPOMEKYTOUHOM aTTeCTAllMM COCTaBIsAeT 94 akaieMruecKux yaca (OB).

3.4. Ilpu o0y4yeHuu 1Mo MHAUBUIYAILHOMY Y4€OHOMY IJIaHYy, B TOM YKCIIE IPH
YCKOPEHHOM OOYYeHUHU, 00BEM TUCHMIUIMHBI (MOIYJSI) MOXKET OBITh pealn30BaH
MOJIHOCTHIO B (DOpME CaMOCTOSITENIbHON pabOoThl 00yJaronuxcs, a Takke B Ghopme
KOHTaKTHOM paboThl OOyYaromuxcsl ¢ MeAarornuecKuMu pabOTHUKAMH M (WJIN)
JUIAMU, TIPUBJICKAEMBIMH K peau3aiii 00pa3oBaTEIbHOM MPOTpaMMbl Ha MHBIX
YCIIOBUSIX, IPU MPOBEJECHUU IPOMEKYTOUHOM aTTeCTALINH.

4. ConeprxaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3a”HATHA TEKIIMOHHOTO THUIIA.

/ TemaTuka JIEKIIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAaHUC
/11

1 praBJ’ICHI/IC IIOJIB30BATCIIAMUA




TemaTuka JIEKIMOHHBIX 3aHATUN / KpaTKOE COJIEpKaHHE

n/m
PaccmaTpuBaeMble BOIPOCHI:
- Meroauka ynpasJleHUs N0Jb30BaTENMY;
- I'pynnsl noss3oBarenei;
- Kondurypaunonnsie ¢aiins! moms3oBaTesei.
2 |[TakeThl U IpOrpaMMHBIC PEITO3ZUTOPUHI

PaccmarpuBaeMble BOIIPOCHL:

- [Takets! u ycranoska [10;

- [Monstue penosuropust [10;

- COopka 1 yCTaHOBKA ITAKETOB MCXOIHBIX KOJOB;

[TakeTsl ¥ IPOrpaMMHBIE PENO3UTOPUH(TIPOIOJIKEHHE)
PaccmarpuBaeMble BOIIPOCHL:

- YcTaHOBKa OMHAPHBIX IIAKETOB;

- YCTaHOBIIYUK U MEHEKEP TTaKeTOB;

- [TakeTHble 00pa3bl (snap-naxeTsl; maxeTs! flatpack; makers! appimage).

Pacmmpennsie cniucku noctyna (ACL) B IMCKpEIMOHHON MOETH
PaCCManI/IBaCMLIe BOIIPOCHI:

- I[I/ICer].[I/IOHHaH MOZACIb AJOCTYTIIA,

- MuHHMAaNIbHEBIEC CITHCKH JA0CTyla B HHCKpCHI/IOHOﬁ MOJCIIN,

- HeﬂOCTaTKI/I MUHUMAJIBHBIX CIIMCKOB JOCTYIIA;

Pactmmmpennsie ciucku goctymna (ACL) B tuckpenmoHHoi Moaenu(mpooHKeHne)
PaccMarpuBaeMble BOIIPOCHL:

- PacmmpenHsle ciicku AOCTYIA;

- B3anmopeiicTBne MUHUMAIIbHBIX M PACIIMPEHHBIX CIIUCKOB AOCTYTIA.

Henocpencteennsiit konTposs goctyna (MAC)
PaccmaTpuBaeMblie BOPOCHI:

- Ponesas Mmogens Mozens qOCTyna;

- HenocpencTBeHHbIH KOHTPOIb JOCTYIIA,

- Peanusanus HenmocpecTBEHOTO KOHTPOJIS HOCTYIA.

Peanuzanus MAC B monysne SELinux
PaccmarpuBaembie BOIPOCHL:

- Monyns SELinux;

- Komanae! yripasineHus Mogyiem;

- Bzaumogeiictsue DAC u MAC.

3arpy3ka cucteMsbl. YIpaBieHue ceppucamMu. Moaudukanus sapa
PaccmarpuBaemble BOIPOCHL:

- 3arpyska OC UNIX;

- CucTeMHBIE CePBHUCHI;

- CtpykTypa s1pa;

3arpyska cuctemsl. YIpaBieHue cepsucamu. Moaudukanus sapa(mpo1onKeHue)
PaccmarpuBaeMbie BOIPOCHI:

- COopka siipa U3 UCXOIHBIX KOJIOB;

- YcraHoBKa sipa.

10

Cetp TCP/IP B Unix. CeTeBbie U CEpBEPHBIC BO3MOKHOCTH
PaccmarpuBaemble BOIPOCHI:

- Ocobennoctu ceteBbIx HHTEPDeticoB B UNIX;

- Ceressie yrumtsel UNIX;

- HTTP-cepsucs (apache,nginx);

11

Cetp TCP/IP B Unix. CeteBbie U cepBEpHBIE BO3MOKHOCTH(ITPOIOTKEHHE)




/o

TemaTuka JIEKIMOHHBIX 3aHATUN / KpaTKOE COJIEpKaHHE

PaccmarpuBaeMble BOIIPOCHL:
- FTP-cepBucs (proftpd);

- DHCP;

- DNS (bind);

- SSH.

12

OunbTpanus Tpaduka. DacpBoiIbl
PaccmarpruBaeMbie BOTIPOCHL:

- IPTables;

- UGW/GUFW.

13

['nOkoe yrnpaBieHHEe JOCTYIIOM
PaCCManI/IBaeMLIe BOIPOCHI:

- AppArmor;

- PolicyKit.

14

KOHTCﬁHepHSaHHH " BUPTYyaJI3alus
PaccmaTpuBaemble BOTIPOCH:

- IPOCTPAHCTBA UMEH;

- TPYIIIBI PECYPCOB U CEIoups;

15

KonTeitnepuzanuus u BupTyanu3anusi(po10JKeHIE )
PaccmaTpuBaeMble BOIIPOCHL:

- BUpTyanu3aius, HazHaueHne u npumernenne (KVM,XEN);

- KOHTelHepu3anus, HazHadeHue u npumenenue (LCX,Docker).

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlaGopatopHbie pabOThI

HaumenoBanue n1abopatopHbix paboT / KpaTKoe coaep:KaHue

JlaGopaTtopHnast pabota Nel: YpaBieHue nojap30BaTeNs MU CUCTEMBI
B PE3YIbTATC BBINIOJTHCHUSA pa6OTLI CTYACHT 3HAKOMMUTCH C OpFaHI/ISaHI/Ieﬁ npo1ecca COnpoBOKIACHUA
MoJIb30BaTeNeH.

JlaGopatopHas pabota Ne2:YmpapieHue nakeTamMmu
B pe3ynbTate BeINOIHEHHS PaOOThI CTYAEHT HOTy4aeT HaBbIKM ycTaHOBKH 110 U3 makeToB peno3uTopHs.

JlaGopatopHas pabota Ne2, mpoomkeHue
B pesynbTate BINOIHEHH PaOOThI CTYAEHT IOTy4aeT HaBBIKA COOPKH IaKETOB.

JlaGopaTtopHnast pabota Ne3: PacimpeHHbIe CITUCKH IOCTYTIA.
B pe3ynprarte BRINOITHEHUS paOOTHI CTYICHT 3HAKOMUTCS ¢ ynpaBieHnem ACL

JlaGopaTtopHnas pabota Ne3, npomomkeHue
B pe3ysbTate BBIIOIHEHUS paOOTHI CTYICHT 3HAKOMUTCS ¢ paspenienrneM kosutu3uii minimal ACL u ACL.

JlaGopatopHas pabota Ned: Vnpasnenue ciayx0amu
B PEIYNbTATE BBITIOJTHECHUA pa6OTBI CTYACHT 3HAKOMUTCSA C YIIPABJICHUEM CUCTCMHBIMU C.Hy)KGaMI/I u
HACTpanBaeT CUCTEMHYIO CITyXO0y.

JlaGopaTtopHnast pabota No5: YrpaBiienne ceTbio
B PE3YIbTATC BBINIOJTHCHUSA pa6OTI)I CTYACHT 3HAKOMMUTCH C HaCTpOﬁKOﬁ 1 YIIPABJICHUEM CETCBbIMU
PIHTGp(I)CﬁC&MH, 3HAKOMHUTCH C IPUMEHCHUEM OCHOBHBIMU CETCBLIX YTUJIMT.

JlaGopatopHas pabota Ne6: @unbTparus Tpapuxa
B pe3ynprarte BRIIOIHEHUS pabOTHI CTYICHT 3HAKOMHTCS ¢ yrnpasieHueM ¢aepsosiom GUFW u HacTpamBaer
npaBuita ¢puisTpanun GUFW.




HaunmeHnoBanue 1ab0paTopHBIX paboT / KpaTKoe CoziepKaHue

9 |JlabGoparopnas pabota Ne7: YrpaBieHHe JOCTYIIOM OT MPOIIECCOB
B pesynbraTe BhINONHEHUs paOOTHI CTYJEHT 3HAKOMUTCS ¢ pabOTON yTUIUTEI AppArmor U HacTpauBaeT
HOJUTUKY JIocTyna B AppArmor.

10 |JTaGoparopnas padota Ne§: CeTeBbIe CEpBHUCHI
B pesynbraTe BeINONHEHHS pabOTHI CTYIeHT 3Hakomutcs ¢ cepsucamu HTTP/FTP

4.3. CamocrosiTenbHas paboTa 00y4aromuxcs.

/ Bun camocTositenpbHOM paboThI
/1

PaboTa ¢ JICKIIMOHHBIM MaTCpHUaioM.

Pabora ¢ yueOHoii muTepaTypoii U3 NPUBEICHHBIX HCTOYHUKOB.

[ToaroroBka k 1a0OPATOPHBIM pabOTaM.

Boinonnenue kypcoBoit paboTBhI.

IToaroToBKa K MPOMEXYTOYHOM aTTECTALIMH.

o O] M WO N|

IToaroroBka k TCKYLIEMY KOHTPOJIIO.

4.4. ITpumepHbIN IEpeUYEHb TEM KYPCOBBIX padOT

1. Uucrannanus, HacTpoiika u conpoBoxaenue Web-cepsepa. Unix/FreeBSD
2. HWHcramnsauwms, Hactpoiika u compoBoxaenue SMTP-POP3(IMAP4)-

cepsepa. Unix/FreeBSD
3. MucTtamnsnus, HacTpoiika u conpoBoxaeHue SQL-cepsepa. Unix/FreeBSD

4, HcTamisius, HacTpoiika u corpoBokaeHue Router-a. Unix/FreeBSD
5. Mucramnsuus, HacTpoiika u conpoBoxaenre FTP-cepsepa. Unix/FreeBSD
6. Mncramsimus, Hactpoiika u conpoBoxaenre VPN cepsepa. Unix/FreeBSD

7. Pabota ¢ ynanennsix TepmuHanoB. Citrix u T.4.. UHCTa)IA1Ms, HaCTpoKa
U COMPOBOXKICHHE.

8.  HWHcramnmsauusi, HacTpoiika W  CONpPOBOXKIEHHE  Proxy-cepsepa.
Unix/FreeBSD

9. Uucrammsaus, HacTpoiika u conpoBoxkaeHue Firewall-a. Unix/FreeBSD

10. MHCcTamsuus, HaCTpOWKa M CONPOBOXKICHUE CUCTEM aHAIN3a CETEBOTO
tpaduka. Unix/FreeBSD

11. Cucremsl goctyna k Internet yepe3 oaun kommnbiotTep (Mcnonb3yst NAT) .
Wucramsmus, HacTpoiika, conpoBoxaeaue. Unix/FreeBSD

12. Cuctemsl y1aJ€HHOTO YIIPABICHUS.

13. Wncrammsus, HacTpoWka W CONpoBOXiAeHUE cepepa I[P-tenedonun.




Unix/FreeBSD

14. HWucramamusa, HacTpoilka U compoBoxkiaeHue LDAP-cepsepa
Unix/FreeBSD.

5. IlepeueHp wW3AaHUHN, KOTOPBIE PEKOMEHIYETCS HMCIOJIb30BaTh IPHU
OCBOCHUHU JUCHUIUIMHBI (MOIYJIA).

Ne

y bubnuorpaduueckoe onucanue MecTo gocrymna
n/m
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yue6Hoe noco6ue / I1. T1. ChrueB. — J[y6Ha : https://e.lanbook.com/book/154517
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c.— ISBN 978-5-89847-579-6

4 | BaBpentok A. b. Komananeiit uarepdeiic Jlans : ODBC. — URL:
orepaimoHHbIx cucteM cemeiictea UNIX : yueGHoe https://e.lanbook.com/book/126653
nocobue / A. b. Baspentok, O. K. Kypreiiesa, B. B.
Maxkapos. — Mocksa : HUAY MU®DU, 2015. — 88 c.
— ISBN 978-5-7262-2021-5

6. IlepeueHb COBpeMEHHBIX NPOPECCHOHANBHBIX 0a3 JNaHHBIX U
MH(OPMAIIMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIOJb30BATHCS MPH
OCBOCHUU JUCHUIUIUHBI (MOIYJIA).

CDOPYM CIIcnuaJinCToOB 110 HH(bOpMaHHOHHBIM TECXHOJIOTUAM
(http://citforum.ru/)

NuTepHer-yHuBEpCUTET UH(OOPMAITMOHHBIX TEXHOJIOTUH
(http://www.intuit.ru/)

TemaTndeckuu bopym o UH(POPMAITMOHHBIM TEXHOJIOTUSIM
(http://habrahabr.ru/)

OnexrponHas ouonmuoreka MUUT (http://library.miit.ru)
Nudopmanmonnoro  moprana  Hayunas  anmekTpoHHas — OuOnmoTeka

eLIBRARY.RU (www:.elibrary.ru)
DnekTpoHHO-0nOanoTeuHas cucrema «Jlaup» (https://e.lanbook.com/)



7. llepedyeHb  JHMIIEH3MOHHOTO W  CBOOOJHO  PacHpOCTPaHSIEMOTO
MPOrpaMMHOT0 OOECICYeHHUsI, B TOM YHCJIE OTEUECTBEHHOI'O IPOU3BOJICTBA,
HEO0OXOMMOTO JIJIS1 OCBOCHHMSI TUCIIUTLTAHBI (MOYJIs).

- Microsoft Windows

- Microsoft Office

- OC Dapbpyc

- OC Acrtpa Jlunykce

- Foxit Reader/Acrobat Reader

- XUbuntu Linux

- OpenOffice.org

- GNOME Office

- Unrepuer-6paysep (Yandex u nip.)

8. Omnwucanme MaTepHaIbHO-TEXHUYECKOW 0a3bl, HEOOXOAUMOUN s
OCYILECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo TUCIUILIMHE (MOIYIIIO).

VYuebnas ayautopus sl TPOBEACHUS YYEOHBIX 3aHATHN  (3aHATUH
JEKIIMOHHOTO  THUMA, JabopaTOpHBIX paboOT, KypcOBOrO  MPOEKTHUPOBAHUS
(BBITIOJTHEHUST KYPCOBBIX paloT):

- KOMIIBIOTEp TMpernojaBaTeis, MyJIbTUMEIUHHOE 000py/oBaHue, pabouune
CTaHI[UU CTYJIEHTOB, I0CKA.

AyauTopus IOAKIIOUEHA K ceTu «HTepHeT».

9. ®opma MPOMEKYTOUHOM aTTECTALNU:

Kypcogas pabota B 8 cemecTpe.
DK3aMeH B 8 cemecTpe.

10. OneHoUYHBIC MaTEpHUAIBI.

OueHouyHble MaTepualbl, IPUMEHSEMbIE MPU MPOBEACHUU MPOMEKYTOUHON
aTTeCTalllM, pa3padaThIBAlOTCA B COOTBETCTBUHU C JIOKATHHBIM HOPMATUBHBIM aKTOM
PYT (MUUT).
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