MHUHHUCTEPCTBO TPAHCIIOPTA POCCUICKOM ®EJEPALIIN

OEJIEPAJTBHOE 'OCYJAPCTBEHHOE ABTOHOMHOE OBPA30OBATEJIBHOE
YYPEXJIEHUE BBICIHIEI'O OBPA3OBAHMSA

«POCCHUUCKHNHA YHUBEPCUTET TPAHCIIOPTA»
(PYT (MUUT)

-

~

PaGouast mporpaMma JUCIUIIINHEL (MOIYIIS),

KaK KOMIIOHEHT 00pa30BaTe/IbHON IPOrpaMMbl
BBICILIEr0 00pa30BaHus - IPOrpaMMbl OaKaaBpraTa
0 HaNpPaBJICHHIO IOATOTOBKI
09.03.01 MupopmMaTHKa 1 BEIYKCIUTEIbHAS TEXHUKA,
YTBEPXKJIEHHOH 1epBbIM 1popekropom PYT (MUIT)
Tumonunsim B.C.

J

PABOYASI MPOIPAMMA JUCLMITJIMHBI (MOIY.JI5D)

Unix-cucremMsbl

HaHpaBJIeHI/Ie IIOATOTOBKH.:

09.03.01

NudopmaTtuka U  BeIUHUCIUTEIBHAS

TCXHHKA

HanpasnenHocTs (mpoduib):

dopma oOydeHHUs:

Ounas

BrerauciauTenbHbIe CUCTEMBI U CETH

( PabGouast nporpaMma AUCHMILIHHBI (MO/YJIs) B BUE h
AJIEKTPOHHOTO JOKYMEHTA BBITPYKEHA U3 €MHOI
KOPHOPaTUBHON HH(OPMAIIMOHHON CUCTEMBI YIPABICHUS
YHUBEPCUTETOM M COOTBETCTBYET OPUTHHAITY
- J

IIpocTas snexTpoHHas moanucs, BeitanHas PYT (MUUT)
ID moamucu: 4196
IMoxmucan: 3aBenyromuii kadenpoit XKenenkos bopuc
Braaumuposuy

Jara: 25.03.2025




1. O6mue cBeaeHus O JUCHUIUIMHE (MOTYJIE).

Hemn u 3amaum uzydenus auctuiuinHbl «UNIX-cuctems» oOmpenenstorcs
XapaKTepUCTHKOW 00JacTh U OOBEKTOB MPO(PECCHOHANBHON JESTEIbHOCTH
OakanaBpa HampaBlieHUS TOATOTOBKUM «VHpopMaTuKka W  BBIYUCIUTENbHAS
TEXHUKAY.

[lenpto  mpernojaBaHusl  AUCHUIUIMHBL  (MOAYNSA)  SIBJIAETCS  U3YYCHHUE
KOMITBIOTEPHBIX TEXHOJIOTUH, 0a3UPYIONINXCSl HAa CBOOOTHO paclpocTpaHsieMoM (He
IPONPUETAPHOM) IPOTPAMMHOM OOECIIEYCHUN PA3ITUYHBIX C(ep HCIIOIb30BaHUS.

3agauaMyl TUCIMITIIMHBI (MOJTYJIS) SABIISIOTCS:

- 3HAKOMCTBO CO CPEJICTBAMHU aJIMUHUCTPUPOBAHUS OTKPBITHIX MPOTPAMMHBIX
matdopmam UNIX-cucrewm;

- OCBOCHHUE CPEJICTB CETEBOTO aIMUHUCTPUPOBAHUS;

- OCBOEHHUE CPEJCTB CUCTEMHOT'0 a/IMUHUCTPUPOBAHMS;

- IPUMEHEHHUE CUCTEM MPOTrPAMMMPOBAHMS HA S3bIKAX BBICOKOTO YPOBHS AJIs
perieHus npodecCuoHaNbHBIX 3ajau.

2. [Inanupyembie pe3ynbTaThl 00YYEHHS IO TUCHUILIINHE (MOYJIIO).

[lepeuenp (GopMUpyeMBIX pE3yJbTaTOB OCBOCHHUS 0Opa30BaTEIbHOMN
porpamMmsbl (KOMIIETEHIIUI) B pe3ysbTaTe 00y4eHHUs 10 AUCHUILUIMHE (MOIYIIO):

OIIK-5 - CnocobeH UHCTAUIUPOBATh MPOrpaMMHOE U amnmapaTHOE
oOecniedeHune st ”HPOPMAITMOHHBIX U aBTOMAaTU3UPOBAHHBIX CUCTEM;

IIK-1 - CpoocobGHocTh pa3pabaThiBaTh TEXHUYECKUE cHenupUKanuyd Ha
IpOrpaMMHbIE KOMIIOHEHTHI U UX B3aUMOJIEUCTBHUE ;

IIK-2 - CiocobHOCTh pa3pabaThiBaTh KOMIOHEHTHI CUCTEMHBIX TPOTPAMMHBIX
IPOAYKTOB.

OOydeHue 1O AUCHUIUIMHE (MOJYJIO) TpeArnojiaraer, 4Yro T0 €ro
pe3yabTataM oOy4Jaromuics OyeT:

3HaTh:

- upeoaoruro Unix-way,

- IPUHLIMIIBI OPTaHU3alUU U GYHKIIMOHUPOBAHUS OTKPHITHIX OC;

- MoHsATHE OTKPBITOTO [1O M NPUHIMIIBI €r0 PacIPOCTPAHEHUS;

- BO3MOXHOCTU COBPEMEHHBIX OTKPBITBIX OICPAllMOHHBIX CHUCTEM, UX
II0JIb30BATEJILCKUI U IIPOIPAaMMHBIN CEPBUC .

Ymers:
- konurypuposats [10 u3 nuctpudyrusa OC Unix;
- MPOEKTUPOBATh M MCIOJIb30BaTh NPOrPAMMHBIE CEPBUCHI I PELICHUS



MMPAKTHYCCKUX 3aaa4.

Baanern:

- TEPMHUHOJIOTHEN B 001acTH OTKpbITOrO I10;

- 6a3zoBpIMU HaBbikaMu yripasieHus [10 mig OC Ha ocHoBe sapa Unix;

- 0a30BBIMU HaBbIKaMU paboThl U agmuHHCTpupoBaHuss OC Ha OCHOBE spa
Unix.

3. O6beM AUCITUTLIUHBI (MOIYJIs).
3.1. O0mas TpyA0€MKOCTb JUCHUIUIUHBI (MOIYJIA).

OOmrast TPyAOEMKOCTh IUCHHIUIMHBI (MOIyJisa) cocTaBiusier 4 3.e. (144
aKaJeMUYECKHUX yaca(oB).

3.2. O06bem gucHUIUIMHBL (MOAYJsl) B (QopMe KOHTAKTHOM paldOThI
oOyJarommxcs ¢ MEJarorM4eCKUMH  padOTHUKaAaMU U (WIM)  JIHIAMH,
MIPUBJICKAEMBIMHU K peau3aiiyi 00pa30BaTEIbHON MPOTPAMMBI Ha MHBIX YCIIOBHUSX,
[P MPOBEJICHUHN YUE€OHBIX 3aHITHI:

KommaecTBo yacoB

Tun y4eOHbIX 3aHSTHIT
Bcero | Cemectp Ne§

KonrakTHas paboTa Ipu NMpoBeIeHUH YUeOHBIX 3aHATHI (BCEro): 60 60
B tom uucane:

3aHATHSA JIEKIHOHHOTO THIIA 30 30
3aHATHSI CEMUHAPCKOTO THUIIA 30 30

3.3. O0peM pucUMIUIMHBI (MOAYJsl) B (popMe camMOCTOSATEIbHOM padOThI
oOyyarommxcsi, a Takxke B (opMe KOHTAKTHOM pabOThl 0O0ydYaronmxcs ¢
NEeAarorn4ecKUMU pabOTHUKAMH U (WJIH) JMIIAMH, TTPUBJICKACMBIMU K pealli3aluu
o0pa3oBaTeNbHOM  TPOrpaMMbl  HAa  HHBIX  YCJIOBHSIX, TPH  MPOBEICHUU
MIPOMEKYTOUYHOM aTTECTAIlMK COCTaBIIsACT 84 akaJleMHUeCKHX yaca (OB).

3.4. Ilpu oOyueHuu Mo UHIMBUYaJbHOMY y4€OHOMY IJIaHy, B TOM YHCIIE TIpU
YCKOPEHHOM OOy4YeHUHU, 00BEM TUCHMIUIMHBI (MOIYJsSI) MOXKET OBITh pealn30BaH
MOJIHOCTBIO B (hOpME CaMOCTOSITENIbHOM pabOoThl 00y4aronIuxcs, a Takke B Gpopme
KOHTaKTHOM paboThl OOydarommxcsl ¢ MeAarornyecKuMu pabOTHUKAMH M (HJIN)
JUIAMH, TPUBJICKAEMBIMHU K peaiM3alii 00pa3oBaTEIbHOM MPOTrpaMMbl Ha MHBIX
YCIJIOBHSIX, TPU MPOBEAECHUU IPOMEKYTOUYHOM aTTECTALIMH.

4. ConepxkaHue JUCUUILIAHBI (MOIYJIS).

4.1. 3aHsATHs JIEKIIUOHHOTO THUIIA.



/o

TemaTrka JTEKITMOHHBIX 3aHATHH / KPAaTKOE COJEPIKaHHE

Ponesas mozxens nocrymna (RBAC)
PacmatpuBaemble BOIPOCHL:

- MeTonuka ynpasieHHs IOJIb30BaTSISIMU;

- I'pynnel nosp3oBarenei;

- Konguryparnmonnsie ¢aiinsl moms3oBaTesei.

[TakeTsl ¥ IpOrpaMMHBIE PEIO3UTOPUHU
PacmarpuBaembie BOIIPOCHL:

- [Takets! u ycranoska I10;

- Bunpl nmakeToB;

- [onstue penoszuropus I10;

- CBoIiCTBa peno3uTOpHUs.

YnpasieHue nakeramu

PacmarpuBaeMbie BOIPOCHI:

- Co0opKa U yCTAaHOBKA MAKETOB UCXOJIHBIX KOJIOB;

- YcraHOBKa OMHAPHBIX MAKETOB;

- YCTaHOBIIUK M MEHEIKEp MAaKEeTOB;

- [TakeTHbie 00pa3sl (snap-maketsl; makeTsl flatpack; makeTsr appimage).

Pactmmpennsie cniucku goctyna (ACL) B tuckpenimoHHoi Moaenu
PacMarpuBaemble BOIIPOCHL:

- JIuckpenoHHast MOJeNb AOCTYNa;

- MuHMManbHbIe COMCKH JOCTYIA B JUCKPELUOHON MOJENY;

- HegocTaTkn MUHMMAaNBHBIX CIIUCKOB JOCTYIIA;

- PacmmpeHHbIe CIMCKH AOCTYIA;

- BzaumopelicTBrie MUHMMANBHBIX M PACIIMPEHHBIX CIIUCKOB TOCTYTIA.

Henocpencteennsiit koutpons goctyna (MAC)
PacMarpuBaemble BOIIPOCHL:

- PoneBas monens Mozens JocTyna;

- HenocpeictBeHHBIM KOHTPOIb 1OCTYTIA;

- Peanm3zaums HemocpencTBEHOro KOHTPOJIS AOCTYIIA.

Peanmuzanus MAC B moayne SELinux
PacmarpuBaeMbie BOMPOCHI:

- Monyns SELinux;

- Koman1p1 yrnipaBieHHSI MOIYJIEM;

- BzanmogeticrBue DAC u MAC.

3arpy31<a CUCTCMEI. praBJ’IeHI/Ie CCpBUCAMU
PacmarpuBaemble BOIPOCHL:

- 3arpyska OC UNIX;

- CHCTEMHBIE CEPBHUCHI;

- YrpaBneHue ciryx0amu.

Mopaudukamus sapa
PacmarpuBaembie BOIPOCHL:

- CtpykTypa snpa;

- COopKka siapa U3 UCXOTHBIX KOJIOB;
- YcTaHoBKa sjpa.

Cetp TCP/IP B Unix. CeTeBble U CEpBEPHBIC BO3MOKHOCTH
PaCManI/IBaCMBIG BOHPOCHI:

- CereBble unrepgeiicsl B UNIX;

- YnpaBneHune IpoBOAHBIMHU HHTEpdelicamu;




/o

TemaTuka JIEKIMOHHBIX 3aHATUN / KPaTKOE COJIEpKaHHE

- Yopasnenne 0ecipoBOIHBIME HHTEpdeiicaMu.

10

HpI/IKJ'IaI[HBIe CCTEBBIC CEPBUCHI
PacmarpuBaemMble BOIPOCHI:

- HTTP-cepBucs! (apache,nginx);

- FTP-cepBucs (proftpd).

11

CereBble cepBUCHI
PacmarpuBaembie BOIPOCHL:
- DHCP;

- DNS (bind);

- SSH.

12

OunbTpanus Tpaduka. DaepBoiIbl
PaCManI/IBaeMLIe BOIPOCHI:

- IPTables;

- UGW/GUFW.

13

I'mbkoe ympaBieHue 10CTynIomM
PaCManPIBaeMBIe BOIPOCHI:

- AppArmor,;

- PolicyKit.

14

KonTtelinepuzanus
PacMarpuBaemble BOIIPOCHL:

- [loHsiTHE KOHTEWHEPU3ALUHY;
- IPOCTPAHCTBA UMEH;

- TPYIIIBI PECYPCOB U CEroups.

15

Konreinepuszanus. Bupryannsanus

PaccMarpuBaemble BOIIPOCHL:

- Konteiinepusanus, HasHauenue u npumenenue (LXC,Docker);
- [lonsTne BUpTYyanu3anuy,;

- Buptyanuzanus, Haznadenue u npumenenue (KVM,XEN).

4.2. 3aHATUS CEMUHAPCKOTO TUIA.

JlaGopatopHbie pabOThI

HaumenoBaHue 1a00paToOpHBIX paboT / KpaTKoe Cofiep KaHue

praBJ’IeHHe ITIOJIB30BATCIIAIMHU CUCTCMBI
B pe3ynprarte BRIIOIHEHUS pabOTHI CTYICHT 3HAKOMHTCS C OpraHU3aIUeH mpoIiecca COMPOBOKACHUS
MOJI30BaTECH

ynpaBHCHI/Ie nak€TaMu
B pesynprarte BRIIOITHEHUS pabOTHI CTYIEHT MOydaeT HaBBIKM YCTaHOBKH 10 U3 akeToB peno3uTopus

VYmpasieHue naketamu (IpoI0JHKEHHUE)
B PEIYNbTATE BBITIOJTHEHUA pa6OTBI CTYACHT NOJIy4a€T HAaBbIKH C60pKI/I ITIAKETOB

PaCHII/IpeHHI)Ie CITMCKHU AOCTYyIIa
B pesynbrate BINIOTHEHHUS paOOTHI CTYACHT 3HAKOMHTCS ¢ ynpasieHnem ACL

PacimpenHsie ciucku AocTymna (MpoaoJKeHue)
B pe3ynbrare BeIMOTHEHHUS paObOTHI CTYIEHT 3HAKOMUTCS ¢ paspemenueM koiumm3uii minimal ACL u ACL

VYnpasieHnue ciyx6amu
B PEIYNbTATE BBITIOJTHECHUA pa6OTBI CTYACHT 3HAKOMUTCA C YIIPABJICHUEM CUCTCMHBIMU CJ'Iy)K6aMI/I




HaunmenoBaHue 1ab0paTopHBIX paboT / KpaTKoe cCoepKaHue

/11
7 |Yupasnenwue ciayx06amu (IpogOHKEHHE)
B PE3YIbTATC BBINIOJIHCHUSA paGOTLI CTYACHT HAaCTpanuBacT CUCTEMHYIO CJ'Iy)K6y
8 |YmpamieHue ceTbio
B PE3YIbTATC BBINIOJIHCHUA pa6OTLI CTYACHT 3HAKOMMUTCH C HaCTpOﬁKOﬁ 1 yIpaBJICHUEM CCTCBBIMU
uHTepdeiicamu
9 |Ympasienwue ceThio (TIPOIOKEHUE)
B PE3YyabTATE BBHIIIOJTHEHU pa6OTLI CTYACHT 3HAKOMUTCSA C TPUMEHEHUEM OCHOBHBIMU CETEBBIX YTUIIUT
10 |®unbrparus Tpaduka
B pesynbTate BINOIHEHHS paOOTHI CTYACHT 3HAKOMHTCS ¢ ynpasienneM daepBoiom GUFW
11 |Dunbrpanus Tpaduka (MPoaOIKEHHE)
B pesynbTate BhINOIHEHHS paOOTHI CTY/ACHT HacTpauBaeT npasuia ¢puistpaunu GUFW
12 |YmpaBieHue JOCTYIIOM OT MPOIECCOB
B pesynprarte BRINOTHEHUS paOOTHI CTYACHT 3HAKOMUTCS C paboTOH yTHINTE App Armor
13 |YmpamieHue 10CTYIIOM OT MPOLECCOB (ITPOAODKEHHE)
B pe3ynprarte BRIMOTHEHUS paOOTHI CTYyIEHT HACTPaMBaeT MOJIUTHKY JOCTyIa B AppArmor
14 |CeteBble cepBUCHI
B pe3ynbraTe BHIMONHEHHUS paOOThI CTYICHT 3HaKOMHTCs ¢ cepBucamu HTTP/FTP
15 |CeteBble cepBUCHI (ITPOIOIKEHHE)
B pesynprarte BRIIOTHEHUS paboTHI cTyneHT HacTpanBaeT cepsuc HTTP/FTP
4.3. CamocrosiTenbHas padoTa 00y4Jaromuxcs.
Ne
Bun camocrositensHOM paboTh
n/m
1 |PaGota ¢ yueOHOI nuTEepaTypoil U3 MPUBEACHHBIX UCTOYHUKOB
2 |Pabota ¢ JEKIIMOHHBIM MaTepPUAIIOM.
3 |[ToaroroBka K 1abopaTOpHBIM padboTam
4 | BeinonHeHue KypcoBOi paboTHI.
5 | IloaroroBka K MpOMEXYTOUYHOM aTTECTAIINH.
6 | [ToaroToBka K TeKyIIeMy KOHTPOJIIO.

4.4. ITpumepHbIN IEpeUEHb TEM KYPCOBBIX padOT
1. MHcTammsius, HacTpoiika u conpoBoxaecHue Web-cepsepa. Unix/FreeBSD

2. UWHcramnsuus, Hactpoiika u compoBoxaenue SMTP-POP3(IMAP4)-

cepsepa. Unix/FreeBSD

3. UucTtamnsuus, HacTpoiika u conpoBoxaeHue SQL-cepsepa. Unix/FreeBSD
4, HcTamsius, HacTpoiKa u corpoBokaeHue Router-a. Unix/FreeBSD

5. Mucramnsuus, Hactpoiika u conpoBoxaenre FTP-cepsepa. Unix/FreeBSD
6. Mucramisus, HacTpoiika u cornpoBoxaenue VPN cepsepa. Unix/FreeBSD

7. Pabora ¢ ynanennsix TepmuHanoB. Citrix u T.4.. UHCcTauismms, HacTpoiika

N COIIPOBOKACHHUC.




8.  HWHcramnmsauusi, HacTpoilka W  CONpPOBOXKIEHHE  Proxy-cepsepa.
Unix/FreeBSD
9. Mucramnsius, HacTpoiika u conpoBoxaenue Firewall-a. Unix/FreeBSD

10. MHcramnanus, HACTpOHKa W COMPOBOXKICHHE CHCTEM aHaiu3a CETEBOTO
tpaduka. Unix/FreeBSD

11. Cucremsl noctyna k Internet uepes onun kommbloTep (Mcnoib3ys NAT) .
NHucrannsanus, HacTpoiika, conpoBoxaeHue. Unix/FreeBSD

12. CucreMsl yIaJICHHOTO YIIPABICHUS.

13. Wucrammanus, HACTpOMKa W COMpOBOXKAeHUE cepBepa I[P-tenedonun.
Unix/FreeBSD

14. Wucrammamusa, HacTpoilka U compoBoxaeHue LDAP-cepBepa
Unix/FreeBSD.

5. IlepeueHb wu3NaHMI, KOTOPHIE PEKOMEHAYETCS MCIOJb30BATh IMIPH
OCBOCHUU JUCHUILIUHBI (MOYJIA).

11\/?1 bubnuorpaduueckoe onucanue Mecro nocryna

1 | Bunentuii A. B. OcHoBbI pakTHdeckoit padots! | Jlaus : ObC. — URL:
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Mocksa : THOPA-M, 2025. — 160 c. + Jlo. AOCTYyNA: 1O MOATMHCKE.
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yuebHoe ocobue / A. b. BaBpentok, O. K. obpamenus: 10.03.2025) — Teker :
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2021-5
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6. IlepeueHb COBpeMEHHBIX NpPO(PECCHOHATBLHBIX 0a3 JaHHBIX W
HH(POPMAITMOHHBIX CHPABOYHBIX CHCTEM, KOTOpPHIE MOTYT HCIIOJb30BaThCS IPHU
OCBOCHUU JUCHUILIUHBI (MOYJIA).

CDOp}IM CIIcIuaJInCToOB 110 I/IH(bOpMaI_[I/IOHHBIM TCXHOJIOTUAM
(http://citforum.ru/)

HNHTepHeT-yHUBEPCUTET MH(OPMAIMOHHBIX TEXHOJIOTUI
(http://www.intuit.ru/)

TemaTuueckuii bopym o uH(OPMAIIMOHHBIM TEXHOJIOTUSIM
(http://habrahabr.ru/)

OnexrponHas ondnuoreka MUUT (http://library.miit.ru)
Nudopmanmonnoro  moprana  HayuHas  snekTpoHHas — OmOnmoTeka
eLIBRARY.RU (www.elibrary.ru)

DnekTpoHHO-0MbnoTeuHas cucrema «Jlaup» (https://e.lanbook.com/)

7. IlepeuyeHb JUIIEH3UOHHOTO H  CBOOOJHO  PACIPOCTPAHSIEMOTO
MPOTpaMMHOr0 OOECIeUYeHUs, B TOM YHCJIE OTEUECTBEHHOI'O IPOM3BOJICTBA,
HEO0OXOIMMOT0 /11 OCBOCHUS JUCIUTLIIMHBI (MOIYJIs).

- Microsoft Windows

- Microsoft Office

- OC Dnpbpyc

- OC Acrtpa JIunykc

- Foxit Reader/Acrobat Reader

- XUbuntu Linux

- OpenOffice.org

- GNOME Office

- Unrepuer-6paysep (Yandex u np.)

8. OmmcaHne MaTepuUaJbHO-TEXHUYECKOW O0a3pl, HEOOXOJAMMOM IS
OCYILECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo TUCIUILTHHE (MOIYIIIO).

-YuebHast ayautopus JUisl TMPOBEACHHS YYEOHBIX 3aHATUN (3aHATUH
JEKIMOHHOTO  THUMa, JabopaTopHbIX pabOT, KypCOBOIO  MIPOEKTUPOBAHUSA



(BBITIOJIHEHUSI KYPCOBBIX paloT):

- KOMIIBIOTEp TMpernoaaBaTeis, MyJbTUMEIUHHOE 000pylI0oBaHUEe, padbouune
CTaHI[UU CTYJEHTOB, 10CKA.

Aynautopus noakitoueHa Kk cetu « MHTepHeT.

9. ®opma nMpomMeKYyTOUHOU aTTEeCTaIUU:

Kypcosas pabora B 8 cemectpe.
DK3ameH B 8§ ceMecTpe.

10. OueHouHbIe MaTEpHUATIBI.

OHCHO‘{HBIG MaTcpuaibl, IIPUMCHACMBIC IIPHU IIPOBCIACHUU HpOMG)KYTO‘IHOﬁ
arrecraium, pa3pa6aTBIBaIOTC5I B COOTBCTCTBHH C JIOKAJIBbHBIM HOPMATHBHBIM aKTOM
PYT (MUUT).



ABTOpBI:

CTapIlUii penoiaBaTeb Kapeapbl
«BbryuciauTenbHbIE CUCTEMBI, CETU U

uH(pOopMalOHHast 0€30MaCHOCTHY A.B. AGpamoB
CoracoBaHo:
3aBenyromuii kadeapoit BCCullb b.B. Xenenkon

[Ipencenarens yueOHO-METOIUIECKON
KOMHUCCHUU H.A. AugpusiHoBa



