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1. OOue cBeaeHus 0 JUCHUILIMHE (MOTYJIE).

Henn u 3amaun uzydenus aucuumuinabl «UNIX-cuctembly omnpenenstorcs
XapaKTEPUCTHKON 00JIacTh ¥ OO0BEKTOB TPO(PECCHOHATBLHON eATeTLHOCTH
OakanmaBpa HampaBlieHHUsT TOATOoTOBKM «MH(DOpMaTnka W  BBIYHCIUTEIIBHAS
TEXHUKAY.

[lenpto mpenogaBaHus JUCUUIUIMHBL  (MOJIYJS) SIBJISIETCS U3y4Y€HUE
KOMITBIOTEPHBIX TEXHOJOTUH, 0a3UPYIOMIUXCS HAa CBOOOJIHO PACIPOCTPAHIEMOM
(He  TmpompueTapHOM) TMPOTPAaMMHOM  OOECIICUCHHH  pPa3IudHBIX  cdep
UCIIOJIb30BAHUSI.

3agayamMu JUCHUIIIAHBI (MOIYJIsS ) SIBJISIFOTCS:

- 3HAKOMCTBO CO CPEICTBAMH aIMUHUCTPUPOBAHUS OTKPHITHIX IPOTPAMMHBIX
mnat@opmam UNIX-cucrewm;

- OCBOEHHE CPEJICTB CETEBOr0 aIMUHUCTPUPOBAHMS;

- OCBOEHHE CPEJICTB CUCTEMHOI'0 aIMUHUCTPUPOBAHHS;

MPUMEHEHUE CUCTEM MPOTPAMMUPOBAHUS HA SI3bIKAX BBICOKOTO YPOBHS JIJIs
penieHus npodeccuoHaIbHBIX 3a]1ay.

2. IlnanupyemMble pe3ynbTaThl 00YUeHHS 110 AUCHUTUTHHE (MOJIYIIIO).

Ilepeuenp GopMUPYEMBIX pe3yJbTAaTOB OCBOSCHHS  00pa3oBaTeIbHOU
porpamMmbl (KOMIIETEHIINIM) B PE3yJibTaTe 00yUeHHUS 10 AUCIUIUIUHE (MOIYIIIO):

OIIK-5 - CnocobGeH WHCTAUIMPOBaTh MPOrpaMMHOE U amlmnapaTHOE
obecrieuenre 11 THPOPMAITMOHHBIX U aBTOMATU3HPOBAHHBIX CHCTEM;

OIIK-7 - CnocobeH ydacTBOBaTh B HAaCTPOWKE M HaJaJKe MPOrPaMMHO-
anmapaTHbIX KOMIUIEKCOB;

IIK-6 - CrocoOHOCTh BBIMIONHATH PabOTHI W YOPABIATH paboTaMu 10
pa3paboTKe apXUTEKTYpP U MPOTOTUIIOB HH(DOPMAITMOHHBIX CHUCTEM .

OOGy4eHwue 1o JUCUUILUIMHE (MOIYJTI0) MPEANOJaraeT, YTo Mo €ro pe3yJibraramMm
oOyyaromuiicst Oyer:

3HaTh:

-uneonoruto  Unix-way, BO3MOXXHOCTH  COBPEMEHHBIX  OTKPBITHIX
OTIEPALIMOHHBIX CUCTEM, UX MOJIb30BATEIbCKUN U TPOTPAMMHBIN CEPBUC ;

-IIPUHIIATIB OpTaHu3aluu U QYHKIHOHUPOBaHUS OTKPHITHIX OC;

-noHsITHE OTKPBITOro 110 M NPUHIMIIBI €70 PacTIPOCTPAHCHHUS.

Ymerb:
-koHpurypuporath OC cemeiictBa Unix;
-koHpurypuposats [10 u3 guctpudyrusa OC Unix;



-IIPOEKTUPOBATh W MCIIOJIB30BaTh IIPOTPAMMHBIE CEPBHUCHI IS PEIICHUS
IIPAKTUYECKUX 3a/1a4.

Baanersn:

- TepMUHOJIOTHEN B 001acTu otkpeiToro I10;

- 6azoBbiMu HaBbikamu yripaieHus [10 st OC Ha ocHoBe siapa Unix;

- 6a30BBIMU HaBBIKAMH Pa0OTHI U anMuHucTpupoBanust OC Ha OCHOBE sipa
Unix.

3. O6beM AUCIUTLIUHBI (MOITYJIs).
3.1. O0mas TpyA0€MKOCTb JUCHUIUIUHBI (MOIYJIA).

OO0mast TPyIOEMKOCTh AUCIHUIUIMHBI (MOIyJsA) coctaBisieT 4 3.e. (144
aKaJIeMHUYECKHUX yaca(oB).

3.2. O6bem guctuIUIMHBL (MOAYJsl)) B (opMe KOHTAKTHOM pabOThI
oOyyarommxcsi C  MeJarorM4ecKuMu  paboTHUKamMu W (WiIM)  JIMIAMU,
MIPUBJICKAEMBIMHU K peau3aiiy 00pa30BaTEIbHON MPOTPAMMBI Ha MHBIX YCIIOBHUSX,
P MIPOBEJICHUHN yICOHBIX 3aHITHI:

KommaectBo yacos

Tun yaeOHBIX 3aHITHI
Bcero | Cemectp Ne§

KonrakTHas paboTa Ipu npoBeieHHH YU4eOHBIX 3aHATHI (BCero): 50 50
B tom uucne:

3aHATHSA JIEKIHOHHOTO THIIA 20 20
3aHATHS CEMUHAPCKOTO THIIA 30 30

3.3. O6peM aucCHUIIMHBL (MOAYJs) B (hopMe CamMOCTOSITENFHOW pPabOTHI
oOyyarommxcsi, a Takke B (opMe KOHTAKTHOH pabOThl OOydYAIOUIUXCSA C
negaroruueckuMu pabOTHUKAMHU U (MM ) JIUI[aMU, PUBJIEKAEMBIMU K peau3aliu
oOpa3oBaTeNpbHOM MporpaMmbl Ha HWHBIX YCIOBHUSIX, TpPU NPOBEIACHUU
MIPOMEXKYTOUYHOM aTTECTALIMU COCTaBIsIeT 94 akageMuueckux vaca (OB).

3.4. ITpu oOy4eHnH 0 UHAUBUAYATBHOMY YYEOHOMY IIJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM 00Yy4YeHHMH, 00BEM JTUCHUILUIMHBI (MOJYJISI) MOXKET OBITh peaIn30BaH
MOJIHOCTBIO B (DOpME CaMOCTOSITENIbHOM paboThl 00yYarouxcs, a Takxke B (hopme
KOHTaKTHOM pabOThl O0O0YyYarolUXCsl ¢ MEAarorHuecCKuMu pabOTHUKaMHU U (WIIH)
JUIAMH, TIPUBJIEKaEMbIMH K pealiu3allii 00pa30BaTeIbHON MPOrpaMMbl Ha MHBIX
YCIJIOBHSIX, TPU NPOBEJECHUN TPOMEKYTOUHON aTTECTALIMH.

4. ConeprkaHue JUCHUTUIUHBI (MOIYJIA).




4.1. 3a”HATHA TEKIIHOHHOTO THUIIA.

/ Temaruka NTEKIIMOHHBIX 3aHATHH / KPaTKOE COJEpIKaHUE
n/m

1 |Yopasnenue nmosib3oBaTeIsiMu
PacmarpuBaembie BOIPOCHL:

- MeTonuka ynpaeieHHs MOJIb30BaTSISIMU;

- ['pynmel monk3oBaTeneii;

- Kondurypaunonnsle ¢aiins moas3oBaTesnei.

2 |[TakeTsl 1 MpOrpaMMHBIC PETIO3UTOPUH
PacmarpuBaembie BOIPOCHL:

- [TakeTsl u ycraHoBka I10;

- [Tonsitue penosutopus I10;

- CO0pKa M ycTaHOBKA MTAKETOB MCXOHBIX KOJ/IOB;
- YcraHOBKa OMHAPHBIX MTAKETOB;

- YCTaHOBIIUK U MEHEIKep MaKeTOB;

- SNAP-TIaKCTHI,

- makertsl flatpack;

- MakeThl appimage.

3 |Pacmmmpennsie ciimcku goctyna (ACL) B AMCKpemOHHON MOJeT!
PaCManI/IBaCMLIC BOIPOCHI:

- I[I/ICer].[I/IOHHaH MOZACIb AOCTYTIIA,

- MuHMMAaJIbHBIE CIIMCKHU JA0CTyla B HHCKpCHI/IOHOﬁ MOACIIHN,

- HCZ[OCTaTKI/I MHWHHUMAJIbHBIX CIIMCKOB JOCTYIIA;

- PaCIHI/IpeHHLIe CITMCKH JOCTYIIA,

- B3aHMOI[eI>iCTBHe MHWHHUMAQJIBHBIX U PACHIUMPEHHBIX CITMCKOB JOCTYIIA.

4 |HenocpezactBeHHbIN KOHTpOIb Joctyna (MAC)
PacmarpuBaemble BOIPOCHL:

- Ponesas MOACIb MOJCIb JOCTYIIA,

- HenocpencTBeHHBIH KOHTPOJIb JOCTYIIA;

- PeaﬂI/ISaHI/Iﬂ HEMOCPCACTBCHOI'O KOHTPOJIA JOCTYIIA,

- Monyns SELinux;

- Komannel ynpasieHust MostyJiem;

- B3aumopeticteue DAC n MAC.

5 3arpy31<a CHUCTCMBI. YHpaBHeHI/Ie CcepBUCaAMU
PacmarpuBaembie BOIPOCHL:

- 3arpyska OC UNIX;

- CHCTEMHBIE CEPBUCHL.

6 |Momudukanus sapa
PacmarpuBaeMbie BOMPOCHI:

- CtpykTypa siapa;

- COopKka siapa U3 UCXOTHBIX KOJIOB;
- YcTaHoBKa sjpa.

7 |Cetb TCP/IP B Unix. CeTeBble U cepBEepHBIE BO3MOXXHOCTU. CeTeBbIe CEPBUCHI
PacmarpuBaembie BOIPOCHL:

- Ocobennoctu ceteBbIX nHTEpdeticoB B UNIX;

- CereBsie yrunuTsl UNIX;

- HTTP-cepBucs! (apache,nginx);

- FTP-cepBucs (proftpd);

- DHCP;




Temaruka NTEKIIMOHHBIX 3aHATHH / KPaTKOE COJEpIKAaHUE

/1
“DNS (bind):
- SSH.
8 |Dunbrpanus tpaduka. DaepBobl

PaCManI/IBaeMLIe BOHpOCLIZ
- |IPTables;
- UGW/GUFW.

['mbkoe ympaBieHue 10CTynomM
PacmarpuBaembie BOIPOCHL:

- AppArmor;

- PolicyKit.

10

KOHTCﬁHCpH?»&LIHH " BUPTYyaJIr3alius
PacMarpuBaemble BOIIPOCHL:

- I'paduueckas obonouka;

- Kongpurypuposanne rpaduaeckoit 000JI0UKH.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlaGopatopHbie pabOThI

HaumeHnoBanue 1a00paTOpHBIX paboT / KpaTKOe COACpKaAHHE

YHpaBJICHI/Ie ITIOJIB30BATCIIAMHU CUCTCMBI
[To pe3ynpraTam BEIIOTHEHUS pabOTHI CTYJCHT 3HAKOMHTCS C OpraHU3aIel IpoIiecca COPOBOKICHHS
MoJIb30BaTejei

ynpaBHCHI/Ie IHaxk€TaMm
ITo pe3ynbraTaM BEIOJIHEHHUS PaOOTHI CTYACHT MOIyYaeT HaBbIKH ycTaHOBKH 10 13 makeTos
PENo3UTOPHS, CAMOCTOSTENIFHO COOMpaeT OMHAPHBINA MaKeT I yCTaHOBKU

PaCHII/IpeHHBIG CIIMCKHU AOCTYyIIa
ITo pe3ynbraTam BBIIONHEHUS pabOTHI CTYICHT 3HAKOMHUTCA ¢ ynpasieHnnem ACL

Pacmmmpennsbie crincku qocryna (IpoaoKeHue)

[To pesynbratam BeIMONTHEHUS pabOTHI CTyAeHT HacTpauBaeT ACL i peanu3aryu pa3HbIX MOTUTHK
0€30IacHOCTH

VYnpasienue ciyx6amu
Ilo pe3ysibTaTaM BBIIIOJHCHUS pa6OTLI CTYACHT 3HAKOMUTCH C YIIPABJICHUEM CUCTECMHBIMU CJ'Iy)K6aMI/I

Cnyx6a nnanupoBanust CRON

[To pe3ynbraTam BbIIONHEHUS pabOTHI CTyIeHT HacTpanBaeT feMoH CRON

VYipaBieHue CeTbro
ITo pe3yabpTaTaM BBEITIOTHEHUS pa0OTHI CTYIEHT 3HAKOMUTCS C HACTPOWKOHN M YIIPaBIIEHUEM CETEBBIMU
uHTEepdeiicaMu, C IPUMEHEHNEM OCHOBHBIX CETEBBIX YTHIUT

OunbTparus Tpaduka
[To pe3ynbraTam BBIIONHEHUS pabOTHI CTYEHT 3HAKOMHUTCA ¢ yrpasieHueM ¢paepsonom GUFW

OunbTpanus Tpaduka (IpoaoIKEHNE)
ITo pe3ynbraTam BBIIONHEHUS pabOTHI CTYJEHT HAacTpanBaeT npasuia ¢puibTpanun GUFW

10

YnpasieHue J0CTyOM OT MPOLIECCOB
ITo pe3yabpTaTaM BEITIOJHEHUS pa0OTHI CTYIEHT 3HAKOMUTCS ¢ pabOTOH YTHIUTHI App Armor

11

VYnpasieHne 10CTYIIOM OT IPOLECCOB (IIPOAOIKEHNUE)
ITo pe3ynbpTaTaM BEITIOTHEHHS paOOTHI CTY/IEHT HACTPAMBAET MOJIUTHKY JTOCTYyIaB AppArmor




/ HaumeHnoBanue 1ab0opaTopHBIX paboT / KpaTKOe CoAepKaHHE
II/11

12 |CeteBbie unTepdeiico
IIo pe3ysibTaTaM BBIIIOJHCHUSA pa6OTI)I CTYACHT HaCTpanBacT PIHTep(l)eﬁCLI MMPOBOAHBIX U IMTPOBOAHBIX ceTet

13 |CeteBbie cepBHCHI (TIPOIOIDKEHNUE)
ITo pe3ynbraTam BbIONHEHUS pabOTHI cTyAeHT HacTpauBaeT cepsuc HTTP/FTP

14 |Konureitnepuzanus
ITo pe3ynpraTam BEIIOTHEHUS paboTH cTyaeHT co3naeT LXC KoHTeHHep 1 3HAKOMHUTCS ¢ MEXaHU3MaMH
OC nmns KOHTeHHEpH3auN

15 |Konteiinepuzanus (Ipoa0IKEHUE)
[To pe3synbraTam BbIONHEHUS paboThI cTyAeHT HacTpanBaeT LXC koHTelHep

4.3. CamocrosiTenbHas paboTa 00y4YarOIHUXCS.

/ Bun camocrosiTensHO#M paboThI
/1

Pabota ¢ yueOHoOI1 muTepaTypoit U3 MPUBEICHHBIX HCTOYHUKOB

PaboTa ¢ JICKOMOHHBIM MaTCpUuaJIOM.

[ToaroroBka k 1abOpaTopHBIM paboTam

Boinonnenue kypcoBoii paboThI.

IToaroroBka k HpOMe)KYTOqHOﬁ aTTcCTallu.

o O B W N B

IToaroroBka k TCKYLIEMY KOHTPOJIIO.

4.4. ITpumepHbIN IEpEUEHb TEM KYPCOBBIX pabOT

1. UWucramnsanus, HacTpoWka ©  compoBoxaeHue  Web-cepsepa.
Unix/FreeBSD

2. WHcramnsamus, HacTpoiika u compoBoxiaeHue SMTP-POP3(IMAP4)-
cepsepa. Unix/FreeBSD

3. Hucrannsums, HacTpoilka u  compoBoxacHue  SQL-cepsepa.
Unix/FreeBSD

4. Mucramsnus, HacTpoiika u cornpoBokacHue Router-a. Unix/FreeBSD

5. UHcTannsauus, HacTpoiika u conpoBoxaenne FTP-cepsepa. Unix/FreeBSD

6. MHWucrammsiiusi, HacTpolika ©  compoBoxiaeHue VPN cepsepa.
Unix/FreeBSD

7. Pabota ¢ ynanenusix TepmuHaioB. Citrix u T.1.. MHCTAIs1IMs, HACTpOHKa
U COIPOBOKJICHHUE.

8. HHcramisimusa, HacTpoWka H  CONpOBOXIeHHE  Proxy-cepsepa.
Unix/FreeBSD

9. Mucramsius, HacTpoiika u conpoBoxaenue Firewall-a. Unix/FreeBSD

10. MHCcTamiaums, HacTpOKa U COMPOBOXKICHUE CUCTEM aHaju3a CETEBOrO
tpaduka. Unix/FreeBSD



11. Cucremsl noctyna k Internet yepe3 ogun komnberoTep (Mcnoab3ys NAT) .

WNucramnanus, HacTpoiika, conmpoBoxkaeHue. Unix/FreeBSD

12. CucreMsl yIaJIeHHOTO YIIPaBJICHUSI.

13. WnacTamnsanus, HacTpoWKa W COMpoBOXKIeHHE cepBepa IP-renedonum.
Unix/FreeBSD

14. WHctayusinus, HACTpoOWKa H

Unix/FreeBSD.

5. Ilepeuenr wu3maHui,

OCBOCHUHU JUCHUILUIMHBI (MOIYJIA).

COIIPOBOKICHUC

LDAP-cepBepa

KOTOPBIC PCKOMCHAYCTCA MCIIOJIIB30BAThH IIpU

Ne

y bubnunorpaduyeckoe onucanue Mecro nocryna
n/n
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6. IlepedueHb COBpPEeMEHHBIX MNPOQPECCHOHANBHBIX 0a3 JaHHBIX U
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIIOJIb30BAaThCS IIPH
OCBOCHUHU JUCHUIUIMHBI (MOIYJIA).

cDOp}’M CIICIINAJINCTOB 10 I/IH(bOpMaHI/IOHHBIM TEXHOJIOTUSAM
(http://citforum.ru/)

HNHTEpHET-YHUBEPCUTET UH(POPMAIIMOHHBIX TE€XHOJIOTUI
(http://www.intuit.ru/)

TemaTnueckuii dbopym o uH()OPMAITMOHHBIM TEXHOJIOTUSIM
(http://habrahabr.ru/)

Onextponnas 6udauorexka MUUT (http://library.miit.ru)
Uudopmanmonnoro  moprana  Hayuynas  snexTpoHHas  OuOimoTeka

eLIBRARY.RU (www.elibrary.ru)
DnekTpoHHO-O0ubanoTeyHas cucrema «Jlaub» (https://e.lanbook.com/)

7. llepedyeHb  JUIEH3UOHHOTO M  CBOOOJHO  PacHpoCTPaHSIEMOIO
IPOrpaMMHOr0 00€CleYeHUsl, B TOM YHCIE OTEYECTBEHHOIO IPOU3BOJICTBA,
HEOO0XOUMOTrO JUIsl OCBOCHUSI JUCIIUILIMHBL (MOJTYJIs).

- Microsoft Windows

- Microsoft Office

- OC Dnbbpyc

- OC Acrpa JIunykc

- Foxit Reader/Acrobat Reader

- XUbuntu Linux

- OpenOffice.org

- GNOME Office

- Uurepuer-6pay3zep (Yandex u nip.)

8. Omwmcanume MaTepHAIBHO-TEXHHYECKON 0a3bpl, HEOOXOAUMON s
OCYIIECTBJICHHUSI 00pa30BaTEIHLHOTO MPOIecca MO AUCIUTUTHHE (MOIYIIIO).

-YuebHast ayautopus Il TPOBEACHHUS YYEOHBIX 3aHATUN (3aHATHH
JEKIIMOHHOTO THUMA, JIaDOpaTOPHBIX PabOT, KypCOBOTO MPOCKTHPOBAHHUS
(BBIMOJHEHUS! KYPCOBBIX paldOT):

- KOMIIBIOTEp MpEeroaaBaTesisi, MyJbTUMEIuITHOEe 00opyaoBaHue, paboune
CTaHIIMU CTYJIEHTOB, JOCKA.

Aynuropus nojkitoueHa K cetu «uTepueT».

9. ®opma POMEKYTOUHOM ATTECTALNU:

KypcoBas pabora B 8 cemectpe.



Dk3ameH B 8§ ceMecTpe.

10. OneHoUYHBIE MaTEpHUAJIbI.

OrneHOYHBIE MaTEepPUANTBI, TPUMEHSEMBIE TIPU TIPOBEICHUH TPOMEKYTOTHOM
aTTeCTaIlui, pa3padaThIBAIOTCA B COOTBETCTBHUH C JIOKAJIHHBIM HOPMATHBHBIM
aktomM PYT (MUUT).



ABTODBI:

CTapIlMi MpernojiaBaTelib Kapeapbl
«BpraucIuTENbHBIE CUCTEMBI, CETU U

uH(pOpMalMOHHAsT 0€30ITaCHOCTH A.B. AbpamoB
CornacoBaHo:
3asenyrommuii kadhenporr BCCullb b.B. Xenenkon

[Ipencenarens yueOHO-METOIUUYECKOM
KOMUCCHUH H.A. AunpusinoBa



