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1. OOue cBeaeHus 0 JUCHUILIMHE (MOTYJIE).

Ilenpto mpenopaBaHus IUCUUIUIMHBL  (MOAYJS) SIBISETCA U3Y4YEHHE
KOMIIBIOTEPHBIX TEXHOJOTHH, 0a3UPYIOMIUXCS Ha CBOOOJHO PaclpOCTpPaHSIEMOM
(He  mpompueTapHOM) MPOrpPaMMHOM  OOECMEYeHMHM  pa3luYHbIX  cdep
HCIIOJIb30BaHUS.

3amayamMy JUCLUILIMHBI (MOYJIsA) SIBJISIOTCA:

- 3HAKOMCTBO CO CPEACTBAMH aIMUHUCTPUPOBAHUSI OTKPBITHIX IPOIPAMMHBIX
wiatrgpopmam UNIX-cucrewm;

- OCBOEHHE CPEJICTB CETEBOr0 aIMUHUCTPUPOBAHMS;

- OCBOEHHE CPEJICTB CUCTEMHOI'0 aIMUHUCTPUPOBAHHS;

- IPUMEHEHNE CUCTEM ITPOrPAMMUPOBAHMS HA SI3bIKAX BBICOKOI'O YPOBHS IS
penieHus npohecCuoHaNbHBIX 331a4.

2. [Inanupyembie pe3ynbTaThl 00YYEHHS IO TUCHUILIINHE (MOYJIIO).

[lepeuenp (GopMUpPYyEMBIX pe3yJbTAaTOB OCBOCHHS  00pa3oBaTENbHOU
porpamMmsbl (KOMIIETEHIIUI) B pe3ysbTaTe 00y4eHHUs 10 AUCHUILUIMHE (MOIYIIO):

OIIK-2 - CnocobeH TpUMEHSTH KOMIBIOTEPHBIE/CYTIEPKOMITBIOTEPHbIE
METO/Ibl, COBPEMEHHOE ITPOrpaMMHOE 00eCIieYeHUE, B TOM YHUCIIE OT€UECTBEHHOTO
MIPOMCXOKICHHUS, JIJIS PEIISHUS 3a/1a4 IPO(heCCHOHATTEHOM NI TeTbHOCTH;

OIIK-4 - CriocoOeH yuyacTBOBaTh B pa3padOTKe TEXHUYECKOU JJOKYMEHTAIIMU
MPOTPAaMMHBIX MPOJTYKTOB U KOMIUIEKCOB C MCIIOJIb30BAaHUEM CTaHIAAPTOB, HOPM H
MpaBWJI, a TAKXKE B YIPABJICHUH MMPOCKTAMHU CO3JIaHMs WHPOPMAITMOHHBIX CUCTEM
Ha CTaJAMSIX KU3HEHHOTO IHUKJIA.

OO0yueHnue 1Mo JUCIUIUTHHE (MOJTYJIII0) MPE/IOIaraeT, 4To M0 ero pe3yabTaTaM
oOyyJarommuiicst Oyier:

3Harth:

- uaeosoruto Unix-way ¥ MPUHUMUIIBI OpraHU3alMU U PYHKIMOHUPOBAHUS
OoTKpBITHIX OC;

- BO3MOXXHOCTH  COBPEMEHHBIX  OIIEPALlMOHHBIX  CHCTEM, 150,
MI0JIb30BATEILCKUI U POrPAMMHBIN CEPBUC.

Ymerb:

- konurypuponats [10 u3 muctpudytusa OC Unix;

- MPOCKTUPOBATh M HCIIOIH30BATh IMPOTPAMMHBIC CEPBHUCHI IS PCIICHHS
PAKTUYCCKUX 3a]1ad.

Baagern:
- 6azoBbiMu HaBbikamu yrpasienus [10 qis OC Ha ocHoBe siapa Unix;



- 6a30BBIMU HaBBIKAMU Pa0OTHI U anMuHucTpupoBanust OC Ha OCHOBE siApa
Unix.

3. O6beM AUCIUTLIUHBI (MOIYJIs).
3.1. O0mas TpyA0eMKOCTb JUCHUIUIUHBI (MOIYJIA).

OO6mast TpyIOEMKOCTh AUCIHUIUIMHBI (MOIyJsA) coctaBisieT 4 3.e. (144
aKaJeMHYeCKuX Jaca(oB).

3.2. OOwvem mucuuIUIMHBL (MOAynsi) B (OpMe KOHTAaKTHOM pabOThI
oOyJarommxcss ¢ MEJaroTHYeCKUMH  paOOTHHKaMU W (WIM)  JIUIAMH,
IPUBJIEKAEMBIMH K peain3alun 00pa3oBaTeNIbHON NporpaMMbl Ha UHBIX YCIOBHSIX,
IPU [IPOBEJICHUH YUEOHBIX 3aHATUM:

KomnuectBo yacos

Tun yaeOHBIX 3aHATHI
Bcero | Cemectp Ne§

KonrtaktHas paboTa mpu npoBeIeHIH yUeOHBIX 3aHATHH (BCETO): 60 60
B ToMm gncne:

3aHATHSA JIEKIHOHHOTO THIIA 30 30
3aHATHSI CEMUHAPCKOTO THIIA 30 30

3.3. O0beM auCHMIUIMHBL (MOAYJsl) B (opMe CaMOCTOATENIbHOU pPabOThI
oOydaroruxcsi, a Takke B (opmMe KOHTAKTHOM paboOThl OOydYarOMIMXCA C
nearoruaeckKuMu pabOTHUKAMHU U (WIJTH) JTUI[AMU, TIPUBJICKAEMBIMH K peau3aiiu
oOpa3oBaTeNnpHON TpOrpaMMbl HAa HWHBIX YCJIOBUSX, TP MPOBEICHUU
MIPOMEKYTOUHOM aTTeCTAIIMN COCTaBIIsAET 84 akaleMHUUECKUX yaca (OB).

3.4. ITpu oOy4eHnH o0 UHAUBUAYATIbHOMY YYEOHOMY IIJIaHY, B TOM YHCJIE IPU
YCKOPEHHOM O0y4e€HHU, 00beM NUCIUIUIMHBI (MOYJIs1) MOXKET ObITh peaiu30BaH
MOJIHOCTBIO B (DOPME CaMOCTOSITENIbHON paboThl 00yJaronuxcs, a Takke B hopme
KOHTAaKTHOW PabOThl OOYYaIOIIUXCSl C MEAAroruuecCKUMU paOOTHUKaMU U (WJIH)
JUIAMH, TIPUBJIEKAEMBIMH K peaiM3allii 00pa30BaTEIbHOM MPOrpaMMbl Ha MHBIX
YCIIOBHSIX, TPU MPOBEJECHUU TPOMEKYTOUHOMN aTTECTALINH.

4. ConepxaHue JUCUUIUIAHBI (MOIYJIA).

4.1. 3aHsATHs JISKIIUOHHOTO THUIIA.




TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

YnpasieHue nojab30BaTeasIMU
PaccmaTpuBaeMble BOIIPOCHI:

- Meroauka ynpaBieHHs HOIb30BaTEIIMHY;

- ['pynnsl noss3osareneii;

- Kondurypanuonssie ainbl noib30BaTeNeH.

[TakeTsl U IPOrpaMMHBIE PENO3UTOPUH
PaccmarpuBaeMble BOIIPOCHI:

- [Takets! u ycranoska [10;

- [Monstue penosuropust [10;

- COopka 1 yCTaHOBKA MTAKETOB MCXOJHBIX KOJOB;

[TakeTsl 1 IpOrpaMMHBIE PETIO3UTOPUHU(TIPOIOJKEHNE)
PaccmaTpuBaemble BOIIPOCHI:

- YcraHOBKa OMHAPHBIX MTAKETOB;

- YCTaHOBIIUK M MEHEKEp MaKETOB;

- [TaketHsbIe 00pa3sl (snap-makeTsr; makeTsl flatpack; makeTs! appimage).

Pacummpennsie criucku nocryna (ACL) B 1UCKpelnOHHON MoJenu
PaCCManI/IBaCMLIe BOIIPOCHI:

- I[I/ICer].[I/IOHHaH MOJACIb AOCTYIIA,

- MuHUMasnbHbIE COUCKH JIOCTYTA B IUCKPEIITUOHONW MOJIEINH;

- HeﬂOCTaTKI/I MUHUMAJIbHBIX CIIMCKOB JOCTYIIA;

Pactmmmpennsie ciucku goctymna (ACL) B tuckpenmoHHoi Moaenu(mpoaonKeHue)
PaccMarpuBaeMble BOIIPOCHL:

- PacmmpenHsbIe CIUCKH 10CTYTIA;

- B3anmopeiicTBne MUHUMAIIbHBIX M PACIIMPEHHBIX CIIUCKOB AOCTYTIA.

Henocpencteennsiit konTposs noctymna (MAC)
PaccmarpuBaembie BOIPOCHI:

- Poneas Mmozens Mozienb JOCTYIA;

- HenocpeicTBeHHBIN KOHTPOJIb A0CTYNA;

- Peanmzanus HemocpeACTBEHOTO KOHTPOJISA AOCTYIIA.

Peanuzanus MAC B monysne SELinux
PaccMaTpuBaemblie BOIPOCH:

- Monyns SELinux;

- Koman 11 yripaBiieHus MOYJIEM;

- Bzaumogeiictsue DAC u MAC.

3arpyska cucteMbl. YIpaBiieHHe cepBucaMu. Moaudukamnus sapa
PaccmarpuBaemble BOIPOCHL:

- 3arpyska OC UNIX;

- CucTeMHBIE CepBHCHI;

- CtpykTypa snpa;

3arpy3ka cucteMbl. YpaBieHnue cepsucamMu. Moaudukanus sapa(IpoJoHKeHne)
PaCCManI/IBaCMLIC BOIIPOCHI:

- COopka siipa U3 UCXOIHBIX KOJIOB;

- YcraHoBKa sipa.

10

Cetb TCP/IP B Unix. CeTeBble U CepBEpHbBIE BO3MOKHOCTH
PaccmarpuBaemble BOIPOCHI:

- Ocobennoctu ceteBbIxX HHTEPDericoB B UNIX;

- Ceressie yrmmtsel UNIX;

- HTTP-cepBucs! (apache,nginx);




/o

TemaTuka JTEKIMOHHBIX 3aHATUHN / KpAaTKOE COJIEpKAHNE

11

Cetp TCP/IP B Unix. CereBbie U cepBepHbIE BO3MOXHOCTH(ITPOIOIKEHHE)
PaCCManI/IBaeMLIe BOIPOCHI:

- FTP-cepBucs (proftpd);

- DHCP;

- DNS (bind);

- SSH.

12

QunpTpanys Tpaduka. aepBoibl
PaccMaTpuBaembie BOIPOCH:

- IPTables;

- UGW/GUFW.

13

['ubkoe ympaBieHue 10CTYIIOM
PaCCManI/IBaeMLIe BOIPOCHI:

- AppArmor;

- PolicyKit.

14

Konrelineprsanus u BUPTyaau3anus
PaCCManI/IBaCMHe BOIIPOCHI:

- IPOCTPAHCTBA UMCH;

- TPYIIIBI PECYPCOB U CEroups;

15

KonTteitHepuzanus u BUpTyau3amusi(mpo10KeHIe )
PaccMarpuBaeMble BOIIPOCHL:

- BUpTyasnu3aius, HazHaueHne u npumenerne (KVM,XEN);

- KOHTelHepu3anys, HazHayeHue u npumenenue (LCX,Docker).

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlaGopatopHbie pabOThI

o/

HaumenoBanue 1abopatopHbIX paboT / KpaTKOe CoepKaHNe

JlaGopaTtopHnast pabota Nel: YipaBieHue mojab30BaTeNIs MU CUCTEMBI
B PE3YIbTATC BBINIOJHECHUSA pa6OTLI CTYACHT 3HAKOMMUTCH C OpraHHSaHHeﬁ mponecca COIpOBOKACHUA
MOJIb30BaTeNEH.

JlaGopatopHast pabota Ne2:YmpapieHue nakeTamMmu
B pesynbTate BINOIHEHHS PaOOThI CTYAEHT HOIy4YaeT HaBbIKK YCTaHOBKHU I1O U3 MakeToB perno3uTopus.

JlaGopatopHas pabota Ne2, mpoomkeHue
B PE3YJIbTATC BBINIOJTHCHUA pa6OTbI CTYACHT IOJY4acT HABBIKH C60pKI/I ITaKE€TOB.

JlaGopaTtopHnas pabota Ne3: PacimpeHHbIe CITUCKH IOCTYTIA.
B pe3ynprarte BRIOTHEHUS pabOTHI CTYIEHT 3HAKOMHUTCS ¢ yrpaBieHuem ACL

JlaGopatopHas pabota Ne3, npoomkenue
B pesynbrare BeIMOTHEHHS pabOTHI CTYIEHT 3HAKOMUTCSA ¢ pa3pemenrueM koutm3uii minimal ACL n ACL.

JlaGopatopHas pabota Ned: Vrpasnenue ciayx0amu
B PEIYNbTATE BBITIOJTHECHUA pa6OTBI CTYIACHT 3HAKOMUTCA C YIIPABJICHUEM CUCTCMHBIMU CJ'Iy)K6aMI/I )4
HACTPAaMBACT CUCTEMHYIO CITYXkOY.

JlaboparopHas padota Ned: Ypasnenue ciyx0amu (IIpoaoKEHUE)
B PE3YIbTATC BBINIOJTHCHUSA pa6OTI)I CTYACHT HACTpanuBacT CUCTEMHYIO CJ'Iy)K6y

JlaGopartopHas pabota Ne5: YnpaBieHnue ceTbio
B pesynbrare BeIMOTHEHHUS PaOOTHI CTY/IEHT 3HAKOMHUTCS ¢ HACTPONKOHN M yIpaBIeHHUEM CETEBBIMU
uHTEpdeiicamu.




HaumeHnoBanue 1abopaTopHbIX pabOT / KpaTKOE CoJepKaHne

9 |JlaboparopHas pabota Ne5: YmpaiieHHE CEThIO (IIPOIOIIKEHHE)
B PE3YIbTATC BBINIOJIHCHUSA paGOTLI CTYACHT 3HAKOMUTCA C MPUMEHCHHUCM OCHOBHBIMU CCTEBBIX YTUIIUT

10 |JlaGopaTtopHas padota Ne6: dunbTpanus Tpaduxa
B pesynbTate BeINOIHEHHS paOOTHI CTYACHT 3HAKOMUTCS ¢ yIipaBieHueM daepsorom GUFW

11 |JIaGopatopHas pabora Ne6: dunbrpanus Tpaduka (Ipoa0KEHUE)
B pesynprarte BRIIOIHEHUS pabOTHI CTyIEHT HacTpanBaeT npasuia GrisTparmm GUFW

12 |JIaGopaTtopHas pabora Ne7: YrpaBieHHe TOCTYIIOM OT IPOIIECCOB
B pe3ynprare BRIIOTHEHUS paOOTHI CTYACHT 3HAKOMHUTCS C paboTOH yTHIUTE App Armor

13 |JlaGopaTopHas pabota Ne7: YrpapiieHre TOCTYIIOM OT MPOIEeccoB (TIPOIOIKEHUE)
B PE3YIbTATC BBINIOJTHCHUSA paGOTLI CTYACHT HACTpanBacCT MOJIUTHUKY JOCTYIla B AppArmor

14 |JlaGopaTtopHnas padota Ne8: CereBble CEpBUCHI
B pesynprarte BRIIOTHEHUS pabOTHI CTyIeHT 3HaKoMuTcs ¢ cepsucamu HTTP/FTP

15 |JIaGopaTtopHas padora Ne8: CereBble cepBUCHI (ITPOJOKEHUE)
B pesynprarte BRIIOTHEHUS paboTH cTyneHT HacTpanBaeT cepsuc HTTP/FTP

4.3. CamocrosiTenbHas paboTa 00y4YarOIUXCs.

/ Bunx camocrosTensHOM paboTh
/o

Pabota c neKImoHHBIM MaTepUaAIOM.

Pabota ¢ yueOHoI1 muTepaTypoil u3 MPUBEIECHHBIX HCTOYHHKOB.

[ToaroroBka k 1a6OpPaTOPHBIM paboTaM.

Boinonnenue kypcoBoii paboThI.

IToaroToBKa K MPOMEXKYTOYHOM aTTECTALMH.

o O B W N B

IToaroroBka k TCKYLIEMY KOHTPOJIIO.

4.4. ITpumepHbIN IEpEUEHb TEM KYPCOBBIX pabOT

1. Wucramnsuus, HacTpoiika ©  compoBoxiaeHue  Web-cepsepa.
Unix/FreeBSD

2. Wucramnsuus, Hactpoiika u comnpoBoxaeHue SMTP-POP3(IMAP4)-
cepsepa. Unix/FreeBSD

3. UWHcrammsamusi, HacTpodika u  compoBoxkaeHue — SQL-cepsepa.
Unix/FreeBSD

4. Mucramsnus, HacTpoiika u cornpoBokacHue Router-a. Unix/FreeBSD

5. UHcTannsauus, Hactpoiika u conpoBoxkaenne FTP-cepsepa. Unix/FreeBSD

6. MHWucrammsiiusi, HacTpolika ©  compoBoxiaeHue VPN  cepsepa.
Unix/FreeBSD

7. Pabora ¢ ynanennsix TepmuHanoB. Citrix u T.1.. MUHCTamsmus, HacTpoiika
U COTIPOBOXK/ICHHUE.



8. HHcrammsiiusi, HacTpoika UM CONpPOBOXJIEHHE Proxy-cepsepa.
Unix/FreeBSD
9. Mucramsius, HacTpoiika u conpoBoxaenue Firewall-a. Unix/FreeBSD

10. UHCTAIIIALMSA, HACTPOMKA U CONPOBOXKACHUE CUCTEM aHAIU3a CETEBOTO
tpaduka. Unix/FreeBSD

11. Cucremsl noctymna k Internet yepe3 ogun KommbroTep (ucnoib3ys NAT) .
WNucramnanus, HacTpoiika, conmpoBoxkaeHue. Unix/FreeBSD

12. CucreMsl yIaJIeHHOTO YIIPaBJICHUS.

13. WnacTamnsanus, HaCTpoWKa W COMpPOBOXKIeHHE cepBepa [P-renedonum.
Unix/FreeBSD

14. Wucraumsuusa, HacTporika u  compoBoxaeHue LDAP-cepsepa
Unix/FreeBSD.

5. IlepeueHp wu3NaHMM, KOTOpPBIE PEKOMEHAYETCS MCIIONb30BATh IIPH

OCBOCHUHU JUCHUILUIMHBI (MOIYJIA).
No

i bubnuorpaduueckoe onucanue Mecro nocryna

1 | Buuentuii A. B. OcHOBBI TpakTHYECKON pabOThI C Jlans : OBC. — URL:
UNIX-nio106H0i## onepammonHoii cuctemolii : yae6noe | https://e.lanbook.com/book/140984
nocobue / A. B. Bunientuii, E. C. Pynuna, M. I (nara obpamenns: 02.04.2025)

[MnmaesB. — MypMmanck : MAT'Y, 2019. — 96 c. —
ISBN 978-5-4222-0388-8

2 Corues II. I1. IIporpammupoBanue B Unix. Jlanb : OBC. — URL:
[IpakTukyMm : yae6HOe nocobwue / IT. IT. ChraeB. — https://e.lanbook.com/book/100281
JyOHa : ['ocynapcTBeHHBIN YHHBEpCUTET «/lyOHa», (nara obpamenus: 02.04.2025)
2019. — 63 c. — ISBN 978-5-89847-579-6
3 | Corues II. II. IlporpammupoBanue B Unix. Jlanb : OBC. — URL:
[pakTuky™m : yuebroe nocobue / I1. IT. Cbruen. — https://e.lanbook.com/book/154517
Jy6Ha : 'ocymapcTBeHHBINM YHHBEpCUTET «J[yOHAY, (nata obpamenns: 02.04.2025)
2019. — 63 c. — ISBN 978-5-89847-579-6
4 | Baspentok A. b. Komanuslii untepdeiic Jlans : OBC. — URL.:
ornepannoHHbIX cucreM cemeiictBa UNIX : yyeOHoe https://e.lanbook.com/book/126653
nocobue / A. b. BaBpenrok, O. K. Kyprsimesa, B. B. (nata obpamenus: 02.04.2025)
MakapoB. — Mocksa : HUAY MU®U, 2015. — 88
c.— ISBN 978-5-7262-2021-5

6. IlepeueHb COBpEMEHHBIX TMPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPHIE MOTYT HCIIOJIL30BATHCS TIPH
OCBOEHUU JUCHUILIUHBI (MOYJIA).



CDOp}IM CIICIIUAJINCTOB 110 I/IH(i)OpMaL[I/IOHHBIM TEXHOJIOT'UAM
(http://citforum.ru/)

NHTEepHET-YHUBEPCUTET HH(pOPMAITMOHHBIX TEXHOJIOTUH
(http://www.intuit.ru/)

TemaTnueckuii dbopym o uH()OPMAITMOHHBIM TEXHOJIOTUSIM
(http://habrahabr.ru/)

Onextponrnas 6nbmuoreka MUUT (http://library.miit.ru)

Nudopmanmonnoro  moptana Hayunas  snekTponHHas — OubnmoTeka
eLIBRARY.RU (www.elibrary.ru)

DnekTpoHHO-0nbmoTeyHas cuctema «Jlauby» (https://e.lanbook.com/)

7. IlepedyeHb  JHUIIEH3MOHHOTO U  CBOOOJHO  PacHpOCTPaAHSIEMOTO
MporpaMMHOr0 oOecredyeHus, B TOM YHUCJIE OTEUYECTBEHHOI'O IPOU3BOJACTBA,
HEO0OXOIMMOTO JIJI1 OCBOCHUS JUCIUTLIMHBI (MOIYJIs).

- Microsoft Windows

- Microsoft Office

- OC Dnpbpyc

- OC Acrtpa Jlunykce

- Foxit Reader/Acrobat Reader

- XUbuntu Linux

- OpenOffice.org

- GNOME Office

- Unarepuer-6pay3zep (Yandex u nip.)

8. OmnucaHue MaTepuaJbHO-TEXHUYECKOW 0a3bl, HEOOXOAUMOM it
OCYILECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo TUCIUILUTMHE (MOIYIIIO).

VYuebHas ayauTopus JUIsl TPOBEJACHUS Y4YEOHBIX 3aHATHN (3aHATUN
JEKUMOHHOTO THUMA, JabopaTOpHBIX pabOT, KypCOBOTO MPOEKTUPOBAHUS
(BBITIOJIHEHUST KYPCOBBIX padoT):

- KOMIIBIOTEP MpemnojiaBarelisa, MyJbTUMEIUHHOE 00OpynoBaHHe, pabouue
CTaHIMU CTYJIEHTOB, 10CKA.

AyauTopus NOAKIOUEHA K ceTu «HTepHeT».

9. ®opMa NpoMEeKyTOUHOU aTTECTAIUU:

KypcoBas pabdota B 8 cemectpe.
DK3aMeH B 8 cemecTpe.

10. OuieHOUHBIE MAaTEpUAIIBI.



OrneHOYHBIE MaTEePUANTBI, TPUMEHSIEMBIE TIPU TIPOBEICHUHA TPOMEKYTOTHOM
aTTecTanuu, pa3pabaThIBalOTCS B COOTBETCTBUU C JIOKAJIBHBIM HOPMATHBHBIM
aktoM PYT (MUUT).
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«BpraucIuTENbHBIE CUCTEMBI, CETU U

uH(pOpMalMOHHAsT 0€30ITaCHOCTH A.B. AGpamoB
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