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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

1. OGrmue cBeaeHUS O TUCITUTIINHE (MOTYIIe).

[enun u 3amaun u3ydeHuss TUCUUILTMHBI «Unix-CUCTEMBD) OMPENEsSIOTCS
XapaKTEPUCTUKON 0051acTh U O00BEKTOB NPO(ecCHOHATBHON eATeTbHOCTH
OakanaBpa npoduis «be3onacHOCTh KOMIBIOTEPHBIX CHCTEM) HalpaBJICHUS
noaroToBku «MHBOpManroHHas 6€301TaCHOCTY.

[lenpto mpenojgaBaHusi JUCHUIUIMHBL  (MOJYJISI) SIBJISIETCS. HM3Yy4YEHUE
KOMIIBIOTEPHBIX TEXHOJOTHH, 0a3UPYIOMHUXCS Ha CBOOOJHO PaclpOCTPaHSIEMOM
(He  mpompueTapHOM) TPOrpaMMHOM  OOECMEYeHMH  pa3lUuYHbIX  cdep
UCIIOJIb30BAHUSI.

3amavyaMu JUCIUTUTHHBI (MOJIYJIs) SIBJISIFOTCS:

- 3HAKOMCTBO CO CPEICTBAMU aIMUHUCTPUPOBAHUS OTKPBITHIX TPOTPAMMHBIX
mnatgopmam UNIX-cucrewm;

- OCBOCHHE CPEJICTB CETEBOTO aIMUHUCTPUPOBAHUS;

- OCBOCHHE CPEJICTB CUCTEMHOTO a/IMUHUCTPUPOBAHHS;

- MPUMEHEHNE CUCTEM MTPOTPAMMHUPOBAHMSI HA SI3bIKAX BBICOKOTO YPOBHS JIJIS
penieHus npodeccuoHaIbHBIX 3a]1ay.

2. [Inanupyemsble pe3yJbTaThl 00y4YeHHUs 10 AUCIUIUIMHE (MOIYJIIO).

[lepeuenb GopmMuUpyeMBIX pe3yJbTAaTOB OCBOCHUS 00pa3oBaTEIbHOU
porpamMmsbl (KOMIIETEHLIUI) B pe3ybTaTe 00yUYeHHUs M0 AUCUMILTUHE (MOYIIO):

OIIK-2 - Cnoco0OeH NpUMEHITh HH(POPMAIMOHHO-KOMMYHHKAIMOHHBIC
TE€XHOJIOTUHU, IPOTPAMMHBIE CPEICTBA CUCTEMHOIO U MPUKIATHOTO HA3HAYEHUS, B
TOM  YHCJI€  OTEYECTBEHHOIO  MPOM3BOJACTBA, JJIA  pEHIeHUs  3ajad
npoheCCUOHATIBHON JIEITEIbHOCTH

OIIK-7 - CriocoOeH UCob30BaTh A3bIKK TPOrPAMMHUPOBAHUS U TEXHOIOTUU
pa3pabOTKU NPOTPaMMHBIX CPEACTB IJIs pelleHHsl 3ahad Npo¢ecCUOHATbHOU
NEATENBHOCTH ;

IIK-2 - cnocoOHOCTBbIO MPUMEHATH MPOTPAMMHBIE CPEICTBA CUCTEMHOTO,
OPUKJIAJHOTO U CTIELIMAJIBHOTO Ha3HAUYECHUSI, MHCTPYMEHTAIbHbIE CPEACTBA, I3bIKH
U CUCTEMBI MPOTPAMMHUPOBAHUS ISl pelIeHus: Ipo(ecCHOHaNbHBIX 3a/1aY ;

ITIK-6 - crnocoOHOCTBIO MPUHUMATH y4YacTHE B OpraHU3AlMKU U MPOBEICHUU
KOHTPOJIBHBIX MPOBEPOK pabOTOCIIOCOOHOCTH U I (PEKTUBHOCTH MPUMEHSIIEMBIX
MPOTPAaMMHBIX, TPOTPAMMHO-AMIIAPATHRIX W TEXHUYECKUX CPEICTB 3aIlUTHI
uH(pOpMaIUH .

OO0y4eHwue 1o JUCUUIUIUHE (MOIYJII0) MPEANOJaraeT, 4To Mo ero pe3yabTaTaM
oOyyaroruiicst Oyier:



3HaTh:

- paeooruio Unix-way;,

- IPUHITUTIBEI OPTaHU3auU U QYHKIIMOHUPOBAHUS OTKPBITEIX OC;

- BO3MOKHOCTH COBPEMEHHBIX OTIepaIMOHHBIX CHCTEM, X
I0JIb30BATCIIBCKUI U TIPOTPaMMHBIN CEPBUC.

Ymern:

- koupurypuposatsb [10 u3 quctpudytusa OC Unix;

- TPOSKTUPOBATh W WCIOIH30BaTh MPOTPAMMHBIC CEPBUCHI IS PEIICHUS
MPaKTUYECKUX 3a]1ad.

Baaners:

- TepMUHOJIOTHEN B 001acTu oTkpbITOro 110;

- 6a30BbIMH HaBbikaMu yripasieHus [10 mig OC Ha ocHoBe sapa Unix;

- 6a30BBIMU HaBBIKAMU pabOTHI U anMuHucTpupoBanust OC Ha OCHOBE spa
Unix.

3. O0beM AUCIUTLIUHBI (MOIYJIs).
3.1. O6mmias TpyA0eMKOCTb JTUCIMUILUIMHBI (MOTYJIS).

OO6mast TPYJIOEMKOCTh AUCIHUILIMHBI (Moayisi) coctaBisier 4 3.e. (144
aKaJeMHYeCKuX Jaca(oB).

3.2. OOvem mucuuIIMHBI (MOAynsi) B (OpMe KOHTAKTHOM pabOTHI
oOyyarolmuxcss € MeJarort4eckuMu  paboTHHUKamMu M (WIKM)  JIMIAMH,
IPUBJIEKAEMBIMH K peain3anun 00pa3oBaTesIbHOM MporpaMmbl Ha MHBIX YCIOBHSX,
IpU MIPOBEJICHUH YUEOHBIX 3aHATUH:

. KonmuectBo yacos
Tun y4eOHBIX 3aHATHI

Bcero | Cemectp Ne§

KonrakTHas paboTa Ipu NpoBeleHHH yueOHBIX 3aHsTHIl (BCero): 50 50
B tom uucne:

3aHATHSA JIEKIHOHHOTO THIIA 20 20
3aHATHS CEMUHAPCKOTO THIIA 30 30

3.3. O0bemM mucHUIUIMHBL (MOIYJisA) B (OpME CaMOCTOSITEIbHOW pabOThI
oOydJarormuxcsi, a Takke B (opMe KOHTAKTHOW pabOThl OOyYarOMMXCS C
Mearorn4ecKuMy paboTHUKAMHU U (WIJTH) JTUI[AMU, TIPUBJICKAEMBIMH K peaTu3aiiu
oOpa3oBaTeNbHON TIpOrpaMMbl  Ha HWHBIX  YCIOBUSAX, TP  IPOBEICHUU
IPOMEKYTOUHOM aTTECTAIlMK COCTaBIIsAeT 94 akaeMuueckux Jaca (OB).




3.4. 1Ipu 0Oy4eHnu 1o UHAUBUyAJIbBHOMY Y4€OHOMY IIJIaHy, B TOM YHCJIE IIPU
YCKOPEHHOM 00Yy4YeHUHU, 00BEM JUCITUTUTHHBI (MOIYJIsI) MOXKET OBITh peain30BaH
MOJIHOCTBIO B (POpPME CaMOCTOSITENFHOM pabOThl 00yUaIOUINXCs, a TakKe B hopme
KOHTaKTHOW padO0Thl OOy4YaIOMIMXCA C MEJAroru4ecKuMu pabOTHUKAMHU U (WJIN)
JUIAMH, TIPUBJIEKAEMBIMH K pealiu3alliid 00pa30BaTeIbHON MPOrpaMMbl Ha MHBIX
YCIIOBUSIX, IIPU [IPOBEJICHUU IPOMEKYTOUHON aTTECTALIUH.

4. ConepxaHue JUCUUIUIAHBI (MOIYJIA).

4.1. 3aHsaTus JIEKIIUOHHOTO THIIA.

/ TemaTnka JEKIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAHUC
/11

1 |Ynpanenue mosib3oBaTeIsIMU
PaccmaTprBaemble BOTIPOCHI:

- MeTonuka yrpaBiIeHHs HOIb30BaTEIIIMIU;

- I'pynmel nosip3oBarenei;

- Kondurypaunonssie ¢aiins moap3oBaTesneu.

2 |[TakeThl 1 MpOrpaMMHBIC PETIO3UTOPUH

PaccmaTtpuBaeMble BOIIPOCHI:

- [Takets! u ycranoBka [10;

- [lonsitue penosutopus I10;

- CO0pKa M ycTaHOBKA MTAKETOB MCXOHBIX KOJIOB;

- YcTraHOBKa OMHAPHBIX MTAKETOB;

- YCTaHOBIIMK M MEHEKEp MTaKEeTOB;

- [TaketHble 00pa3sl (snap-makeTsr; makeTHl flatpack; makeTs! appimage).

3 |Pacmmupennsie ciucku noctyna (ACL) B AMCKpEIMOHHON MOJIEH
PaccmarpuBaembie BOIPOCHL:

- JluckpermionHast Moziens AOCTYIa,

- MuHuUManbHble COUCKH JIOCTYMa B AUCKPEIIMOHON MOJIENH;

- Hemocratkn MUHMMAJIBHBIX CIIMCKOB JIOCTYIIA;

- PacmmpenHsbIe CITUCKH 10CTYTIa;

- B3anmopeiicTBue MUHMMAaIIbHBIX M PACIIMPEHHBIX CIIMCKOB AOCTYTIA.

4  |HenocpenctBeHHbli KOHTPOJIb qocTyna (MAC)
PaccmarpuBaembie BOIPOCHL:

- PoneBast Mozens Mozienp 10CTyNa;

- HenocpencTBeHHBIM KOHTPOJIb JOCTYIIA;

- Peanu3anus HenmocpecTBEHOT0 KOHTPOJIS AOCTYyIIA.

5 |Peammsanus MAC B moayse SELinux
PaccmarprBaeMbie BOTIPOCHI:

- Moayns SELinux;

- Komanne! ynpaBiieHus MOIyIIEM;

- B3zanmopeticteue DAC u MAC.

6 |3arpy3ka cucremsl. YpasieHue cepBucamu. Moaudukanus sapa

PaccmarpuBaemble BOIPOCHL:
- 3arpyska OC UNIX;
- CHucTeMHBIE CepBHCHI;

- CtpykTypa sapa;




TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

n/m
- Cbopka siipa U3 UCXOIHBIX KOJOB;
- YcTaHOBKa spa.
7 |Cetb TCP/IP B Unix. CeTeBble B cE€pBEpHBIE BO3MOXHOCTH

PaccmarpuBaembie BOIIPOCHL:

- Ocobennoctu ceteBbix nHTEpdeticoB B UNIX;
- Ceressie yrmimtsl UNIX;

- HTTP-cepsucs (apache,nginx);

- FTP-cepBucs (proftpd);

- DHCP;

- DNS (bind);

- SSH.

OunbTpanus Tpaduka. DaepBoiIbl
PaccmarpuBaembie BOIIPOCHL:

- IPTables;

- UGW/GUFW.

I'mbkoe ynpaBneHnue 10CTyomM
PaCCManI/IBaeMBIe BOIPOCHI:

- AppArmor;

- PolicyK:it.

10
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PaccmaTtpuBaeMble BOIIPOCHI:

- IPOCTPAHCTBA UMEH;

- TPYIIIBI PECYPCOB H CEIoups;

- Bupryanuzamnus, Haznadenue u npumenenue (KVM,XEN);

- Konteiirepuzanus, HazHauenue u npumenenue (LCX,Docker).

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlaGopatopHbie pabOThI

o/

HaumenoBanue 1abopatopHbIX paboT / KpaTKoe CopepKaHue

JlaboparopHas pabota Nel: YmpasieHre nojib30BaTENSIMU CUCTEMBI
B pesynbrare BeIMOTHEHHUS PaOOTHI CTYIEHT 3HAKOMHUTCS C OpraHu3aIfeil mpoiecca COmpoBOKIACHUS
MOoJIb30BaTesIe

JlaGopatopHas paborta Ne2:YmpapieHue nakeTamMmu
B PE3yJbTAaTC BBINIOJHCHUA pa6OTLI CTYACHT NOJY4aC€T HABbIKW YCTAHOBKH 110 u3 makeToB Peno3uTopu

JlaGopaTtopHas pabota Ne2, npopomkeHne
B PE3yJIbTAaTC BBINIOJHCHUSA pa6OTI)I CTYACHT NOJIYy4a€T HaBbIKU C60pKI/I IIaKETOB

Jlaboparopuas pabota Ne3: PacuupeHHbIe CIUCKH TOCTyTa
B pesynbrare BRINOIHEHUS pabOTHI CTyIEHT 3HAKOMHTCS ¢ ynpasieHnem ACL

JlaGopatopHas pabota Ne3, mpoomkenue
B pesynbrare BeIMOTHEHHUS paOOTHI CTYIEHT 3HAKOMUTCS ¢ pa3pemenueM koiutm3uii minimal ACL u ACL

JlaGopaTtopHnast pabota Ned: Yrpasnenne ciyx0amu
B PE3yJIbTATC BBINIOJTHCHUA pa6OTI)I CTYACHT 3HAKOMUTCHA C YIIPABJICHUEM CUCTCMHBIMU CJ'Iy)K6aMI/I

JlaGopaTtopHnas pabota Ned, npomomkeHne
B pe3synbrare BEIIOITHEHUS pabOTHI CTYIEHT HACTPaNBaET CUCTEMHYIO CIIyXKOy




HaumeHnoBanue 1abopaTopHbIX paboT / KpaTKOE CoJepKaHne

8 |JlaboparopHas pabota Ne5: YmpasieHue ceTbio
B PE3yJIbTAaTC BBINIOJIHCHUA paGOTLI CTYACHT 3HAKOMMUTCH C Hacrpoﬁxoﬁ " yIpaBJICHUEM CCTCBbBIMU
uHTepdeiicamu.

9 |J/laGoparopnas padota Ne5, mpoaoikeHue
B PE3YyJIbTATC BBINIOJIHCHUA pa6OTI)I CTYACHT 3HAKOMUTCA C IPUMEHCHUEM OCHOBHBIMH CCTCBLIX YTUINUT

10 |JlaGopaTopnas pabora Ne6: OuiibTpanus Tpapuka
B pesymnbrarte BRIIOITHEHUS pabOTHI CTYIEHT 3HAKOMHTCS ¢ yrpaBieHueM ¢aepoiom GUFW

11 |JlabopaTtopHas pabota Ne6, npoaomkeHue

B pesynbrate BhINOIHEHHS paOOTHI CTYAGHT HacTpauBaeT npasuia ¢puistpaunu GUFW

12 |JlaGopaTopHas pabota No7: YrpaBieHue TO0CTYyIIOM OT IIPOILIECCOB
B pesyinbrate BIOIHEHHS PaOOTHI CTYACHT 3HAKOMUTCS ¢ pabOTOH yTHUIUTEL AppArmor

13 |JIaGopaTtopHas pabora Ne7, mpoponKeHue
B pesynbrarte BRIMOTHEHUS paOOTHI CTyIEHT HACTpaMBaeT MOJIUTHKY JOCTyIa B AppArmor

14 |JlabGopaTtopHnas pabota Ne§: CeTeBbie CepBUCHI
B pesynprarte BRIOTHEHUS paObOTHI CTyIEeHT 3HaKoMuTcs ¢ cepsrucamu HTTP/FTP

15 |JIaGopaTtopHas pabota Ne§, nmpoomkeHue
B pesynbraTe BelnoNHEHHs paboThI CTyneHT HacTpauBaeT cepuc HTTP/FTP

4.3. CamocrosiTenbHas paboTa 00y4darOIMuXCS.

/ Bun camocTosTensHOM paboThI
/1

PaboTa ¢ JICKOMOHHBIM MaTCpUaJIOM.

Pabora ¢ yueOHOI1 TuTepaTypoil U3 MPUBEIECHHBIX HCTOYHUKOB.

[ToaroroBka k 1ab0OpaTOpHBIM pabOTaM.

Beinonnenue KypcoBoii paboThl.

IToaroroBka k HpOMe)KYTO‘-IHOI\/‘I aTTeCTalnuu.

| O | WO N -

[ToaroroBka Kk TEKyIeMy KOHTPOJIIO.

4.4. ITpumepHbIN IEpeUeHb TEM KYPCOBBIX pabOT

1. Wucramnsuus, HacTpoiika ©  compoBoxaeHue  Web-cepsepa.
Unix/FreeBSD

2. WHcramnsmus, HacTtpodika u compoBoxiaeHue SMTP-POP3(IMAP4)-
cepsepa. Unix/FreeBSD

3. HWucrammsiuusa, HacTpoiika U compoBoxiaeHue  SQL-cepsepa.
Unix/FreeBSD

4. Mucramsnus, HacTpoiika u cornpoBokacHue Router-a. Unix/FreeBSD

5. UHcTrannsauusd, HacTpoiika u conpoBoxaenne FTP-cepsepa. Unix/FreeBSD

6. MHWucrammsiusi, HacTpoilka u  compoBoxaeHue VPN  cepsepa.
Unix/FreeBSD



7. Pabora ¢ ynanennsix TepmuHanoB. Citrix u T.1.. UHCTamsmus, HacTpoiika
Y COIPOBOKJICHUE.

8. HHcrammsmmusa, HacTpoWka H  CONPOBOXIeHUE  Proxy-cepsepa.
Unix/FreeBSD

9. MucTamsius, HacTpoiika u conpopoxaenue Firewall-a. Unix/FreeBSD

10. MHCTAIIIALMS, HACTPOMKA U COITPOBOKACHUE CUCTEM AHAJIM3a CETEBOTO
tpaduka. Unix/FreeBSD

11. Cucremsl noctyna k Internet uepe3 ogun kommeroTep (Mcnonb3ys NAT) .
Wucrannsauus, HacTpoiika, conpoBoxaeHue. Unix/FreeBSD

12. CucreMsl yIaJIEeHHOTO YIIPaBJICHUSI.

13. WnacTamnsanus, HacTpoWka M COMpoBOXIeHHUE cepBepa IP-renedonum.
Unix/FreeBSD

14. HWucrausuusa, ©HacTporMka u  compoBoxaecHune LDAP-cepsepa
Unix/FreeBSD.

5. llepedenr wu3maHuii, KOTOpbIE PEKOMEHAYETCS UCIIOIb30BaTh MIPHU
OCBOCHUU JUCHUUIUIUHBI (MOIYJIA).

rJ[\/ri bubnuorpaduyeckoe onucanue Mecro noctyna

1 Bunentuii A. B. OcHOBBI IpakTHUECKOH paboThI C JIans : OBC. — URL:
UNIX-nomo6Hoii onepanuonHoii cuctemoit : yue6roe | Nttps://e.lanbook.com/book/140984
nocodue / A. B. Buuentuii, E. C. Pynuna, M. T (nara obpamenns: 03.04.2024) —
IInmaes. — Mypwmanck : MATY, 2019, — 96 ¢, — | 1€KCT : JICKTPOHHEIIA.
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2019. — 63 c. — ISBN 978-5-89847-579-6 TeKer : JIICKTPOHHEIA.

4 | BaBpentok A. b. Komanuslii unrepdetiic Jlanb : OBC. — URL:
OnepaMoHHbIX cucTeM cemeiicTa UNIX : yueGnoe | https://e.lanbook.com/book/126653
nocobue / A. b. Baspentok, O. K. Kypsimesa, B. B. (nara obpamenns: 03.04.2024) —
Makapos. — Mocksa : HUSTY MU®H, 2015, — 88 | T€KCT : JICKTPOHHEIIA.

c.— ISBN 978-5-7262-2021-5

5 Crrues 1. I1. IIporpammupoBanue B Unix. Jlans : OBC. — URL:

[IpakTukyM™ : yue6HOe mocobwue / IT. IT. CoraeB. — https://e.lanbook.com/book/154517
(mara obpamenus: 03.04.2024) —
TeKcT : 27eKTPOHHBII.




Hy6Hna : I'ocynapcTBeHHBIN YHUBEpCUTET «JlyOHa»,
2019. — 63 c. — ISBN 978-5-89847-579-6

6. IlepeuyeHb COBpPEMEHHBIX MPO(PECCHOHANBHBIX 0a3 JaHHBIX |
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIIOJIb30BAThCS IIPH
OCBOCHUU JUCHUIUIUHBI (MOIYJIA).

q)OpyM CIICIINAJINCTOB 10 I/IH(bOpMaHI/IOHHBIM TEXHOJIOTUAM
(http://citforum.ru/)

W HTEpHET-YHUBEPCUTET UH(GOPMAITMOHHBIX TEXHOJIOTUN
(http://www.intuit.ru/)

Tematnyeckuii dhopym 1o HH(POPMAITMOHHBIM TEXHOJIOTUSAM
(http://habrahabr.ru/)

Onextponnas oudmuorexka MUUT (http://library.miit.ru)

Nudopmanmonnoro  moprtana  Hayuynas  asnekTpoHHas  OuGnmoTeka
eLIBRARY.RU (www.elibrary.ru)

DnekTpoHHO-0nbanoTeuHas cucrema «Jlaup» (https://e.lanbook.com/)

7. llepedyeHb  JHUIEH3UOHHOTO M  CBOOOJHO  PacHpoCTPaHSIEMOIO
IPOrpaMMHOr0 00€CleYeHus, B TOM YHCIE OTEYECTBEHHOIO IPOU3BOJICTBA,
HEOOXOMMOTO JUIsl OCBOCHMSI JUCIUIUIMHBI (MOIYIIS).

- Microsoft Windows

- Microsoft Office

- OC Dnpbpyc

- OC Acrtpa JIunykc

- Foxit Reader/Acrobat Reader

- XUbuntu Linux

- OpenOffice.org

- GNOME Office

- Nutepuer-6pay3zep (Yandex u nip.)

8. Ommcanue MaTepHAIBPHO-TEXHHUYECKON 0a3bpl, HEOOXOAUMON s
OCYIIIECTBJICHUSI 00pa30BaTEILHOTO MPOIecca MO AUCIUTITHHE (MOIYIIO).

YueOHas ayauTopus Ui TPOBEIACHUS YYECOHBIX 3aHATHH (3aHATHH
JEKIIMOHHOTO THWITA, JIA0OPAaTOPHBIX PabOT, KypCOBOTO IMPOCKTUPOBAHHS
(BBITIOJTHEHUST KYPCOBBIX paldOT):

- KOMITBIOTEP TpEmoJiaBaTelisa, MyJbTUMEIUHHOE 00OpyaoBaHHe, pabodre
CTaHIIUU CTYJIEHTOB, TOCKA.

AyauTopus moakiIrodYeHa K cetu «MHTepHeT.



9. ®opMa NpoMeKyTOUHOU aTTECTAIUU:

Kypcosas padota B 8 cemectpe.
DK3aMeH B 8 ceMecTpe.

10. OtieHOUYHBIE MaTEPUATTBI.

OHCHO‘IHLIE? MaTcpualibl, IPUMCHACMBIC IIPHU IIPOBCACHUU HpOMe)I(YTO‘-IHOﬁ

aTTecTanuu, pa3pabaThIBalOTCS B COOTBETCTBUU C JIOKAJIBHBIM HOPMATHBHBIM
aktom PYT (MUUT).



ABTOpBI:
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