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1. O6mue cBeaeHus O JUCHUIUIUHE (MOJTYJIE).

Hemn m 3agaum u3ydyenus qucuumianiabl « UNIX-cucrtemsny onpenenstorcs
XapaKTEPUCTUKON 001acTh U O0BEKTOB NPO(PECCHOHATBHON EeATeTbHOCTH
OakanaBpa HampaBlieHusi TOoJArotoBku «HMH}opmaTnka U BBIYUCIUTENbHAS
TEXHUKA.

[lenpto mpenojaBaHusl UCHUIUIMHBL  (MOAYJIA) SIBISACTCS U3YyYCHHUE
KOMITBIOTEPHBIX TEXHOJOTHH, 0a3UPYIOMUXCS Ha CBOOOHO PACIPOCTPAHSIEMOM
(He  mpompueTapHOM) MPOrPaMMHOM  OOECMEYeHMH  pa3IuYHbIX  cdep
WCTIOJIb30BaHUS.

3amavyaMu JUCIUTUTHHBI (MOJIYJIs) SIBJISIFOTCS:

- 3HAKOMCTBO CO CPEJICTBAMU aJIMUHUCTPUPOBAHHUS OTKPBITHIX IPOTPAMMHBIX
wiatrpopmam UNIX-cucrewm;

- OCBOCHHE CPEJICTB CETEBOT0 aIMUHUCTPUPOBAHUS;

- OCBOCHHE CPEJICTB CUCTEMHOT0 aJIMUHUCTPUPOBAHMS;

MPUMEHEHUE CUCTEM MPOTPAaMMUPOBAHUS HA S3bIKaX BBICOKOT'O YPOBHS JIJIs
penieHus npodecCuoHaNbHBIX 3a7a4.

2. [Inanupyembie pe3ynbTaThl 00YYEHHS MO TUCHUILIIMHE (MOIYJIIO).

Ilepeuenb GopmMuUpyeMBIX pe3yJbTATOB OCBOCHUS 00pa3oBaTEIbHOU
porpamMmsbl (KOMIIETEHIIUI) B pE3yIbTaTe 00yUeHHUs 10 AUCHMILTUHE (MOIYIIO):

OIIK-5 - CrnocobeH WHCTAUIMPOBaTh MPOTPAaMMHOE U  ammapaTHOe
oOecniedyeHue A1 MHPOPMALIMOHHBIX U aBTOMATU3UPOBAHHBIX CUCTEM;

IIK-1 - CnocoGHocTh pa3pabaTbiBaThb TEXHUYECKUE cHeluUKaIlMy Ha
MPOrpaMMHbIE KOMIIOHEHTHI 1 UX B3aWMOJICHCTBHUE ;

IMIK-2 - CoocoOHocTh  pa3palaThiBaTh  KOMIIOHEHTHI — CHCTEMHBIX
MPOTPaMMHBIX TTPOIYKTOB.

OO0yueHnue 1Mo JUCIUIUTHHE (MOTYJII0 ) IPEIOIaraeT, 4YTo 1Mo ero pe3yJIbTaraM
oOyyarommiicst Oyier:

3HaTh:

- uaeodoruto Unix-way;

- MPUHITUIIBI OpraHu3aIuu U QYHKIIMOHUPOBaHUs OTKPBITEIX OC;

- noHATHE OTKPHITOTrO [1O U MpUHIUIIBI €TO PACTIPOCTPAHEHUS;

- BO3MO>XHOCTH COBPEMEHHBIX OTKPBITBIX ONEPALUOHHBIX CHCTEM, HX
M0JIb30BATEILCKUI U MPOTrPAMMHBIN CEPBUC .

Ymersb:
-koHpurypuporath OC cemeiicTBa Unix;



-koHpurypupoats [10 u3 quctpudytusa OC Unix;
-IIPOEKTUPOBATh M HCIIOJIH30BATh IMPOTPAMMHBIE CEPBUCHI ISl PEIICHUS
MPaKTUYECKUX 3a]1ad.

Baanernb:

- TepMHUHOJIOTHEN B 001acTu oTKphITOrO [10;

- 6a3oBeIMH HaBbikaMu yrpasiacHus [10 mis OC Ha ocHoBe sapa Unix;

- 0a30BBIMHM HaBbIKaMH pabOThI U aamMuHUCTpUpoBaHus OC Ha OCHOBE sjipa
Unix.

3. O0beM AUCIUILIUHBI (MOIYJIs).
3.1. O6mias TpyI0eMKOCTb JUCIUILUIMHBI (MOTYJIS).

OO6mast TPyIOEMKOCTh AUCHUILIMHBI (Moayisi) coctaBisier 4 3.e. (144
aKaJeMHYeCKuX Jaca(oB).

3.2. O6bem pguctuIuiMHbBl (MOAyJsi) B (opMe KOHTAaKTHOW paboTh
oOyJaronmmxcss ¢  [EJarorM4yecKUMH  paboTHHUKaMU W (WIM)  JUIAMH,
MPUBJIEKAEMBIMHU K peaju3aiii 00pa3oBaTeIbHON MPOrpaMMbl Ha HHBIX YCIOBUSX,
P MIPOBEJICHUHN YUCOHBIX 3aHITHI:

KomnuectBo yacos

Tum yqeOHBIX 3aHATHI
Bcero | Cemectp Ne§

KonrakTHas paboTa Ipu npoBeileHHH yueOHBIX 3aHsATHIl (BCero): 50 50
B tom uucne:

3aHATHSA JIEKIHOHHOTO THIIA 20 20
3aHsATHSI CEMHUHAPCKOTO THIIA 30 30

3.3. O6beM muCHUIUIMHBI (MOIyYJiA) B (OpME CaMOCTOSITENIbHONW pabOThI
oOyyJaroruxcsi, a Takke B (opmMe KOHTAKTHOW pabOThl OOyYarOMIMXCS C
Mearoru4ecKuMy paboTHUKAMHK U (WJTH) JTUIIaMU, TIPUBJICKAEMBIMH K peaTU3aIliH
oOpa3oBaTeNnpHON TpOrpaMMbl  HA HWHBIX  YCIOBUSAX, TP  IPOBEICHUU
MIPOMEKYTOYHOM aTTECTAIIMHM COCTaBIIACT 94 akajmeMuuecKkux Jaca (OB).

3.4. IIpu 0Oy4eHuu o MHAMBUAYAIbHOMY Y4eOHOMY ILIaHY, B TOM YHCIIE IPU
YCKOPEHHOM 00y4YeHWHU, 00BEM JUCITUTUIMHBI (MOMYIIS) MOXKET OBITh peain30BaH
MTOJTHOCTHIO B (pOpME CaMOCTOSITENIHbHON pabOThl 00yUaroOMuXCs, a Takke B (hopme
KOHTaKTHOM pabOThl 00YyYalolMXCsl ¢ MEAArorHuecCKUMu pabOTHUKaMHU U (MIIH)
JUIIAMH, TIPUBIIEKAaEMBIMH K pean3alii 00pa30BaTeIbHONU MPOTpaMMBbl Ha HHBIX
YCIIOBUSIX, TIPH MTPOBEICHUHU TPOMEKYTOUHOU aTTECTAIIHH.




4. ConepkaHue JUCHUTUIUHBI (MOIYJIA).

4.1. 3aHATHA TEKIIMOHHOTO THUIIA.

/o

Tematuka JICKIIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAHUC

YHpaBJ'ICHI/Ie IIOJIB30BaTCIsIMU
PacmarpuBaemMbie BOIIPOCHI:

- MeToayKka ympaBiIeHHs HOIb30BATEIIIMIE;

- I'pynmel nosnp3oBarenei;

- Kongwuryparnmonnsie ¢aiinsl moms3oBaTesei.

[TakeTsl ¥ IpOrpaMMHBIE PEIO3UTOPUU
PacmarpuBaemMbie BOIIPOCHI:

- [Takets! u ycranoBka [10;

- [Tonstue penosuropus I10;

- COopKa U yCTaHOBKA MAKETOB UCXOHBIX KOJIOB;
- YcraHoBKa OMHAPHBIX MTAKETOB;

- YCTaHOBIIUK M MEHEKEp MTAKETOB;

- Snap-TaKeTsl;

- makeTs! flatpack;

- ITaKeTHI appimage.

Pactmmpennsie ciucku goctyna (ACL) B tuckpenimoHHO# Moaenu
PacmarpuBaeMble BOIIPOCHL:

- JIuCKpeoHHas MOJENb IOCTYIIa;

- MuHHUManbHbIE CIMCKU AOCTYIIA B JUCKPELIMOHON MOJIENH;

- HenocTatku MUHUMAaJbHBIX CIIUCKOB JOCTYIIA;

- PacmmpenHble civcky A0CTyNa;

- BzaumopelicTBrie MUHMMANBHBIX M PACIIMPEHHBIX CIIHCKOB JOCTYTIA.

Hemnocpencteennsiit konTpois gocryna (MAC)
PacmaTpuBaeMbie BOIPOCHL:

- Poneas Mmozens Mozenb nOCTyMa;

- HenocpencTBeHHBIM KOHTPOIb 1OCTYTIA;

- Peanuzanus HemocpeACTBEHOTO KOHTPOJIS JJOCTYTIA;

- Moayns SELinux;

- Komanel ynpaBieHust MOJTyJieM;

- B3zaumogeiictsue DAC u MAC.

3arpy3ka cUCTEMBI. YIIpaBJIEHUE CEPBUCAMU

PacmarpuBaembie BOIIPOCHI:
- 3arpy3ka OC UNIX;
- CucTeMHBIE CepPBHCHI.

Moauduxarus sapa
PacmarpuBaembie BOIPOCHI:

- Ctpykrypa smpa;

- COopka s1/1pa U3 UCXOTHBIX KOJIOB;
- YcraHoBKa sipa.

Cetp TCP/IP B Unix. CereBble U cepBepHbIE BO3MOXKHOCTH
PacmaTprBaeMbie BOIPOCHL:

- Ocobennoctu ceteBbIx HHTEpDericoB B UNIX;

- Ceressie yTmimtsel UNIX;

- HTTP-cepsucs (apache,nginx);




/o

TemaTyka JTEKIMOHHBIX 3aHATUHN / KPAaTKOE COJIEpKAHNE

- FTP-cepBucs! (proftpd);
- DHCP;

- DNS (bind);

- SSH.

OunbTpanus Tpaduka. DaepBoiIbl
PacmarpuBaemblie BOIPOCHI:

- IPTables;

- UGW/GUFW.

I'nbkoe ynpaBieHue 10CTynoM
PaCManI/IBaeMLIe BOIIPOCHI:

- AppArmor,;

- PolicyK:it.
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KOHTCﬁHCpH?»&LIHH " BUPTyaJInU3alus
PacmarpuBaembie BOIPOCHL:

- I'padmaeckas 06om0UKa;

- Kongpurypuposanne rpaguaeckoit 000JI0UKH.

4.2. 3aHATHS CEMUHAPCKOTO THIIA.

JlaGopatopHbie pabOThI

HaunmenoBanue 1abopaTtopHbBIX paboT / KpaTKoe coJiep:KaHue

praBJ’IeHI/Ie ITOJIB30BATCIIMHU CUCTEMBI
ITo pe3ysbpTaTaM BBIMOJHEHHS PaOOTHI CTYJCHT 3HAKOMUTCSI ¢ OpraHU3alMel MpoIecca COMPOBOXKIACHUS
MOoJIb30BaTesIe

ynpaBHCHI/Ie IHaxk€TaMm
Ilo pe3ybTaTaM BBIIIOJHCHUS pa60TBI CTYACHT NOJYYacT HABbIKA YCTAHOBKHU 110 u3 nakeToB
peuo3uTopusi, CaMOCTOATCIBHO c06npaeT 6PIHapHLII>i HaKeT i1 YCTAHOBKHU

PaCHII/IpeHHBIG CIIMCKHU AOCTYyIIa
ITo pe3ynbraTaM BBIIONHEHUS! paOOTHI CTYICHT 3HAKOMHUTCA ¢ ynpasinennem ACL

PacmmpenHble cCiMcKkH JOCTyMa (MIPOAOKEHHE)
ITo pe3ysbpTaTam BhIMOJHEHHS PabOThI CTYAeHT HacTpanBaeT ACL st peanu3aiuy pa3HbIX MOJIUTHK
0€30IacHOCTH

VYnpasnenue ciyx0amu
Ilo pe3yabTaTaM BBIIIOJHCHUSA pa6OTBI CTYACHT 3HAKOMUTCH € YIIPABJICHUEM CUCTCMHBIMU cnyxc6aM1/1

Crnyx6a nnmanupoBanuss CRON

ITo pe3ynbTraTaM BHIIONHEHUS pabOTHI CTyIeHT HacTpanBaeT feMoH CRON

VYipaBieHue CeTbro
ITo pe3ynbTaTaM BBIIOTHEHHS pa0OTHI CTYIEHT 3HAKOMUTCS C HACTPOWKOHN M YIIPABIIEHUEM CETEBBIMU
uHTEpdeiicaMu, ¢ IPUMEHEHNEM OCHOBHBIX CETEBBIX YTHIUT

OunbsTpanus Tpaduka
[To pe3ynbraTaM BHINOIHEHHS paOOTHI CTYICHT 3HAKOMHUTCS ¢ ypasieHueM ¢paepsoiom GUFW

OunbTpanus Tpaduka (IpoaoIKEHNE)
[To pe3ynbraTaM BBIIONHEHUS pabOTHI CTYJICHT HacTpanBaeT npasuia ¢puabTpanun GUFW
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YrpaBieHue J0CTYIOM OT MPOIECCOB
ITo pe3ynbpTaTram BBIIOTHEHUS pabOTHI CTYyIEHT 3HAKOMHTCS ¢ paboToil yTHiauThl AppArmor




/ HaumeHnoBanue 1abopaTopHbIX paboT / KpaTKOE CoJepKaHne
n/m

11 |YnpaBneHue JOCTYNOM OT MPOLIECCOB (ITPOIOTKEHHE)
Ilo pe3ybTaTaM BBIIIOJIHCHUSA pa6OTI)I CTYACHT HACTpanBacCT MOJUTUKY JOCTYyIlaB AppArmor

12 |CeteBbie uHTEp(DEHCH
Ilo pe3ybTaTaM BBINTOJIHCHUSA pa6OTLI CTYACHT HaCTpanBacT HHTep(l)efICLI MPOBOAHBIX U IMTPOBOAHBIX ceren

13 |CeteBble cepBUCHI
ITo pe3ynbpTaTam BBIIOTHEHUS paboTH cTyaeHT HacTpanBaeT cepsuc HTTP/FTP

14 |Konreiinepu3zanus
ITo pe3ynbpraTam BeIONHEHUS paboThl cTyaeHT co3naeT LXC KoHTeiHep 1 3HAKOMHTCS ¢ MEXaHU3MaMH
OC nns xoHTelHepU3aLuu

15 |Konreinepuzarus (Ipo0KEHNE)
[To pe3ynbraTamM BbIONHEHUS pabOTHI cTyIeHT HacTpanBaeT LXC koHTelHHep

4.3. CamocrosiTenbHas paboTa 00y4darOIMuXCS.

/ Bun camocTosTenbHOM paboThI
/1

Pabora ¢ yueOHOI1 muTepaTypoil U3 MpUBEIECHHBIX HCTOYHUKOB

PaboTa ¢ JICKOMOHHBIM MaTCpUaJIOM.

[ToaroroBka k 1a0OPaTOPHBEIM paboTamM

Brinmonnenue KkypcoBoii paboThI.

IToaroroBka k HpOMG)KyTO‘IHOﬁ aTTcCTalluu.

O O | WO N -

[ToaroroBka Kk TEKy1eMy KOHTPOJIIO.

4.4. ITpumepHbIN IEpeUeHb TEM KYPCOBBIX padOT

1. UWucramnsamus, HacTpoWka ©  compoBoxaeHue  Web-cepsepa.
Unix/FreeBSD

2. Wncrammsauus, HacTpoiika W comnpoBoxaeHue SMTP-POP3(IMAP4)-
cepsepa. Unix/FreeBSD

3. MHHcramnsums, HacTpoilka u  compoBoxacHue  SQL-cepsepa.
Unix/FreeBSD

4. MucTamsanus, HacTpoiika u conpoBoxkaeHune Router-a. Unix/FreeBSD

5. UncTramnsnusd, HacTpoiika u conpoBoxaenne FTP-cepsepa. Unix/FreeBSD

6. HWHcrausiuus, HacTporika u  compoBoxaeHne VPN  cepsepa.
Unix/FreeBSD

7. Pabota ¢ ynanenusix TepmuHaioB. Citrix u T.1.. IHCTASAIMs, HACTpOUKA
U COIIPOBOXICHHUE.

8. HHcrammsiusi, HacTpoka UM CONpPOBOXKIEHHE  Proxy-cepepa.
Unix/FreeBSD

9. MHcramsmus, HacTpoiika u conpoBokaeHue Firewall-a. Unix/FreeBSD



10. MHCcTamiAuus, HacTpoilka U COPOBOXKJIEHUE CUCTEM aHAIM3a CETEBOIO
tpaduka. Unix/FreeBSD
11. Cucrems! noctyna k Internet uepe3 ogun kommberoTep (Mcnonb3ys NAT) .
Wucrannsauus, HacTpoiika, conpoBoxkaeHue. Unix/FreeBSD

12. CucreMsl yIaJIEeHHOTO YIIPaBJICHUSI.

13. WnacTanmnsanus, HacTpoWka W COMpoBOXKIeHHUE cepBepa IP-renedonum.
Unix/FreeBSD

14. WuHctamnsauus, HacTpoWka H

Unix/FreeBSD.

5. llepeyeHb wW3IaHUN,

OCBOCHHUU JUCHUIUIUHBI (MOIYJIA).

COIIPOBOXKIICHUE

LDAP-cepBepa

KOTOPBIC PCKOMCHAYCTCA HCIIOJIB30BATh IIPU

Ne

y bubnuorpaduyeckoe onucanue Mecto gocryna
n/n
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6. IlepeuyeHb COBpPEMEHHBIX MPO(PECCHOHANBHBIX 0a3 JaHHBIX |
WH()OPMAITMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPBIE MOTYT HCIIOJIb30BAThCS IIPH
OCBOCHUU JUCHUIUIUHBI (MOIYJIS).

NHTEepHET-YHUBEPCUTET HH(pOPMAITMOHHBIX TEXHOJIOTUH
(http://www.intuit.ru/)

TemaTnueckuii bopym 1o uH()OPMAITMOHHBIM TEXHOJIOTUSIM
(http://habrahabr.ru/)

OnektponHas ondnuoreka MUUT (http://library.miit.ru)
Nudopmanmonnoro  moprana  Hayuynas  snekTpoHHas  OuOnmoTeka
eLIBRARY.RU (www:.elibrary.ru)

DnekTpoHHO-0MOmoTeuHas cucrema «Jlanby (https://e.lanbook.com/)

7. IlepedyeHb  JHUIIEH3MOHHOTO U  CBOOOJHO  PacHpOCTPAHSIEMOTO
MpOrpaMMHOr0 OO€CTeUYeHUs, B TOM YHCJIE OTEUECTBEHHOI'O MPOU3BOJICTRBA,
HEO0OXOIMMOTrO /I OCBOCHUS AUCITUTLIIUHBI (MOYJIs).

- Microsoft Windows

- Microsoft Office

- OC Dnwbpyc

- OC Acrtpa Jlunykce

- Foxit Reader/Acrobat Reader

- XUbuntu Linux

- OpenOffice.org

- GNOME Office

- Nutepuer-6pay3zep (Yandex u nip.)

8. OmnucaHue MaTepuaJIbHO-TEXHUYECKOW 0a3bl, HEOOXOAUMOM it
OCYILIECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo TUCIUIUIMHE (MOIYJIIO).

-YueOHass ayauTopusi Il TPOBENCHMS YUYEOHBIX 3aHATUN (3aHSATHIMA
JEKIMOHHOTO THIA, JIA0OpaTOpHBIX PabOT, KypCOBOTO MPOEKTUPOBAHUS
(BBIMOJHEHUSI KYpPCOBBIX palOT):

- KOMIIBIOTEP MpenojiaBarelisa, MyJbTUMEIUHHOE 00OpyaoBaHue, pabouue
CTaHLMU CTYJIEHTOB, 0CKA.

Ayautopus noakinrodeHa Kk cetu «MHTepHeT.

9. ®opMa NpoMeKyTOUHOU aTTECTAIUU:



Kypcosas padota B 8 cemectpe.
Dk3ameH B 8§ ceMecTpe.

10. OueHouHbIE MaTEPHUAIIBI.

OHCHO‘IHLIE? MaTcpualibl, IPUMCHACMBIC IIPHU IIPOBCACHUU HpOMe)I(YTO‘-IHOﬁ

aTTeCTaIlui, pa3padaThIBAIOTCA B COOTBETCTBHUHU C JIOKAJIHHBIM HOPMATHBHBIM
aktom PYT (MUUT).
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