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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

Henmu u 3amaum uzydenus aucuuruinabl « UNIX-cuctembny ompenenstorcs
XapaKTEepUCTUKON 00JIacTh U O00BEKTOB NPO(EeCcCCHOHATBHON N1eATeTbHOCTH
OakanaBpa HampaBieHuss mnoAroToBkH «MHbopmMaTHKka W BBIYUCIHTENbHAS
TEXHUKA.

[enbto mnpenogaBaHusi AUCHUIUIMHBL  (MOJYJSI) SIBJISIETCS HU3y4YEHUE
KOMITBIOTEPHBIX TEXHOJIOTUH, 0a3HpYyOIMMXCs HAa CBOOOJAHO PacHpOCTPaHIEMOM
(He  mpompueTapHOM) HPOrpaMMHOM  OOECHEeUYeHMHM  pa3dudHbIX  cdep
HCIIOJIb30BAHUSI.

3agayaMy TUCUUTUIMHBI (MOIYJISI) SIBJISIFOTCS:

- 3HAKOMCTBO CO CPEJICTBAMU aIMUHUCTPUPOBAHUS OTKPBITHIX MPOTrPAMMHBIX
matpopmam UNIX-cucrewm;

- OCBOCHHE CPEJICTB CETEBOI'0 aJIMUHUCTPUPOBAHUS;

- OCBOCHHE CPEJICTB CUCTEMHOT'0 aJIMUHUCTPUPOBAHHUS;

MPUMEHEHHE CUCTEM MPOTPAMMHUPOBAHUS Ha S3bIKaX BBHICOKOT'O YPOBHS IS
penieHus npohecCuoHaNbHBIX 3a/1a4.

2. [Inanupyembie pe3ybTaThl 00y4eHUs 110 AUCITUIUIMHE (MOIYJIIO).

[lepeuenr GopMHUpyeMBIX pe3ylbTaTOB OCBOCHHSI 0Opa30oBaTEIbHOU
nporpamMmbl (KOMIIETEHLIUI) B PE3yIbTaTe 00yUYEHUs MO0 TUCHMIUIMHE (MOIYIIO):

OIIK-5 - CnocobeH WHCTAUIMPOBATh MOPOrpaMMHOE U amnmnapaTHOE
oOecrieueHue A1 MHPOPMALMOHHBIX U aBTOMaTU3UPOBAHHBIX CUCTEM;

OIIK-7 - Cnoco0eH ydacTBOBAaTh B HAaCTPOWKE M HalaJKe MPOrPaMMHO-
anmnapaTHbIX KOMIUIEKCOB;

IIK-6 - CrocoOHOCTh BBIMONHATH PabOThl U YOPABIATH paboTaMu IO
pa3paboTKe apXUTEKTYp U MPOTOTUIIOB HH(POPMALIMOHHBIX CUCTEM .

OO0y4eHue 1o JUCUUILIMHE (MOAYJII0) MPEANOaraeT, YTo MO0 €ro pe3yJibTaram
oOyuatoruiicst 0yier:

3HaTDb:

-ugeonoruto  Unix-way,  BO3MOKHOCTH  COBPEMEHHBIX  OTKPBITBIX
OTEPAITMOHHBIX CUCTEM, X MOJB30BATEILCKUI U TPOTPAMMHBINA CEPBHUC ;

-IIPUHITUIIBI OpraHU3aIiy U (PYHKIIMOHUPOBAaHKS OTKPBITEIX OC;

-noHATHE OTKPHITOro 110 U MpUHIIUIBI €70 PaCIPOCTPAHEHUS.

Ymersn:
-koH(urypuposare OC cemetictra Unix;
-koHpurypupoath [10 u3 auctpudyrusa OC Unix;



-IPOEKTUPOBATh M HCIIOIb30BaTh IPOTPAMMHBIE CEPBHUCHI ISl PEIICHUS
MIPAKTUYECKUX 3a/1a4.

Baanern:

- TepMHHOJIOTHEH B 001acTH oTKphITOrO [10);

- 0a3oBbeIMU HaBblkaMu yrpasiieHus 110 qis OC Ha ocHoBe sapa Unix;

- 0a30BBIMM HaBBIKaMH PadOTHI U aaMuHUCTpUpoBaHus OC Ha OCHOBE spa
Unix.

3. O0beM IUCHUIUIUHBI (MOJTYJIS).
3.1. O6mas Tpy10€MKOCTh AUCIUTIINHBI (MOTYJIs).

OO6masi TPyHOEMKOCTh AUCHUIUIMHBI (MOayJisi) coctaBiser 4 3.e. (144
aKaJieMUYecKux yaca(oB).

3.2. OObeMm pguctUIUIMHBI (MOayns) B ¢GopMe KOHTAaKTHOM pabOThI
oOyvarmuxcst C  IeJarormueckuMu  paboTHUKaMu ®W  (WIM)  JIUIIAMH,
MPUBJICKAEMBIMU K peaTn3aluy 00pa30BaTeIbHON MTPOTrpaMMBbl Ha HHBIX YCIIOBUSX,
IPY POBEJICHUY yUEeOHBIX 3aHITHIA:

KonmgectBo yacos

Tun yueOHbIX 3aHATHH
Bcero | Cemectp Ne8

KonrakTHas paboTa rmpy npoBe/ieHUN Y4eOHBIX 3aHSATHH (BCET0): 50 50
B toM uucne:

3aHATUA JIEKLIMOHHOTO TUIIA 20 20
3aHsATHS CEMUHAPCKOTO THIIA 30 30

3.3. O6bpemM mucruIUIMHBL (MOAYJsA) B (hOpME CaMOCTOSITENIBHONW padOThI
oOydJarommxcs, a Takke B (opMe KOHTAKTHOH pabOThl OOydYarOMIMXCA C
NearornaeckKuMu pabOTHUKAMHU | (WIJTH) JTUIIAMU, TIPUBJICKAEMBIMH K peaTU3aIiu
oOpa3oBaTeapbHON TpPOrpaMMbl HA HWHBIX YCIOBHUSAX, TIPU TPOBEICHHUH
MIPOMEKYTOUHOM aTTeCTAIlMK COCTaBIsACT 94 akaeMuueckux daca (0OB).

3.4. [Tpu oOy4yeHnH 10 MHANBUAYATEHOMY Y4€OHOMY IIaHy, B TOM YHCIIE IPU
YCKOPEHHOM O00y4Y€HHUH, O0BEM JUCHUIUIMHBI (MOJIYJIs1) MOXKET ObITh peaan3oBaH
MOJTHOCTBHIO B (hOpPME CaMOCTOATEIBHON pabOThl 00yUaIONINXCs, a TaKKe B popme
KOHTaKTHOM paboOThl 00y4aroIUXCs C NeAarortueckKuMu paOOTHUKAMHU U (WJIN)
JULAMU, NPUBJIEKAEMBbIMH K peasiu3aliii 00pa30oBaTEIbHOW MPOrpaMMbl HA MHBIX
YCIIOBUSIX, TP MPOBEJCHUU IPOMEKYTOUHOM aTTeCTALIUU.

4. ConeprxkaHue TUCIHUTIIAHBI (MOTYJIs).




4.1. 3a"HaTHS TEKIIMOHHOTO THUIIA.

TemaTtuka JIGKIMOHHBIX 3aHATUHN / KPaTKOE COJIEpKaHHE

VYpaieHue moiab30BaTeNsIMU
PacmaTpuBaemble BOIPOCHI:

- Meronuka yrpaBieHHs HOIb30BaTEIIMI;

- I'pynnel nons3oBarenei;

- Kondurypaunonnsie ¢aiins! moms3oBaTenei.

[TakeTsl ¥ TPOrpaMMHBIE PENOZUTOPUU
PacmarpuBaemble BOIIPOCHL:

- [Takets! u ycranoska [10;

- [lonsitue penosurtopus [10;

- COopka 1 yCTaHOBKA MTAKETOB UCXOIHBIX KOJOB;
- YcraHoBKa OMHAPHBIX MTAKETOB;

- YCTaHOBIIUK M MEHEKEP MAaKETOB;

- SNap-TmaKeTsl;

- maxertsl flatpack;

- makeThl appimage.

Pacmmpennsie cnucku gocryna (ACL) B iucKpemoHHON MoJenu
PacmarpuBaemble BOIPOCHI:

- JuckpenonHas MoJieib 10CTyna;

- MuHHMasbHBIE COUCKH IOCTYIIAa B AUCKPELIMOHOW MOJIENH;

- HG,HOCTEITKI/I MHWHUMAJIbHBIX CITMCKOB JOCTYIIA;

- PacmnpeHHme CIIUCKU AJOCTYIIA,

- B3aPIMOZ[eI71CTBPIe MHUHUMAJIBHBIX U PACHIUPEHHBIX CITMCKOB JOCTYIIA.

Henocpeacrennslii koHTpoab goctyna (MAC)
PacmarpuBaemble BOIPOCHI:

- PoneBas monens Mozens qocTyma;

- HenocpencTBeHHBINH KOHTPOJIb JOCTYIA,;

- Peanu3zanus HenmocpencTBEHOro KOHTPOJIS TOCTYTIA;

- Monyns SELinux;

- KomaHzp! ynpaBieHus MOyIeM;

- Bzaumonetricteue DAC n MAC.

3arpy31<a CHUCTCMEI. yr[paBJ'ICHI/IC cCpBUCaAMU

PacmarpuBaeMbie BOpPOCHI:
- 3arpy3ka OC UNIX;
- CHCTEeMHBIE CePBHCHI.

Monudukanus saapa
PacmarpuBaembie BOIpPOCHI:

- CtpykTypa sapa;

- COopka s1/1pa U3 HCXOIHBIX KOJIOB;
- YcTaHoBKa d/1pa.

Cetp TCP/IP B Unix. CeTeBble U cepBepHbIE BO3MOKHOCTU. CeTeBbIE CEPBUCHI
PacmaTpuBaemMbie BOIIPOCHI:

- Ocobennoctu cereBbix uHTEpdeticoB B UNIX;

- Ceressie yrunmutsl UNIX;

- HTTP-cepBucs (apache,nginx);

- FTP-cepBucs (proftpd);

- DHCP;




TemaTHKa JIGKIIMOHHBIX 3aHATHH / KpaTKOE COJIepKaHue

n/m
DN (bind):
- SSH.
8 |DunbTpanus Tpaduxa. PaepBoibl

PaCManI/IBaeMLIe BOHpOCLIZ
- |IPTables;
- UGW/GUFW.

['nOkoe ynpaBieHue J0CTynIoM
PacmarpuBaemble BOIPOCHI:

- AppArmor,

- PolicyKit.

10

KonTeitHepuzanuys u BUpTyanu3anus
PacmarpuBaembie BOIPOCH:

- I'paduueckas obonouKa;

- Kondurypupoanue rpapuueckoit 0007I04KH.

4.2. 3aHATHS CEMUHAPCKOTO THUIIA.

JlabopaTopHbIie pabOThHI

HaumenoBanue mabopatopHbBIX paboT / KpaTKoe CoJepKaHue

praBHeHI/Ie ITI0JIB30BATCIIAMU CUCTCMBI
[To pe3ynbpTaTaM BEITIOTHEHHUS pabOTHI CTYICHT 3HAKOMHTCS C OpTaHU3aIUEH POIIecca COIPOBOKICHIS
MOJIL30BaTEIICH

ynpaBHCHI/IC IIakK€TaMu
ITo pe3ynbpTaTtam BBITIOHEHHUS paOOTHI CTYICHT MOJIyYaeT HaBBIKK ycTaHOBKH [10 U3 makeToB
PENO3UTOPHS, CAMOCTOATEIHLHO COOMpaeT OMHAPHBIN MaKeT JUIs YCTAHOBKH

Pacmmpennbie cniucku goctyna
[To pe3ynbpTaTam BBITIOTHEHUS pabOTHI CTYIEHT 3HAKOMHTCS C ynpaBiennem ACL

Pacimmpennsie criucku goctyna (IpoAaoHKeHne)

ITo pe3ynpTaTaM BBIONHEHUS pabOThI CTyIeHT HacTpauBaeT ACL ayst peanu3aiivy pa3HbIX MOJTUTHK
0€e30IMacHOCTH

VYmpasnenue ciyx0amu
Ilo pe3yiabTaTaM BBIITOJIHCHUSA pa6OTBI CTYACHT 3HAKOMHUTCH C YIIPABJICHUEM CUCTCMHBIMU cny>1<6aM1/1

Cnyx6a nnanupoBanusi CRON

ITo pe3ynbraTam BBITIOJIHEHHUS pabOTHI CTyIeHT HacTpanBaeT 1eMoH CRON

praBHeHI/Ie CCThIO
Mo pe3ynbraTaM BBIIOJIHEHHUS! pabOTHI CTYIEHT 3HAKOMUTCS C HACTPOMKOI U yIpaBlieHHEM CETEBbIMH
uHTepdeiicamu, ¢ NPUMEHEHHEM OCHOBHBIX CETEBBIX yTUIIUT

OunbTpanus Tpaduxa
Mo pe3ynbraTaM BINONHEHUS! paOOThI CTYIEHT 3HAKOMHUTCSI ¢ yipasienuem paepBoiom GUFW

OunpTpanus Tpaduka (MpoaoTHKEHHUE)
ITo pe3ynbpraTaM BBIIONHEHUS pabOTHI CTYICHT HacTpauBaeT npasmia ¢pwisTpaunu GUFW

10

praBJ’IeHI/Ie AOCTYIIOM OT IMPOICCCOB
Mo pe3ynbraTaM BBIIOIHEHUS! paOOTHI CTYIEHT 3HAKOMUTCS ¢ paboTON yTHINTHI AppArmor

11

VrpagneHue JOCTYIIOM OT MPOILECCOB (MPOAOTKEHHE)
Mo pe3ynbTaTaM BBIIOIHEHUS! paOOThI CTYJICHT HACTPAUBAET MOJUTHKY JOCTyIaB AppArmor




/ HanmenoBanwue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue
II/11

12 |CeteBbie nHTEpPEHCHI
ITo pe3ynpraTam BEIIOTHEHHUS pabOTHI CTYCHT HAaCTpanBaeT HHTEP(HEHCH MPOBOAHBIX M MIPOBOIHBIX CETEH

13 |CeteBble cepBUCHI (IIPOIOJIKEHUE)
Mo pe3ynbpraTaM BeIONHEHUS pabOTHI CTyNeHT HacTpauBaeT cepBuc HTTP/FTP

14 |Koureitnepuzarus
ITo pe3ynpraTam BeIIOTHEHHS paboThl cTyaeHT co3naeT LXC xoHTeiiHep U 3HAKOMHTCS C MEXaHU3MaMH
OC nns KOHTEHHEpH3aUN

15 |KonreitHepuzanus (Ipo0JKEHNE)
ITo pe3ynbpraTam BBIONHEHNS pabOTHI CTyIeHT HacTpanBaeT LXC KoHTelHep

4.3. CamocrosTenbpHas paboTa 00yJarOIIUXCS.

y Bun camocrosTenbHO# paboTh
n/n

PaGota ¢ yueOHOI uTepaTypoit U3 NPUBEIEHHBIX HICTOYHUKOB

Pabora ¢ JICKHMOHHBIM MAaTCPUAJIOM.

[ToaroroBka k 1a6OpPaTOpPHBIM paboTaM

Boinonnenue kypcoBoid paOoThI.

HO)IFOTOBKa K HpOMe)I(YTO‘IHOﬁ aTTeCTalnu.

o O Bl W N| -~

IloaroroBka k TCKYIIEMY KOHTPOJIIO.

4.4. [IpumepHbIN NepeueHb TeM KypPCOBBIX padboT

1. Wncrammsamusa, HacTpoiika u  compoBoxiaeHue  Web-cepsepa.
Unix/FreeBSD

2. Uncramnsamusi, HacTpoiika u compoBoxaeHue SMTP-POP3(IMAP4)-
cepsepa. Unix/FreeBSD

3. MHHcramnsuus, HacTpoilka u  compoBoxacHue  SQL-cepsepa.
Unix/FreeBSD

4. UucTamnsaius, HacTpoiika u conpoBokacHue Router-a. Unix/FreeBSD

5. UHcTannsus, Hactpoiika u conpoBoxaeane FTP-cepsepa. Unix/FreeBSD

6. HWucrausimua, ©HacTpodMka u  compoBoxaeHue VPN  cepsepa.
Unix/FreeBSD

7. Paborta ¢ ynanennsix TepmuHaioB. Citrix u T.4.. UHCTasmus, HacTpoiika
Y COMPOBOXKJICHUE.

8. HHcrausamusa, HacTpoMKa H  CONPOBOXIEHHE  Proxy-cepsepa.
Unix/FreeBSD

9. Uncramisimus, HacTpoiika u conpoBoxaenue Firewall-a. Unix/FreeBSD

10. MucTannsamnms, HaCTpOiiKa U COMPOBOXKICHUE CHCTEM aHAJM3a CETEBOTO
tpaduka. Unix/FreeBSD



11. Cucremsl noctyna k Internet uepe3 onun kommberoTep (Mcnoiib3yst NAT) .
Wucramsauus, HacTpoiika, conpoBoxaenue. Unix/FreeBSD

12. CucreMsl yIaJICHHOTO yIPABICHUS.

13. MHCcTamnsauus, HaCTpolKa M CONPOBOXACHUE cepBepa IP-tenedonun.
Unix/FreeBSD

14. HWuCTayumAuuMs, HACTpOMKa W

Unix/FreeBSD.

5. llepeueHs wu3MaHUU,

OCBOEHUHU JTUCIHUIUTHHBI (MOTYJIS).

COIIPOBOKICHUE

LDAP-cepsepa

KOTOpbIE PEKOMEHIYETCS HCIOJIb30BaTh IMpHU

Ne

y bubnuorpaduyeckoe onucanue Mecto nocryna
n/n
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6. Ilepeuenp coBpeMEeHHbIX NPOPECCHOHANBHBIX 0a3 JaHHBIX |
WH(OPMAIIMOHHBIX CIPABOYHBIX CHUCTEM, KOTOPbIE€ MOTYT HCHOJb30BAThCS MPHU
OCBOEHUHU JTUCIUIUIMHBI (MOJTYJIS).

CDOpYM CIICOnaJInCToOB 1o I/IH(i)OpMaHI/IOHHBIM TEXHOJIOTUAM
(http://citforum.ru/)

NHTEpHET-YHUBEPCUTET UH(OPMAITMOHHBIX TEXHOJIOTUH
(http://www.intuit.ru/)

Tematnueckuii dbopym o MH(POPMAITMOHHBIM TECXHOJIOTHUSIM
(http://habrahabr.ru/)

OnexkrponHas 6uonmroreka MUUT (http://library.miit.ru)

Wudopmanmonrnoro moptana HayyHas  snekTpoHHass — OuOnmoTeka
eLIBRARY.RU (www.elibrary.ru)

DnekTpoHHO-0nOMmoreunas cucreMa «Jlauby (https://e.lanbook.com/)

7. IlepeueHb  JUIIEH3UOHHOTO U  CBOOOJHO  PACHPOCTPAHIEMOTO
MpOrpaMMHOr0 OO€CTEeUYeHHUs, B TOM YHCJIE OTEUECTBEHHOI'O MPOU3BOJICTBA,
HEO0OXOIMMOTO /11 OCBOCHHUS TUCIUTIIIMHBI (MOIYJIs).

- Microsoft Windows

- Microsoft Office

- OC Dnpbpyc

- OC Acrtpa Jlunyxkce

- Foxit Reader/Acrobat Reader

- XUbuntu Linux

- OpenOffice.org

- GNOME Office

- Uarepuer-6payszep (Yandex u np.)

8. OmnucaHue MaTepUaIbHO-TEXHUYECKOM 0a3bl, HEOOXOIUMOU  IJis
OCYIIIECTBJIEHUSI 00pa30BaTEILHOrO Mpoliecca Mo JUCIUIUIMHE (MOIYJIIO).

-YueOHast ayauTopusi Il TPOBEACHHS] YUYEOHBIX 3aHATHN (3aHATHMA
JEKUMOHHOTO THIIA, JIA0OpaTOPHBIX PabOT, KypCOBOIO MPOEKTUPOBAHMS
(BBIMOJHEHUS KYPCOBBIX palOT):

- KOMIIBIOTEP MpernojiaBaress, MyJbTUMEIUHHOE 000pynOBaHuEe, paboune
CTaHLIUU CTYJEHTOB, JOCKA.

Aynuropus nojkitoueHa k cetu «HrepueT».

9. ®opma MPOMEKYTOUHON aTTECTAINH:

Kypcosas pabora B 8 cemectpe.



DK3aMeH B 8 ceMecTpe.

10. OueHouHble MaTEpHUAIIBI.

OueHOYHbIE MaTepUalIbl, TPUMEHSIEMbIE MPU MPOBEICHUN MPOMEKYTOUHOU
aTTecTalluM, pa3padaThIBAIOTCS B COOTBETCTBUU C JIOKAJIbHBIM HOPMAaTHUBHBIM
aktom PYT (MUNT).
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