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1. O6mue cBeaeHNs O JUCHUIUIUHE (MOJIYIIE).

Henmu u 3amaum uzydenus aucuuruinabl « UNIX-cuctembny ompenenstorcs
XapaKTEepUCTUKON 00JIacTh U O00BEKTOB NPO(EeCcCCHOHATBHON N1eATeTbHOCTH
OakanaBpa HampaBieHuss mnoAroToBkH «MHbopmMaTHKka W BBIYUCIHTENbHAS
TEXHUKA.

[enbto mnpenogaBaHusi AUCHUIUIMHBL  (MOJYJSI) SIBJISIETCS HU3y4YEHUE
KOMITBIOTEPHBIX TEXHOJIOTUH, 0a3HpYyOIMMXCs HAa CBOOOJAHO PacHpOCTPaHIEMOM
(He  mpompueTapHOM) HPOrpaMMHOM  OOECHEeUYeHMHM  pa3dudHbIX  cdep
HCIIOJIb30BAHUSI.

3agayaMy TUCUUTUIMHBI (MOIYJISI) SIBJISIFOTCS:

- 3HAKOMCTBO CO CPEJICTBAMU aIMUHUCTPUPOBAHUS OTKPBITHIX MPOTrPAMMHBIX
matpopmam UNIX-cucrewm;

- OCBOCHHE CPEJICTB CETEBOI'0 aJIMUHUCTPUPOBAHUS;

- OCBOCHHE CPEJICTB CUCTEMHOT'0 aJIMUHUCTPUPOBAHHUS;

- MPUMEHEHNE CUCTEM MPOrPaMMUPOBAHUS HA S3BIKAX BHICOKOTO YPOBHS IS
penieHus npohecCuoOHaNbHBIX 3a/1a4.

2. [Inanupyembie pe3ybTaThl 00y4eHUs 110 AUCITUIUIMHE (MOIYJIIO).

[lepeuenr GopMHUpyeMBIX pe3ylbTaTOB OCBOCHHSI 0Opa30oBaTEIbHOU
nporpamMmbl (KOMIIETEHLIUI) B PE3yIbTaTe 00yUYEHUs MO0 TUCHMIUIMHE (MOIYIIO):

OIIK-5 - CnocobeH WHCTAUIMPOBATh MOPOrpaMMHOE U amnmnapaTHOE
obecnieuenune At THPOPMAITMOHHBIX U aBTOMAaTU3UPOBAHHBIX CUCTEM;

IIK-1 - CnocobGHocTh pa3pabaTbiBaTh TEXHUYECKHE cHEelU(pUKAIMU Ha
POrpaMMHBIE KOMITOHEHTHI 1 UX B3aUMO/ICHCTBHUE ;

IK-2 - CroocoGHocTh  pa3pabaThiBaTh  KOMIIOHEHTHI — CHCTEMHBIX
IPOrpPaMMHBIX POAYKTOB.

OO0y4eHue 1o JUCUUILIMHE (MOAYJII0) MPEANOaraeT, YTo MO0 €ro pe3yJibTaram
oOyuatoruiicst 0yier:

3HaTh:

- uneonoruro Unix-way,

- IPUHLIMIIBI OPTaHU3ALUY U PYHKIIMOHUPOBAaHUSA OTKPBITHIX OC;

- moHsATHE OTKPBITOrO I1O M NpUHIMIIBI €r0 pacpOCTPAHEHUS;

- BO3MOXHOCTH COBPEMEHHBIX OTKPBITBIX ONEPALMOHHBIX CHCTEM, HX
IIOJIB30BATENILCKAN U IIPOIPAMMHBIN CEPBHUC .

Ymern:
- konurypuposats [10 u3 nuctpudytusa OC Unix;



- IIPOCKTHUPOBATH W HCIIOJIB30BATh MPOrpaMMHBIC CCPBUCHI AJISI PCHICHUA
IMPAKTHYCCKUX 3a1a4;
- UCIIOJIBb30BAaTh NPOrpaMMHBIC CCPBUCKHI JJIA PCHICHUA ITPAKTHYCCKHUX 3aaa4

Baanern:

- TepMUHOJIOTHEN B 001acTu oTkpbIToro I10;

- 6azoBbiMU HaBbikamu yripasieHus [10 qis OC Ha ocHOBe smpa Unix;

- 0a30BBIMHU HaBBIKAMU paboOTHl U aaMuHUCTprpoBanus OC Ha OCHOBE sApa
Unix.

3. O0beM TUCHUIUTUHBI (MOJTYJIS).
3.1. O6mas Tpy10€eMKOCTh JUCITUTIINHBI (MOTYJIs).

OO6miass TPyIOEMKOCTh AUCHUIUIMHBI (MOayJisi) coctaBiser 4 3.e. (144
aKaJieMUYecKux yaca(oB).

3.2. OObeMm pguctuIUIiHBI (MOayns) B ¢GopMe KOHTAaKTHOM pabOThI
oOyyarmuxcsi €  M[eJarorH4eckuMu  pabOTHUKaMU W (WIM)  JIMIaMH,
MPUBJICKAEMBIMU K peaau3aiuu 00pa30BaTeIbHON MMPOTPaMMBbI Ha MHBIX YCIIOBHUSX,
IPY IPOBEJICHUY yUESOHBIX 3aHITHI:

KonmgecTBo gyacos

Tum yaeOHbIX 3aHATHN
Bcero | Cemectp Ne8

KonrakTHas paboTa rmpu npoBeieHUN Y4eOHBIX 3aHATHH (BCEro): 60 60
B ToMm uncie:

3aHATUA JIEKLIMOHHOTO THIIA 30 30
3aHATUSA CEMUHAPCKOro THUIa 30 30

3.3. O0beM mUCIUTIIMHBI (MOIyNsi) B (hopmMe CaMOCTOSITENIBHONW paboThI
oOyyaromuxcs, a Takke B (opMe KOHTAKTHOM paboThl O0O0ydaroIuxcs ¢
MeJarornueCKuMy pabOTHUKAMU U (WJIH) JTUIIAMH, IPUBJICKAEMBIMH K PeaIn3alliuu
oOpa3oBaTeIbHON MpPOrpaMMbl HAa HWHBIX YCJIOBHUSX, TMPU TPOBEIACHUU
MIPOMEKYTOUHOM aTTECTAIIMK COCTaBIsAET 84 akaJieMHUUeCKUX yaca (OB).

3.4. 1Ipu oOy4yeHnH 0 MHIUBUAYAIBHOMY YUYEOHOMY ILJIaHY, B TOM YHCIIE IPU
YCKOPEHHOM 00y4YeHUH, 00BEeM JUCITUIUTHHBI (MOYIIS) MOXKET OBITh peain30BaH
MOJIHOCTBIO B (DOpME CaMOCTOSITENIbHON paboThl 00yYarouxcs, a Takxke B (hopme
KOHTAKTHOM paboThl 00YUYaIOIIMXCS C MEJarornuyecKuMy paOOTHUKAMU U (WJIH)
JUIAMU, TIPUBJIIEKAEMBIMU K pealii3aliii 00pa3oBaTeIbHONW MIPOrpaMMbl HA HHBIX
YCJHOBUSIX, IPU IPOBEACHUU TPOMEKYTOUYHON aTTECTALIUH.




4. ConeprxkaHue TUCIUTIIAHBI (MOTYJIs).

4.1. 3aHATHA TEKIUOHHOT'O THUIIA.
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TemaTtuka JICKIIMOHHBIX 3aHATUH / KpaTKO€ COACPIKAHUC

Poneast mogens noctyna (RBAC)
PacmarpuBaemble BOIIPOCHL:

- MeTO}II/IKa YIpaBJICHUSA MTOJIb30BATCIIAMU,

- I'pynnel nosip3oBarenei;

- Kongwuryparmonssie (aiiibl morp30BaTemNei.

[TakeTbl U IPOrpaMMHBIE PENO3UTOPUU
PacmaTpuBaemble BOIPOCHI:

- [TakeTs! u ycranoska [10;

- Buzansl makeTos;

- [lonsitue penoszuropus I10;

- CBOIiCTBa PETIO3UTOPHUS.

YnpasneHue nakeramu

PacmarpuBaemble BOIPOCHI:

- COopka 1 yCTaHOBKA MMAKETOB UCXOIHBIX KOJOB;

- YcraHoBKa OMHAPHBIX MTAKETOB;

- YCTaHOBIIMK U MEHEKEP MAKECTOB;

- [TakeTHbie 00pa3sI (snap-makeTsl; makeThl flatpack; makeTsr appimage).

Pacmmpennsie cnivcku gocryna (ACL) B TUCKpEIMOHHON MOIeNn
PacmarpuBaemble BOIPOCHL:

- JIuckpermonHas MojieJib 1OCTYIIA;

- MuHHMasbHbIE COUCKHU IOCTYIIAa B AUCKPELIMOHOW MOJIENH;

- HCZ[OCTEITKI/I MUHHUMAJIBHBIX CITUCKOB JOCTYTIA,

- PaciumpenHble ciucku 10CTyna;

- BBaHMOHeﬁCTBHG MHUHHUMAJIBHBIX U PACHIUPCHHBIX CITMCKOB JOCTYIIA.

HemnocpencrBennsiit konTpostb noctyna (MAC)
PaCManI/IBaeMLIe BOIIPOCHKHI:

- Ponesas MoA€JIb MOJIC/Ib 1OCTYIIA,

- HenocpencTBeHHbIN KOHTPOIIb JOCTYIIA,;

- Peanmaum HEMOCPCACTBCHOI'O KOHTPOJIA JOCTYyIIA.

Peanuzamus MAC B moayne SELinux
PacmarpuBaembie BOIpPOCHI:

- Moxyms SELinux;

- KomaHzp! ynpaBieHus MOIyIeM;

- B3aumopeiictsue DAC u MAC.

3arpy3ka cUCTEMBbI. YIIpaBI€HUE CEPBUCAMMU
PacmaTtpuBaemMbie BOIIPOCHI:

- 3arpyska OC UNIX;

- CHCTEeMHBIE CEPBUCHI,

- YopaBieHne cirykO6aMu.

Monudukanus sapa
PacmarpuBaeMbie BOIPOCHI:

- CtpykTypa siapa;

- COopKa si/ipa U3 UCXOHBIX KOJIOB;
- YcTaHoBKa d/1pa.




n/n

TemaTrKa JICKIIMOHHBIX 3aHATHH / KpaTKOE COJIepIKaHue

Cetp TCP/IP B Unix. CeTeBble U CEpBEPHBIC BO3MOKHOCTH
PacmarpuBaemblie BONPOCHI:

- Ceresble uarepgeiicsl B UNIX;

- YnpaBneHue mpoBOAHBIMU HHTEpdeiicamu;

- YnpaBneHnue 6ecipoBoIHBIME HHTEpdeicamMH.

10

[IpuknagHeie cETEBBIE CEPBUCHI
PacmarpuBaemble BOIPOCHI:

- HTTP-cepBucs (apache,nginx);

- FTP-cepBucs! (proftpd).

11

CeTeBble CEPBUCHI
PaCManI/IBaeMI)Ie BOIIPOCHI:
- DHCP;

- DNS (bind);

- SSH.

12

@unbrpanus tpaduka. GaepBoibt
PacmarpuBaembie BOIPOCHI:

- IPTables;

- UGW/GUFW.

13

['mbkoe ympaBiaeHue 10CTYIIOM
PaCManI/IBaeMLIe BOIIPOCHI:

- AppArmor;

- PolicyKit.

14

Konrelinepusanus
PacmarpuBaembie BOIpPOCHI:

- [loHsiTHE KOHTEHHEpU3ALUH;
- IPOCTPAHCTBA UMEH;

- TPYMIIBI PECYPCOB U CEroups.

15

Konreitnepuzauusa. Bupryanuzanus

PaccmaTpuBaeMble BOIIPOCHL:

- Konreitnepuszauus, Haznauenue u npumenenue (LXC,Docker);
- [IonsiTHE BUpTyanu3anuy;

- Bupryanuzamnus, HazHauenue u npumenenne (KVM,XEN).

4.2. 3aHATHS CEMUHAPCKOTO TUIIA.

JlaGopatopHbie paOOThI
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HaumenoBanue 1abopatopHbIX paboT / KpaTKoe coepKaHue

praBJ’IeHI/Ie ITOJIB30BATCIIAIMHU CUCTCMBI
B pesynbrarte BRIIOTHEHUS paOOTHI CTYICHT 3HAKOMHTCS C OpraHU3aLUEH MpoIiecca COMPOBOXKICHUS
oJb30BaTelIe

YnpasneHue nakeramu
B pesynprarte BRIOTHEHUS pabOTHI CTYIEHT MOTy4YaeT HaBbIKK yCcTaHOBKHU 110 M3 makeToB peno3uTopust

VYmpasnenue nakeramu (IPOI0KCHHE)
B pesynbprarte BRIOTHEHUS pabOTHI CTYIEHT MOy4YaeT HaBBIKU COOPKU TTAKETOB

PaCI_HI/IpCHHBIe CIIMCKU OOCTyIIa
B pesynbrate BhIOIHEHHUS PaOOTHI CTYAEHT 3HAaKOMHTCS ¢ ynpasineHneM ACL




HanmenoBanwue 1abopaTopHBIX paboT / KpaTKoe CoJepKaHue
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5 |PacmmpeHHbIe CIIUCKH A0CTyNa (MPOJAOTIKEHHUE)
B pesynbprarte BRIOIHEHUS pabOTHI CTyIEHT 3HAKOMUTCS C pa3penieHneM kommu3uii minimal ACL u ACL
6 |Ynpasienue ciayx0Oamu
B PE3YIbTATE BBINTOJTHCHU pa6OTI)I CTYACHT 3HAKOMUTCH C YIIPaBJICHUEM CUCTCMHBIMU Cﬂy)l(6aMI/I
7 |YmpasieHue ciry>x0aMu (IpoI0JKEHUE )
B pesynbrarte BRIIOIHEHUS pabOTHI CTyIEHT HACTPaHBAaET CHCTEMHYIO CITyKOyY
8 |YmpamneHnue ceTnio
B PE3YyIbTATE BBIITOJTHCHU pa6OTBI CTYACHT 3HAKOMUTCH C HaCTpOfIKOPlI " YIIPABJICHUCM CETCBbIMU
uHTEepdeiicamMu
9 |YmpaBieHue ceThio (MMPOIOIKEHHE)
B PE3YyIbTATE BBINTOJTHCHU pa6OTI)I CTYACHT 3HAKOMUTCS C IPUMEHCHUEM OCHOBHBIMH CCTCBBIX YTHUIIUT
10 |@wunbTpanus Tpaduka
B pesynbprarte BRIOTHEHUS pabOTHI CTYIEHT 3HAKOMHTCS C yrpasienueM daepsorom GUFW
11 |@unprpauus Tpaduka (IpoaoIKEHUE)
B pesynbrate BIoTHEHU paObOTHI CTYACHT HacTpanBaeT npasmia punsrpammn GUFW
12 |YmpaBneHue J0CTYIIOM OT MPOIIECCOB
B pesynbrate BhIoIHEHHS PaOOTHI CTYAEHT 3HAKOMUTCS ¢ paOOTOH yTHIUTE AppArmor
13 |YmpaBneHue TOCTYIIOM OT MPOIECCOB (TIPOTOKEHUE)
B pesynbrare BHIIOTHEHUS pabOTHI CTyIEHT HaCTpanBaeT MOJIUTUKY JOCTyIa B AppArmor
14 |CereBble cepBUCHI
B pesynbrare BeIOTHEHUS pabOTHI CTyIeHT 3HaKoMuTcs ¢ cepsrucamu HTTP/FTP
15 |CeteBble cepBHCHI (TIPOIOIKEHNUE)
B pesynbrate BoInoaHeHUs paboThl cTyAeHT HacTpauBaeT cepsuc HTTP/FTP
4.3. CamocrosTenbHas paboTa 00yJaronmxcsl.
No
Bun camocrositenbHO# paboTh
n/m
1 |PabGora c yueOHOI1 TuTepaTypoil U3 MPUBEICHHBIX HCTOUHHUKOB
2 |Pabora c IEeKIIMOHHBIM MaTEPHATIOM.
3 [[ToaroTtoBka K 1a00paTOpHBIM paboTam
4 | BeImoJIHEeHHE KypCOBOM pabOTHI.
5 | [loaroroBka K MPOMEKYTOYHON aTTECTAIlUH.
6 | [loaroroBka K TEKyIieMy KOHTPOIIIO.

4.4. [IpumepHbI NepeueHb TeM KypPCOBBIX padoT
1. UWucramnsauus, HacTpoka ©  compoBoxaeHue  Web-cepBepa.

Unix/FreeBSD

2. Wucramnsmus, Hactpodika u compoBoxacHune SMTP-POP3(IMAP4)-

cepepa. Unix/FreeBSD

3. MHHcramnsuus, HacTpoilka u  compoBoxacHue  SQL-cepsepa.

Unix/FreeBSD



4. Mucramsnus, HacTpoiika u cornpoBoxkaeHue Router-a. Unix/FreeBSD
5. UHcramnsauus, HacTpoiika u cornpoBoxaenue FTP-cepsepa. Unix/FreeBSD

6. HWucraumsmusa, ©HacTpoMka u  comnpoBoxaeHne VPN  cepsepa.
Unix/FreeBSD

7. Pabora ¢ ynanennsix TepmuHaioB. Citrix u T.4.. MUHCTaamus, HacTpoiika
U COIIPOBOXKJICHHUE.

8. Wucramnmauus, HacTpoiika U  compoBoXieHue Proxy-cepsepa.
Unix/FreeBSD

9. MnHcTamsimwms, HacTpoiika u corpoBoxaenue Firewall-a. Unix/FreeBSD

10. MucTamndmus, HacTpoilka U COMPOBOKJICHUE CUCTEM aHaIu3a CETEBOTO
tpaduka. Unix/FreeBSD

11. Cucremsl noctyna k Internet yepes oaun kommberotep (ucnonb3ys NAT) .
Wucramsmus, HacTpoiika, conpoBoxkaenne. Unix/FreeBSD

12. CucteMbl yIaJICHHOTO yIPaBICHUS.

13. NHcTamnsuus, HaCTpolKa M CONpOBOXAeHUE cepBepa [P-tenedonuu.
Unix/FreeBSD

14. MHWHcramnaumsi, HacTpoiika u  conpoBoxaeHue LDAP-cepBepa
Unix/FreeBSD.

5. llepeuenb wu3NaHMI, KOTOpPbIE PEKOMEHAYETCS UCIOIb30BaTh MPHU
OCBOEHUHU JTUCIUIUIMHBI (MOJTYJIS).

ISQH bubnuorpaduyeckoe onrcanue Mecro nocryna

1 Bunentuit A. B. OCHOBBI IpakTUYECKOM Jlans : OBC. — URL:
pa6otsl ¢ UNIX-110106HOI onepanuoHHoM https://e.lanbook.com/book/140984 (nara
cucTeMoii : yueOHoe mocobue / A. B. obpamenns: 10.03.2025) — Texer :
Bunentuii, E. C. Pynuna, M. T, Illumaes. — SMEKTPOHHEIH.
Mypwmanck : MAT'Y, 2019. — 96 c. — ISBN
978-5-4222-0388-8

2 Oneparmonnsie cuctembl. OcHoBbl UNIX : Texcr : snekrponnsii. - URL:
yue6Hoe mocobue / A.B. Baspeniok, O.K. https://znanium.ru/catalog/product/2178800
Kypsimesa, C.B. Kyrenos, B.B. Makapos. — | (#ata obpamenns: 13.03.2025). — Pexum
Mocksa : UHOPA-M, 2025. — 160 c. + JJom. | AOCTYMa: IO NOATHCKE.
Martepuaibl [DIeKTPOHHBIN pecypc]. —
(Cpennee npodeccruoHaabHOE 00pa3oBaHuUE).
- ISBN 978-5-16-013981-4. -

3 Corues II. I1. IIporpammupoBanue B Unix. Jlans : OBC. — URL:
[TpakTukyM : yue6HOE ocobme / IT. T1. https://e.lanbook.com/book/154517 (nara




CpbrueB. — JlyOna : 'ocyapcTBeHHBIN ob6pamenus:10.03.2025) — Tekcr :

ynuBepcuret «Jly6na», 2019. — 63 ¢. — SIIEKTPOHHBII.
ISBN 978-5-89847-579-6

4 | Baspentok A. b. Komannuslii unrepdeiic Jlans : OBC. — URL:
OIEePaIMOHHBIX cHcTeM cemelicTBa UNIX : https://e.lanbook.com/book/126653 (nara
yuebHoe nocobue / A. b. Bapentok, O. K. obpamenns: 10.03.2025) — Texer :
Kypsoimena, B. B. Makapos. — MockBa : SMEKTPOHHEIH.
HUAY MUDU, 2015. — 88 c. — ISBN 978-
5-7262-2021-5

5 Corues II. I1. IIporpammupoBanue B Unix. Jlans : OBC. — URL:
[IpakTkyM : yueOHoe nocobue / IT. I1. https://e.lanbook.com/book/154517 (nata
CsrueB. — Jly6Ha : [ocymapcTBeHHBII obpamenus:10.03.2025 — TexcrT :
ynuBepeuret «Jly6na», 2019. — 63 ¢. — SICKTPOHHBIA.

ISBN 978-5-89847-579-6.

6. IlepeueHb COBpEeMEHHBIX MPOPECCHOHANBHBIX 0a3 JaHHBIX U
WH(OPMAITMOHHBIX CIIPABOYHBIX CHCTEM, KOTOPBIC MOTYT HCIOJB30BAaThCS IPHU
OCBOEHUHU JTUCIHUIUTHHBI (MOTYJIS).

dopym CIICIIHMAINCTOB o uH(OPMAITMOHHBIM TEXHOJIOTUSIM
(http://citforum.ru/)

NHTEpHET-YHUBEPCUTET MH()OPMALIMOHHBIX TEXHOJIOTUH
(http://www.intuit.ru/)

TemaTnueckuii bopym o MH(POPMAITMOHHBIM TEXHOJIOTHSIM
(http://habrahabr.ru/)

Onexrponnas 6udanoreka MUUT (http://library.miit.ru)
Uudopmammonnoro  moprtana  Haywynas  snekTpoHHas  OuOnmoreka

eLIBRARY.RU (www.elibrary.ru)
DnekTpoHHO-0MOMMoTeuHas cucreMa «Jlauby (https://e.lanbook.com/)

7. IlepeueHb  JUIIEH3UOHHOTO U  CBOOOJHO  PACHPOCTPAHIEMOTO
MpOrpaMMHOTO OOECIICUYeHHsI, B TOM YHCJIE OTEUECTBEHHOI'O MPOU3BOJICTRA,
HEO0OXOIMMOTO JIJIs1 OCBOCHHUSI TUCIUTIIIUHBI (MOIYJIs).

- Microsoft Windows

- Microsoft Office

- OC Dnbbpyc

- OC Acrtpa Jlunyke

- Foxit Reader/Acrobat Reader
- XUbuntu Linux

- OpenOffice.org

- GNOME Office



- UnTepuet-6paysep (Yandex u ap.)

8. Omnucanue MaTepUaIbHO-TEXHUYECKON 0a3bl, HEOOXOAUMON  JjIst
OCYIIIECTBJICHUSI 00pa30BaTEILHOrO Mpoliecca Mo JUCIUIUTHHE (MOIYJIIO).

-YueOHast ayauTopusi Uil TPOBEICHHUS YYEOHBIX 3aHATHN (3aHATUH
JEKUMOHHOTO THUIA, JA0OpaTOPHBIX pPAabOT, KypCOBOIO MNPOECKTHUPOBAHHUS
(BBIMOJIHEHUS! KYPCOBBIX paldOT):

- KOMIIBIOTEP MpernojiaBaresns, MyJbTUMEIUHHOE 000pyIOBaHUEe, paboune
CTAHLIUU CTYJEHTOB, JOCKA.

Aynuropus nojkitoueHa k cetu «HTepHeT».

9. ®opMa MPOMEKYTOUHOM aTTECTAINU:

KypcoBas pabota B 8 cemectpe.
DK3ameH B § ceMecTpe.

10. OneHouHBIC MaTEpPHUAIBI.

OreHOYHBIE MaTepHUabl, TPUMEHSIEMBIE TIPU TTPOBEICHUH MPOMEKYTOTHOM
aTTeCTAaIlK, pa3padaThIBAIOTCS B COOTBETCTBHHM C JIOKAJIBHBIM HOPMATHBHBIM
aktom PYT (MUUT).
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